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BEFORE	  THE	  PUBLIC	  UTILITIES	  COMMISSION	  	  

OF	  THE	  STATE	  OF	  CALIFORNIA	  
	  

Before	  the	  Public	  Utility	  Commission	  
	  Utility	  Commission	  

Order	  Instituting	  Rulemaking	  to	  
Consider	  Smart	  Grid	  Technologies	  
Pursuant	  to	  Federal	  Legislation	  and	  on	  
the	  Commission’s	  own	  Motion	  to	  
Actively	  Guide	  Policy	  in	  California’s	  
Development	  of	  a	  Smart	  Grid	  System	  

	  
Rulemaking	  08-‐12-‐009	  

(Filed	  December	  18,	  2008)	  

	  
	  

Comments	  of	  the	  Electronic	  Privacy	  Information	  Center	  (EPIC)	  on	  Proposed	  	  
Policies	  and	  Findings	  Pertaining	  to	  the	  EISA	  Standard	  Regarding	  Smart	  Grid	  	  

and	  Customer	  Privacy	  
	  

	  
Lillie	  Coney,	  Associate	  Director,	  coney@epic.org	  
Electronic	  Privacy	  Information	  Center	  (EPIC)	  
1718	  Connecticut	  Avenue,	  NW,	  Suite	  200	  
	  
Washington,	  DC	  20009	  
202-‐483-‐1140	  
	  
	   The	  Electronic	  Privacy	  Information	  Center	  (EPIC)	  would	  like	  to	  thank	  the	  California	  

Public	  Utility	  Commission	  for	  its	  foresight	  and	  vision	  in	  setting	  in	  motion	  a	  policy	  

making	  process	  to	  establish	  a	  baseline	  for	  the	  adoption	  and	  use	  of	  Smart	  Grid	  

technologies	  in	  the	  state.	  

	  

	   On	  March	  9,	  2010	  EPIC	  filed	  comments	  with	  the	  Commission	  and	  offers	  the	  

following	  recommendations	  for	  its	  further	  deliberation.	  
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	   Our	  recommendations	  are	  as	  follows:	  

	  

1. Adopt	  Smart	  Grid	  Fair	  Information	  Practices	  

	  

Smart	  Grid	  Fair	  Information	  Practices	  Principle	  

Smart	  Grid	  service	  providers	  should	  limit	  collection	  of	  consumers’	  personal	  data;	  

any	  such	  data	  collected	  should	  be	  obtained	  by	  lawful	  means	  and	  with	  the	  consent	  

of	  the	  consumer,	  where	  appropriate.1	  

Data	  collected	  by	  Smart	  Grid	  service	  providers	  should	  be	  relevant	  to	  a	  specific	  

purpose,	  and	  be	  accurate,	  complete,	  and	  up-‐to-‐date.	  

The	  purpose	  for	  collecting	  Smart	  Grid	  data	  should	  be	  settled	  at	  the	  outset.	  	  

The	  use	  of	  Smart	  Grid	  personal	  data	  ought	  to	  be	  limited	  to	  specified	  purposes,	  and	  

data	  acquired	  for	  one	  purpose	  ought	  not	  be	  used	  for	  others.	  

Smart	  Grid	  data	  must	  be	  collected	  and	  stored	  in	  a	  way	  reasonably	  calculated	  to	  

prevent	  its	  loss,	  theft,	  or	  modification.	  

There	  should	  be	  a	  general	  position	  of	  transparency	  with	  respect	  to	  the	  practices	  of	  

handling	  Smart	  Grid	  data.	  

Smart	  Grid	  consumers	  should	  have	  the	  right	  to	  access,	  confirm,	  and	  demand	  

correction	  of	  their	  personal	  data.	  

Those	  in	  charge	  of	  handling	  Smart	  Grid	  data	  should	  be	  responsible	  for	  complying	  

with	  the	  principles	  of	  the	  privacy	  guidelines.	  

	  

2. Adopt	  Privacy	  Impact	  Assessment	  Models	  for	  evaluation	  of	  privacy	  and	  Smart	  

Grid	  applications	  and	  systems.2	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
1	  “Consent”	  is	  widely	  understood	  as	  “any	  freely	  given	  specific	  and	  informed	  indication	  of	  a	  data	  
subject’s	  wishes	  by	  which	  the	  data	  subject	  signifies	  his	  agreement	  to	  personal	  data	  relating	  to	  him	  
being	  processed.”	  European	  Union	  Data	  Protection	  Directive,	  reprinted	  in	  The	  Privacy	  Law	  
Sourcebook	  450	  (Marc	  Rotenberg	  ed.,	  2004).	  
2	  http://www.cio.gov/documents/pia_for_it_irs_model.pdf	  
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3. Establish	  Independent	  Privacy	  Oversight	  –	  organizations	  and	  institutions	  

responsible	  for	  providing	  Smart	  Grid	  services	  to	  consumers	  or	  oversight	  of	  

companies	  engaged	  in	  providing	  services	  to	  consumers	  should	  establish	  

independent	  privacy	  oversight	  within	  their	  organizations.	  Regulatory	  authorities	  

should	  establish	  independent	  privacy	  oversight	  of	  companies	  engaged	  in	  Smart	  

Grid	  service	  provision.	  	  	  

	  

• Privacy	  Officer	  should	  have	  experience	  in	  privacy	  law	  as	  well	  as	  policy	  

• Privacy	  Office	  should	  be	  independent	  

• Privacy	  oversight	  should	  be	  based	  on	  FIPs	  compliance	  

• Privacy	  Office	  should	  have	  the	  resources	  to	  engaged	  in	  Privacy	  Impact	  

Assessments	  on	  uses	  of	  personal	  information	  or	  new	  forms	  of	  personally	  

identifiable	  information.	  

	  

4. Abandon	  the	  Notice	  and	  Consent	  Model	  of	  privacy	  protection.	  Notice	  and	  choice	  

has	  failed	  because	  of	  over	  reliance	  on	  it	  alone	  instead	  of	  all	  of	  the	  principles	  of	  

fair	  information	  practices.	  	  Notice	  in	  exchanges	  where	  the	  customer	  has	  not	  

alternatives,	  such	  as	  in	  the	  case	  of	  electricity	  service	  does	  not	  work.	  

5. Institute	  restrictions	  on	  data	  retention	  and	  use	  to	  only	  those	  necessary	  to	  

provide	  a	  benefit	  or	  service	  related	  to	  Smart	  Grid.	  

6. Institute	  end-‐to-‐end	  security	  requirements	  for	  Smart	  Grid	  systems,	  eliminate	  the	  

use	  of	  wireless	  technology,	  and	  establish	  strong	  security	  standards	  for	  all	  

applications	  that	  will	  communicate	  with	  or	  receive	  communication	  from	  the	  

Smart	  Grid	  network.	  	  

7. Verify	  techniques	  that	  are	  intended	  to	  anonymize	  data	  be	  sure	  that	  are	  effective	  

and	  evaluate	  the	  potential	  for	  re-‐identification	  of	  individuals	  based	  on	  the	  

anonymization	  process	  used.	  

8. Establish	  robust	  cryptographic	  standards	  to	  protect	  Smart	  Grid	  electricity	  usage	  

data	  collection,	  retention,	  transfer,	  and	  use.	  Further	  evaluation	  and	  appropriate	  
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measures	  should	  be	  taken	  to	  protect	  other	  forms	  of	  personal	  information	  

retained	  by	  service	  providers.3	  

9. Adopt	  standards	  and	  certification	  requirements	  that	  match	  or	  exceed	  those	  for	  

aviation	  or	  medical	  technology.	  

10. Define	  due	  process	  rights	  of	  individuals	  when	  law	  enforcement	  seeks	  Smart	  Grid	  

information	  or	  access	  to	  network	  communications.	  

11. Prohibit	  participation	  in	  Fusion	  Centers	  or	  Federal	  or	  state	  information	  sharing	  

environment	  programs.	  

12. Consider	  the	  relevance	  of	  residential	  and	  commercial	  electricity	  backup	  capacity	  

in	  the	  event	  of	  Smart	  Grid	  or	  related	  system	  failures.	  

	  

	   EPIC	  does	  support	  the	  goal	  that	  strong	  baseline	  standards	  are	  necessary	  to	  manage	  

the	  adoption	  of	  Smart	  Grid	  technologies.	  The	  challenge	  for	  the	  commission	  will	  not	  be	  

limited	  to	  guiding	  the	  work	  of	  tradition	  electricity	  energy	  suppliers,	  but	  the	  entry	  of	  non-‐

traditional	  companies	  seeking	  to	  provide	  energy	  management	  services.	  

	  

	   There	  are	  two	  kinds	  of	  harm	  that	  the	  Smart	  Grid	  might	  face:	  intentional	  and	  

unintentional.	  Nature	  or	  the	  environment	  can	  cause	  harm,	  but	  it	  will	  never	  be	  based	  on	  an	  

underlying	  intent.	  Utilities	  preparedness	  and	  response	  to	  hurricanes,	  tornadoes,	  ice	  storms,	  

may	  in	  many	  ways	  resemble	  their	  response	  to	  man	  caused	  events	  that	  impact	  the	  reliability	  

or	  availability	  of	  electricity.	  	  	  

	  

	   However,	  the	  next	  greatest	  threat	  will	  be	  manmade	  intended	  or	  unintended	  

consequences	  to	  the	  Smart	  Grid.	  New	  applications	  or	  devices	  added	  to	  a	  complex	  system	  of	  

Smart	  Grid	  architecture	  may	  offer	  threats	  to	  reliability	  that	  might	  challenge	  service	  

providers.	  Further,	  weaknesses	  in	  the	  underlying	  architecture;	  grid	  software	  and	  firmware	  

development	  could	  also	  introduce	  vulnerabilities	  to	  information	  privacy	  and	  security.	  

Further	  threats	  are	  posed	  by	  updates,	  or	  intentional	  exploitations	  of	  vulnerabilities	  or	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
3	  http://www.securecomputing.net.au/Feature/150901,hacking-‐the-‐smart-‐grid.aspx	  	  
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weaknesses	  inherent	  in	  the	  complexity	  of	  Smart	  Grid	  systems.	  Additionally,	  the	  

applications	  introduced	  by	  third	  party	  service	  providers	  may	  also	  pose	  risk	  to	  consumers.	  

	  

For	  example:	  4	  

	  

• Bypassing	  or	  overriding	  Smart	  Grid	  security	  protocols	  intended	  to	  protect	  personal	  

or	  electricity	  usage	  data	  in	  transit	  or	  other	  critical	  functions	  by	  insiders.	  	  Errors	  in	  

software	  design	  or	  intentional	  development	  of	  trapdoors	  during	  development	  or	  

specifically	  for	  maintenance	  purposes	  that	  are	  exploited	  for	  unapproved	  or	  

impermissible	  purposes.	  

• Inadequate	  identification,	  authentication,	  and	  authorization	  of	  users,	  tasks,	  and	  

systems,	  which	  may	  result	  in	  system	  spoofing	  attacks	  when	  one	  component	  

masquerades	  as	  another.	  In	  addition,	  incomplete	  or	  inconsistent	  authentication	  and	  

validation	  problems	  can	  led	  to	  breaches	  of	  personal	  information	  or	  exploits	  against	  

critical	  Smart	  Grid	  infrastructure.	  

• Other	  problems	  can	  include	  improper	  installation	  of	  technology,	  improper	  

finalization	  of	  Smart	  Grid	  infrastructure	  and	  applications.	  	  

• Improper	  encapsulation	  where	  internal	  Smart	  Grid	  system	  or	  subsystem	  are	  made	  

in	  accessible	  from	  the	  outside.	  

• Reliance	  upon	  clocks,	  internal	  sequential	  processes	  that	  must	  occur	  before	  other	  

critical	  functions	  can	  occur	  that	  can	  led	  to	  system	  failures	  for	  securing	  of	  personal	  

information	  or	  critical	  systems.	  

• Individuals	  who	  design	  and	  field	  Smart	  Grid	  energy	  management	  equipment	  

independent	  of	  standards	  or	  oversight	  can	  pose	  risks	  to	  consumers.	  Customers	  of	  an	  

energy	  usage	  management	  company	  in	  the	  United	  Kingdom’s	  were	  adversely	  

affected	  when	  the	  system	  failed.	  As	  they	  occurred,	  problems	  with	  the	  energy	  

manage	  company’s	  service	  were	  fixed	  on	  the	  fly	  and	  eventually	  the	  system	  became	  

so	  complicated	  that	  they	  attempted	  to	  redesign	  it.	  The	  underlying	  problem	  that	  

created	  an	  inherent	  vulnerability	  was	  how	  electricity	  managed	  by	  the	  energy	  usage	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
4	  Peter	  G.	  Neumann,	  Computer	  Related	  Risk,	  p.	  105-‐108,	  1995	  
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management	  company	  on	  its	  customers’	  behalf	  did	  not	  address	  backups	  should	  the	  

system	  fail.	  Power	  supplied	  to	  the	  company’s	  outstation	  fell	  below	  capacity	  and	  it	  

tripped	  off	  heating	  systems.	  It	  was	  a	  very	  cold	  winter	  and	  after	  hours	  of	  waiting	  the	  

power	  was	  restored.	  The	  failure	  resulted	  in	  the	  hospitalization	  of	  an	  elderly	  woman	  

for	  hypothermia.5	  

	  

	   Finally,	  the	  implications	  for	  protecting	  privacy	  of	  information	  stored	  on	  computers	  

or	  exchanged	  on	  Smart	  Grid	  networks	  is	  whether	  data	  is	  or	  is	  not	  PII.	  This	  is	  information	  

that	  can	  locate	  or	  identify	  a	  person,	  or	  can	  be	  used	  in	  conjunction	  with	  other	  information	  to	  

uniquely	  identify	  an	  individual.	  Historically,	  PII	  would	  include	  name,	  social	  security	  

number,	  address,	  phone	  number,	  or	  date	  of	  birth.	  In	  the	  Internet	  Age	  the	  list	  of	  PII	  has	  

grown	  to	  include	  e-‐mail	  addresses,	  IP	  addresses,	  social	  networking	  pages,	  search	  engine	  

requests,	  logons,	  or	  passwords.	  

	  

	   	  

	   Privacy	  violations	  can	  lead	  to	  threats	  to	  individuals	  in	  a	  number	  of	  instances.	  

	  

For	  example,6	  

	  

• A	  stalker	  killed	  Rebecca	  Schaeffer,	  a	  television	  actress	  after	  he	  used	  publically	  

available	  California	  Division	  of	  Motor	  Vehicle	  (DMV)	  records	  to	  locate	  her	  home	  

address.	  

• A	  former	  Arizona	  law-‐enforcement	  officer	  collected	  information	  from	  three	  

different	  sources	  to	  track	  down	  his	  estranged	  girl	  friend	  and	  murdered	  her.	  

• An	  Anaheim	  Police	  Department	  employee	  used	  access	  to	  DMV	  records	  to	  identify	  

the	  home	  of	  a	  person	  targeted	  by	  anti-‐abortion	  group,	  which	  led	  to	  the	  Tustin,	  

California	  home	  being	  picketed	  in	  February	  1993.	  

	  

Possibility	  of	  Significant	  Privacy	  Harms	  Posed	  by	  Wireless	  Smart	  Grid	  Applications	  
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
5	  http://catless.ncl.ac.uk/Risks/5.67.html#subj7.1	  
6	  il,	  footnote	  10	  
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	   Wireless	  Smart	  Grid	  technology	  used	  to	  transmit	  user	  electricity	  consumption	  data	  

must	  protect	  privacy.	  Wireless	  sensors	  and	  networks	  are	  susceptible	  to	  security	  breaches	  

unless	  properly	  secured,	  and	  breaches	  of	  wireless	  technology	  could	  expose	  users’	  personal	  

data.	  	  

	  

	   “War	  Driving”	  thieves	  search	  for	  open	  unprotected	  wireless	  communication	  devices	  

for	  the	  purpose	  of	  using	  it	  for	  communication	  purposes,	  or	  to	  steal	  data	  being	  transmitted	  

over	  the	  device.	  	  

	  

For	  example:	  

	  

“War	  driving”	  hackers	  will	  search	  for	  unprotected	  wireless	  devices	  at	  shopping	  

centers	  and	  strip	  malls.	  If	  the	  security	  of	  the	  device	  used	  by	  shopping	  centers	  or	  

malls	  has	  weak	  wireless	  security,	  hackers	  will	  exploit	  it	  for	  the	  data	  they	  can	  obtain	  

remotely.	  They	  can	  be	  stationed	  in	  a	  car	  parking	  lot	  outside	  of	  the	  structure	  where	  

the	  wireless	  device	  is	  located.7	  The	  largest	  known	  security	  beach	  due	  to	  “War	  

Driving”	  involved	  the	  theft	  of	  45	  million	  credit	  cards	  from	  the	  TJ	  Max	  and	  

Marshalls’s	  chain	  of	  stores	  when	  hackers	  found	  vulnerability	  in	  the	  wireless	  

technology	  used	  by	  the	  retailers.8	  

	  

	   The	  degree	  to	  which	  Smart	  Grid	  systems	  and	  related	  applications	  would	  recalculate	  

the	  formulation	  of	  what	  is	  knowable	  about	  the	  intimate	  details	  of	  home	  life	  by	  adding	  to	  the	  

list	  of	  PII,	  or	  expanding	  on	  the	  collection,	  retention,	  use,	  and	  sharing	  of	  PII	  pose	  significant	  

risk	  to	  consumers	  of	  electricity.	  

	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
7	  
http://technology.timesonline.co.uk/tol/news/tech_and_web/the_web/article4470120.ec
e	  	  
8	  
http://www.informationweek.com/news/mobility/showArticle.jhtml?articleID=19950038
5	  	  
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	   The	  conservative	  view	  of	  data	  security	  is	  to	  stop	  any	  possible	  bad	  thing	  by	  keeping	  

knowledge	  bottled	  up.	  	  The	  converse	  view	  is	  to	  know	  everything	  knowable	  about	  everyone	  

who	  might	  have	  some	  input	  or	  influence	  over	  a	  protected	  system.	  The	  first	  approach	  faces	  

challenges	  in	  the	  “Digital	  Information	  Age”	  because	  anything	  that	  is	  knowable	  is	  learnable	  

and	  therefore	  sharable.	  	  The	  Second	  approach	  poses	  serious	  problems	  for	  a	  free	  and	  

democratic	  society.	  

	  

	   The	  course	  that	  the	  commission	  will	  chart	  will	  be	  ground	  breaking.	  	  The	  rights	  of	  

consumers	  in	  the	  digital	  information	  age	  require	  strong	  leadership	  on	  the	  part	  of	  

regulators	  and	  policy	  makers.	  	  	  	  	  

	  

Conclusion	  

	  

	   Privacy	  protection	  is	  essential	  to	  the	  successful	  implementation	  of	  the	  Smart	  Grid	  

and	  failure	  to	  develop	  robust	  and	  implement	  privacy	  policy	  will	  hinder	  adoption	  of	  

applications	  and	  services.	  EPIC	  is	  willing	  and	  able	  to	  contribute	  the	  further	  development	  of	  

Smart	  Grid	  Privacy	  policy	  and	  look	  forward	  to	  the	  opportunity	  to	  collaborate	  with	  others	  

toward	  this	  end.	  We	  thank	  the	  California	  Public	  Utility	  Commission	  for	  its	  dedication	  to	  

protect	  the	  rights	  of	  consumers	  and	  the	  future	  implications	  for	  extending	  those	  rights	  to	  

U.S.	  consumers.	  	  

Sincerely,	  
	  
	  
	  
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  /s/Lillie	  Coney	  
__________________________________________	  
Lillie	  Coney,	  Associate	  Director	  
EPIC	  
April	  7,	  2010	  
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