Middleton, Robert

From: m
Sent: ednesday, Ju . ;
Cc: iddleton, Robert": ®) €

Subject: Slides
Attachments: 100728_FA81W brief.pptx
(b) (6)

Here are slides in case you want them.

(b) (6)
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The goal of FAST is to streamline the
primary screening process.

= Create a screening system to aid
security officials.

® |ncrease throughput and minimize
impact on public.

= |[ncrease validity of referral to
secondary screening.




FAST vision is to identify individuals with
malintent via an off-body screening system.

- Malintent: The mental state of
individuals intending to cause
harm to our citizens or our
infrastructure

- llge non-intriigive sensnrs tn

detect physiological and
behavioral cues

Deploy a prototype system
which can screen people in near
real-time




Malintent theory assumes three types of
processes exhibited via three types of cues.

» Thermal changes

* Ocular changes
» Cardiac nhangeq

Physiological
Cues

Behavioral,

i « Body movements
cognitive, and R :
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processes S e

take place

 Voice pitch changes
 Prosody changes
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A new paradigm was developed to
validate the theory of malintent.

All participants pfoceed to Guard #1
and present their ID.

and a‘g';reehi'ng to Earticipate, indi\;iduals
receive instructions and take a
breathalyzer test.

Determinations are Participants are assigned to the

made based on No Malintent or Malintent
g @ 3 conditions
partICI pa nts
intertions:.

Based on algorithm, participants may
be sent to secondary screening.



Overview

Previous studies: Screening for Technology Expo

Current working concept: screening

Have modified the malintent paradigm to evaluate the FAST system for

(b) (4)

Moving forward
— Study 204: On site at Draper
— Study 205: Conduct study at with research participants
— Study 206: Prepare for Limited User Evaluation (Test system with

)
— Limited User Evaluation: (Use system with [ GGG



Study 204 Cover Story

e Testing a new screening system for staff employees
— Recruit participants with experience in the food service industry

— Recruit participants with matched demographic to End User
population (e.g., Caucasian, Hispanic, African American, similar
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* Recruiting participants to work as [JJJlllstaff for special
event

— Screening is necessary due to VIPs attending event

— Screening may take a while; they will have to arrive early and
wait



Study 204 Possible Conditions

e No Malintent
e Malintent Without Device

* Malintent Smuggle
— Smuggle a recording device (i.e., camera) into the facility



Study 204 Increasing Ecologlcal
Validity gishads |

° Using mobile modules
— All noncontact sensors
— Walking around to rear of building
— Signs indicating special event will be taking place
— Signs indicating staff entrance
= VVAILINE 1 HNe, deiors 1l pidee; SudiiLtulny, overiiedu covelliiig
— Real guards

° Partners
— Confederates with matching affiliation

° Markers of intent
— Making ear plugs available
— After secondary, going towards the exit or [|Jjjiistaff entrance



Study 204 Motivation and
Punishment

e Motivation
— Bonus for passing through screening
— Partner with matching affiliation (via pre-testing on

— Allow participants to imagine additional benefits (e.g.,
possibility of selling pictures)

e Punishment
— Loss of funds
— Time detention



Study 204 Secondary Screening

Examine various interview techniques to elicit maximum amount of
information about intent within a limited time period

Three interview conditions
DN i ol i A B i S o e s i i e i K
— Accusatory approach
— Cognitive load approach

Outcome Measures
— Guard evaluations of malintent
— Secondary raters
— System decision of malintent vs. secondary guard decision






Individuals must serve as their own baseline.

Current state of the program is to use the Paradigm.

Neutral (Control)

T
|

Minimal response expected from anyone.
Are you in Boston today?

Relevant 1
Similar response expectea rrom everyone.

Are you planning to take pictures at the
Tech Expo today?

Relevant 2

Response expected from everyone, but
exaggerated response expected from
individuals with malintent. |

——Areyou planning tocause a disturbanceat-

the Tech Expo today?



e — T ———— e ——

'\> Clasmfy

Summary

Activities and Demonstrations
 The FAST program has been created in response to a variety of threats with
the goals of increasing throughput and minimizing impact on the public.

» The FAST sensor suite is designed to detect malintent cues and identify
individuals intending to cause harm.

* Results to date are promising with about 80% classification accuracy.
Continuing to validate theory; sensory technology currently being improved.

e Future plans include

- FYO7 FY08 FY09 FY10
Theory Development/Validation — B —
Human Subject Testing :
Sensor ldentification/Integration — [— ya )
Project Assessment ‘ S
Screening Lab/Module - e ——————
Operational Demos -

Unclassified
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Middleton, Robert

Sent: ednesday, July 14, 2010 12:33 P

To: (b) 6)
Cc: Viiddleton, Robert; (b) (6)
Subject: RE: ®) ) ite Visit

Sounds good. Please send the teleconference #. Thanks

From: ®®©

Sent: Tuesday, July 13, 2010 9:02 AM
To:
Cc: Middleton, Robert;
Subject: RE: Site Visit

(b) (6)

’

We can definitely talk on July 27 to finalize the plans for our meeting the next day. Would 2:30 pm work with your
schedule? | can provide 2 teleconference number. Thanks,

(b) (6)

From: ©©
Sent: Tuesday, July 06, 2010 11:41 AM

To (b) (6)
Cc: Middleton, Robert;
Subject: RE: Site Visit

Works for us. Same entry point [JigiElJ 'obby — where they will call for us). Let’s touch base on 7/27 if you want to go
over logistics.

Thanks,
(b) (6)

From: ®) )
Sent: Tuesday, July 06, 2010 9:36 AM

To
Cc: Middleton, Robert () )
Subject: RE: ®) @) Site Visit

(b) (6)

It looks like July 28" would work best for us. Could we meet you at 1:00 pm? My phone numbers are in the signature
below. Please send me your phone number, just in case we need to get in touch with you. Also, where in thejj i
should we meet you? Thanks for taking the time to meet with us.

BIG)




CONFIDENTIALITY NOTICE

This message and any attachments hereto are intended only for the use of the individual or entity to which it is addressed,
and may contain information that is confidential, trade secret and/or otherwise exempt from disclosure under applicable
law. If the reader of this message is not the intended recipient or the employee or agent responsible for delivering the
message to the intended recipient, any disclosure, dissemination, distribution, copying or other use of this communication
or its substance is prohibited. If you have received this communication in error, please return to the sender and delete
from your computer system. THANK YOU

From: ©®
Sent: Thursday, July 01, 2010 2:35 PM
To: (b) (6)

Cc: Middleton, Robert;

Subject: RE: (b) ¢4) Site Visit
(6) (6)
July 27" or 28" works from our side. Let us know if one of those days works for you.

Thanks,
(b) (6)

From: ®©

Sent: Thursday, June 24, 2010 11:33 AM
(b) (6)

Site Visit

Thanks for taking the time to discuss the opportunity to use the (©) (4) as a test bed for the
Department of Homeland Security’s FAST System. As | mentioned on the call yesterday, | am responsible for the two
trailers, or Mobile Modules, that are used to operate the FAST System during field evaluations. I’d like to visit the

CICI: o take a look at the candidate sites and begin planning for moving the mobile modules into place. Would the
week of July 26" be convenient for you to meet and discuss our options.

Thanks again,

(b) (6)




CONFIDENTIALITY NOTICE

This message and any attachments hereto are intended only for the use of the individual or entity to which it is addressed,
and may contain information that is confidential, trade secret and/or otherwise exempt from disclosure under applicable
law. If the reader of this message is not the intended recipient or the employee or agent responsible for delivering the
message to the intended recipient, any disclosure, dissemination, distribution, copying or other use of this communication
or its substance is prohibited. If you have received this communication in error, please return to the sender and delete
from your computer system. THANK YOU



