Olsen, Christopher

From: Mithal, Maneesha

Sent: Sunday, September 15, 2013 441 PM

Tor Eichorn, Mark; Olsen, Christopher; Schoshinski, Robert
Subject: FW: FB related mobile app privacy problem

(b)(3)

From: Jeffrey Chester

Sent: Sunday, September 15, 2013 11:26 AM
To: Mark Rotenberg; jacobs@epic.org jacobs; Beth Givens; Dr. Deborah Peel; John Simpson; Delara Derakhshani; Joy
Spencer; Hudson Kingston; Robert Felimeth

Subject: FB related mobile app privacy problem

Company is one of Fb's mobile measurement
partners: httpsy/developers, facebook com/preferredmarketingdevelopers/mobile/measurement/#hasoffers

Facebook has aggressively expanded its mobile tracking system for apps, which thisisa
part: htips://developers.facebook.com/docs/ads-for-apps/mobile-app-ads/

hito://venturebeat. com/2013/09/1 4f’hasoﬁérs~acknowle{iges-9rivacv~vioiation-with»facebook»user*data/

HasOffers acknowledges privacy violation with
Facebook user data




HasOffers
HasOffers logo

September 14, 2013 8:00 AM

Dean Takahashi

1 Comment
inShare | ¥B More!

Has Offers has grown quickly as a mobile analytics and monetization firm that takes Facebook data and targets
ads at users on behalf of game and app publishers. But the company recently ran afoul of Facebook’s user
privacy policies, and it has had to change its marketing practices, VentureBeat has learned.

Peter Hamilton, the chief executive of Mobile AppTracking and HasOffers (which offers tools that enables companies track the
performance of their online ads), said in an e-malil to clients Friday that “it recently has come to our attention that our
MobileAppTracking platform was in vioiation of Facebook’s policies. Specifically, our MobileAppTracking platform inappropriately
allowed advertisers to obtain device-level attribution and performance data. This was a mistake on our part.”

What this means is that HasOffers was taking data about a user’s device and sharing it with its customers so that
they could target ads at gamers or app users with better accuracy. We have learned that the problem is that the
data in question could be theoretically used o identify someone based on their use of mobile apps. For instance,
someone may identify themselves as a married father of threcon a Facebook page, but that person may be a
frequent user of same-sex dating apps. HasOffers shouldn’t distribute this data, but HasOffers sharing this more
detailed information on a user level, dubbed “user level attribution,” with clients. These chents could put two
and two together and figure out which of their users was the father.

Evidently, Facebook is not at fault in what it permits its advertising partners to do, and HasOffers has taken
responsibility for the mistake. But Facebook has potten into privacy invasion issues before, and the sogial
network has been very cautious since that time. We've contacted both HasOffers and Facebook for comsmnent.

Harnilton said in his e-mail to clients, “Our contractual agreement with Facebook only allows us to present aggregate and anonymous
level - e.2., at the ad group level — reports and information to our pariners and cliente. Accordingly, we have updated our
MobileAppTracking platform to prevent distribution of non-aggragated and non-anonymized device-level data.”

He added, “Specifically, MobileAppTracking only is able to provide the Facebook Campaign, Adgroup, and Ad
parameters on an aggregate level across all MobileAppTracking interfaces. To be clear, Facebook has not
changed its privacy or data-sharing policies. This is simply an update to our Platform to ensure we are in
compliance with Facebook’s current data policies and our contractual obligations. Should Facebook revise these
restrictions in the future, we’ll be sure to let you know. We apologize for any inconvenience that this issue may
have caused you.”

HasOffers appears to be the only one of 14 Facebook partners o run into trouble. The company has raised $9.4
million from Accel Partners, RealNetworks founder Rob Glaser, Founder’s Co~op’s Chris DeVore. 1i was
founded in 2009 by Lucas and Lee Brown.

HasOffers is valuable to game publishers or app publishers because it can tell them which of their ad campaigns
is working the best in getting valuable users to use their games or apps. Based on information from HasOffers,
the publishers can decide which ad networks are getting them real users and which ones are failing. That’s why
it has grown fast.
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Here $ the text (}f the message from Has Offers Hamﬁton
_ AS you hkely are aware, 11 rece:mly has come to our a’stentzon that oazr MeszeAppTrackmg
© vas g mistake on our part. Qur contractual agreement with Facebook only aflows us fo presem:
 aggregate and anonymous level (e.g., at the ad group level) reports and information to our

S dlstﬂbu’zion of non-aggregated and non- anonymized devme«ievei data i

Ad parameters on an aggregate level across all MobileAppTracking interfaces. To be clear,

- Platform to ensire we are In compliance with Facebook’s current data policies and our: 0 1

- have questions please do not hesﬁa‘ie to reach out o ycur account represematwe ot .
e uggort@ims}blieamuackmg com. e

L Thank. you agam for suppc;r’tmg M@biieAppTrackmg
o 3831‘—,

SEE PeterHaszten SR HIHHHE
e CEO MﬁblieAppYrackmg & HasGﬁers

- platform was in violation of Facebook’s policies. Specifically, our MobileAppTracking platform =~
- mappropriately allowed advertisers to obtain device-level attribution and performance data. This = =

| - pariners and clients. Acs:ordmgly, we have updated our MobileAppTrackmg pla’tform t{: preven% AEEEEEEEEEE

- Spec;ﬁcaiiy, M@blleApmeckmg oniy is abie to pr@vgde the ?acebook Campaign Adgroup a;nci
~ Fapebook has not changed its privacy or data-sharing policies. This is simply an update to {;uir B

- contractual obligations. Shouid Facebook revise these restrictions in the future, we'llbesureto: = = 0 =
- let you know. We apologize for any inconvenience that this issue may have caused you. If you oo




ERPIETEE

. Olsen, Christopher |
from:
S Benty
L 1~ CRELIEIREEEE
 Subject:

- HiChris,

ffSerger, Laure SR
o Eriday, September 13 2@13 12 46 PM
Ll Olsen, Chnstgpher SHE

- FW:FB -~ privileged ané.cénfdential s ('b)'(5') .

[®)5)

. Still trying to find & time on the schedule that works for everyone. = | |

' Thanks,
Colaurs o

mem' Berger Laura:

o sentl Wednasday, Sepiefﬁber 11 2613 t% 33 PM

- To: Mithal, Maneesha

 Subject: RE: B - privileged aﬁd caraf“dentea& . (b)(5)

[®®

: :me Muthaé Maneesha e
o Sent: Wednesday, _September 11, 2013 7:22 PM

- To: Berger, Laura

S Sub;ect Re FB e przvnieged and ccmf”t:ientsa! = (b)(5)

| Thisis g?ﬂ?‘fﬁai‘f? thanksl

o %mm Berger, Laura -

| Sent: Wednesday, Septemiber 11, 2013 06:44 PM f
- Fo: Kim, Reenah; Koss, Laura - :

- et Mithal, Maneesha:

- Subject: FB - privileged and confidential --|(b)(5)

- [o®




I will comb through my notes and see if | spot anything else. But those are the highlights.

Talk soon,
Laura




Olsen, Christopher

From: Berger, Laura

Sent: Wednesday, September 11, 2013 3:28 PM
To: Mithal, Maneesha

Ce Otlsen, Christopher

Subject: Fw: Additional Questions
(b)(3):6(f),(b)(4)

From: Kim, Keenah

Sent: Wednesday, September 11, 2013 03:22 PM

To: Berger, Laura
€ Koss, Laura

Subject: FW: Additional Questions

From: Beringer, 5. Ashiie [maifto:ABeringer@gibsondunn,oom]

Sent: Wednesday, September 11, 2013 2:55 PM

To: Kim, Reenah; Edward Palmieri; Danlel Li (dli@fb.com)

Ce: Kohm, James A.; Wolfe, Douglas; Koss, Laura; Hall, Jennifer
Subiect RE: Additional Questions

Reenah ~

(b)(3):6(f),(b)(4)

Best regards,
Ashlie




fAshhe Bermger

Eg%{}"{ E}EI%‘\E

3 ZGsbscm Dunﬂ & Crutcher LLP S o

111881 Page Mill Red, Palo Allg, CA 94304-1211

| Tel+1650.845.5219 « Fax +1 650.849.5018 -
‘gibsonduni.com « www. q_bsenéum mm

. Erom: Kim, Reenah [mailte:ddmi@ftc.gov]
-Sent: Wednesday, September 11, 2013 11 35:.AM

- Ter Beringer, 5. Ashlle; Edward Palmieri; Daniei Li (dli m}

- Ce: Kohm, James A Wolfe, Douglas; Koss, Lavra - .
- Subject: RE: AcidttaonaE Questxans SRR

[B)3):6(h,(B)E)




 Thankyou. =~
 Remsh

i Reenak L Kim o 0
‘Federal Trade Commission =& S
- Bureau of Consumer Protection - E Bamswn of Lnfnﬁ,emem - :
. 600 Pennsylvania Avenue NW | Wml f)mp M-81028 § W%hmgton DF 29530
: }tzoz 326. 2,:'?2| 1.3{}2 32@ ?:)58 ; kim ] o

; ;;me Beﬂnger S Ashﬁae Lmﬁ@_:o ABersnaer@asbsendunn cenﬂ
©oSepks Tuesday, September 10, 2013 11518 AM o SEEEEELIERE
©YorKoss, Laura; Edward Palmier); Daniel- Li (@b, com)

- g Kim, Reenah; Kohm, James A Wolfe, Douglas

; ;;Sasb]ect RE: Additionat Quest&ons SR SR

f ééaau;ﬁaaﬁaﬁm-:: f ff f ff f
- Are you available to speak tomarrow during the window | proposed last Friday or, alternatively, on Wednesday between .
uaep e )
|(b)(3):6(f),(b)(4)

- Best regards,
: ::ASNIE‘ i
- Ashiie Beringer -

 GIBSON DUNN

: --Gabseﬂ i}uﬂn&Cruﬁct‘zef LLP USRI
- 1881 Page Mill Road, Palo Alto, CA 94304 iZﬁ
D Tel #1650.849.5219 « Fax +1 650.848.501% 1 Do
: ;;ABeraner@mbsandumcsm wwq:bscndunn com EEEEEEEEEEREE

: ::From E(oss Laura {maiito LKO&S@& gg]
- Bent: Monday, September 09 2013:1:00 PM:
| Toi Edward Palmierl; Daniel U (dli@fb.com)
- Qv Beringer, S. Ashlie; Kim, Reenah; %(ohm JamesA Woife, mug
SHE Subjec:t. Addltiona Questnons

- Fo tlewmg up on Jam Kohm 5 emaa? East Fndayi we ask thai yoa respend ta the fal!owmg:

| 55 Data Use Pehcy




- We ook forward te hearing fromyou.

oo bawraKess oo o
©oRenior Attormey T




. September 4, 2013

- Chairwoman Edith Ramwez.
- Commissioner: Julie Brill-

s Conmssioner Maareen Qtﬂhausen,
U Commissioner Joshua Wiight'

The Federal Trade Commission

L 60{3 Pennsylvania Ave., N.W.

i _R___ Faz:ebmk’sc ges Rezrdm S

ashmgten.; DC 29580

Sponsored Stories

i Dear Madam Chafr and Membez‘s of{he Federa Trade Comm;ssaon, EhiEn el

We wiite to bmg y{)w:‘ attertion to pmposed changes in Faa:eboc)i( 5 Statement of Rjghts

oooand Responsﬁﬁi[ltzes and Data Use Policy. The changes will allow Eacebook o routinely use the:

- images and names of Facebook users for commercial advertising without consent. The changes
- wvickte Facebook's current policies and the 2011 Facei’}oek seﬁiemeni with the FTC "Fﬂg: SR
' Comss:e:m musz act iz} enforce xts Order SHESHEE

T‘ne pendmg changes arise ﬁ‘om a class actnon settkrment in w}nch the a‘m)me}s who i

= fpm‘ported to represent the mierests of Facebook users granted the company a right that was
~contrary to'the company's policy &t the time the ftigation was intiated: ' As a consequence, -

- Facebook users who reasomably: believed that ther images -and content would not be-used for -
. connercial purposes without their consent. will now find ther pictwres showing up on the pages

- ofther friends endorsing the products of Facebook’s advertisers. Remarkably, their images could
o even bﬁe useci ’by Facebm}k to: enﬁorse prociucts tha"i the user dc-es n@t Iike Of even use. 2 -

o __Tbe_proposed c;hangas are bmad _m:mgh ’[.0 aiiow Facebook_m ressm‘_ﬁc_t programs_;sémﬁar
. oBeacon, a program that just about everyons including Facebook agreed was wrong and was

: f. See Fraley v. Facebook No, 111726 [N.D. Cal. fled Apr. 8, 2011),

: 2 See Proposed Statement of Rights and Responsibilities, FACEBOOK, hiipsjlfbcén-dmﬁan»a akamaz?ad net!hphotos—
Cakeprt/BS1575.209363963879353 200116473 nipdf - (last visited Sept. 1, 2013) (“You give us permission to use

‘vour name; profile picture; content; andinformation: in connection with conmnercial,  sponsored, orrelated -
- content{suchias a baand you like) served or enhanced by us ™, see also Anthony Wing Kosnér, Facebook {s
O Réeyeling Your Likes To Promoite Stories You've Never Seon To A1 Your Frignds, FORBES (Jan. 28, 2013,

Chtiprffwww forbes. domvsites/anthony kosner 20 13/01 2V ucebook-is iy oling -y bur-dikes-to-promote-s1onies-youve- T
U averssgenti-allyourends/ (Facebook s now reeycling users’ Likes and using them o promote “Related Posts™
Ctinthengws feeds of the uger’s fiends And onemore thing, theusers themslvsﬁ have possxbiy BEVEL: swrzthesiory, R S
Citdiked thestory oreven koow that it is belng promoted in thelr name ™% s




= subsequem}y shut down.> It requires “Alice’ in Wanderland” iog&c to sea th;s as anythmg but af :

S ﬁ’HjOF setback: for the pﬁvac‘y rgghts of Facebook i users

: fUnder the ongmal Statement of Rights ané Respnnsi’bthues Facebaok sand t0 users;

- You.can use your privacy scifings 1o fimit - how your name and profle pichwe may: - -
~ be associated with commercial, sponsored, or related content (such as a brand },oa

-~ like): served or enhanced by us. You give us permission o use your name and

1 ipmﬁie picmre m connecﬁon wzth ihat content, subja{:t fo the iifmts you piace

o fUnder the Pr@posed Statement of R1ghts and Respons;éiilties Facebook riow says:.

: :You give US PermIission 1o use Your name, pmﬁle pmture content, and mtbrmat:on
~in connection with commercial, sponsored, or related content (suc%& asa b{‘and you
- lke} served or enhanced: by us. This means, for example, ‘that you permit-a: -
‘business or other entity fo pay us to display your name and/or profike picture Wfth
f),ew content or- mi%)maataon, wﬁhout any compensamn 10 ycu 5 SR

o Thet zmpact OR MINOTS S parizlcu}ariv pemmous According to the g:zmposed ;mhcy changes

- Facebook simply asserts:

- If you are under the age of eighteen: (18), orunder any other applicable ageof -~
- iajority,. you represent that atleast one of your parents or legal guardians has also S
- agreed fo the terms of this section {and the use of your n,ame, proﬁle p;cmre phnnn
- conient,. aud mformatxon) on your beha%f7 : e EIE RS EEEES

- Such “deened consent” eviscerates any meanmgfui hmits over tir;e cammemial expioatatmn si’the; ST

;fmages and names of yaoung Facebook users.

Facebaok is aism proposing to dramaucaliy expand the use Of personai mﬁ)rmatlon ﬁ)r

- Eédverttsmg purposes. Originally, the Facebook Data User Policy ‘said:

' 33We d@ not sha;'e any of your nfornation thh advertisers. (uniess, of comse you g;ve s
- permission). As described: in this policy, we may share your information when we have -
- removed from it anything:  that personaily identifies you or combined it with other
- information’ so that it no longer personally ideitifies you. We use the information we

: 13 Barbam Oriutav,Fmeboak i end Beawmmckmgroof mse:f!emem USA TOMY (SLpt 21 20(}9}

: tht;‘) Fusatoday30.usatoday comiecl/hotsites/2009:09-2 1-facebook-bencon NhgnTosp=3,

: * Vindu: Goel, Facebook 1o Update Privacy Policy, but Adfusting Settings Is No Easier, NY’%%MES (BiT SBL(}G} (Aug
D28, 2013y, hitg) HBits blogsinytimes com/2013/08/25/acebovk-oupdatesprivacy ~pﬁ:yhcy~but~adjustmg~seﬁmgs-zs~m— LR

- pasier/Phpwd =1 ¢“It brings to'mind Humpty Dumpty in Lewis Carroil’s - “Through the: mokmg Glass M Ashelold 0 0 0 0

- oyoung Alice, “When I usea word, it means just what ] choose it tomean — neither more tor less.”).
S Smxemen: af R;gkzs and Respmsabde:zes FA(.I;BQOK https ff\wm facebeok cmw’ie.galltenm (lasi v;srted Sept 4

: :2313)

s F‘ropased Smtemem of R;gkts a&zd Rmpomsbzi:!;es ¥ /\CE« a(}{}K https inb&{irmiragoa—a akamﬁmd rzetfh;;hazos—ak—

: jpmlfSS]S?S 2(}9563965879553 2691%6475 anpdf (astvgsated "%ept L 2033}
ol F :
T

o etter to FTC re: Spomsored Storjes o2 Bephe 4, 20030




. receive, including the information you provide at registration or add o your account o
- timeline, ‘to deliver ads and (o make: them more relevaﬁt to you, This includes all of the:
 things vou share and do on Facebook, such 2s the Pages you hke or key words ii‘om y‘;}ﬁi‘
©stories, and the thmgs we nfer  fom your use of Facebook ®

Under the Pro;msed Daia {}'se Pei;cy, Facebeﬁk now says

Cwe zmy use ai of the mformtmn we fecewe abeux you ’Eo serve ads Ehai are more:
re%evant 1o you, For example, this includes: — = =
 nformation you provide at reglstramn or add to your accomt o tlmeime,
--a- things you share and do on Facebook, such as what yc}u lik@ and. your interactions
Cwith - advertisements, - partners, or&pps STEEIE I IFEEIEIPE I
ST keywords from your stories; and 0
e thmgs we nfer fom- your use of Facebﬁnk 9

- -Facebaok also mke:s the remykable c!azm unéer ths pmpased new poi;c;es that “User
names and User ID)s are the same thing.” This reflects a profound misunderstanding of privacy.
- protection — namgs are often aimbiguous, User [Ds are unigue identifiers, and ;t 1S the msusa z}f
User IDS that has conﬁ‘ibufﬁd i0-many af the prwacy pmbiems onF aceb@mk

The Federal Trade Commission must act now to proteat i;he nterests Qf Facebook USers

- and to ensure compliance with the 2011 Order.!* The Order requires that, “prior to-any sharing of -

 ausers nonpublic user information by {Facebmk] with any third party,. which materally %xceeds SEEEHESIEHFSH T

' the resirictions imposed by a user's privacy setting(s),” Facebook must make a “clear]] and’

- prominent(]” disclosure and obtain the “affirmative express consent” of the user. 12: “Nonpubix: | RURHEHHI
©user mforimation” i “covered information that is restricted” by one or more privacy setting(s).’ BT S S
- privagy setting is “any control or setimg prowded by [Facebook] that aliows: a user to restrict -

- which individuals ‘or entities can access or view covered: information.” M oThid parties” are,
- subject to mited - exceptions, - “any individual er e:ni{ty th&t uses or receives covered nformation
~ ‘obtained by or on behall of [Facebook] . . s | S

Facebﬁck 5 pmposed pai;c; changes v;eiate ihe terms of the Order Uncie.z* the pmpes&é
' 3pehcv Facebook may create advertisements using an individual’s “name, and profile picire, -

' content, and information in connection: with commercial, sponsored, or related content (such asa

= ;brand {they} ake) served or entianiced by [Fa&ebook] 6 Byassocxatinﬁ 2.USEr’s “name pmﬁie :

S Data Use Pf}!zcy ACEBOOR https v, facebookcoma’iru!i data use pohcy
- Proposed Data Use: Policy, FACERDOK, hteps //fbodn wéragon-a ékasmﬁld ﬂet/hphotes—dkv
U pml/88Y585 44526475558 1605 1677569786 nipdt. SRR s :
CS iy Stedl and Geoffrey Fowlet, Facebdok mPawacyBreach W ALL STREE’E JD{JRNAZ (Gci i’? 2(}10}
: Z(w\maémg that Facebook users! nummeric profile TDE were bemg leaked to thivd party advemsm g compames}
M See Facebuok, tne., FTC Docket No, C-4365 (2012 (Decision and Order), 0 : ;; :
'httpjimvw fig govios s s 092380 1208 1o faceboiokdo: pd[ [heremaﬁ:er FFC Facebook Consent (Z}fda:ri TR
© U RTC Facebook ConsentOrder, & 11 L RIS RE R
1 ETC Facebook Consent Onder, § 5.
CMETC Facebook ConséntOrdes, §6.0

S Z”FTCF&wboﬁk&msmt@den*@& . S EE S PETEEEE PN SE PO S EEEE R EEI RS
M pranased Statement of Rights: fdeespsnsszhnes MCEB(}OK https //ﬁbcdn«éa‘agon—aa,kamamd net;’hphato&ab S EEREE SRS

S B 178SESTS 209563965 879553 2001 164 TS nipdl (st visitad Sept 1, 2083
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picture, content, and information” with commercial content, Facebook creates new
advertisements. These advertisements represent “nonpublic user information” because they
consist of information that had previously been resiricted by the user’s privacy settings,
specifically the user’s choice whether or not to disclose information for a particular purpose. '’
Furthermore, these advertisements are disclosed to “third parties™ the user’s Facebook contacts.
Thus, Facebook’s proposed policy violates the Order’s prohibition on sharing information without
user consent.

Furthermore, as quoted above, the amended language involving teens—far from getting
affirmative express consent from a responsible adul—attemnpts to “deem’” that teenagers
“sepresent™ that a parent, who has been given no notice, have consented to give up teens’ private
information. This is contrary to the Order and FTCs recognition that teens are a sensitive  group,
owed extra privacy protections. 't

The urgency of FTC action is underscored also by specific actions taken by Facebook to
deprive users of the opportunity to express ther views on proposed changes and even to organize
with other users. On November 21, 2012 Facebook revised its governing documents to prevent
wers fom voting on proposed changes.'” In 2010 FB shut down all of the privacy groups on
Facebook, including “FB users against new TOS,” which had more than 150,000 members.?’ And
Facebook subsequently revised its governing documents to prevent the use of the cornpany’s name
in any Facebook group, including groups that were formed to protest Facebook’s business
practices.”’

We urge you to act. The right of a person to control the use of their image for commercial
purposes s the comerstone of modern privacy law.”* Consumer privacy groups have worked
diligently to preserve this right and to protect the interests of Facebook users. Now i is up to the
FTC based on the Order that is akeady in place.

7 See Dara Use Policy, Part 1, FACEBOOK, hittps #/www.facebookconvfull_data_use_policy (last visited Sept. 1,
2013) (deseribing the privacy settings under“control each time you post” and “controf over your timefine”)

8 pTC, PROTECTING CONSUMER PRIVACY IN AN ERA OF RAPYD CHANGE 60 (2012}, availuble

ntepyfwww flo.gov/ios/2012/03/1203 26privacy report.pdf.

¥ Hlfiot Schrage, Proposed Undates to Gur Governing Documents, TACEBOOK (Nov. 21, 2012),

https /iwww facebook convnotes/facebook-site-govemance/proposed-updates-to-cur-goveming-

documents/ 1015230453 5685301,

2 See Shiv Malk, Facebook dccused of Removing Activists' Pages, THE GUARDIAN, Apr. 29, 2011,
httpy/fwewtheguardian.com/technology/201 Vapr/2%/ facebook-accused-removing-activisis-pages;

se¢ also Facebook Old Groups Migration to New Groups: What You Need to Know, FACEBOOE (May 10, 2011),
https vrwww.facebook com/notes/mari-s mith/ facebook-old-groups -migration-to-new-groups-what-y ou-need-to-
know/H)1302495 14781340

2! pacebook Pages Terms, FACEBOOK, hittpsy/www.facebook.comypage_guidelines php

% See Roberson v. Rochester Folding Box Co., 171 N.Y. 338, 557, 64 N.E. 442, 448 (1902) disapproved of by
Fanderbiltv. Mitchell, 72 N1, Fq. 910, 67 A. 97 (1907). After Roberson, the New York statelegislature enacieda
statute protecting against the unauthorized use without consent of“the name, portrait or pictare of any living person™
for “advertising purposes, or for the purposes of trade.” 1903 N.Y. Laws ch. 132, §§ 1-2, Similar exists now in
virtually every statein the country.
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o @Respectmuy, -
f/s/MarcRoa‘erz&erE ST
. Marc Rotenberg, Executive Director =
- Eiectmmc anacv infomxamn Center (EPEC)

/S/ feff Ckesfer L :
Do Jeff Chester, Executive Dwector SRR
- Center for Digital Denocracy (CDD)

8/ John Simpson_ o
oo John Simpson,: Privacy Pro;es:t IJ;rec*;or
S Censmmr Watchd@g : SEEETEEEEES

it /s;’ chomk Peef SI. :
- Deborah Peel, Founder and Cha;r
S Panent ?rwacy Raghzs S

fﬂs/’ Edmun&%ﬁermms}n Z S
- Bdmund Mierzwinski, Consumer Program Drrecmr
i US PIRG

fs/ Bezis Givens
- Beth Givens, Director
7 Privacy. Righzs Ciearmgheuse

IZEECa

© 1 and Insurance
- Marco Rubio, Ranking Member, Semate Commerce Subcommitee on Consumer ?rotect:era,
. Product Safety, and Insurance. :
-+ Lee Terry, Chairman, House Energy Suhcomm on C()mmerce Manufacmrmg and Trade
C oo Jan Schakowsky, Rafﬁmg Members House Energy Subcommee on Cammerce Manufacturmg
0 Uand Trade R

' J B Van Hc)ﬁem Presxdant Naﬂonai Assecatwn of Aiiamevs Genera (NAAG}

o Mark Pryor, Chamn Senam Cemrmrce Subwm&ee on Consumer Protecmr;, Pmduci Safety,
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- Olsen, Christopher
R
Cfom: . MithelManeesha
Crgapbs o i ay, September 13, 2@13 331 pM
E’a, Berger Laura; leen Christopher EEEEEEEEEEERREEEEE
: :Subjgc_‘t::: coin s RanER fO;iOW Up -- prvs Eg(—'.‘d ar‘sd COﬂ?l&E‘ﬁti&i

©Yes plesse.

: Eme Berger, e
Sent: Friday, Se;:tember 13 2913 {33 16 PM

CUTe: Mithal, Maneesha; f)isea, Christapher: oo

- Bubject: RE: FB follow up - prwtieged aﬂd conﬁdentaa{ S

[(0)5)

 Please let me know if you have questions. Thanks!

: __E’mme Barger Laura

o Senty Friday, September 13 2013 10 32 AM
- To: Mithal, Maneasha; Gisen,_chnstspber_ :
o subject: W Additional Questions

L guestions, so we can rmake sure all ourissuesare covered. Wiilletyouknow. 00D

LR here are FR's updated responses to Enforcément. | am trying to find out the schedule for asking FB more follow up

fmem. i(ass, Laura : o
- Sent: Friday; September 13, 2@139 34 AM
oo TowBerger, Laura o

€ Kim,; Reenah
- Subject: FW: Additional Questions . -




: .Laiir& KG% AT

: Z?edera Trade Commmwn i {)wzemn {)F Enfozcement : e e
©Boo Pennsylvania Avel, NJW. | Mail Diop M- 81028 | Wasb;nﬂton F}C 20589 o
202 326 2890 } fi 202, 336 355$ | 1kﬂss@ftc gov S

: :me. Beringer,s Ashiée {mailto:ABeringer ibsoncéunmcom]; S
CSenty Thursday, September 12, 2003848 PM 0 STEEE LIS IS
U To: Koss, Laura: Edward Palmier; Daniel Li (dli@fb, carr%) STETIEEERFSIIIES
LUy Kir, Reeniah; Kohi, James A Wo&fe, anugfas HaiE Jenmfer

- ‘Subject: RE: Additional Questnm‘;s SRE AP HEHSHPH I

: 3Dear Laura James, and Reenah

. -appreciate your feedback.

© Thank you for ymur tu‘ne E)Gth in speakmg wzth us on Tuesday and in feveewmg pur answers to yuur questsozxs We

[®B)@)8M.B)@)




' ;;Bastr;eg;afés,; STEES TS HESHESH
ééAsh ie Bermg@r :
GIBSOND w

D Gibson, Dunn & Crotcher LLP :

U iBBY Page Mill Road, Palo Alto, CA 94304 1211

o Tek+1 650.649.5215 Fax +1 650.848.5019

S ABersﬁger@gleQndﬁﬁn cem www gibsondunn com

o Fforw Koss, Laura Tmas to: LKOS$@&<: c;nv}
- Sent: Monday, September 09, 2013 £:00 PM.
o ‘t“o' Edward F’aimaen E}anzel Lz( @fb cem}




Olsen, Christopher

From: Rich, lessica L.

Sent: Tuesday, September 17, 2013 2:05 PM

Ta: Mithal, Maneesha; Olsen, Christopher; Magee, Peder
Subject: FW: letter to you from kids groups, Facebook
Attachments: RamirezFacebaokie?ter@%?lSFiNAL-l.pd?

From: Jeffrey Chester

Sent: Tuesday, September 17, 2013 11:19 AM

To: Ramirez, Edith

Cc: Hippsley, Heather; Kestenbaurn, Janis; Rich, Jessica L.
Subject: letter to you from kids groups, Facebook

September 17, 2013

Edith Ramirez

Chairwoman

Federal Trade Commission

600 Pennsylvania Avenue, NWE

Washington, DC 20580

Dear Chairwoman Ramirez:

As organizations concerned about the health and welfare of America’s teens, we urge you to protect this
vulnerable group from the proposed new Facebook policy on marketing and advertising. Facebook’s
policy will give it permission to use the name, profile picture, content, and other actions of teens {and all
other users] for commercial purposes without compensation. It also requires 13-to-17-year-olds, as a
new condition of service, to “represent that at least one of your parents or legal guardians has also agreed
to the terms of this section (and the use of your name, profile picture, content, and information} on your
behalf” The FTC, which has acknowledged that teens require special privacy safeguards, must act now 0
limit the ways in which Facebook coliects data and engages in targeted marketing directed at adolescents.




Children’s Advocacy Institute

Children Now

Consumers Union

Consumer Watchdog

Corporate Accountability International
Pediatrics Now

Prevention Institute

Public Citizen

Public Health Advocacy Institute
Public Health Institute

Media Alliance

Media Literacy Project

Mercy Hospital’'s Young People’s Healthy Heart Program
National Collaboration for Youth
Shaping Youth

United Church of Christ, OC Inc.

Yale Rudd Center for Food Policy and Obesity

cc:  Commissioner Julie Brill
Commissioner Maureen K. Ohlhausen

Commissioner Joshua D. Wright




African American Coliaborative Obesity Research Network
American Academy of Child and Adolescent Psychiatry
American Academy of Pediatrics

Benton Foundation

Berkeley Media Studies Group

Campaign for a Commercial-Free Childhood

Center for Digital Democracy

Center for Global Policy Solutions

Center for Media Justice

Center for Science in the Public Interest

Children’s Advocacy Institute

Children Now

Consumers Union

Consumer Watchdog

Corporate Accouniability International

Pediatrics Now

Prevention [nstitute

Public Citizen

Public Health Advocacy Institute

Public Health institute

Media Alliance

Media Literacy Project

Mercy Hospital's Young People’s Healthy Heart Program
National Collaboration for Youth

Shaping Youth

United Church of Christ, OC Inc.

Yale Rudd Center for Food Policy and Obesity




~cc: Commissioner Julie Brill

Conn Commissioner Maureen K Ohthausen 0 0 00

Eommzssmner }Gshua D. anht




