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All -

As you know, DOJ revised their media guidelines last year and issued a final rule on January 14, 2015. In promulgating
that rule, the Attorney General signed the attached memorandum to all DOJ employees which requires mandatory
consultation with the Criminal Division {OEO) on almost all decisions relating to the media ~whether or not we believe

that the proposed action falls clearly outside the actual terms of the regulation (28 CFR 50.10). | b5 -2
b6 -1
b7C

Please review the attached letter. We welcome any feedback, comments or suggestions. Please send responses by

Wednesday, July 29. Sorry for the tight turnaround, but it’s really short — probably shorter than this emait explaining it!

Let me know if anyone woulid like to discuss further in person.

Thanks,

<< File: Revised Media Guidelines - AG Memo.pdf >> << File:better.docx >> b6 -1
| | b7C

Assistant General Counsel

National Security Law Branch

Confidentiality Statement:

This message is transmitted to you by the Office of the General Counsel of the Federal Bureau of Investigation. The message, along

with any attachments, may be confidential and legally privileged. If you are not the intended recipient of this message, please

destroy it promptly without further retention or dissemination (unless otherwise required by law). Please notify the sender of the

error by a separate e-mail or by calling b6 -1
b7C

Classification: UNCLASSIFIED//Fede-

Classification: UNCLASSIFIED//AFede-

Classification: UNCLASSIFIED/ /56

2
epic.org EPIC-17-06-13-FBI-FOIA-20190225-Production-pt3 000177
FPF-283



epic.org EPIC-17-06-13-FBI-FOIA-20190225-Production-pt3 000178



b5 -1

From:| kDOBEOGA)

Sent: Tuesday, March 11, 2014 3:51 PM

To: [0GC) (FBI) b6 -1
Cc: foGe)(FBD); [0GC) (FBI)] kOGC) (FBI); b7c

| |(DO)(FBI) |(CTD) (OGA)

Subject: Update DIOG Classified Annex - NSLs --}@Rﬁ/
ification: SEERET//NoReRT

Classified By:
Derived From: NSIC,
y On: 20391231

20120629

TRANSITORY RECORD

b5 -1
b6 -1

Per our discussion, attached is the revision to the classified annex of the DIOG relating to media NSLs.l Inad b7C

the lead on revising based on our last meeting with the AG and DAG. The bottom Iine:| |
| |The revision to the DIOG does the following:

b5 -1

bs -1

L. i . . . b6 -1
Please advise IDIS ok with the NSL portion and more broadly, the FISA portion. b7C

We would like to present to the DD, and possibly the D, tomorrow.

Thanks, b6 -1

Classification: EQ@/M
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b5 -1

b5 -1

Below arc excerpts trom the DIOG and a white paper issued following the updated guidelines

18.5.6.4.8 (U) MIEEMBERS OF THE NEWS MEDIA

18.5.6.4.8.1 (U) ApPROVAL REQUIREMENTS

18.5.6.4.8.1.1 (U) GENERAL REQUIREMENTS

(U/FOHOY Attorney General approval must be obtained prior to conducting an interview

of a member of the news media for any offense which the member of the news media is
suspected of having committed in the course of, or arising out of, the coverage or
investigation of a news story, or while engaged in the performance of his/her official

duties as a member of the news media.| |

b7E -1

[The EC must contain the necessary facts and
investigative justification for the interview consistent with the DOJ guidelines set forth in
28 C.F.R. § 50.10.

. Questioning, Arresting, Charging Members of the News Media

(U) Attorney General authorization is also required prior to questioning, arresting, or charging a member of the
news media regarding criminal conduct he/she is suspected of having committed in the course of, or arising out of, the
coverage or investigation of the news or while engaged in the performance of official duties.

1. Safeguarding Information Obtained

b7E -1

2
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b7E -1

In addition to the above b7E -1

b7E -1
I hope this answers your questions. Please Ict me know if you would like any additional information.
Thanks,
b6 -1
| EBILOGC | NATIONAL SECURITY LAW BRANCH ll i b7C
b7E -3

Confidentiality Statement: This message is transmitted to you by the Office of the General Counsel of the Federal Bureau of
Investigation. The message, along with any attachments, may be confidential and legally privileged. If you are not the intended
recipient of this message, please destroy it promptly without further retention or dissemination {unless otherwise required by law).
Please notify the sender of the error by a separate e-mail or by calling

From: (OGC)(FBI)
Sent: Mondav. repruary 09, 2015 5:04 PM b6 -1
To{ |(NO) (FBI) e
Cc:—| [OGC)(FBI)
Subject: RE: Media Interviews --- UNCLASSIFIED
Classification: UNCLASSIFIED
bé -1
W] e
Thanks for your email. Unfortunately, I am no longer the legal rep to GMU. | have copied ere, who is currently

assigned this role. She will be able to provide the most up to date guidance with regard to the mandatory baseline
collection policy (which incorporates the interview requirement) and the AG memo re: contact with media members.
Thanks!

3
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Assistant General Counsel
National Security Law Branch
Office of the General Counsel

b6 -1
b7C
b7E -3

Confidentiality Statement:

This message is transmitted to you by the Office of the General Counsel of the Federal Bureau of Investigation. The
message, along with any attachments, may be confidential and legally privileged. If you are not the intended recipient
of this message, please destroy it promptly without further retention or dissemination {unless otherwise required by
law). Please notify the sender of the error by a separate e-mail or by calliné

From:| (NO) (FBI)

Sent: Monday, February 09, 2015 4:51 PM b6 -1
To] (OGC)(FBI) b7cC
Subject: Media interviews --- UNCLASSIFIED

b5 -1
Classification: UNCLASSIFIED if}c‘l' -3
—— === —— e ————— 33— b'7E _1 , _2
Hi| |I have a question that I’'m hoping you can answer or refer me to the person who can.
SSA
Associate Division Counsel
New Qrleans
Classification: UNCLASSIFIED
Classification: UNCLASSIFIED
Classification: UNCLASSIFIED
4
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Classification: UNCLASSIFIED

5
epic.org EPIC-17-06-13-FBI-FOIA-20190225-Production-pt3 000185

FPF-291



epic.org EPIC-17-06-13-FBI-FOIA-20190225-Production-pt3 000186



b7E -1

(U/EDQQ) With the increased focus on media issues, FBI and DOJ will continue to review the DIOG and other internal
policy guides to determine if additional changes or requirements are necessary. Please be mindful of these media
issues and consult with your CDC and/or OGC prior to implementing any techniques targeting the news media.

. :
@ “ﬂ‘;

DOJ Media  SAC White Paper
uidelines 50.10.pdi - Media Guidel...

Classification: W

2
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(U) Significant changes:
. b7E -1

MFinalEy, the new media guidelines as codified in 28 CFR 50.10 only apply to law enforcement tools, not national
security tools| [b7E -1

(U/DUQ)_ With the increased focus on media issues, FBI and DOJ will continue to review the DIOG and other internal
policy guides to determine if additional changes or requirements are necessary. Please be mindful of these media
issues and consult with your CDC and/or OGC prior to implementing any techniques targeting the news media.

7 e

DOJ Media SAC White Paper
uidelines 50.10.pd{ - Media Guidel...

Classification: S ET
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. b7E -1

ﬂﬁ){&( Finally, the new media guidelines as codified in 28 CFR 50.10 only apply to law enforcement tools, not national
security tools| Jo7E -1

(U/@?Bﬁ)~ With the increased focus on media issues, FBI and DOJ will continue to review the DIOG and other internal
policy guides to determine if additional changes or requirements are necessary. Please be mindful of these media
issues and consult with your CDC and/or OGC prior to implementing any techniques targeting the news media.

DOJ Media  SAC White Paper
uidelines 50.10.pdl - Media Guidel...

Classification: W
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m

TRANSITORY RECORD

From: BAKER, JAMES A (OGC)(FBI)

Sent: Thursday, January 08, 2015 4:49 PM

To: FBL_SAC_ADIC_SECRETARIES; FBI_SAC_ADIC_SECRETARIES_FIELDOFFICES; FBI_ALL CDCs; FBI_ADs and EADs;
HQ-DIVO9-ALL EMPLOYEES

Subject: Revised Media Guidelines --- SECRET__

i fication: SESRET

Classified By: V
Derived From: I NSIC,
sify On: 20401231

TRANSITORY RECORD

20120629

All:

{U) Please find attached DOJ's Updated Policy Regarding Obtaining Information from, or Records of, Members of the
News Media; and Regarding Questioning, Arresting, or Charging Members of the News Media. This policy was signed
by the Attorney General on 02/21/2014 and replaces the current guidelines codified at 28 CFR 50.10. The media
guidelines now apply to an expanded list of law enforcement tools and require Attorney General approval prior to using
subpoenas, 2703(d) orders, pen register/trap and trace orders, and search warrants seeking information from, or
records of, non-consenting members of the news media. The guidelines continue to require Attorney General approval
prior to questioning, arresting, or charging a member of the news media. Note that the policy signed by the Attorney
General also has rules for safeguarding the information — specifically, at the conclusion of the investigation, the
Department will retain only one copy of any records obtained pursuant to these guidelines.

(U) Significant changes:
®

}Q Finally, the new media guidelines as codified in 28 CFR 50.10 only apply to law enforcement tools, not national
security tools| b7E -1

2
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b7E -1

(U/EDUQ With the increased focus on media issues, FBI and DOJ will continue to review the DIOG and other internal
policy guides to determine if additional changes or requirements are necessary. Please be mindful of these media
issues and consult with your CDC and/or OGC prior to implementing any techniques targeting the news media.

S
- L

DOJ Media SAC White Paper
uidelines 50.10.pdf - Media Guidel...

Classification: M

3
epic.org EPIC-17-06-13-FBI-FOIA-20190225-Production-pt3 000194
FPF-402



epic.org EPIC-17-06-13-FBI-FOIA-20190225-Production-pt3 000195



From (OGC) (FBI) ‘;jc‘l

Sent: Thursday, July 17, 2014 3:15 PM
To: koae) (FB)

Subject: FW: PROPOSED Email - DOJ Media Guidelines -~ SEERET//BOFERI

ification: EEJSK@/M

Classified By: J
Derived From: I NSIC, da
§ify On: 20391231

0120629

Hey, Please read this one more time and make sure we aren’t embarrassing ourselves. Also, can you attach the
referenced SAC memo.

From;]| (OGC) (FBI) b6 -1
Sent: Thursday, July 03, 2014 1:55 PM b7C
To: (OGC) (FBI

Cc: MCNALLY, RICHARD (OGC) (FBI); ¥OGC) SEBI)
Subject: FW: PROPOSED Email - DOJ Media Guidelines ---

Derived FE T FBI NSIC, 20120629
sify On: 20391231

I:I\/\/hat follows is the Proposed Email regarding the “new” DOJ Media Guidelines that | mentioned at Monday’s b6 -1
NSLB’s issues mtg in your office. The email has been vetted b\I:|and Rick. We believe it should be sent to the AD’s P7€
of: CTD, CD, Cyber, CID, and WMD. Additionally it should be sent to all CDCs and all of OGC. We seek your guidance
and wisdom regarding the appropriate audience. While DOJ would prefer it go to all FBl employees, we were thinking
ADs, DADs, SACs, CDCs, and all of OGC? You will note that at the conclusion we have attached the SAC memo as further

explanation/background.

Thanks.

(U) Please find attached DOJ's Updated Policy Regarding Obtaining Information from, or Records of, Members of the
News Media; and Regarding Questioning, Arresting, or Charging Members of the News Media. This policy was signed
by the Attorney General on 02/21/2014 and replaces the current guidelines codified at 28 CFR 50.10. The media
guidelines now apply to an expanded list of law enforcement tools and require Attorney General approval prior to using
subpoenas, 2703(d) orders, pen register/trap and trace orders, and search warrants seeking information from, or
records of, non-consenting members of the news media. The guidelines continue to require Attorney General approval
prior to questioning, arresting, or charging a member of the news media. Note that the policy signed by the Attorney
General also has rules for safeguarding the information — specifically, at the conclusion of the investigation, the
Department will retain only one copy of any records obtained pursuant to these guidelines.

(U) Significant changes:

2
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(U/]'Fplg@ Finally, the new media guidelines only apply to law enforcement tools, not national security tools, such as
— ~

(u// With the increased focus on media issues, FBI and DOJ will continue to review the DIOG and other internal
policy guides to determine if additional changes or requirements are necessary. Please be mindful of these media
issues and consult with your CDC and/or OGC prior to implementing any techniques targeting the news media.

DOJ Media SAC White Paper
uidelines 50.10.pdl - Media Guidel...

Assistant General Counsel
National Security Law Branch

b6 -1
b7C

Confidentiality Statement:
This message is transmitted to you by the Office of the General Counsel of the Federal Bureau of Investigation. The message, along
with any attachments, may be confidential and legally privileged. If you are not the intended recipient of this message, please
destroy it promptly without further retention or dissemination {unless otherwise required by law). Please notify the sender of the
error by a separate e-mail or by callin
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Classification: MM
4
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Overall, the revisions t> 28 C.F.R. § 50.10 are intended to ensure that, in
determining whether to seek i1formation from, or records of, members of the news media,
the Department strikes the prcper balance among several vital interests: protecting
national security, ensuring pu>lic safety, promoting effective law enforcement and the
fair administration of justice, and safeguarding the essential role of the free press in
fostering government account ibility and an open socicty. The revisions to the
Department’s policies and practices better achieve this balance by ensuring more robust
oversight by senior Department officials; centralizing the internal review and evaluation
process; setting out specific standards for the use and handling of information obtained
from, or records of, members >f the news media; and extending the policies to cover the
use of subpoenas, or, in civil inatters, other similar compulsory process such as a civil
investigative demand (collect vely “subpoenas”), court orders issued pursuant to 18
U.S.C. §§ 2703(d) and 3123, and search warrants.

In addition to the revistons to 28 C.F.R. § 50.10, the Department has adopted
additional changes to its practices regarding obtaining information from, or records, of
members of the news media which will be reflected in revisions to sections 9-13.400 and
9-12.240 of the United States Attorney’s Manual. I have highlighted several of those
changes below:

News Media Review Committee

A News Media Review Committee will provide recommendations to the Deputy
Attorney General and me in certain cases involving a member of the news media, to assist
in balancing investigative imperatives with the protection of the public’s intcrest in the
{freedom of the press. The Committee shall be consulted when Department attorneys
request authorization to seek :he use of subpoenas, search warrants, § 3123 orders, or§
2703(d) orders to obtain com nunication or business records of members of the news
media, in investigations into he unauthorized disclosure of information; when
Department attorneys request authorization to seek the use of subpoenas, scarch warrants,
§ 3123 orders, or § 2703(d) orders to obtain communication or business records, without
providing prior notice to the 1elevant member of the media; when Department attorneys
request authorization to seek testimony from a member of the news media that would
disclose the identity of a con idential source; or when the Attorney General or Deputy
Attorney General requests a Committee recommendation.

There are limited exceptions to use of the News Media Review Committee.
Members of the Department 1nay issue a subpoena to a member of the news media; or use
a subpoena, § 2703(d) order, or warrant to obtain communication or business records of a
member of the news media if a Deputy Assistant Attorney General for the Criminal
Division determines that the :xigent use of such law enforcement tool or technique is
necessary to prevent or mitigate an act of terrorism; other acts that are reasonably likely
to cause significant and artic 1lable harm to national security; death; kidnapping;
substantial bodily harm; concluct that constitutes a criminal offense that is a specified
offense against a minor, as defined by 42 U.S.C. § 16911(7); or incapacitation or
destruction of critical infrast 'ucture, as defined by 42 U.S.C. § 5195c¢(e). In addition,
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while it is expected that the Attorney General will make use of the Committee for cases
that fall within the scope defined in the previous paragraph, the Attorney General may
choose to bypass the Committee review process upon a finding that the time required to
conduct the review will cause significant harm to the investigation.

The News Media Revi¢ w Committee shall be composed of senior Department
officials, including the Director of the Office of Public Affairs, the Chief Privacy and
Civil Liberties Officer, and e::perienced prosecutors. After reviewing the materials
and consulting with attorneys familiar with the investigation as necessary, the News
Media Review Committee will communicate to the Attorney General and Deputy
Attorney General its recommendation in concise, written form.

Safeguarding/Limited Use of Information

Members of the Depariment shall ensure that any information or records obtained
from members of the news media or from third parties pursuant to 28 C.F.R. § 50.10 shall
be closely held so as to prevent disclosure of the information to unauthorized persons or
for improper purposes. Specifically, except as provided bclow,

e Access to information or records obtained from members of the news media or
from third parties pursiant to 28 C.F.R. § 50.10 shall be limited to personnel who
are working on the inv:stigation or related judicial or administrative proceedings
and who have a direct 1eed to know.

e Information or records obtained from members of the news media or from third
parties pursuant to 28 Z.F.R. § 50.10 shall be used solely in connection with the
investigation in which it was obtained, or related judicial or administrative
proceedings; or for other purposes with the written consent of the affected member
of the news media.

e Information or records obtained from members of the news media or from third
parties pursuant to 28 Z.F.R. § 50.10 may not be shared with any other
organization or indivicual inside or outside of the federal government, except as
part of the investigation or as required in the course of judicial proceedings.

e At the conclusion of a | proceedings related to or arising from the investigation,
other than information or records disclosed in the course of judicial proceedings,
or as required by law, the Department shall retain only one copy of any records
obtained from membeis of the news media or from third parties pursuant to 28
C.F.R. § 50.10, which copy shall be maintained in a secure and segregated
repository.

[f the Attorney General or D¢ puty Attorney General finds that specific, identifiable
records or information constitute evidence of a separate past or imminent crime
involving death; kidnapping; substantial bodily harm; conduct that constitutes a
criminal offense that is a spe :ified offense against a minor, as defined by 42 U.S.C. §
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16911(7); or incapacitation o1 destruction of critical infrastructure, as defined by 42
U.S.C. § 5195¢(e), the Attorn:y General or Deputy Attorney General may authorize
broader use of the information.

Public Reporting Requirements

By January 31 of each year, all Department Divisions and United States Attorneys’
Offices shall report to the Dir:ctor of the Office of Public Affairs and to the Director of
the Criminal Division’s Offic: of Enforcement Operations whether a subpoena, court
order issued pursuant to 18 U S.C. § 2703(d) or§ 3123, or warrant, authorized by the
Attorney General, or by a Deputy Assistant Attorney General for the Criminal Division,
during the preceding calendar year was issued, served, or executed, and whether the
affected member of the news ncdia or recipient of the subpoena, court order, or warrant
complied with or challenged the same, and the outcome of any such challenge. Based on
this information, the Departmznt will make public, on an annual basis, statistical data
regarding the use of these law enforcement tools.

Questions

Any questions regardir g the use of subpoenas, court orders issued pursuant to 138
U.S.C. § 2703(d) or§ 3123, o search warrants to obtain information from, or records of,
members of the news media should be directed to the Policy and Statutory Enforcement
Unit of the Criminal Division’s Office of Enforcement Operations at_pseu@usdoj.gov or
(202) 305-4023.

Attachment
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the Department issued a report cn July 12, 2013, announcing changes to the Department’s
policies.

This final rule revises th:: existing provisions in the Department’s regulations at 28 CFR
50.10. The revisions are intendcd to ensure that, in determining whether to seek information
from, or records of, members of the news media, the Department strikes the proper balance
among several vital interests: (]) protecting national security, (2) ensuring public safety, (3)
promoting effective law enforcement and the fair administration of justice, and (4) safeguarding
the essential role of the free pre:s in fostering government accountability and an open society.

The revisions also ensur: more robust oversight by senior Department officials;
centralize the internal review and evaluation process; set out specific standards for the use and
handling of information obtained from, or records of, members of the news media; and extend
the policies to cover the use of subpoenas, court orders issued pursuant to 18 U.S.C. 2703(d) and
3123, and search warrants.

The changes to the policy also strengthen the presumption that Department attorneys will
negotiate with, and provide advance notice to, affected members of the news media when
investigators seek to obtain fror1 third parties communications records or business records
related to ordinary newsgathering activities.

A cross-reference to the new policy has been added to part 59, pertaining to documentary
materials held by third parties.

Regulatory Certifications
Administraiive Procedure Act, 5 U.S.C. 533
Because, for purposes of the Administrative Procedure Act, this regulation concerns

general statements of policy, or rules of agency organization, procedure, or practice, notice and
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comment and a delayed effective date are not required. See 5 U.S.C. 553(b)(A).
Regulatory Flexibility Act

Because this {inal rule is not promulgated as a final rule under 5 U.S.C. 553 and was not
required under that section to be published as a proposed rule, the requirements for the
preparation of a regulatory flexibility analysis under 5 U.S.C. 604(a) do not apply. In any event,
the Attorney General, in accordance with 5 U.S.C. 605(b), has reviewed this regulation and by
approving it certifies that this re;sulation will not have a significant economic impact on a sub-
stantial number of small entities becausc it pertains to administrative matters affecting the
Department.
Executive Orders 12866 and 13.i63 - Regulatory Planning and Review

This action has been draited and reviewed in accordance with Executive Order 12866,
Regulatory Planning and Reviev/, section 1(b), Principles of Regulation. This rule is limited to
agency organization, management, or personnel matters as described by section 3(d)(3) of
Executive Order 12866 of September 30, 1993, and therefore is not a “regulation” as defined by
that Executive Order. Accordinzly, this action has not been reviewed by the Office of
Management and Budget.
FExecutive Order 12988 - Civil Justice Reform

This regulation meets th : applicable standards set forth in sections 3(a) and 3(b)(2) of
Executive Order 12988 of February 5, 1996.
Executive Order 13132 ~ Federulism

This regulation will not 1ave substantial direct effects on the States, on the relationship
between the national government and the States, or on distribution of power and responsibilities

among the various levels of government. Therefore, in accordance with Executive Order 13132
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of August 4, 1999, this rule doe: not have sufficient federalism implications to warrant the
preparation of a federalism asse:sment.
Unfunded Mandates Reform Aci of 1995

This rule will not result in the expenditure by State, local, and tribal governments, in the
aggregate. or by the private sector, of $100 million or more in any one year, and it will not
significantly or uniquely affect s mall governments. Therefore, no actions were deemed
necessary under the provisions of the Unfunded Mandates Reform Act of 1995, Public Law
1044,
Congressional Review Act

This action pertains to a:;cncy management and does not substantially affect the rights or
obligations of non-agency partit:s; accordingly, this action is not a “rule” as that term is used by
the Congressional Review Act (Subtitle E of the Small Business Regulatory Enforcement
Fairness Act of 1996 (SBREFA)). Thercfore, the reporting requirement of 5 U.S.C. 801 does not
apply.
List of Subjects in 28 CFR Part 50

Administrative practice and procedure, Crime, News, Media, Subpoena, Search warrants.
List of Subjects in 28 CFR Part 59

Administrative practice and procedure, Privacy, Search warrants.

Accordingly, for the reasons stated in the preamble, parts 50 and 59 of title 28 of the
Code of Federal Regulations ar: amended as follows:
PART 50 — STATEMENTS OF POLICY

1. The authority citaticn for part 50 is revised to read as follows:

Authority: 5 U.S.C. 30 ; 18 U.S.C. 1162; 28 U.S.C. 509, 510, 516, and 519; 42 U.S.C.
1921 et seq., 1973c; and Pub. .. 107-273, 116 Stat. 1758, 1824.
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2. Section 50.10 is reviced to read as follows:
§ 50.10 Policy Regarding Obtaining Information From, or Records of, Members of the
News Media; and Regarding Ciuestioning, Arresting, or Charging Members of the News
Media.

(a) Statement of Principles.

(1) Because freedom of the ress can be no broader than the freedom of members of the
news media to investigate and r¢ port the news, the Department’s policy is intended to provide
protection to members of the ne'ws media from certain law enforcement tools, whether criminal
or civil, that might unreasonably impair ordinary newsgathering activitics. The policy is not
intended to cxtend special protections to members of the news media who are the focus of
criminal investigations for condiict not based on, or within the scope of, ordinary newsgathering
activities.

(2) In determining whether to seek information from, or records of, members of the news
media, the approach in every instance must be to strike the proper balance among several vital
interests: protecting national security, ensuring public safety, promoting effective law
enforcement and the fair administration of justice, and safeguarding the essential role of the free
press in fostering government accountability and an open society.

(3) The Department views the use of certain law enforcement tools, including subpoenas,
court orders issued pursuant to ~8 U.S.C. 2703(d) or 3123, and search warrants to seek
information from, or records of, non-consenting members of the news media as extraordinary
measures, not standard investig: tory practices. Subpoenas or court orders issued pursuant to 18
U.S.C. 2703(d) or 3123, in particular, may be used, after authorization by thc Attorney General,
or by another senior official in ¢ ccordance with the exceptions set forth in paragraph (c)(3) of

this scction, only to obtain information {rom, or records of, members of the news media when the
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information sought is essential t> a successful investigation, prosecution, or litigation; after all
reasonable alternative attempts have been made to obtain the information from alternative
sources; and after negotiations v/ith the affected member of the news media have been pursued,
unless the Attorney General det:rmines that, for compelling reasons, such negotiations would
pose a clear and substantial threat (o the integrity of the investigation, risk grave harm to national
security, or present an imminen risk of death or serious bodily harm.

(4) When the Attorney Gencral has authorized the use of a subpoena, court order issued
pursuant to 18 U.S.C. 2703(d) cr 3123, or warrant to obtain from a third party communications
records or business records of a member of the ncws media, the affected member of the news
media shall be given reasonable and timely notice of the Attorney General’s determination
before the use of the subpoena, court order, or warrant, unless the Attorney General determines
that, for compelling reasons, su:h notice would pose a clear and substantial threat to the integrity
of the investigation, risk grave harm to national security, or present an imminent risk of death or
serious bodily harm.

(b) Scope.

(1) Covered individuals and entities.

(i) The policy governs the Lse of certain law enforcement tools to obtain information from, or
records of, members of the news media. )

(ii) The protections of the policy do not extend to any individual or entity who is or is
reasonably likely to be—

(A) A foreign power or agent of a foreign power, as those terms are defined in section 101 of

the Foreign Intelligence Surveitlance Act of 1978 (50 U.S.C. 1801);
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(B) A member or affiliate o "a foreign terrorist organization designated under section 219(a)
of the Immigration and Nationa ity Act (8 U.S.C. 1189(a));

(C) Designated as a Special y Designated Global Terrorist by the Department of the
Treasury under Executive Order No. 13224 of September 23, 2001 (66 FR 49079);

(D) A specially designated terrorist as that term is defined in 31 CFR 595.311 (or any
successor thereto);

(E) A terrorist organization 1s that term is defined in section 212(a)(3)(B)(vi) of the
Immigration and Nationality Act (8 U.S.C. 1182(a)(3)(B)(vi));

(F) Committing or attempting to commit a crime of terrorism, as that offense is described in
18 U.S.C. 2331(5) or 2332b(g)X5);

(G) Committing or attempting the crime of providing material support or resources, as that
term is defined in 18 U.S.C. 23.39A(b)(1), to a terrorist organization; or

(H) Aiding, abetting, or cor spiring in illegal activity with a person or organization described
in paragraphs (b)(1)(ii)(A) thro 1gh (G) of this section.

(2) Covered law enforceme 1t tools and records.

(i) The policy governs the 1se by law enforcement authorities of subpoenas or, in civil
matters, other similar compulscry process such as a civil investigative demand (collectively
“subpoenas”) to obtain information from members of the news media, including documents,
testimony, and other materials; and the use by law enforcement authorities of subpoenas, or court
orders issued pursuant to 18 U.3.C. 2703(d) (“2703(d) order™) or 18 U.S.C. 3123 (*3123 order™),
to obtain from third parties “co nmunications records” or “business records” of members of the

news media.
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(i) The policy also governs ipplications for warrants to search the premises or property of
members of the news media, pw suant to Federal Rule of Criminal Procedure 41; or to obtain
from third-party “communication service providers” the communications records of members of
the news media, pursuant to 18 'J.S.C. 2703(a) and (b).

(3) Definitions.

(I)(A) *Communications rec ords” include the contents of electronic communications as well
as source and destination inform ation associated with communications, such as email transaction
logs and local and long distance telcphone connection records, stored or transmitted by a third-
party communication service provider with which the member of the news media has a
contractual relationship.

(B) Communications recorcs do not include information described in 18 U.S.C.
2703(c)(2)(A), (B), (D), (E), and (F).

(i) A “communication service provider” is a provider of an ¢lectronic communication
service or remote computing seivice as defined, respectively, in 18 U.S.C. 2510(15) and 18
U.S.C.2711(2).

(iii))(A) “Business records” include records of the activities, including the financial
transactions, of a member of the news media related to the coverage, investigation, or reporting
of news, which records are gen¢ rated or maintained by a third party with which the member of
the ncws media has a contractual relationship. Business records are limited to those that could
provide information about the newsgathering techniques or sources of a member of the news

media.
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(B) Business records do not include records unrelated to ordinary newsgathering activities,
such as those related to the pure y commercial, financial, administrative, or technical, operations
of a news media cntity.

(C) Business records do not include records that are created or maintained either by the
government or by a contractor 01 behalf of the government.

(¢) Issuing subpoenas to members of the news media, or using subpoenas or court
orders issued pursuant to 18 U.S.C. 2703(d) or 3123 to obtain from third parties
communications records or business records of a member of the news media,

(1) Except as set forth in paragraph (c)(3) of this section, members of the Department must
obtain the authorization of the Attorney General to issue a subpoena to a member of the news
media; or to use a subpoena, 2703(d) order, or 3123 order to obtain from a third party
communications records or busiiess records of a member of the news media.

(2) Requests for the authoriz.ation of the Attorney General for the issuance of a subpoena to a
member of the news media, or t> use a subpoena, 2703(d) order, or 3123 order to obtain
communications records or business records of a member of the news media, must personally be
endorsed by the United States Attorney or Assistant Attorney General responsible for the matter.

(3) Exceptions to the Attornzy General authorization requirement

(1)(A) A United States Attorney or Assistant Attorney General responsible for the matter may
authorize the issuance of a subpsena to a member of the news media (e.g., for documents, video
or audio recordings, testimony, or other materials) if thc member of the news media expressly
agrees to provide the requested nformation in response to a subpoena. This exception applies,

but is not limited, to both published and unpublished materials and aired and unaired recordings.
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(B) In the case of an authorization under paragraph (¢)(3)(i)(A) of this section, the United
Statcs Attorney or Assistant Attorney General responsible for the matter shall provide notice to
the Director of the Criminal Division’s Office of Enforcement Operations within 10 business
days of the authorization of the ssuance of the subpoena.

(i1) In light of the intent of the policy to protect freedom of the press, ordinary newsgathering
activities, and confidential news media sources, authorization of the Attorney General will not be
required of inembers of the Department in the following circumstances:

(A) To issue subpocnas to news media entities for purely commercial, financial,
administrative, technical, or oth::r information unrelated to ordinary newsgathering activities; or
for information or records relati1g to personnel not involved in ordinary newsgathering
activities.

(B) To issue subpoenas to members of the news media for information related to public
comments, messages, or posting s by readers, viewers, customers, or subscribers, over which the
membet of the news media doc:: not exercise editorial control prior to publication.

(C) To use subpoenas to ob .ain information from, or to use subpoenas, 2703(d) ordcrs, or
3123 orders to obtain communi-:ations records or business records of, members of the news
media who may be perpetrators or victims of, or witnesses to, crimes or other events, when such
status (as a perpetrator, victim, >r witness) is not based on, or within the scope of, ordinary
newsgathering activities.

(iii) In the circumstances id:ntified in paragraphs (c)(3)(ii)(A) through (C) of this section, the
United States Attorney or Assistant Attorney General responsible for the matter must—

(A) Authorize the use of the subpoena or court order;

10
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(B) Consult with the Crimir al Division regarding appropriate review and safeguarding
protocols; and

(C) Provide a copy of the st bpoena or court order to the Director of the Office of Public
Aftairs and to the Director of th: Criminal Division’s Office of Enforcement Operations within
10 business days of the authorization.

(4) Considerations for the Attorney General in determining whether to authorize the
issuance of a subpoena to a meirber of the news media.

(i)(A) In criminal matters, there should be reasonable grounds to believe, based on public
information, or information frora1 non-media sources, that a crime has occurred, and that the
information sought is essential to a successful investigation or prosecution. The subpoena should
not be used to obtain peripheral nonessential, or speculative information.

(B) In civil matters, there st.ould be reasonable grounds to believe, based on public
information or information fron: non-media sources, that the information sought is essential to
the successful completion of the investigation or litigation in a case of substantial importance.
The subpoena should not be used to obtain peripheral, nonessential, cumulative, or speculative
information.

(ii) The government should have made all reasonable attempts to obtain the information from
alternative, non-media sources.

(iii)(A) The government should have pursued negotiations with the affected member of the
news media, unless the Attorney General determines that, for compelling reasons, such
negotiations would pose a clear and substantial threat to the integrity of the investigation, risk
grave harm to national security. or present an imminent risk of death or serious bodily harm.

Where the nature of the investipation permits, the government should have explained to the

1
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member of the news media the government’s needs in a particular investigation or prosecution,
as well as its willingness to addrzss the concerns of the member of the news media.

(B) The obligation to pursuc negotiations with the affected member of the news media,
unless excused by the Attorney (5eneral, is not intended to conflict with the requirement that
members of the Department secure authorization from the Attorney General to question a
member of the news media as required in paragraph (f)(1) of this scction. Accordingly, members
of the Department do not need to secure authorization from the Attorney General to pursue
negotiations.

(iv) The proposed subpoena generally should be limited to the verification of published
information and to such surrounding circumstances as relate to the accuracy of the published
information.

(v) In investigations of unat thorized disclosures of national defense information or of
classified information, where th: Director of National Intelligence, after consultation with the
relevant Department or agency 1ead(s), certifies to the Attorney General the significance of the
harm raised by the unauthorizec disclosure and that the information disclosed was properly
classified and reaffirms the inte ligence community’s continued support for the investigation and
prosecution, the Attorney Gene -al may authorize the Department, in such investigations, to issue
subpoenas to members of the news media. The certification will be sought not more than 30
days prior to the submission of the approval request to the Attorney General.

(vi) Requests should be trezted with care to avoid interference with ordinary newsgathering
activities or claims of harassment.

(vii) The proposed subpoena should be narrowly drawn. It should be directed at matcrial and

relevant information regarding 2 limited subject matter, should cover a reasonably limited period
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of time, should avoid requiring production of a large volume of material, and should give
reasonable and timely notice of - he demand.

(5) Considerations for the + ttorney General in determining whether to authorize the use of a
subpoena, 2703(d) order, or 31.'3 order to obtain from third parties the communications records
or business records of a member of the news media:

()(A) In criminal matters, there should be reasonable grounds to believe, based on public
information, or information from non-media sources, that a crime has been committed, and that
the information sought is essent al to the successful investigation or prosecution of that crime.
The subpoena or court order shculd not be used to obtain peripheral, nonessential, or speculative
information.

(B) In civil matters, there st ould be reasonable grounds to believe, based on public
information, or information fror1 non-media sources, that the information sought is essential to
the successful completion of the investigation or litigation in a case of substantial importance.
The subpoena should not be used to obtain peripheral, nonessential, cumulative, or speculative
information.

(ii) The use of a subpoena o- court order to obtain from a third party communications records
or business records of a membe - of the news media should be pursued only after the government
has made all reasonable attempts to obtain the information from alternative sources.

(iii)(A) The government shc uld have pursued negotiations with the affected member of the
news media, unless the Attorne/ General determines that, for compelling reasons, such
negotiations would pose a clear and substantial threat to the integrity of the investigation, risk

grave harm to national security. or present an imminent risk of death or serious bodily harm.

I3
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(B) The obligation to pursue negotiations with the affected member of the news media, unless
excused by the Attorney General, is not intended to conflict with the requirement that members
of the Department secure authorization from the Attorney General to question a member of the
news media as set forth in parag-aph (f)(1) of this section. Accordingly, members of the
Department do not need to secuie authorization from the Attorney General to pursue
negotiations,

(iv) In investigations of unauthorized disclosures of national defense information or of
classified information, where the Director of National Intelligence, after consultation with the
relevant Department or agency liead(s), certifies to the Attorney General the significance of the
harm raised by the unauthorized disclosure and that the information disclosed was properly
classified and reaffirms the intelligence community’s continued support for the investigation and
prosecution, the Attorney General may authorize the Department, in such investigations, to use
subpoenas or court orders issued pursuant to 18 U.S.C. 2703(d) or 3123 to obtain
communications records or business records of a member of the news media. The certification
will be sought not more than 30 days prior to the submission of the approval request to the
Attorney General.

(v) The proposed subpoena or court order should be narrowly drawn. It should be directed at
material and relevant informaticn regarding a limited subject matter, should cover a reasonably
limited period of time, and shou Id avoid requiring production of a large volume of material.

(vi) If appropriate, investige tors should propose to use search protocols designed to minimize
intrusion into potentially protec ed materials or newsgathering activities unrelated to the
investigation, including but not limited to keyword searches (for electronic searches) and filter

teams (reviewing teams separat > from the prosecution and investigative teams).
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(d) Applying for warrants to search the premises, property, or communications records
of members of the news media.

(1) Except as set forth in paragraph (d)(4) of this section, members of the Department must
obtain the authorization of the Attorney General to apply for a warrant to search the premises,
property, or communications records of a member of the news media.

(2) All requests for authorization of the Attorney General to apply for a warrant to search the
premises, property, or communi sations records of a member of the news media must personally
be endorsed by the United State:: Attorney or Assistant Attorney General responsible for the
matter.

(3) In determining whether to authorize an application for a warrant to search the premises,
property, or contents of communications records of a member of the news media, the Attorney
General should take into account the considerations identified in paragraph (c)(5) of this section.

(4) Members of the Departnient may apply for a warrant to obtain work product materials or
other documentary materials of 1 member of the news media pursuant to the “suspect exception”
of the Privacy Protection Act (** >PA suspect exception”), 42 U.S.C. 2000aa(a)(1) & (b)(1), only
when the member of the news media is a focus of a criminal investigation for conduct not based
on, or within the scope of, ordinary newsgathering activities. In such instances, members of the
Department must secure authorization from a Deputy Assistant Attorney General for the
Criminal Division.

(5) Members of the Departnient should not be authorized to apply for a warrant to obtain
work product materials or other documentary materials of a member of the news media under the
PPA suspect exception, 42 U.S.Z. 2000aa(a)(1) & (b)(1), if the sole purpose is to further the

investigation of a person other t1an the member of the news media.
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(6) A Deputy Assistant Attorney General for the Criminal Division may authorize, under an
applicable PPA exception, an ap slication for a warrant to scarch the premises, property, or
communications records of an individual other than a member of the news media, but who is
reasonably believed to have “a purpose to disseminate to the public a newspaper, book,
broadcast, or other similar form >f public communication.” 42 U.S.C. 2000aa(a) & (b).

(7) In executing a warrant authorized by the Attorney General or by a Deputy Assistant
Attorney General for the Criminal Division investigators should use search protocols designed to
minimize intrusion into potentia ly protected materials or newsgathering activities unrelated 1o
the investigation, including but r ot limited to keyword searches (for electronic searches) and
filter teams (reviewing teams separate from the prosecution and investigative teams).

(e) Notice to affected member of the news media.

(1)(A) When the Attorney Gzneral has authorized the use of a subpoena, court order, or
warrant to obtain from a third pzrty communications records or business records of a member of
the news media, the affected me nber of the news media shall be given reasonable and timely
notice of the Attorney General’s determination before the use of the subpoena, court order, or
warrant, unless the Attorney General determines that, for compelling reasons, such notice would
pose a clear and substantial threut to the integrity of the investigation, risk grave harm to national
sceurity, or present an imminent risk of death or serious bodily harm.

(B) The mere possibility that notice to the affected member of the news media, and potential
judicial review, might delay the investigation is not, on its own, a compelling reason to delay
notice.

(2) When the Attorney Gene ral has authorized the use of a subpoena, court order, or warrant

to obtain communications records or business records of a member of the news media, and the
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affected member of the news media has not been given notice of the Attorney General’s
dctermination before the use of the subpoena, court order, or warrant, the United Statcs Attorney
or Assistant Attorney General responsible for the matter shall provide to the affected member of
the news media notice of the orcer or warrant as soon as it is determined that such notice will no
longer pose a clear and substantial threat to the integrity of the investigation, risk grave harm to
national security, or present an i nminent risk of death or serious bodily harm. In any event, such
notice shall occur within 45 day: of the government’s receipt of any return made pursuant to the
subpoena, court order, or warrar t, cxcept that the Attorney General may authorize delay of
notice for an additional 45 days if he or she determines that, for compelling reasons, such notice
would pose a clear and substantial threat to the integrity of the investigation, risk grave harm to
national security, or present an i nminent risk of death or serious bodily harm. No further delays
may be sought beyond the 90-dz y period.

(3) The United States Attorr ey or Assistant Attorney General responsible for the matter shall
provide to the Director of the O1fice of Public Affairs and to the Director of the Criminal
Division’s Office of Enforcement Operations a copy of any notice to be provided to a member of
the news media whose communications records or business records were sought or obtained at
least 10 business days before su:h notice is provided to the affected member of the news media,
and immediately after such notice is, in fact, provided to the affected member of the news media.

(f) Questioning members of the news media about, arresting members of the news
media for, or charging members of the news media with, criminal conduct they are
suspected of having committeil in the course of, or arising out of, the coverage or
investigation of news, or while engaged in the performance of dutics undertaken as

members of the news media.
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(1) No member of the Department shall subject a member of the news media to questioning
as to any offense that he or she is suspected of having committed in the course of, or arising out
of, the coverage or investigation of news, or while engaged in the performance of duties
undertaken as a member of the r ews media, without notice to the Director of the Office of Public
Affairs and the express authorizition of the Attorney General. The government need not view
the member of the news media ¢s a subject or target of an investigation, or have the intent to
prosecute the member of the neivs media, to trigger the requirement that the Attorney General
must authorize such questioning.

(2) No member of the Department shall seek a warrant for an arrest, or conduct an arrest, of a
member of the news media for zny offense that he or she is suspected of having committed in the
course of, or arising out of, the coverage or investigation of news, or while engaged in the
performance of duties undertak¢ n as a member of the news media, without notice to the Director
of the Office of Public Affairs and the express authorization of the Attorney General.

(3) No member of the Depa tment shall present information to a grand jury seeking a bill of
indictment, or file an informatic n, against a member of the news media for any offense that he or
she is suspected of having comrnitted in the course of, or arising out of, the coverage or
investigation of news, or while :ngaged in the performance of duties undertaken as a member of
the news media, without notice to the Director of the Office of Public Affairs and the express
authorization of the Attorney G:neral.

(4) In requesting the Attorn:zy General’s authorization to question, to arrest or to seek an
arrest warrant for, or to present information to a grand jury seeking an indictment or to file an
information against, a member >f the news media for an offense that he or she is suspected of

having committed during the course of, or arising out of, the coverage or investigation of news,
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or while engaged in the performance of duties undertaken as a member of the news media, a
member of the Department shall state all facts necessary for a determination by the Attorney
General.

(g) Exigent circumstances.

(1)(A) A Deputy Assistant 2 ttorney General for the Criminal Division may authorize the use
of a subpoena or court order, as described in paragraph (c) of this section, or the questioning,
arrest, or charging of a member of the news media, as described in paragraph (f) of this section,
if he or she determines that the ¢ xigent use of such law enforcement tool or technique is
necessary 1o prevent or mitigate an act of terrorism; other acts that are reasonably likely to cause
significant and articulable harm to national security; death; kidnapping; substantial bodily harm;
conduct that constitutes a specified offense against a minor (for example, as those terms are
defined in section 111 of the Acam Walsh Child Protection and Safety Act of 2006, 42 U.S.C.
16911), or an attempt or conspiracy to commit such a criminal offense; or incapacitation or
destruction of critical infrastruc ure (for example, as defined in section 1016(e) of the USA
PATRIOT Act, 42 U.S.C. 5195:(¢)).

(B) A Deputy Assistant Attorney General for the Criminal Division may authorize an
application for a warrant, as described in paragraph (d) of this section, if there is reason to
believe that the immediatc seizi re of the materials at issue is necessary to prevent the death of, or
serious bodily injury to, a human being, as provided in 42 U.S.C. 2000aa(a)(2) and (b)(2).

(2) Within 10 business days of a Deputy Assistant Attorney General for the Criminal
Division approving a request ur der paragraph (g) of this section, the United States Attorney or

Assistant Attorney General resg onsible for the matter shall provide to the Attorney General and
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to the Director of the Office of Public Affairs a statement containing the information that would
have been given in requesting prior authorization.

(h) Failure to comply with solicy. Failure to obtain the prior approval of the Attorney
General, as required by this policy, may constitute grounds for an administrative reprimand or
other appropriate disciplinary ac:ion.

(i) General Provision. This policy is not intended to, and does not, creatc any right or
benefit, substantive or procedure |, enforceable at law or in equity by any party against the United
States, its departments, agencies. or entities, its officers, employees, or agents, or any other
person.

PART 59 — GUIDELINES OM METHODS OF OBTAINING DOCUMENTARY
MATERIJIALS HELD BY THIRD PARTIES

3. The authority citation for part 59 continues to read as follows:

Authority: Sec. 201, Pub. L. 96-440, 94 Stat. 1879 (42 U.S.C. 2000aa-11).

4. Section 59.3 is revistd by adding a new sentence at the end of paragraph (d) to read
as follows:

§ 59.3 Applicability.

% k %k k ¥k

(d) * * * For the use of a warrar t 1o obtain information from, or records of, members of the

news media, see the Departmen:’s statement of policy set forth in § 50.10 of this part.

February 21, 2014

Date Eric H. Holder, Jr.
Attorney General

20

epic.org EPIC-17-06-13-FBI-FOIA-20190225-Production-pt3 000222

FPF-430



epic.org EPIC-17-06-13-FBI-FOIA-20190225-Production-pt3 000223



UNCLASSIFIED//ED8Q_

DOJ Media Guidelines

(U) On 02/21/2014, the Attorney General promulgated the Updated Policy Regarding Obtaining
Information from, or Records of, Members of the News Media; and Regarding Questioning, Arresting,
or Charging Members of the News Media which replaces the current guidelines codified at 28 CFR
50.10. The media guidelines now apply to an expanded list of law enforcement tools and require
Attorney General approval prior to using subpoenas, 2703(d) orders, pen register/trap and trace orders,
and search warrants seeking information from, or records of, non-consenting members of the news
media. The guidelines continue to require Attorney General approval prior to questioning, arresting, or
charging a member of the news media. Note that the policy signed by the Attorney General also has
rules for safeguarding the information — specifically, at the conclusion of the investigation, the
Department will retain only one copy of any records obtained pursuant to these guidelines.

(U) Significant changes:
° b7E -1

I Definition of Member of the News Media

(U) The DOJ Media Guidelines do not define the term “member of the news media.” They do,
however, exclude any individual or entity who is reasonably likely to be a foreign power or an agentofa
foreign power.

(U) The Department may consider the following factors when evaluating whether or not an
individual/entity is a member of the news media:

b7E -1

PageZ
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UNCLASSIFIED//EDEQ_

b7E -1
IL Scope
(U} The Guidelines govern the use of certain law enforcement tools to obtain information from, or
communications/business records of, a member of the news media. Specifically, the Guidelines cover
the use of:
1. subpoenas (or similar compulsory process in civil matters)
2. 2703(d) orders, 18 U.S.C.§ 2703(d)
3. PR/TT orders, 18 U.S.C. § 3123
4. search warrants
b7E -1
(V]
(Umme Guidelines do not apply to national security tools] b7E -1
It Process and Procedures
b7E -1
In determining whether or not to authorize the use of a subpoena, 2703(d) order, or PR/TT order,
the Attorney General considers the following factors: QP
&
[0
A,
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UNCLASSIFIED/ &0

(U) The Attorney General also established a News Media Review Committee to advise on requests
(a) directed at media records related to investigations of unauthorized leaks; (b) seeking delayed notice;
or (c) seeking testimony of members of the news media regarding their confidential sources.

(U) Notice. When the Attorney General authorizes the use of a subpoena, court order, or warrant
to obtain communications/business records from a third party, the affected member of the news media
should be given reasonable and timely notice, unless the Attorney General determines that, for
compelling reasons, such notice would pose a clear and substantial threat to the integrity of the
investigation, risk grave harm to the national security, or present an imminent risk of death or serious
bodily harm. In any event, notice must occur within 45 days of the government receiving any return
pursuant to the subpoena, court order, or warrant, except that the Attorney General may authorize an
additional 45-day delay. No further delays may be sought beyond the 90-day period.

(U) Exceptions. There are several exceptions to the Attorney General authorization. In the
following instances, a United States Attorney or Assistant Attorney General may authorize the use of
subpoenas, 2703(d) orders, and PR/TT orders.

1. To issue subpoenas if the member of the news media has expressly agreed to providing the
requested information in response to a subpoena.

2. To issue subpoenas to news media entities for purely commercial, financial, administrative,
technical, or other information unrelated to ordinary newsgathering activities or information/records
relating to personnel not involved in ordinary newsgathering.

3. To issue subpoenas to members of the news media for information related to public comments,
messages, or posting by readers, viewers, customers, or subscribers.

4. To issue subpoenas, 2703(d) orders, or PR/TT orders to obtain communications/business records
of members of the news media who may be the perpetrator, victim, or witness to a crime not based on
ordinary newsgathering activities.
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. Search Warrants

(U) The Privacy Protection Act generally prohibits searches for work product and documentary
materials held by persons involved in First Amendment-protected activities. However, the PPA has an
exception if there is probable cause to believe that the person possessing the material has committed or

is committine an enumerated criminal offence | b7E -1
V. Questioning, Arresting, Charging Members of the News Media

(U) Attorney General authorization is also required prior to questioning, arresting, or charging a
member of the news media regarding criminal conduct he/she is suspected of having committed in the
course of, or arising out of, the coverage or investigation of the news or while engaged in the
performance of official duties.

Vi. Exigent Circumstances

(U) A DAAG for the Criminal Division may authorize the use of a subpoena or court order, or the
questioning, arrest or charging of a member of the news media if he/she determines that exigent use of
such a technique is necessary to prevent or mitigate {i) an act of terrorism; (ii} other acts reasonably
likely to cause significant and articulable harm to the national security; (iii) death; (iv) kidnapping; (v)
substantial bodily harm; (vi) specified offenses against a minor; or {vii} incapacitation or destruction of
critical infrastructure.

(U} A DAAG for the Criminal Division may authorize the use of a search warrant if he/she
determines that there is reason to believe that the immediate seizure of the materials is necessary to

prevent death or serious bodily injury.

Vil. Safeguarding iInformation Obtained

(U) The Attorney General has also established specific rules to ensuring that the
information/records obtained pursuant to the DOJ Media Guidelines are closely held.
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(U) The records may be used for other purposes if the Attorney General or Deputy Attorney
General determine that there are exigent circumstances.
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