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~OGC) (FBI) b6 -1 
~ ____________________ -a _________ •. ________________________________________________ b7C 

Sent: Friday, May 22,20158:14 AM 
Subject: RE: Cyber PIG --- UNCLASSIFIED 

Classification: UNCLASSIFIED 
~===================================================== 

The PIG was provided to us on 18 May but they wanted comments back by 15 May. If they are indeed soliciting input, 
I've made some comments in the attached. 

~ 
(yD Policy 

Iplementation Gui( 

Thanks, 

I I 

From~ rD!) (FBI) 
Sent: Monday, May 8, 2015 4:30 PM 
To: HQ-DIV16-MECIU 
Subject: FW: Cyber PIG --- UNCLASSIFIED/ /FOUO 

Classification: UNCLASSIFIED/fFOUO 

The attached Policy Implication Guide is being sent out for review. If you have any comments please prepare them as 
instructed below by the due date and ,'II compile them for the unit. Apparently, the Texas Tool is here to stay. 

Classification: UNCLASSIFIED//FOUO 

Section Chiefs/Unit Chiefs, 

1 

FPF-l 

b6 -1 
b7C 

b6 -1 
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After many months of hard work and with the help of many Cyber SMEs, the Cyber Policy Implementation Guide (PIG) is 
nearing completion. Attached, you will find a copy of the PIG containing many of the changes instituted in CyD since 
FY14. 

« File: CyD Policy Implementation Guide_2015 - In Progress.docx » 

Please read through the sections which pertain to your unit and assess their level of completeness. 

1. If no changes are needed, please reply to this email with the paragraph number{s) you reviewed, with "No 
changes needed." (By Friday, May 15, 2015.) 

2. If minor changes are needed, make the appropriate changes, and reply to this e-mail, "Minor changes attached." 
(By Friday, May 15, 2015.) 

3. If major changes are needed, reply to this e-mail with "Major changes needed," and provide the list of SMEs 
currently working on those changes. (By Friday, May 15, 2015.) We will work with your SMEs to make all 
appropriate corrections by the deadline, currently set for June 5th

. 

Below is a list of SMEs who have contributed or will be contributing changed to the PIG. Please add POC name(s) next to 
your Unit/Section so we can contact them in the event we need to consult with them before publishing. (By Friday, May 
15,2015.) 

NCIJTF 

CYOSI 

ODE 
CyWatch 
TFMU 
ISU 
OAA 

MEAU 
CyTU 

CYOS II 
ACyOU 
ACyOU II 

CYOS III 
ECyOU I 
ECyOU II 

CYOS IV -L..-_----..Llo.C~D) (FBI) 
CYD FBI) 

(CYD)(FBI) 
~-----"""""lA"""") FBI) 

I------.,.J CYD)(FBI) 
CyD) (FBI) 

CYOS V -r---======":'(CYDHFBI) 

CYBIS 

1--____ ...... CYD)(FB1) 
L,-____ ~CYD) (FBI) 

CYD) (FBI) 
.....=----=;:\~CYD) (FBI) 

IC3 -LI -I"'"" ____ ...... (,CYD) {FBI} 

CYIPU 
ACYIU 
ECYIU 

1....-_____ ... 
(CYD) (FBI) 

2 
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cos 

C5S 

MECYIU 
CYTIU 
MCYCIU 
TCYIU 

NIPU 111-__ ---L:.I(C_Y_D..:.,.} (.:.,...FB_I.:.,...) ....., 
L.... ______ ..... ICYD)(FBI) 

NIPU II 

CYTLU 
FARU 
SSU 

ESU -ll-____ ...,....---IKCYD)(CONl 
. kCYD)(FBI) 

kCYD) (FBI) 
SIU _1'""1 ""'-------.a;.......-,rCyD) (FBI) 

IPO ~ lDO}(FBI) 

b6 -1 

b7C 

The person compiling all changes and drafting the final product iSL.1 ______ ----II(CYD)(CON). Please include her 
in all future correspondence. 

Thank you for your quick response on this matter. 

vir 

Supervisory Special Agent 
Strategic Initiatives Unit, Cyber Division 

wJ I 
q I 

b6 -1 

b7C 

Classification: UNCLASSIFIED/fFOUO 

Classification: UNCLASSIFIED//POUO 

Classification: UNCLASSIFIED 

3 
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§18 

18.6.6 

18.6.6.1 

UNCLASSIFIED FOR OFFICIAL USE OHLY 
Domestic Investigations and Operations Guide 

(U) INVESTIGATIVE METHOD: NATIONAL SECURITY LETTER (COMPULSORY 

PROCESS) 

(U) OVERVIEW OF COMPULSORY PROCESS 

b7E -1 

I ~~_J/_/F_O_U_O_)_I ________________________________________________ ~lb7' -1 

18.6.6.2 (U) APPLICATION 

(UI/FOUO) NSLs may be used in a national security Predicated Investigation. This method 
may not be used for assistance to other government agencies, unless the information sought is 
relevant to an open FBI Predicated Investigation. 

18.6.6.3 

18.6.6.3.1 

(U) NATIONAL SECURITY LETTERS 

(U) LEGAL AUTHORITY 

A) (U) 12 U.S.C. § 3414(a)(5)(A); 

B) (U) 15 U.S.C. §§ 1681u and 1681v; 

C) (U) 18 U .S.c. § 2709; 

D) (U) 50 U.S.c. § 436; 

E) (U) AGG-Dom, Part V; and 

F) (U) An NSL may be used only to request: 

1) (U) Financial Records: The Right to Financial Privacy Act (RFPA), 12 U .S.C. § 
3414(a)(5); 

2) (U) Identity of Financial Institutions: Fair Credit Reporting Act (FCRA), 15 U.S.c. § 
1681 u(a); 

3) (U) Consumer Identifying Information: FCRA, 15 U.S.C. § 1681 u(b); 

4) (U) Full Credit Reports in International Terrorism Investigations: FCRA, 15 U.S.c. § 
1681v;and 

5) (U) Telephone Subscriber Information, Toll Billing Records, Electronic Communication 
Subscriber Information, and Electronic Communication Transactional Records: Electronic 
Communications Privacy Act (ECPA), 18 U.S.C. § 2709. 

18-104 
UNCLASSIFIED - rOR OrHerAL USE OULY 

FPF-8B 
epic.org EPIC-17-06-13-FBI-FOIA-20190225-Production-pt1



000005

18.6.6.3.2 

UNCLASSIFIED FOR OFFICiAL USE ONLY 
Domestic Investigations and Operations Guide 

(U) DEFINITION OF METHOD 

§18 

(U) An NSL is an administrative demand for documents or records that are relevant to a 
Predicated Investigation to protect against international terrorism or clandestine intelligence 
activities I I 
18.6.6.3.3 (U) ApPROVAL REQUIREMENTS 

(UI/FOUO) Those who approve NSLs are responsible for ensuring the investigative and 
procedural requirements have been met. They must certify that the information sought by the 
NSL is relevant to an open, predicated national security investigation. For an NSL to include a 
nondisclosure provision, the approver must determine that disclosure of the NSL may 
endanger the national security of the United States; interfere with a criminal, 
counterterrorism, or counterintelligence investigation; interfere with diplomatic relations; or 
endanger the life or physical safety of any person. Those who approve NSLs, as well as those 
designated as acting officials who will approve NSLs, must have completed the Virtual 
Academy course on NSLs, reviewed DIOG Section 18.6.6. (National Security Letter), and if 
appropriate, received NSL training from the CDCIADC or a National Security Law Branch 
(NSLB) attorney prior to approving NSLs. 

(U/lPOUO) The process for creating an NSL involves two documents: the NSL itself and the 
EC approving the issuance of the NSL. The Director has delegated the authority to sign NSLs 
to the Deputy Director, Executive Assistant Director, and Associate EAD for the National 
Security Branch; Assistant Directors and all DADs for the Counterterrorism, 
Counterintelligence, and Cyber Divisions, and the Weapons of Mass Destruction Directorate; 
General Counsel; Deputy General Counsel for the National Security Law Branch; Assistant 
Directors in Charge in New York, Washington, DC, and Los Angeles; and all SACs in all 
field offices. See EC 333-HQ-AI487720 Serial 515 (May 15,2012). No other delegations are 
permitted. However, the authority to approve NSLs may be designated to an acting official 
(see below). 

(U!,~8:J8 ~: 

(UI/FOUO) In addition to being signed by a statutorily required approver, an NSL must be 
approved by a CDC, ADC (or attorney acting in that capacity), or an NSLB attorney. 

1 B. 6. 6.3.4 (U) STANDARDS FOR ISSUING NSLs 

I IU/lFOUOl 

18-105 
UNCLASSIFIED - FOR OFFICIAL USE OHLY 
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§18 

(UI 'T'r'>.T Tr'>.,1 
'.lV'VV')J 

(U/,rvuvJI 

(U/m{\TT~ 

18.6.6.3.5 

(UI/Fouo)1 

(UI/FODO) I 

UNCLASSIFIED FOR OFFICIAL D9E Ol~LY 
Domestic Investigations and Operations Guide 

(U) SPECIAL PROCEDURES FOR REQUESTING COMMUNICATION SUBSCRIBER 

INFORMATION 

18-106 
UNCLASSIFIED FOR OFFICIAL DSE Ol~LY 

b7E -1 

b7E -1 

b7E -1 

b7E -1 

b7E -1 
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I 

I 
I 

UNCLASSIFIED FOR OFHCIAL USE ONLY 
Domestic Investigations and Operations Guide §18 

(U//FOUO~ Ithe employee should 
consider whether an NSL is the least intrusive and reasonable means based upon the 
circumstances of the investigation to obtain the information.1 

(UI/FOUO)I 

1B.6.6.3.6 rU) DURATION OF ApPROVAL 

b7E -1 

b7E -1 

b7E -1 

(UI/roUO)1 b7E -1 

1 B. 6. 6.3.7 rU) SPECIFIC PROCEDURES FOR CREA TlNG NSLs 

(UI/FOUO) I b7E -1 

ClWEOUo)1 b7E -1 

(1 IT~.' 
U'lVUVJI 

b7E -1 

A) (UI'1:'''T r",' b7E -1 

B) (UI, lVUV JI b7E -1 

18-107 
UNCLASSIFIED - FOR OFFICIAL USE Ot~LY 
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§18 

C) (U/f~8~8 JI 

E) (U/""V'TT" 

(UI/rouo)1 

(UI/Fouo)1 

UNCLASSIFIED fOR: OffICIAL USE ONLY 
Domestic Investigations and Operations Guide 

18-108 
UNCLASSIFIED fOR: OffICIAL USE ONLY 
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(UI/FOUOj 

C! WFO{ IO )1 

UNCLASSIFIED FOR OFFICIAL USE O}~LY 
Domestic Investigations and Operations Guide 

18.6.6.3.7.1 (U) COVEREC ApPROVING AN NSL 

(UI/FOUOJ 

(UII.! V'UV' 

A) CUI/FouO)I 

I 
B) (UI/FOUOj 

I 
C) (UIIT'n.r Tn. 

D) (UI,'F8U8,1 

I 
E) (U/J'retfeJ 

I 
F) (UI/FOU071 

I 
G) (UI"FOUo,1 

I 

18-109 
UNCLASSIFIED FOR OFFICIAL USE ONLY 

§18 

b7E -1 
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b7E -1 
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b7E -1 

b7E -1 

b7E -1 
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b7E -1 
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UNCLASSIFIED FOR OFFICIAL USE Ot~LY 
§ 18 Domestic Investigations and Operations Guide 

H) (UI/FOUO)I b7E -1 

I 
I) IU/,~~T T~ b7E -1 

~' '. ~~~'I 

K) (U//FOUOj b7E -1 

I 
L) (Ul/rouo)1 b7E -1 

I 
(UI/FOUO) This list is not exhaustive I 

18.6.6.3.7.2 

(UI'l'VUV)1 

CUI'''''T T"'" '1. \JU\J 

(UI ITC'"T T",I 

(U) COpy OF THE NSL AND RELATED DOCUMENTS IN THE 

INVESTIGATIVE FILE 

18-110 
UNCLASSIFIED FOR OFFICIAL USE O~¢LY 

b7E -1 

b7E -1 

b7E -1 

b7E -1 

FPF-94 
epic.org EPIC-17-06-13-FBI-FOIA-20190225-Production-pt1



000011

UNCLASSIFIED - FOR OFFICIAL USE OHLY 
Domestic Investigations and Operations Guide 

18.6.6.3.7.3 CU) COMMUNITY OF INTEREST INFORMATION 

§18 

(U//~88"81 b7E -1 

18.6.6.3.7.4 CU) CONTACT WITH MEMBERS OF THE NEWS MEDIA BY A I 
I I ~~ 

(U//Fouo)1 

18.6.6.3.7.5 (U) EMERGENCY CIRCUMSTANCES 

(U//FOUO) ECP A protects subscriber or communications transactional information from 
disclosure by providers of electronic communication services. Generally, an NSL, grand 
jury subpoena, or another form of legal process must be used to compel a communication 
service provider to disclose subscriber or transactional information. In emergency 
circumstances, however, the provider may voluntarily disclose information to the FBI if 
the provider, in good faith, believes that an emergency involving danger of death or 
serious physical injury to any person exists and requires disclosure without delay. As a 
matter of FBI policy, when there is a danger of death or serious physical injury that does 
not permit the proper processing of an NSL, an administrative subpoena (if permissible), 
or a grand jury subpoena, then a letter to the provider citing 18 U.S.c. § 2702 may be 
used to request emergency disclosure, if approved by a SAC, ASAC, or FBIHQ Section 
Chief. If time does not permit the issuance of an emergency letter that cites 18 U. S. C. § 
2702, then an oral request to the provider may be made, but thl oral regyst must be 
followed-up with a letter to the provider. In either situation, an Form, which 
automatically generates the letter, must be completed. 

(UI/FOUO)I 

18-111 
UNCLASSIFIED FOR OFFICIAL USE O?~LY 
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§18 

1B.6.6.3.B 

UNCLASSIFIED fOR OffICIAL U~E 01qUl 
Domestic Investigations and Operations Guide 

(U) NOTICE AND REPORTING REQUIREMENTS 

(U//FOl~r NSLB compiles NSL statistics for reporting to Congress. The NSL 
subsyste lautomatically records the information needed for Congressional 
reporting. If the NSL is created outside the subsystem, then the NSL' s cover EC must 
include the information necessary for NSLB to report NSL statistics accurately, i.e., 
delineate the number of targeted facilities/accounts in each NSL issued to an NSL 
recipient. 

(U//fOUO) NSLB also reports to Congress the USPER status of the target (as opposed to 
the subject of the investigation) of all NSLs, other than NSLs that seek only subscriber 
information. While the subject of the investigation is often the target of the NSL, that is 
not always the case. The EC must record the USPER status ofthe target of the NSL - the 
person whose information the FBI is seeking. If the NSL is seeking information about 
more than one person, the EC must record the USPER status of each person. 

1B.6.6.3.9 

(UI ~TT~ 

'-''-VOll 

(U/rr.r\~ 
,~ ~~~'I 

CUI/Pouo)1 

(U//fOUOj 

(U) RECEIPT OF NSL INFORMATION, REVIEW FOR OVERPRODUCTION, AND RELEASING 

THE INFORMATION 

18-112 
UNCLASSIFIED FOR OFFICIAL USE O~JLY 
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(UI/Fouo)1 

UNCLASSIFIED FOR OFFICIAL USE OHLY 
Domestic Investigations and Operations Guide 

1B.6.6.3.10 (U) OVERPRODUCTION 

(U I lI:'£'\ T T rn I 
'.L 'U'~'U' II 

(UI trr'\T Tr'\ 
.L 'U' ~ 'U' .II 

(UI'''''T Tr'\ 
',"'--'V'--')I 

(U/mr'\TTr'\,1 

(Ul/rouO)1 

18-113 
UNCLASSIFIED FOR OFFICIAL USE HHLY 
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§18 
UNCLASSIFIED FOR OFFICIAL USE O~iLY 

Domestic Investigations and Operations Guide 

I 

b7E -1 

(U//FOUOj b7E -1 

18.6.6.3.11 (U) RETENTION OF NSL INFORMATION 

(U/1TV"-TTn.\1 b7E -1 
~ ~~~JJ 

(U//FOUO)I b7E -1 

18.6.6.3.12 (U) ELECTRONIC SERVICE AND ELECTRONIC RETURNS OF NSLs 

(UI/FOUO)I 

18-114 
UNCLASSIFIED FOR OFFICIAL USE O~iLY 

b7E -1 

b7E -1 

b7E -1 

FPF-98 
epic.org EPIC-17-06-13-FBI-FOIA-20190225-Production-pt1



000015

(UI/FOUO)I 

B) (UI/Fouo1 
I 

(UI/Fouo)1 

(UI 'T"'r'>.T Tr'>. 

'J.V'VV')I 

UNCLASSIFIED FOR OFFICIAL USE O~~"L y 
Domestic Investigations and Operations Guide 

18.6.6.3.13 (U) DISSEMINATION OF NSL INFORMATION 

§18 

(UI/POVO) Subject to certain statutory limitations, information obtained in response to an 
NSL may be disseminated according to general dissemination standards in the AGG-Dom. 
The ECPA (telephone and electronic communications transactional records) and RFPA 
(financial records) permit dissemination if consistent with the AGG-Dom and the information 
is clearly relevant to the responsibilities of the recipient agency. FCRA permits dissemination 
of identity of financial institutions and consumer identifying information to other federal 
agencies as may be necessary for the approval or conduct of a foreign counterintelligence 
investigation. FCRA imposes no special rules for dissemination of full credit reports. 

(U/:'r'r\Tr\"\1 

Ineither an NSL nor the information received in 
response to an NSL IS classitIed.1 

18.6.6.3.14 (U) SPECIAL PROCEDURES FOR HANDLING RIGHT TO FINANCIAL PRIVACY ACT 

INFORMATION AND OTHER INFORMATION 

(UI/Fouo)1 

18-115 
UNCLASSIFIED - FOR OFFICIAL USE ONLY 
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§18 
UNCLASSIFIED FOR OFFICIAL USE O~~"LY 

Domestic Investigations and Operations Guide 

I 

b7E -1 

(U/"T"!r\T Tr\ b7E -1 
'.L '--'\J'--' 

(UNFOUo)1 b7E -1 

18.6.6.3.15 (U) PAYMENT FOR NSL-DERIVED INFORMATION 

(U//FOUO) No legal obligation exists for the FBI to compensate recipients ofNSLs issued 
pursuant to ECPA (telephone and electronic communications transactional records) or FCRA, 
15 U.S.C. § 1681v (full credit reports in international terrorism investigations), and therefore 
no payment should be made in connection with those NSLs. See EC 319X-HQ-AI487720-
OGC, serial 222, for a form letter to be sent in response to demands for payment concerning 
these NSLs. 

18-116 
UNCLASSIFIED FOR OFFICIAL USE Ot~LY 

FPF-I00 
epic.org EPIC-17-06-13-FBI-FOIA-20190225-Production-pt1



000017

UNCLASSIFIED FOR OFFICIAL USE ONLY 
Domestic Investigations and Operations Guide 

(U//FOUO, Compensation for responding to NSLs issued pursuant to RFPA (financial 
records) and FCRA § 1681 u (identity of financial institutions and consumer identifying 
information) is covered by a fee schedule adopted under 12 C.F.R. § 219.3, Appendix A. 

18.6.6.3.16 (U) JUDICIAL REVIEW OF NSLs 

§18 

(UI7'FOUO) All NSLs should include the necessary legal notices. Specifically, an NSL issued 
by the FBI shall inform the recipient of the right to judicial review of the NSL pursuant to the 
procedures set forth in 18 U.S.C. § 3511(a). See Doe v. Mukasey, 549 F.3d 861 (2d CiT. 
2008). An NSL issued by the FBI shall also inform the recipient of the right to judicial review 
of any nondisclosure requirement imposed in connection with the NSL. An NSL shall 
specifically advise that, if the recipient wishes to make a disclosure that is prohibited by the 
nondisclosure requirement, the recipient must notify the FBI within 10 calendar days of 
receipt of the NSL, in accordance with notification instructions set forth in the NSL. The NSL 
shall further advise that the Government will initiate judicial review proceedings within 30 
days of receiving such a notification, and that the nondisclosure requirement will remain in 
effect unless and until there is a final court order holding that disclosure is permitted. If the 
recipient does not activate the Government-initiated judicial review by providing notice to the 
Government within 10 calendar days of receipt of the NSL, then the nondisclosure 
requirement will remain in effect, subject to the recipient's opportunity to make an annual 
challenge to the nondisclosure requirement as provided by 18 U.S.C. § 3S11(b). 

(UHFOUO) In any judicial review proceeding regarding a nondisclosure requirement imposed 
in connection with an NSL, the Government will bear the burden of persuading the district 
court that there is good reason to believe that disclosure may result in one or more of the 
enumerated harms set forth at 18 U.S.C. § 2709(c): a danger to the national security of the 
United States; interference with a criminal, counterterrorism, or counterintelligence 
investigation; interference with diplomatic relations; or danger to the life or physical safety of 
any person, that is related to an authorized investigation to protect against international 
terrorism or clandestine intelligence activities. The Government's certification that disclosure 
may result in one of these enumerated harms will not be treated as conclusive. Accordingly, 
the field office or FBIHQ Division that issued the NSL, in conjunction with OGC, shall 
coordinate with DO] and the United States Attorney's Office to ensure that the Government's 
certification is sufficient to meet the Government's burden of proof. 

18-117 
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§18 
UNCLASSIFIED FOR OFFICIAL USE OHLY 

Domestic Investigations and Operations Guide 

This Page is Intentionally Blank. 
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L-____________ ~==~p=G=C=)=(F=B=I)~-----------------------------------~~C-1 
From: 
Sent: 
To: 
Cc: 

Subject: 

SentinelCaseld: NON-RECORD 

ssification: ~EClZEI;'; tJO¥QRli 

===============================================~====== 

b5 -2 
b7E -4 

Jim ou had asked us to check the status of the att'd DIOG changes as DOJ was under the impression b6-1 
that the approval was in your queue. We confirmed that IPO is awaiting your approval. Once you approve, IPO will b7C 
perform a limited collaboration with the proposal, review it within IPO, then ifthere are no other suggested changes, 
place it into the matrix of changes to be incorporated into the next DIOG revision. We will need your approval before 
Friday 3/6 for the changes to make it into the next DIOG revision. Thanks and let us know if you have questions,IL...-_----' 

Froml kOGC) (FBI) 
Sent: Thursday, January 08, 2015 10:00 AM 
To: BAKER, JAMES A (OGC)(FBI) b6 -1 

Cc: MCNALLY, RICHARD (OGC) (FBI);! ~OGC) (FBI);I ~OGC)(FBI) b7C 
Subject: Media Guidelines - DIOG Update __ ~ L..-______ .J 

-========~=============================-============== 

Per our meeting this morning. I'm attaching the latest draft of the update to the Classified Annex to the DIOG re NSLs to 
seeking information about members of the news media. Please let me know if you'd like me to forward this to DOJ. 

I Thankyu, 

« File: Update DIOG Classified Annex - NSLs vS.docx» 

Assistant General Counsel 

b6 -1 
b7C 

1 
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National Security Law Branch 

I I 

Confidentiality Statement: 
This message is transmitted to you by the Office of the General Counsel of the Federal Bureau of Investigation. The message, along 
with any attachments, may be confidential and legally privileged. If you are not the intended recipient of this message, please 
destroy it promptly without further retention or dissemination (unless otherwise required by law). Please notify the sender of the 
error by a separate e-mail or by callin~ I 

Classification: s~ 

Classification: 

2 
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~OGC) (FBI) b6 -1 

~----------------~------------------------------------------------------------------b7C 
From: 
Sent: 
To: 
Cc: 
Subject: 
Attachments: 

I l(oGe) (FBI) 

1___ ! (OGe) (FBI) ~
O;dav pecemheLp8, 2014 8:52 AM 

a cock, Ernest J. (OGe) (FBI) 
FW: News Media Guidelines 
50 10 REDLINE December 2014.docx 

Can you please review the below guidelines and let us know if you have any comments/concerns? 
Thanks. 

Acting Unit Chief 
Privacy and Civil Liberties Unit 
FBI- Office of the General Counsel 

I I 
Confidentiality Statement: 
This message is transmitted to you by the Office of the General Counsel of the Federal Bureau 
of Investigation. The message, along with any attachments, may be confidential and legally 
privileged. If you are not the intended recipient of this message, please destroy it 
promptly without further retention or dissemination (unless otherwise required by law). 
Please notify the sender of the error by a separate e-mail or by calling [ I 
-----Original Message----­
From: Babcock, Ernest J. 
Sent: Monday. December 08, 2014 8:47 AM 

~~ ~I I 
Subject: FW: News Media Guidelines 

sinceL.I __ ...Ilis copied, I assume we should take a look. Thanks. Ernie 

Ernest J. Babcock 
Deputy General Counsel 
General Law Branch, Office of the General Counsel Federal Bureau of Investigation 
935 Pennsylvania Ave, NW 
Washington, D.C. 20535 
202-324-5634 

Confidentiality Statement: 
This message is transmitted to you by the Office of the General Counsel of the Federal Bureau 
of Investigation. The message, along with any attachments, may be confidential and legally 
privileged. If you are not the intended recipient of this message, please destroy it 
promptly without further retention or dissemination (unless otherwise required by law). 
Please notify the sender of the error by a separate e-mail or by calling 202-324-5634. 

-----Original Message-----
From: I I 
Sent: Monday, December 08, 2014 8:41 AM 
To: Sabol, Sherry E.; Babcock, Ernest J.; McNally, Richard;~I __________ ~I(OGC)(FBI) 
Subject: FW: News Media Guidelines 

1 
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~~~~~M~essage-----

L...::--:----:--~I < ODAG ) [::-:m a:;--,i=l-=-t o:-:J!-:~~--:-:-:--___ ----I 
December 06, 2014 9:41 AM 

~~~~~~~~~~ ~~~----------~ CIV . 

L...-______ ----I1< OAG) 

News Media 

All, 

As you may recall, the Attorney General issued revised news media guidelines (28 CFR 50.10) 
in February 2014. Based on suggestions from the News Media Dialogue Group and our experience 
working with the guidelines since February, CRM put together proposed updates to 50.10. 

Your component reviewed the 50.10 guidelines before the AG issued the revision in February. 
As such, we would very much like your component to review the proposed updates and let us 
know if you have any comments or questions by Wednesday, December 10. Thanks very much! 

b6 -4 
b7C 

Senior Counsel to the Deputy Attorney General 
950 Pennsylvania Avenue, NW 
Washington, D.C. 20530 
Tel: I I 

2 
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From: 
Sent: 
To: 
Cc: 
Subject: 
Attachments: 

~ ______ ~Iand Ernie: 

~OGC) (FBI) 

I I (OGC) (FBI) 
I uesday December 09,2014 10:00 AM 

I hOGC) (FBI) 
Babcock, Ernest J. (OGC) (FBI) 
5010 REDLINE December 2014 
5010 REDLINE December 2014.docx 

b6 -1 

b7C 

I made some extremely minor comments (and found a typo) in the document. 
Basically I think it's fine. The one potentially important thing it leaves out 
I I b5 -1 
~~~~--~--~--~~--~~~~~~~----~~------~I Maybe this is addressed in other Department policies, but as you know, I 

Assistant General Counsel 
Privacy and Civil Liberties Unit 

Federal Bureau of Investigation 

I I 

b6 -1 

b7C 

This message is transmitted to you by the Office of the General Counsel of the Federal Bureau of Investigation. The 
message, along with any attachments, may be confidential and legally privileged. If you are not the intended recipient 
of this message, please destroy it promptly without further retention or dissemination (unless otherwise required by 
law). Please notify the sender of the error by a separate e-mail or by calling the number listed above. 

FPF-305 
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~OGC) (FBI) 

From: Babcock Ernest J (OGe) (FBI) b6 -1 
Sent: 
To: 
Cc: 
Subject: 

I ::'::': n::::::J~gg~\~~~I~J PM !lOGe) (::~ 
F~ 0 December2~01~4~------~ 

Attachments: 5010 REDLINE December 2014 docx 

llre,\ BJo(ock 

f P I IJ\ (.:If''nt rell CO'J I"E:I 

Ge wrcJ/ l JW t3rdrlcll Orflr", Gf the GI"IIl'ral ~OU[l<;t" 

federal Bureau of Investigation 

9 3) Pe l'l'>ylvanla I>ve, NW 

\;\I(lshlnf'tCln D ( 20Si') 

)2 ~24 56~4 

(onfldpntl~lty ~Jat(>m(;l}t 

Th.s n,.,::.sage I~ transmitted to you by the Offl! ( of the Genf'rail oun~f'1 of t il<' Ff dual Bus ~au r t Irrv('stlgat on The 

message, along with any attachments, may be (onfldential and ielSdlly pi iVlleged If you are not the Intended 

reCIpient of this me<,sage, pleace destl oy It promptly without furthN relentlOn or dl<;sen'lndtlon (urdc''>s ot'lerwl'>e 

required by law). Plea<,e notify the ::.endel ot the error by;) separ 2te e mati or by calling 702 ~?4 56:54 

From:1 IcOGC)(FBI) 
Sent: Tuesday, December 09, 2014 10 00 AM 
Toi I b6 -1 

Cc: Babcock, Ernest J b7C 

Subject: 5010 REDLINE December 2014 

~ ______ ~Iand Ernie: 

I made some extremely minor comments (and found a typo) in the document. 
Basically. I think it's fine. The one potentially important thing it leaves out 

I bS -1 

~M~a-IY~,b-e~t~h~i-s~i-s--a~d~d~r-e-s-s-e~d~i-n--o~t~h-e-r~D-e--p.a-rt~m-e-n-t~p-,o~l~l~·c-l~·e-s--~b-u~t~a-s--y-o-u~k-n-o-w~I-----------;1 

bS -1 

b6 -1 

ASSistant General Counsel b7C 

Privacy dnd Civil Liberties Unit 
Federal Bweall ~f Investigation 

I J 

FPF-305 
epic.org EPIC-17-06-13-FBI-FOIA-20190225-Production-pt1
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This message is transmitted to you by the Office of the General Counsel of the Federal Bureau of Investigation. The 
message, along with any attachments, may be confidential and legally privileged. If you are not the intended recipient 
ofthis message, please destroy it promptly without further retention or dissemination (unless otherwise required by 
law). Please notify the sender of the error by a separate e-mail or by calling the number listed above. 
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I(OGG) (FBI) 

From: 
Sent: 
To: 

~----:_=--..... k OGC) (FBI) 
T"esrlav December 09,20142:50 PM 
I I(OGC) (FBI) 

Subject: Re: 50 10 REDLINE December 2014 

ThankSIL...-__ ..... 

Acting Unit Chief 
Privacy and Civil Liberties Unit 
FBI Office of the General Counsel 

From:1 
To :1.:=1 ~----:"--=_~ ...... 
Cc: Babcock, Ernest J. 

I (OGC)(FBI) 

Sent: Tue Dec 0909:59:482014 
Subject: 50 10 REDLINE December 2014 

L...-__ ----'Iand Ernie: 

b6 -1 
b7C 

b6 -1 

b7C 

I made some extremely minor comments (and found a typo) in the document. 

is addressed in other Department policies) but as you know) 

Assistant General Counsel 
Privacy and Civil Liberties Unit 
Federal Bureau of Investigation 

1 1 

b6 -1 

b7C 

This message is transmitted to you by the Office of the General Counsel of the Federal Bureau of Investigation. The 

message, along with any attachments, may be confidential and legally privileged. If you are not the intended recipient 
of this message, please destroy it promptly without further retention or dissemination (unless otherwise required by 

law). Please notify the sender of the error by a separate e-mail or by calling the number listed above. 

1 

FPF-30B 

bS -1 
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From: 
Sent: 
To: 
Subject: 
Attachments: 

c=JErnie: 

tOGC) (FBI) 

I tOGC) (FBI) 
wednesday January 07,20158:14 AM 

I IOGC) (FBI); Babcock, Ernest J. (OGC) (FBI) 
FW: 50 10 REDLINE December 2014 
5010 REDLINE December 2014.docx 

b6 -1 
b7C 

W / r / t the latest version of the draft news media guidelines, below is the email I sent you a month 
ago about it. Basically, not much has changed. I think the policy is more or less fine - it sets some 
guidelines that will hopefully protect media members in their news atherin activities, at least from 
DO sub oenas. As I said reviousl , b5 -1 

n i <e a generatIon ago, t IS IS a aIr Y Important - an sometImes arl to answer -
question, so I suppose I'm a bit surprised that the issue is not addressed in the current draft. Other 
than that, I have little to add. 

Assistant General Counsel 
Privacy and Civil Liberties Unit 
Federal Bureau of Investigation 

I I 

b6 -1 
b7C 

This message is transmitted to you by the Office of the General Counsel of the Federal Bureau of Investigation. The 

message, along with any attachments, may be confidential and legally privileged. If you are not the intended recipient 
of this message, please destroy it promptly without further retention or dissemination (unless otherwise required by 

law). Please notify the sender of the error by a separate e-mail or by calling the number listed above. 

From:1 IOGC)(FBI) 
Sent: tuesday, December O~, 2014 10:00 AM 
To:1 I b6 -1 
Cc: Babcock, Ernest J. b7C 
Subject: 50 10 REDLINE December 2014 

~ ______ ~Iand Ernie: 

I made some extremely minor comments (and found a typo) in the document. 
BasicallYJ I think it's fine. The one potentially important thing it leaves out 

Maybe this is addressed in other Department policies J but as you know J I 

b6 -1 
b7C 

1 

FPF-309 

b5 -1 
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Assistant General Counsel 

Privacy and Civil Liberties Unit 
Federal Bureau of Investigation 

I I 
b6 -1 
b7C 

This message is transmitted to you by the Office of the General Counsel of the Federal Bureau of Investigation. The 
message, along with any attachments, may be confidential and legally privileged. If you are not the intended recipient 
of this message, please destroy it promptly without further retention or dissemination (unless otherwise required by 
law). Please notify the sender of the error by a separate e-mail or by calling the number listed above. 
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~ ____________ ~I~(O_G_C~)~(~F_B~I) __________________________________________ ~~C-1 

I 

From: I ~OGC) (FBI) 
VVednesday, January 07, 2015 1 .... 2..:::5~2..:.P..:.M::.:.... ___ ---. 
Babcock, Ernest J (OGC) (FBI),I I(OGC) (FBI) 

Sent: 
To: 
Subject: FW News Media GUidelines 

Regarding the below, should I forward L..1 ____ ... lcomments toD 

Acting Unit 
Privacy and 
FBI- Office 

Chief 
Civil Liberties Unit 
of the General Counsel 

I 
Confidentiality Statement: 
This message is transmitted to you by the Office of the General Counsel of the Federal Bureau 
of Investigation. The message, along with any attachments, may be confidential and legally 
privileged. If you are not the intended recipient of this message, please destroy it 
promptly without further retention or dissemination (unless otherwise rerlJjred by law). 
Please notify the sender of the error by a separate e-mail or by calling _ I 

-----Original Message-----
From:l I 
Sent: Wednesday, January 07, 2015 12:17 PrM~ ________________ --, 
To: I IMcNally. Richard; I I (OGC)(FBI); 

I 
Cc: Sabol, Sherry E.; Babcock, Ernest J. 
Subject: RE: News Media Guidelines 

b6 -1 
b7C 

b6 -1 
b7C 

landl I think this is in your bailiwick, no? Could you please coordinate as 
L..-w-a-r-r"'anted~o-n-a-s-l~Jitable response fori Iwith NSLB looped in too if and as 

appropriate? Thanks! 

b6 -1 
b7C 

-----Original Message----­
From: I I 
Sent: Wednesday, January 07, 2015 11:43 AM 

b6 -1 
b7C 

To: I I McNally, Richard;! I tOGC)(FBI) L...-__________ ----I 

Cc: Baltes, Joanna P.; Baker, James A.;~I _________ ~ 
Subject: FW: News Media Guidelines 

Can OGC take the lead on reviewing and provide comments back to this 
to the DD? Comments are due back by "morning tomorrow" so we should 
to the DD tonight/early tomorrow if possible. If we need more time, 

L..-______ ~Iwe should run past NSB execs as well. 

-----Original Message-----
1 

b6 -1, 4 
b7C 

group so we can provide 
aim to have our comments 
I can go back to IL..-__ ~ 

FPF-]ll 
epic.org EPIC-17-06-13-FBI-FOIA-20190225-Production-pt1
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From: I I(ODAG) [mailto:~1 """":""':"""":=:":":--____ ..... 

Sent: Tuesday, January 06, PM 

b6 -1, 4 
b7C 

~~~~~ ...... I(CIV);I 
(JMD); Tyrang~i-el~,~E~l~a-n-a"'" 

RE: News 

All, 

Wong, Norman (USAEO); 
~~....IL.<i.L.;.u.u..&..u'~' (OASG) (JMD); 

r~=""-U.--"""""=.....---....,,,............,I (0 LC) ( JMD) ; 
Baltes, Joanna P.; 

ATF ; 

Thank you very much for the input and comments. I have attached two documents to this email: 

(1) An updated version of the 50.10 guidelines that we would like to issue in the next 
week or so. 
(2) A redline to show the changes from the previous version of the guidelines that I sent 
in Dec. 2014. 

Could you please let us know by Thursday morning, January 8 whether your component has any 
comments on the attached revised 50.10 guidelines? 

Thanks very much. 

D 
From: I I (ODAG ) 
Sent: Saturday. December 

(FBI) ; 

News Media Guidelines 

All. 

P. (FBI); 
~--------------~ 

b6 -1,4 
b7C 

L.....-___ ...... I (OAG) ; L-I _____ --....11 (OAG); L..I __ ----I 

As you may recall. the Attorney General issued revised news media guidelines (28 CFR 50.10) 
in February 2014. Based on suggestions from the News Media Dialogue Group and our experience 
working with the guidelines since February. CRM put together proposed updates to 50.10. 

2 

FPF-312 
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Your component reviewed the 50.10 guidelines before the AG issued the reVISIon in February. 
As such, we would very much like your component to review the proposed updates and let us 
know if you have any comments or questions by Wednesday, December 10. Thanks very much! 

« File: 50 10 REDLINE December 2014.docx » 

SenIor Counsel to the Deputy Attorney General 
950 Pennsylvania Avenue) NW 
washtngton, D.C. 2053f 
Tel: _ _ 

b6 -4 
b7C 

3 
epic.org EPIC-17-06-13-FBI-FOIA-20190225-Production-pt1



000032

tOGC) (FBI) b6 -1 L-________________ ~r~--.. ----------------------__________________________________ b7C 

From: 
Sent: 
To: 
Subject: 

FYI 

Babcock, Ernest J, (aGe) (FBI) 
Wednesday ,January 07,201512'56 PM 
I lOGe) (FBI)J I (aGe) (FBI) 
FW: News Media GuidelinesL...----------I 

Ernest J. Babcock 
Deputy General Counsel 
General Law Branch, Office of the General Counsel Federal Bureau of Investigation 
935 Pennsylvania Ave, NW 
Washington, D.C. 20535 
202-324-5634 

Confidentiality Statement: 
This message is transmitted to you by the Office of the General Counsel of the Federal Bureau 
of Investigation. The message, along with any attachments, may be confidential and legally 
privileged. If you are not the intended recipient of this message, please destroy it 
promptly without further retention or dissemination (unless otherwise required by law). 
Please notify the sender of the error by a separate e-mail or by calling 202-324-5634. 

-----Original Message-----
From:1 I 
Sent: Wednesday, January 07, 2015 12:51~PuM _________________ ~ 

TO'I I McNally Richard;1 ~OGC)(FBI); I I~----------------------I 
Cc: Sabol, Sherry E.; Babcock, Ernest J. 
Subject: RE: News Media Guidelines 

I reviewed the draft in early December, and this is not significantly different. In my 
discussions With1 I(ODAG) on this, he indicated that most of the issues/questions 
raised will be a dressed In the AG's memo accompanying the regulations or the USAM, rather 
than in changes to the regulations (as noted below). 

Overall, the recent revisions do not have a significant imoact on FBI ooerations. 
Deoartment has included a orovision fori 

1 

The 
I 

FPF-314 

b6 -1 
b7C 

b6 -4 
b7C 

b5 -1 

b5 -1 

epic.org EPIC-17-06-13-FBI-FOIA-20190225-Production-pt1
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-----Original Message-----
From: I I 
Sent: Wednesday, January 07, 2015 12:17 P~M~ ________________________________ ~ 
To·1 IMcNally Rjch~rd;1 I(OGC)(FBI); 
I J 
Cc: Sabol, Sherry E.; Babcock, Ernest J. 
Subject: RE: News Media Guidelines 

1....-__ ---Iland~1 ___ ...... I think this is in your bailiwick, no? Could you please coordinate as 
warranted on a suitable response for I I with NSLB looped in too if and as 
appropriate? Thanks! 

-----Original 
From:~I_~~_~ __ -....1 

Sen~t.·~~~~~~~~~~~~~~~~ 
~~ __ ~~~~~ ____________________ ~McNally, Richard;1 

(OGC) (FBI) :::.-----.:---~~--------------I 
L.,.-----'''''''''''tes, Joanna P.; Baker, James A.;I 

News Media Guidelines 1....-________________ ..... 

Can OGC take the lead on reviewing and provide comments back to this group so we can provide 
to the DD? Comments are due back by "morning tomorrow" 50 we should aim to have our comments 
to the DD tonight/early tomorrow if possible. If we need more time, I can go back to Kiran. 

L...-____ ---II We should run past NSB execs as well. 
b6 -1 

Thanks, 

I I 
b7C 

-----Original 

b6 -1 
b7C 

b6 -1 
b7C 

From:1 
5 e n t :L...:::-----:------::---I 

b6 -1, 4 
b7C 

RE: News 

All, 

Thank you very much for the input and comments. I have attached two documents to this email: 

(1) An updated version of the 50.10 guidelines that we would like to issue in the next 
week or so. 
(2) A redline to show the changes from the previous version of the guidelines that I sent 
in Dec. 2014. 

2 
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Could you please let us know by Thursday morning, January 8 whether your component has any 
comments on the attached revised 50.10 guidelines? 

Thanks very much, 

b5 -1 

b6 -1, 4 
b7C 

From :1 I< ODAG) 
Sent:~s-a~t-u-r~d-a--~D~ecember 9:41 AM 

L.....-___ ---'lc OAG ); ..... 1 ______ ...... 1 COAG);L..I __ ....I 

As you may recall, the Attorney General issued revised news media guidelines (28 CFR 50.10) 
in February 2014. Based on suggestions from the News Media Dialogue Group and our experience 
working with the guidelines since February, CRM put together proposed updates to 50.10. 

Your component reviewed the 50.10 guidelines before the AG issued the revision in February. 
As such, we would very much like your component to review the proposed updates and let us 
know if you have any comments or questions by Wednesday, December 10. Thanks very much! 

« File: 50 10 REDLINE December 2014.docx » 

Senior Counsel to the Deputy Attorney General 
950 Pennsylvania Avenue, NW 
Washington, D.C. 20530 
Tel: 1 1 

3 
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b6 -4 
b7C 
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l(aGG) (FBI) b6 -1 
~------------------~.------------------------------__________________________________ b7C 

From: I kOGC) (FBI) 
Wednesday, Janua[Y 07, 2015 12 57 PM 
I ------lOGC) (FBlj I (OGC) (FBI)IMJWc.ol.lDL:IiI.aILJ.ll.IY...JR~I:...J.cbJ.lOla.L.lordL...(~QGC) (FBI), 
I I(OGC) (FBI)I tOGC) (FBI\ J(OGC) 
(FBI) 

Sent: 
To: 

Sabol, Sherry E (OGC) (FBI), Babcock, Ernest J (OGC) (FBI),I I(OGC) 
(FBI) 

Cc: 

Subject: RE News Media GUidelines 
Attachments: FW 5010 REDLINE December 2014 

~ ____ ~ __ ~ __ ~Ihas reviewed both versions of this document for PCLU (December and the most 
recent). I am attaching his comments. Thanks. b6 -1 

b7C 

Acting Unit Chief 
Privacy and Civil Liberties Unit 

IEBr- Offjce of the Genera

r 

Counsel 

Confidentiality Statement: 
This message is transmitted to you by the Office of the General Counsel of the Federal Bureau 
of Investigation. The message, along with any attachments, may be confidential and legally 
privileged. If you are not the intended recipient of this message, please destroy it 
promptly without further' retention or dissemination (unless otherwise rrQUired by law). 
Please notify the sender of the error by a separate e-mail or by calling_ I 

From:1 I 
-----ori:inal Message-----

Sent: We nesday. January 07, 2015 12:17 P~M~--------------------------------~ 
To:1 IMcNally. Richard;1 lOGC)(FBI); 
I I 
Cc: Sabol, Sherry E.; Bdbcock, Ernest J. b6 -1 

Subject: RE: News Media Guidelines b7C 

~ndl I I think this is in your bailiwick, no? Could you please coordinate as 
~w-a-r-r~anted on a suitable response for I J with NSLB looped in too if and as 

appropriate? Thanks! ~--------~ 

-----Original Message-----
From: I 1 
Sent: wednesday. January 07. 2015 11:43 AM 
rT~o~:~I~~~~~~ __________________ ~1 McNally, Richard;~I __________________________ ~ 
I I(OGC)(FBI) 
Cc: Baltes, Joanna P.; Baker, James 
Subject: FW: News Media Guidelines 

A. ; L-I _____ ----1 b6 -1, 4 
b7C 

Can OGC take the lead on reviewing and provide comments back to this group so we can provide 
to the DD? Comments are due back by "morning tomorrow" so we should aim to have our comments 
to the DD tonight/early tomorrow if possible. If we need more time, I can go back to~1 ____ ~ 

1 

FPF-311 
epic.org EPIC-17-06-13-FBI-FOIA-20190225-Production-pt1
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I b6 -1 
L...-__ ----IWe should run past NSB execs as well. b7C 

Thanks. 

I 

RE: News 

All, 

b6 -1 
b7C 

Thank you very much for the input and comments. I have attached two documents to this email: 

(1) An updated version of the 50.10 guidelines that we would like to issue in the next 
week or so. 
(2) A redline to show the changes from the previous version of the guidelines that I sent 
in Dec. 2014. 

Could you please let us know by Thursday morning, January 8 whether your component has any 
comments on the attached revised 50.10 guidelines? 

Thanks very much, 

b6 -4 
b7C 

kODAG) 
~S-at~u-r-d~a-~December 9:41 AM 

r:-=-.:.&....-------,....J( OAG) ; ..... 1 ____ ..... 1 (OAG) ; IL....-______ --' (OAG); IL.....-_---I 
News Media Guidelines 

All, 

2 

FPF-31B 

b6 -1, 4 
b7C 
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As you may recall, the Attorney General issued revised news media guidelines (28 CFR 50.10) 
in February 2014. Based on suggestions from the News Media Dialogue Group and our experience 
working with the guidelines since February, CRM put together proposed updates to 50.10. 

Your component reviewed the 50.10 guidelines before the AG issued the revision in February. 
As such, we would very much like your component to review the proposed updates and let us 
know if you have any comments or questions by Wednesday, December 10. Thanks very much! 

« File: 50 10 REDLINE December 2014.docx » 

Senior Counsel to the Deputy Attorney General 
950 Pennsylvania Avenue, NW 
Washington, D.C. 20530 
Tel: [ I 

3 

FPF-]19 

b6 -4 
b7C 
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~OGC) (FBI) b6 -1 
~ ____________________________________________________________________________________ b7C 

From: 
Sent: 
To: 

Cc: 

Subject: 

(OGC) (FBI) 
~~5:eSjEraSZ~nuary 07,20151 59 PM 
1--___ ....L..l..10GC) (FBI).!: I (OGC) (FBI)IM.I:.LlCol.Un.liol.lal.u..IY...J.B~ICol.UhililJar..l.l.d....l.(~QGC) (FBI), 

Lrr-I"'!"n'"------' 
(OGC) (FBIT,! hOGC) (FBI), IOGC) 

Sabol, Sherry E (OGC) (FBI), Babcock, Ernest J (OGC) (FBI),I I(OGC) 
(FBI) 
BE News Media GUidelines 

~ ____________________________________________________________________________________ -Jr5 -1 
-----Original 
From:I~~_~ ___ ~ 
Sent: Wednesda 07 2015 
~~L--.~~~~~r-________________ ~McNally, Richard;~I ____________________________ ~ 

l:--r-""TT"l"I'~"""'-~";';"l""'F--I • ; L...I _____ -----11 (OGC) ( FBI) 

1 Ihas reviewed both versions of this document for PCLU (December and the most 
recent). I am attaching his comments. Thanks. 

Acting Unit Chief 
Privacy and Civil Liberties Unit 
FBI- Office of the General Counsel 

I I 
Confidentiality Statement: 

b6 -1 
b7C 

This message is transmitted to you by the Office of the General Counsel of the Federal Bureau 
of Investigation. The message, along with any attachments, may be confidential and legally 
privileged. If you are not the intended recipient of this message, please destroy it 
promptly without further retention or dissemination (unless otherwise required by law). 
Please notify the sender of the error by a separate e-mail or by calling I I 

L...--____________ ----II (OGC) (F BI) ; 

b6 -1 
b7C 

b6 -1 
b7C 

L...-~~~ndl I I think this is in your bail~wick, no? Could you please coordinate as 
warranted~o-n-a-su~itable response for! J with NSLB looped in too if and as 
appropriate? Thanks! 

-----Original Message-----
From:1 I 

1 

FPF-320 
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Sent: Wednesday, January 07, 2015 11:43 AM 
To: I I McNally, Richard; I 

I ROGC)(FBI) L...-__________ --I 

Cc: Baltes, Joanna P.; Baker, James A. ; ... 1 ________ ----' 

b6 -1 
b7C 

Subject: FW: News Media Guidelines 

Can OGC take the lead on reviewing and provide comments back to this group so we can provide 
to the DO? Comments are due back by "morning tomorrow" so we should aim to have our 10mments 
to the DO tonight/early tomorrow if possible. If we need more time, I can go back to. 1 

L..-__ ~Iwe should run past NSB execs as well. b6 -1, 4 
b7C 

1 

Thanks, 

RE: News 

b6 -1, 4 
b7C 

Thank you very much for the input and comments. I have attached two documents to this email: 

(1) An updated version of the 50.10 guidelines that we would like to issue in the next 
week or so. 
(2) A redline to show the changes from the previous version of the guidelines that I sent 
in Dec. 2014. 

L....----_____ l
bS

-

, 

Could you please let us know by Thursday morning, January 8 whether your component has any 
comments on the attached revised 50.10 guidelines? 

Thanks very much, 

b6 -4 
b7C 

(ODAG) 
~~~~~~·ecember 06, 2014~9~:~4~1~A~M ___ -, 

(CIV); I I (CIV} d ? (CIV)~ 
.-----'---,.,~~-------I~( NSD); I 1 (NSD) ; t-"'[ ..... : ------,..In OlP) ; I 

=:=:=========: (0 l P) ; I r USA EO ); 1 k USAEO) ; ~======-=--=-~rl 
2 
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,.......;;..;;..;...a..---------.J < OAG) ; L...I ____ ...... 1< OAG) ; L-I ______ ----11 < OAG); L...I _----I 

All, 

As you may recall, the Attorney General issued revised news media guidelines (28 CFR 50.10) 
in February 2014. Based on suggestions from the News Media Dialogue Group and our experience 
working with the guidelines since February, CRM put together proposed updates to 50.10. 

Your component reviewed the 50.10 guidelines before the AG issued the revision in February. 
As such, we would very much like your component to review the proposed updates and let us 
know if you have any comments or questions by Wednesday, December 10. Thanks very much! 

« File: 50 10 REDLINE December 2014.docx » 

I I 
Sen lor Counsel to the Deputy Attorney General 
950 Pennsylvania Avenue, NW 
Washington. D.C. 20530 
Tel: I I 

3 
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l(oGe) (FBI) 

From: L...;I "'::""l""':----:----:--.....Jl OGC) (F BI) 

b6 -1 
b7C 

Sent: 
To: 

\I\/""rln""",rl::l\l lanuary 07, 201'Sw2o..;Oiol.:4:t..1...PMI.lI.L...---, 

I bGC) (FBI),_ l(oGC) (FBI)J:r--__ ---1JI(..l.<O~G~C) (FBI), 
~. = __ ----11 (OGC) (FBI), j(OGC) (F1nJ.1 JOGC) 
(FBI) 
Sabol, Sherry E (OGC) (FBI), Babcock, Ernest J (OGC) (FBI)I I(OGC) 
(FBI) .. 

Cc: 

Subject: RE News Media GUidelines 

~~ ____ ~~A~s~the apparent OGC expert on this) do you want to take charge of getting back to 
l~. ________ ~~ith any comments on the latest version? 

-----Original Message-----

From: ~I ~~~~----,,;~ ____ ~...J 

b6 -1 
b7C 

Sent: Wednesday, January 07, 2015 1:59 PM 
To:1 I McNally, 

I I ( OGC )( FBI ) ; ..... 1 -----,.......,....---.-----,-_----JI 
Richard;~I __________________________ ~ 

Cc: Sabol, Sherry E.; Babcock) Ernest J.; I I (OGC)(FBI) 
Subject: RE: News Media Guidelines L..-______________ ....I 

From: 
Sent: ........ .......-.,...."..."....---....---....1 07, 2015 12: 57 PM 

Richard;1 ~T~o~:~I--~~~~~----------------~~MCNally) 
1 (OGC)( FBI )1..",._..",......,._...,....-...."...._...,.........,,! 

L......,C,....c-:....,S"...a ..... bol) Sherry E.; Babcock, Ernest J.;I, _________________ ----II(OGC)(FBI) 
Subject: RE: News Media Guidelines 

bS -1 

b6 -1 
b7C 

I Ihas reviewed both versions of this document for PCLU (December and the most 
~re~c~e~n~t~)-.~I~a~m~attaching his comments. Thanks. b6 -1 

b7C 

Acting Unit Chief 
Privacy and Civil Liberties Unit 
FBI- Office of the General Counsel 

Confidentiality Statement: 
This message is transmitted to you by the Office of the General Counsel of the Federal Bureau 
of Investigation. The message) along with any attachments) may be confidential and legally 
privileged. If you are not the intended recipient of this message) please destroy it 
promptly without further retention or dissemination (unless otherwise reauired by law). 
Please notify the sender of the error by a separate e-mail or by calling ~I ____________ ..J 

-----qrjgjoa1 MeSSage 
From: I L...-~ __ ~ __ ~ ____ ~~ 

Sent: Wednesday, January 07) 2015 12:17 PM 

1 

b6 -1 
b7C 
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~IT_Q_._I ______________ IM_C_N_aJ_J_\I __ R_j~c,ardj~1 ____________________________ ~I(OGC~~~lj 
Cc: Sabol) Sherry E.j Babcock) Ernest J. 
Subject: RE: News Media Guidelines 

b7C 

= andl ; I think this is I~' nu....:\II.I.IQ.I.I.I.I.I.'r---'-bwau.j..L.l~j wick) no? Could you please coordinate as 
warrante~~~o~n~a~s~u~ltable response fort I with NSLB looped in too if and as 
appropriate? Thanks! 

-----Original Message-----
From: I I 
Sent: Wednesday, January 07, 2015 11:43 AM 

b6 -1 
b7C 

rT~Q~'~I--~~~~~ __________________ ~1 McNally) Richardjl 
I I<OGC)(FBI) ~-----.....,""'----------""" 
Cc: Baltes) Joanna P.j Baker) James A.j~I ________________ ~ 
Subject: FW: News Media Guidelines 

Can OGC take the lead on reviewing and provide comments back to this 
to the DD? Comments are due back by "morning tomorrow" so we should 
to the DD tonight/early tomorrow if possible. If we need more time) 

I Iwe should run past NSB execs as well. 

~) 

RE: News 

All) 

group so we can provide 
aim to have our comments 
I can go back toLb6 -1, 4 

b7C I 

b6 -1, 4 
b7C 

Thank you very much for the input and comments. I have attached two documents to this email: 

(1) An updated version of the 50.10 guidelines that we would like to issue in the next 
week or so. 
(2) A redline to show the changes from the previous version of the guidelines that I sent 
in Dec. 2014. 

L.....---___ ---------Ilb5 -1 

Could you please let us know by Thursday morning) January 8 whether your component has any 
comments on the attached revised 50.10 guidelines? 
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Thanks very much, 

P. (FBI); L...-______ ....I 

b6 -1, 4 
b7C 

L.....-___ ----Ik GAG); ..... 1 ______ ----'1 (GAG) ; ..... 1 __ ...... 
News Media 

All, 

As you may recall, the Attorney General issued revised news media guidelines (28 CFR 50.10) 
in February 2014. Based on suggestions from the News Media Dialogue Group and our experience 
working with the guidelines since February, CRM put together proposed updates to 50.10. 

Your component reviewed the 50.10 guidelines before the AG issued the revision in February. 
As such, we would very much like your component to review the proposed updates and let us 
know if you have any comments or questions by Wednesday, December 10. Thanks very much! 

« File: 50 10 REDLINE December 2014.docx » 

Senior Counsel to the Deputy Attorney General 
950 Pennsylvania Avenue, NW 
Washington D C 2e53~ 

Tel: ~I ____________ -....IJ 

3 
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'1 
2. 

3. 

~ ____________ ~~~O~G~C~)~(~F~B~I) __________________________________________ -t~~C- 1 

From: 
Sent: 
To: 

Subject: 

Cc: L..-tr--------,..I-

HI ..... _----' 

I tOGC) (FBI) 

Babcock, Ernest J. (OGC) (FBI);J,~ .......... ____ ----'lI(OGC) (FBI);,,....I ___ ----r,,!(OGC) 
Thursday, December 11, 2014 1 ~~; AM 

(FBI); Sabol, Sherry E. (OGC) (F' ;_ j(OGC) (FBI)! HOGC) 
(FBI) L...-___ ----I 

FW: News Media Guidelines 

L...-___ .....IlcOAG) (JMD)~L....-____ """ 

b6 -1, 4 
b7C 

Thanks for Circulating these proposed edits-we appreciate the chance to review them. After discussing for a couple of 

days on our end, I think we have a few thoughts more by way of questions than comments or concerns at this point: 

b5 -1 

b5 -1 

b5 -1 

FPF-345 
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4. 

Any clarification that you could provide on what these proposed changes are aiming to accomplish (or what they're 

motivated by) would help us in evaluating their potential effects and any concerns that might arise on our end. Thanks 
very much! 

All the besdL...-_----I 
b6 -4 
b7C 

b5 -1 

b6 -1, 4 
b7C 

All 

This is Just a gentle remindet to pmvide any cOlTlrnell1s or questions today. Thal1k~ very IIlllC.h, 

All, 

b6 -4 
b7C 

b6 -1, 4 
b7C 

As you may recall, the Attorney General issued revised news media guidelines (28 CFR 50.10) in February 2014. Based 
on suggestions from the News Media Dialogue Group and our experience working with the guidelines since February, 
CRM put together proposed updates to 50.10. 

Your component reviewed the 50.10 guidelines before the AG issued the revision in February. As such, we would very 
much like your component to review the proposed updates and let us know if you have any comments or questions by 
Wednesday, December 10. Thanks very much! 
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« File : 5010 REDLINE December 2014.docx» 

Senior Counsel to the Deputy Attorney General 
950 Pennsylvania Avenue, NW 

Warbington p C 2053q 
Tel : I 1-.. _____ ---1 
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From: 
Sent: 
To: 
Cc: 
Subject: 
Attachments: 

tOG C) (FBI) 

I I (OGC) (FBI) 

I :":Sda: :n"a~ ,,(~~g)~$gl~M 
a eoe, rnest . ~GC) (FBI) 

Fw: News Media Guidelines 
redline 1-6-15.doex, 50 10 January 6 2015 CLEAN.doex 

b6 -1 
b7C 

Can you review this? I think you may have provided comments on an earlier version. Thanks. 

Acting Unit Chief 
Privacy and Civil Liberties Unit 
FBI Office of the General Counsel 

Original Message ----­
F rOr:m..:..: _B:;.,;a:;.,;b;;.;c::.;o:..;c;.,;.k:.l.,--=E,;..r,;.;,n.::.e s;;t J. 

~~ ~ L.....-I _-----II 
Sent: Tue Jan 06 16:01:54 2015 
Subject: FW: News Media Guidelines 

b6 -1 
b7C 

~ ____ ~I please review or assign. Hope you are feeling better. Ernie 

Ernest J. Babcock 
Deputy General Counsel 
General Law Branch, Office of the General Counsel Federal Bureau of Investigation 
935 Pennsylvania Ave, NW 
Washington, D.C. 20535 
202-324-5634 

Confidentiality Statement: 
This message is transmitted to you by the Office of the General Counsel of the Federal Bureau 
of Investigation. The message, along with any attachments, may be confidential and legally 
privileged. If you are not the intended recipient of this message, please destroy it 
promptly without further retention or dissemination (unless otherwise required by law). 
Please notify the sender of the error by a separate e-mail or by calling 202-324-5634. 

From: 
6, 2015 3:56 PM 

I (OGC ) ( FBI ),u;ll.....---------'I; I 
~------~I;I I~-----~ 

PM 

L...-____ .... NSD ) (JMD); L...-____ ----I( NSD) (JMD); '---_____ ---' 

1 
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P. ; 

RE: News 

b6 -1, 4 
b7C 

Thank you very much for the input and comments. I have attached two documents to this email: 

(1) An updated version of the 50.10 guidelines that we would like to issue in the next 
week or so. 
(2) A redline to show the changes from the previous version of the guidelines that I sent 
in Dec. 2014. 

Could you please let us know by Thursday morning) January 8 whether your component has any 
comments on the attached revised 50.10 guidelines? 

Thanks very much) 

b6 -4 
b7C 

From:1 1 (ODAG) 
Sent:~S~a~t~u-r~a~a--~December 9:41 AM 

P. (F BI) ; L...-_____ ----I 

~..:....L...-------.,.... (OAG); L-I ____ .....It OAG ); L-I ______ ---11 (OAG) dL.....-_--I 
News Media Guidelines 

b6 -1, 4 
b7C 

As you may recall) the Attorney General issued revised news media guidelines (28 CFR 50.10) 
in February 2014. Based on suggestions from the News Media Dialogue Group and our experience 
working with the guidelines since February, CRM put together proposed updates to 50.10. 

Your component reviewed the 50.10 guidelines before the AG issued the revision in February. 
As such) we would very much like your component to review the proposed updates and let us 
know if you have any comments or questions by Wednesday) December 10. Thanks very much! 

b6 -4 
b7C 
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« File: 50 10 REDLINE December 2014.docx » 

Senior Counsel to the Deputy Attorney General 
950 Pennsylvania Avenue, NW 
Washington, D.C. 20530 
Tel: I I 
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