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ALl TH-ORIBTIOH (CHTATHEDR
HeEsEIN 18 UNCLASSTEIRED

DaveE 11-ts-2nld By Wl G/ L bg)

NAME OF SYSTEM / PROJECT:

FBI PRIVACY THRESHOLD ANALYSIS (PTA)

(equivalent to the DOJ Initial Privacy Assessment (IPA))

Easy Lobby SVM 9.0

(OGC/PCLU (Rev. 05/15/09)

SYSTEM/PROJECT POC
Name:

Program Office:
Division:

Phone:

Room Number:

FBI
Name:

Phone:

Room Number:

OGC/PCLU POC

FBI DIVISION INTERMEDIATE APPROVALS

Program Manager (or other appropriate executive as

Division determines)

Division Privacy Officer

Program Division: Signature: /s/ Signature: /s/
lacksonviile Date signed: 10/5/09 Date signed: 10/5/09
Name: Name:: bé
Title: SSA CSO Title: A/ADC b7C
FBIHQ Division: Signature: Signature:
[irisert dbasion name] Date signed: Date signed:
Name: Name:
Title: Title:
After sl division approvals, forward signed bard copy phus elecironic copy to FEBEOGC/PCLU (EH 7338,
{The FBi Privacy and Uivil Liberttes Officer’s determinations, conditions, and/er final approval will be recorded on the following page)
Upon final FBEapproval FRI OGC/PCLU will distribute as follows:
1- Signed original to file 190-HQ-C1321794 (fwd to JEH 1B204 via PA-520)
Copies  (recipients please print/reproduce as needed for Program/Division file(s)):
1-DO)J Office of Privacy and Civil Liberties (via e-mail to grivacy@usdal.eev) 1-0OGC\PCLU intranet
(if classified, via hand delivery to 1331 Penn. Ave. NW, Suite 940, 20530) 1-PCLUUC
2-FBIOCIO / OIPP (JEH 9376, attni p 1-PCLU Library
1-FBI SecD/AU (elec. copy: via e-mail to uc| | 1-PCLU Tickler zgc

T-RMD/RMAU Gattn] ]

2 - Program Division POC /Privacy Officer

2 - FBIHQ Division POC /Privacy Officer

epic.org

14-06-04-FBI-FOIA-20150318-4th-Production
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FBIPTA:  EasyLobbySVM9.0

FINAL FBIAPPROVAL / DETERMINATIONS / CONDITIONS: {¥kis section will be complered by the FBI PULU/PCLO following PTA subsmission.  The

PTA drafter should skip 1o the nexs page and continue ]

X_PlAis required by the E-Government Act.

PIA is to be completed as a matter of FBI/DO)] discretion.

Is PIA to be published on FBL.GOV (after any RMD FOIA redactions)? _X_VYes. _ No {indicare reason):

____PIAs not required for the following reason(s):
___System does not collect, maintain, or disseminate PIl.
___System is grandfathered (in existence before 4/17/2003; no later changes posing significant privacy risks).
___Information in the system relates to internal government operations.
__ System has been previously assessed under an evaluation similar to a PIA.
___Nossignificant privacy issues (or privacy issues are unchanged).

Other {describe):

Applicable SORN(s):  _ Justice/FBI-013 Security Access Control System

Notify FBI RMD/RIDS per MIOG 190.2.3? __No X Yes—-See sample EC  on PCLU intranet website here:

hitoy/home/DO/OG/LTB/PCLU PrivacyCivils 20 Libertiest2CLibrary/ferm for miog1080-2-3 ecwpd

SORN/SORN revision(s) required? X_No _Yes{indicare revisions needed):

Prepare/revise/add Privacy Act (e)(3) statements for related forms? No _ Yes {indicare forms sifected):

Form already prrepared

RECORDS. The program should consult with RMD to identify/resolve any Federal records/electronic records issues.  The system may contain Federal
records whether or not it contains Privacy Act requests and, in any event,a  records schedule approved by the National Archives and Records Administration

is necessary.  RMD can provide advice on this as well as on compliance with requirements for Electronic Recordkeeping Certification and any necessary

updates.

Other:

David C. Larson, Deputy General Counsel Signature: /s/

FBI Privacy and Civil Liberties Officer Date Signed: 5/20/2010

epic.org 14—06—04—FBI—FO|A—2(% 50318-4th-Production EPIC-952




FBIPTA:  EasyLobbySVM9.0

. INFORMATION ABOUT THE SYSTEM / PROJECT

1. Provide a general description of the system or project that includes:  name of the system/project, including associated
acronyms; structure of the system/project, purpose; nature of the information in the system and how it will be used; who will have

access to the information in the system and the manner of transmission to al users.

-and the se

Easy Lobby $¥M 2.0 s a commercial product that will be used to assist the receptio srity officer track visitors to the

jacksonviile field office.  Housed within secure space will be an identification card reader that will scan the diiver's license (DL) of

s stand-alone computer will then use the scanned information to fill certain dara fields,

entering visitors.  The software instaifed o

including name, address, DOR, etc. and capture the photograph on the license.  This information wilt be used 1w print a visitor badge for

the irdividual, This information will also be stored in a Microsoft Access database log for quick retrieval on future visits,  and 1o permit
wacking of visitors,  The systern will essensially replace the current system of lopging visitors on a dipboard and providing them with

hand written badges.  Itis anticipated thar the information will be rerained for approximately one year.

Access to the system will be Hinited to the Chief Security Officer, Security Assistants and Receptionists.

Please see software information booklet, and company information attached at A.

2. Does the system/project collect, maintain, or disseminate any information about individuals in identifiable form, i.e., is information

linked to or linkable to specific individuals (which is the definition of personally identifiable information (PI1))?

NO. {ino STOP, The PTAisnow complere and after division approvalis} should be submitred vo FBI

DGC/PCLY for final FBlapproval.  Undess vou are otherwise advised, no PIA is reguired ]

_ X_YES. [If yes, please continue.]

3. Does the system/project pertain only to government employees, contractors, or consultants?
_ X_NO. YES.
4, Is information about United States citizens or lawfully admitted permanent resident aliens retrieved from the system/project by

name or other personal identifier?

NO. _ X_VES.
5. Are Social Security Numbers (SSNs) collected, maintained or disseminated from the system/project?
_X__NO. YES. If yes, check all that apply:

SSNs are necessary to establish/confirm the identity of subjects, victims, witnesses
or sources in this law enforcement or intelligence activity.

_O53
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FBIPTA:  Easy LobihySVYM9.0

SSNs are necessary to identify FBI personnel in this internal administrative system.

SSNs are important for other reasons.  Describe:

The system/project provides special protection to SSNs (e.g., SSNs are encrypted, hidden from all users via a

look-up table, or only available to certain users). Describe:

Itis not feasible for the system/project to provide special protection to SSNs.  Explain:

6. Does the system/project collect any information directly from the person who is the subject of the information?

NO. [If no, proceed to question 7.]

_X_YES. They provide the DL identification card and the basis for their visit to the field office.

a. Doesthe system/project support criminal, CT, or FCI investigations or assessments?

YES. [If yes, proceed to question 7.]
__X_NO.
b.  Aresubjects of information from whom the information is directly collected provided a written Privacy Act (e)(3)

statement (either on the collection form or via a separate notice)?

___NO. [The program will need to work with PCLU to develop/implement the necessary form(s).]

_X__YES. Identify any forms, paper orelectronic, used  to request such

information from the information subject:  See attachment B.

7. Has the system undergone Certification & Accreditation (C&A) by the FBI Security Division (SecD)?

X NO. If no, indicate reason; if C&A is pending, provide anticipated completion date:

YES.  If yes, provide date of last C&A certification/re-certification:

Don't Know.

8. Is this system/project the subject of an OMB-300 budget submission?

__X_NO. Don't know. YES. Ifyes, please provide the date and name or

title of the OMB submission:

9. Is this a national security system (as determined by the SecD)?
_X_NO. YES. Don't know.
10. Status of System/ Project:

epic.org 14—06—04—FBI—FOIA—20150%18—4th—Production EPIC-954



FBIPTA:  EasyLobbySVM9.0

__X_  Thisisanewsystem/ projectin development. ~ The hardware (identification card scanner, computer badge
printer and stand alone computer would be used in conjunction with a prepackaged software kit. Hyou
checked this block, STOP.  The PTA s now complete and after division approval{s} should be submitted to FBI

GC/PCLY for final PR approval and determination if PlA and/or other actions are required ]

epic.org 14-06-04-FBI-FOIA-20150?318-4th-Production EPIC-955



FBIPTA:  EasyLobbySVM9.0

. EXISTING SYSTEMS / PROJECTS

When was

15 }r

A for this system/project already exist?

if yes, indicate which of the foliowing chan

stem/ project developed?

2. Hasthe systern/project undergone any sipnificant changes since April 17, 20037

v

swere involved  {mark all boxes that apply):

A conversion from paper-hased records to an electronic system.

A change from information i a format that is anonymous or non-identifiable to a formar that is identifiable to
particular individuals.

Arew use of an 1T system/prejecy, indluding application of a new technology, that changss how information
in identifiableform is managed.  (For example, a change that would create 2 more open environment
and/or avenue for exposure of data that previousty did not exist)

A change that results in information in identifiable form being merged, centralized, or matched with other
darzbases.

A new method of aurhenticating the use of and access w information in identifiable form by members of the

public,

{ databases of information in ides

SGUTTES,

fiable form purchased or obtained from

Asysten worporation
commercial or publi

A new interagency use or shared agency function that results in new uses or exchanges of information in

identifiable form.

A change that results in a new use or disclosure of information in identifiable form.

A change that results in new items of information in identifiable form being addad ints the system/projest

“hanges do not involve a change in the type of records maintained, the individuals onwhom records are
intained, or the use or dissemination of information from the system)/project,

Cther,  [Provide brief explanation]s

YES.  fyes:

a. Provide date/tidde of the PiA;

system)/project s

rone any significant changes s

he PIA? N,

{The FTA s now complete and afrer division approval{s} should be submitred vo FBI OGC/PCLU for final FBI approval and

determination if PiA and/or sther actions are reguired ]

epic.org
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ALl TH-ORIBTIOH (CHTATHEDR
HeEsEIN 18 UNCLASSTEIRED
Dave 10-2-2-201d By WS/ L bg)

UNCLASSIFIED//FOR OFFICIAL USE ONLY
(OGC/PCLU (Rev. 05/15/09)

FBI PRIVACY THRESHOLD ANALYSIS (PTA)
(Equivalent to the DOJ Initial Privacy Assessment (IPA))b3

b7E

NAME OF SYSTEM / PROJECT:
el Froam:s SYSTEM/PROJECT POC FBI OGC/PCLU POC
N Name:|:| Name: |
Program Office: NSPU Phone: | b6
Division: OIPM Room Number: 7458 b7c
Phone
Room Number: 9664

Xt
VYo oe
IIETIVE

FBI DIVISION INTERMEDIATE APPROVALS

Program Manager (or other appropriate Division Privacy Officer

executive as Division determines)
Program Division: Signature: /s/
CTD Date signed: 11/5/2009

Name] |

Title: Unit Chief, PDEU b6
FBIHQ Division: Signature: /s/ Signature:  /s/ b7C
OIPM Date signed: _11/10/2009 Date signed: 11/12/2009

Name: Name:

Title: Unit Chief, NSPU Title: OIPM Privacy Officer

After afl division approvals, ferward sigoned hard copy plus electronic copy to FBI OGC/PCLY (JEB 7338}
{The FBI Privacy and Civil Liberties Officer’s determinations, conditions, and/or final approval will be recorded on the
following page.}
Upos final FBI approval, FBIL OGU/PCLU will distribute as follows:

1 - Signed original to file 190-HQ-C1321794 (fwd to JEH 1B204 via PA-520)

Copies (recipients please print/reproduce as needed for Program/Division file(s)):

1 - DOJ Office of Privacy and Civil Liberties (via e-mail to 1 - OGC\PCLU intranet
privacy@usdoj.gov) 1-PCLU UC

(if classified, via hand delivery to 1331 Penn. Ave. NW, Suite 940, 1 - PCLU Library
20530) 1 - PCLU Tickler
2 - FBI OCIO / OIPP (JEH 9376, attn:l |D
1 - FBI SecD/AU (elec. copy: via e-mail to UC]| ) b6
1 - RMD/RMAU (attn] ) b7C

2 - Program Division POC /Privacy Officer
2 - FBIHQ Division POC /Privacy Officer

UNCLASSIFIED//FOR OFFICIAL USE ONLY
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UNCLASSIFIED//FOR OFFICIAL USE ONLY

FINAL FBI APPROVAL / DETERMINATIONS / CONDITIONS:

X PIA is required by the E-Government Act.
PIA is to be completed as a matter of FBI/DOJ discretion.

Is PIA to be published on FBL.GOV (after any RMD FOIA redactions)?  Yes.  No (indicate reason):

____ PIAis not required for the following reason(s):
__ System does not collect, maintain, or disseminate PII.
___ System is grandfathered (in existence before 4/17/2003; no later changes posing significant privacy risks).
____ Information in the system relates to internal government operations.
___ System has been previously assessed under an evaluation similar to a PIA.
___ No significant privacy issues (or privacy issues are unchanged).
_ Other ¢dgscribe):

Applicable SORN(s): under development

Notify FBI RMD/RIDS per MIOG 190.2.3? No  Yes--See sample EC on PCLU intranet website here:
http://home/DO/OGC/LTB/PCLU/PrivacyCivil %20Liberties%20Library/form_for miogl190-2-3 ec.wpd

SORN/SORN revision(s) required?  No  Yes {indicaic revisions needod):

Prepare/revise/add Privacy Act (e)(3) statements for related forms? ~ No  Yes {indicate forms atfected):

RECORDS. The program should consult with RMD to identify/resolve any Federal records/electronic records issues.
The system may contain Federal records whether or not it contains Privacy Act requests and, in any event, a records
schedule approved by the National Archives and Records Administration is necessary. RMD can provide advice on this
as well as on compliance with requirements for Electronic Recordkeeping Certification and any necessary updates.

Other:

David C. Larson, Deputy General Counsel Signature: /s/
FBI Privacy and Civil Liberties Officer Date Signed: 11/15/2009

UNCLASSIFIED//FOR OFFICIAL USE ONLY
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UNCLASSIFIED//FOR OFFICIAL USE ONLY

I. INFORMATION ABOUT THE SYSTEM / PROJECT

1. Provide a general description of the system or project that includes: name of the
system/project, including associated acronyms; structure of the system/project,
purpose; nature of the information in the system and how it will be used; who will
have access to the information in the system and the manner of transmission to al
users.

The purpose of the] project is to
support the mission of the FBI | |

b3
b7E

[as it relates to

the FBI’s mission.

b3
b7E

The nature of information contained within this system includes names of
individuals and other related Personally Identifiable Information (PII). This information
originates from FBI, Other Government Agencies (OGA), commercial data providers and
is consolidated at FBI for analysis.

The system will be accessible from the FBI’s| |

[will restrict access to the

system to those FBI agents and analysts, contractors, and task force officers (TFOs)

cleared by the program manager and possessing the appropriate level of security b3
clearance necessary (i.e. Top Secret/Sensitive Compartmented Information). Policy-based b7E
access controls will further restrict user access to information within the system. There

will be approximately] lindividuals with access td |

2. Does the system/project collect, maintain, or disseminate any information about
individuals in identifiable form, i.e., is information linked to or linkable to specific
individuals (which is the definition of personally identifiable information (PII))?

UNCLASSIFIED//FOR OFFICIAL USE ONLY
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UNCLASSIFIED//FOR OFFICIAL USE ONLY

NO {if o, STOP, The PTA is new complete and after division approeval{s}
should be submitted to FBI OGU/PCLY for final FBI approval, Unless you are
etherwise advised, ne PIA is required.}

X YES [Ifyes, please continue.]

3. Does the system/project pertain only to government employees, contractors, or
consultants?

X __NO YES

4. Is information about United States citizens or lawfully admitted permanent resident
aliens retrieved from the system/project by name or other personal identifier?

NO X YES

5. Are Social Security Numbers (SSNs) collected, maintained or disseminated from the
system/project?

NO X __YES Ifyes, check all that apply:

X SSNs are necessary to establish/confirm the identity of subjects, victims,
witnesses or sources in this law enforcement or intelligence activity.

SSNs are necessary to identify FBI personnel in this internal administrative
system.

SSNs are important for other reasons. Describe:

The system/project provides special protection to SSNs (e.g., SSNs are
encrypted, hidden from all users via a look-up table, or only available to certain
users). Describe:

X Ttisnot feasible for the system/project to provide special protection to
SSNs. Explain: The possibility exists that due to secondary reporting, PII may be
collected and appear in the system and cannot be blocked so that the identification

of potential subjects may occur.

UNCLASSIFIED//FOR OFFICIAL USE ONLY
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UNCLASSIFIED//FOR OFFICIAL USE ONLY

6. Does the system/project collect any information directly from the person who is the
subject of the information?

X NO [Ifno, proceed to question 7.]

YES

a. Does the system/project support criminal, CT, or FCI investigations or
assessments?

YES [If yes, proceed to question 7.]

NO

b. Are subjects of information from whom the information is directly collected
provided a written ~ Privacy Act (e)(3) statement (either on the collection form or via a
separate notice)?

NO [The program will need to work with PCLU to develop/implement
the necessary form(s).]

YES Identify any forms, paper or electronic, used to request such
information from the information subject:

7. Has the system undergone Certification & Accreditation (C&A) by the FBI Security
Division (SecD)?

X __NO If no, indicate reason; if C&A is pending, provide anticipated
completion date: New system/project in development.

YES If yes, provide date of last C&A certification/re-certification:

Don't Know.
8. Is this system/project the subject of an OMB-300 budget submission?
X NO Don't know YES If yes, please provide
the date and name or title of the
OMB submission:

9. Isthis a national security system (as determined by the SecD)?

NO X YES Don't know

UNCLASSIFIED//FOR OFFICIAL USE ONLY
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UNCLASSIFIED//FOR OFFICIAL USE ONLY

10. Status of System/ Project:
__ X Thisis a new system/ project in development. {if you checked this biock,
ST, The PTA is now compiete and alter division approval(s} shouid be
submitted to FBE OGC/PCLYU for final FBI approval and determination i
PiA and/or other actions are required.]

II. EXISTING SYSTEMS / PROJECTS

1. When was the system/project developed?

2. Has the system/project undergone any significant changes since April 17, 20037
NO [If no, proceed to next question (I1.3).]
YES If yes, indicate which of the following changes were involved (mark all
boxes that apply):

A conversion from paper-based records to an electronic system.

A change from information in a format that is anonymous or non-
identifiable to a format that is identifiable to particular individuals.

A new use of an IT system/project, including application of a new
technology, that changes how information in identifiable form is managed.
(For example, a change that would create a more open environment and/or
avenue for exposure of data that previously did not exist.)

A change that results in information in identifiable form being
merged, centralized, or matched with other databases.

A new method of authenticating the use of and access to
information in identifiable form by members of the public.

A systematic incorporation of databases of information in
identifiable form purchased or obtained from commercial or public sources.

A new interagency use or shared agency function that results in
new uses or exchanges of information in identifiable form.

A change that results in a new use or disclosure of information in
identifiable form.

UNCLASSIFIED//FOR OFFICIAL USE ONLY
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UNCLASSIFIED//FOR OFFICIAL USE ONLY

A change that results in new items of information in identifiable
form being added into the system/project.

___ Changes do not involve a change in the type of records maintained,
the individuals on whom records are maintained, or the use or
dissemination of information from the system/project.
Other [Provide brief explanation]:
3. Does a PIA for this system/project already exist?
NO YES
If yes:
a. Provide date/title of the PIA:
b. Has the system/project undergone any significant changes since the PIA?

NO YES

iThe PTA is now complete and after division approvalis) should be submitted to
FBI OGO/PCLY for final FBY approval and determination if PIA and/er other
actions are reguired.|

UNCLASSIFIED//FOR OFFICIAL USE ONLY

_EET
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B

FBI Privacy Threshold Analysis (PTA) Cover Sheet  (osc/peLu (Rev. 07/06/07)
ALL THFORMATION CONTAINED

NAME OF SYSTEM: b3 WHERE SEOMI OTHERWISE
b7E
FBI SYSTEM CONTACT PERSON CLASSIFIED BY NSICGC/CA2W3ZRI1 FBI OGC/PCLU POC

BEASCH. 1. 4 {13

Name: [ | DECLASSIFY ON: 10-23-2029 Name: I:l

Program Office: ITSU/COMSEC DATE- Abnaanaiis |Phone:
Division: Security Division |
Phone: | | Room Number: JEH 7338

Room Number: 1B206
Date PTA submitted for approval:  2/6/2008

FBI DIVISION APPROVALS. APia{and/or PTA) should be prepared/approved by the cognizant program managementin

celfaborarion with {7, security, and end-user management and GGO/PCLLL (PIAs/PTAs refating to electronic forms/questionnaires implicating

the Paperwork Reduction Act should also be cocrdinated with the RMD Forms Desk)  (frhe subject of a PTA/PIA s under the program

cogrizance of an FBIHG Division, prior to forwarding to DGC the PTA/PIA rust also be referrad to the FBIHQ Division for progrant review and

approval, if required by the FBIHG Division,

Program Division: Security Division FBIHQ Division: Security Division
Program Manager Signature: /s/ Signature: /s/
(or other appropriate Date signed:  2/12/2008 Date signed: 2/19/2008
executive as Division Namei I Namei I
determines) Title: COMSEC Program  Manager Title: Unit Chief, ITSU
Division Privacy Officer Signature: Signature: /s/
Date signed: Date signed: ~ 04/08/08
Name: Name: Michael F.A. Morehart
Title: Title: Deputy Assistant Director

5

Upon Dhvision approval, forward signed hard copy plus electronic copy 1o OGC/PULU (JEH Room 7238},

:FINAL FBI APPROVAL:
FBI Privacy and Civil Liberties Officer Signature: /s/
Date Signed:  04/18/2008
Name: David C. Larson
Title: Acting Deputy General Counsel
Upor final F&1 approval, FRE GG will distribute as follows:
1- Signed original to 190-HQ-C1321794
Copies:
1-DOJ Privacy and Civil Liberties Office-Main Justice, Room 4259 1- OGC\PCLU intranet website
2-FBIOCIO / OIPP 1-PCLU Library
1-FBI SecD (electronic copy via e-mail) 1-PCLU Tickler

2*- Program Division POC /Privacy Officer
2*- FBIHQ Division POC /Privacy Officer

(*please reproduce as needed for Program/Division file(s))

epic.org 14-06-04-FBI- -201#0318-4th-Production EPIC-664
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)

NAME OF SYSTEM: | b3
b7E

For efficiency, a system owner or program manager can be aided in making the determination of whether a Privacy Impact Assessment

(PIA) is required by conducting and following Privacy Threshold Analysis (PTA).

Whether or not a PIA is required, the system owner/program manager should consult with the FBI Records Management Division (RMD) to

identify and resolve any records issues relating to information in the system.

A PTA contains basic questions about the nature of the system in addition to a basic system description. The questions are as follows:

A.  General System Description: Please briefly describe:
b3
b7E
1. Typeof information in the systeml b3
b7E
a.  Ifthe system is solely related to internal government operations please provide a brief explanation of the quantity and type of
employee/contractor information:
2. Purpose for collecting the information and how it will be used1 I b3
| b7E
3. Thesystem's structure (including components/subsystems): CPU, monitor, keyboard, printerl I b3
I b7E

4. Means of accessing the system and transmitting information to and from the system: All users are provided with a unique

b3
b7E

userid and initial password to access thel |

5. Who within FBI will have access to the information in the system and controls for ensuring  that only authorized persons

can access the information: COMSEC Staff Only

6.  Who outside the FBI will have access to the information in the system and controls for ensuring that only authorized persons 3

can access the informationDis used exclusively by the FBI. b7E
7. Has this system been certified and accredited by the FBI Security Divisions? ~ X__Yes _No

8 Isthis system encompassed within an OMB-300? __ Yes _X_No _ Don't Know

{f yes, please attach copy of latest one )

R Was the system developed prior to April 17, 2003?
__YES (If “yes,” proceed to Question 1.)
X_NO (If “no,” proceed to Section I1.)

EPIC-665
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)

NAME OF SYSTEM: | | b3
b7E

1. Hasthe system undergone any significant changes since April 17, 2003?

__YES  If “yes,” please explain the nature of those changes:

(Continue to Question 2.)

NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval,

and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)

2. Do the changes involve the collection, maintenance, or dissemination of information in identifiable form about individuals?

__YES  (If “yes,” please proceed to Question 3.)

NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval,

and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)
3. Isthe system solely related to internal government operations?
__YES  If "yes,"is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes.  (If "yes,"afull PIAisrequired..  PTAis complete.)

__No.  (If “no,” the PTAis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for
review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised,

no PIAis required.  (FBland DOJ reviewing officials reserve the right to requirea  PIA)))

NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)

Il.  Forsystems developed after April 17, 2003.

1. Whatis the purpose of the system? (Answer in detail unless details already provided in A. 2 above):

The FBII Imany US Federal Government Agenciesl I
I Iconsists 011 I
" bl

‘;Sj Field Offices (FOs) and Resident Agencies (RAs). | | b3
e b7E
bl
iS} """""" b3
b7E
2 _
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: | | b3

b7E

(Continue to Question 2.)
Does the system collect, maintain or disseminate information in identifiable form about individuals?
__YES  (If “yes,” please proceed to Question 3.)
X__NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval,
and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)
Is the system solely related to internal government operations?
__YES  If "yes,"is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes.  (If "yes,"afull PIAisrequired..  PTAis complete.)
__No.  (If “no,” the PTAis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU)
for review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise

advised, no PIAis required.  (FBl and DO)J reviewing officials reserve the right to requirea  PIA.))

NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)

Hl.  Full or Short-Form PIA

1.

2.

epic.org

Is the system a major information system (as listed on OGC's FBINET website)?

__YES  (If “yes,” afull PIAis required. ~ PTAis complete.)

NO (If “no,” please continue to question 2.)
Does the system involve routine information AND have limited use/access?

__YES  Ashort-form PIAis required.  (le, you need only answer Questions 1.1, 1.2, 2.1, 3.1, 4.1, 5.1 (if appropriate), 6.2, 6.3,
and 8.9 of the PIA template))  Please note that FBI
and DOJ reviewing officials reserve the right to
require completion of afull PIA.  (PTAis

complete—forward with PIA.)

NO (If “no,” afull PIAis required.  PTA is complete.)

EPIC-667
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