epic.org EPIC-15-04-02-FBI-FOIA-20170113-Documents 000001



epic.org EPIC-15-04-02-FBI-FOIA-20170113-Documents 000002



epic.org EPIC-15-04-02-FBI-FOIA-20170113-Documents 000003



epic.org EPIC-15-04-02-FBI-FOIA-20170113-Documents 000004



epic.org EPIC-15-04-02-FBI-FOIA-20170113-Documents 000005



epic.org EPIC-15-04-02-FBI-FOIA-20170113-Documents 000006



epic.org EPIC-15-04-02-FBI-FOIA-20170113-Documents 000007



epic.org EPIC-15-04-02-FBI-FOIA-20170113-Documents 000008



epic.org EPIC-15-04-02-FBI-FOIA-20170113-Documents 000009



epic.org EPIC-15-04-02-FBI-FOIA-20170113-Documents 000010



epic.org EPIC-15-04-02-FBI-FOIA-20170113-Documents 000011



epic.org EPIC-15-04-02-FBI-FOIA-20170113-Documents 000012



epic.org EPIC-15-04-02-FBI-FOIA-20170113-Documents 000013



epic.org EPIC-15-04-02-FBI-FOIA-20170113-Documents 000014



epic.org EPIC-15-04-02-FBI-FOIA-20170113-Documents 000015



epic.org EPIC-15-04-02-FBI-FOIA-20170113-Documents 000016



epic.org EPIC-15-04-02-FBI-FOIA-20170113-Documents 000017



epic.org EPIC-15-04-02-FBI-FOIA-20170113-Documents 000018



epic.org EPIC-15-04-02-FBI-FOIA-20170113-Documents 000019



epic.org EPIC-15-04-02-FBI-FOIA-20170113-Documents 000020



epic.org EPIC-15-04-02-FBI-FOIA-20170113-Documents 000021



epic.org EPIC-15-04-02-FBI-FOIA-20170113-Documents 000022



epic.org EPIC-15-04-02-FBI-FOIA-20170113-Documents 000023



epic.org EPIC-15-04-02-FBI-FOIA-20170113-Documents 000024



epic.org EPIC-15-04-02-FBI-FOIA-20170113-Documents 000025



epic.org EPIC-15-04-02-FBI-FOIA-20170113-Documents 000026



epic.org EPIC-15-04-02-FBI-FOIA-20170113-Documents 000027



epic.org EPIC-15-04-02-FBI-FOIA-20170113-Documents 000028



epic.org EPIC-15-04-02-FBI-FOIA-20170113-Documents 000029



epic.org EPIC-15-04-02-FBI-FOIA-20170113-Documents 000030



epic.org EPIC-15-04-02-FBI-FOIA-20170113-Documents 000031



all PRI JHECHMATICH (CHTATHED
HEBEIN 1= UNCLASSTE 1RT
LaTE Di-2-2nis By NElLG /s dian

MEMORANDUM OF UNDERSTANDING
BETWEEN
THE FEDERAL BUREAYU OF INVESTIGATION
AND
THE DEPARTMENT OF DEFENSE
FOR
SHARING OF BIOMETRIC AND OTHER IDENTITY MANAGEMENT
INFORMATION

LPURPOSE

National Security Presidential Directive-59 (NSPD-59) / Homeland Security Presidential
Directive-24 (HSPD-24) requires 1.8, Government agencies to use “in a more
coordinated and efficient manner” biometric information in protecting the nation from
“known and suspected terrorists” (K8Ts) *and persons who may pose a threat to national
security” (national security threats (NSTs)), consistent with applicable law. This
Memorandum of Understanding (MOU) is entered into between the Federal Bureau of
Investigation {FBI) and the Department of Defense (DoD) to provide for the sharing of
unclassified biometric and other identity management information toward this important
national security goal. Sharing of classified biometric and other identity management
information will be coordinated separately.

I1. BACKGROUND

The DoD Biometrics Program leads and coordinates the development, adoption, and
institutionalization of biomettic techniques for acquiring and retaining biometric and
descriptive data recorded by military units. The DoDl Biometrics Program maintains
biometrics and other identity management data (including biographical data) regarding
individuals who are or were in the custody of DoD as a resuli of military operations
overseas, including foreign nationals detained under the law of war, and other biometric
data obtained during military operations overseas. This data may also include individuals
who may be involved in terrorist activities, serious crime or transnational activities
threatening to homeland or national security. It is in the national interest for DoD and the
FBI to share this information, 5o as to ensure prompt and accurate updating of records.
Both DoD) and the FBI have an affirmative duty to coordinate this information through
the sharing of biometric and other identity management data stored in their respective
repositories, Although sharing will begin with ten-print fingerprint biometrics and facial
photographs, its scope is intended to be broad enovgh to include nther biometric
modalities (including palm prints and iris scans) as the technology and interoperability of
the databases are erthanced.

The FBI's Criminal Justice Information Services (CJIS) Division serves as the nation's
central repository for identification and criminal history record informatien. The CJIS
Division maintains millions of digitai representations of fingerprint images, features from
digital fingerprint images, and associated criminal history record information in the
Fingerprint identification Record System (FIRS). The FIRS incorporates an automatic
fingerprint search capability via its Integrated Awtomated Fingerprint Identification
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System (IAFIS). Given the advances in fingerprint identification technology, including
hardware, software and digital imaging, IAFIS capabilities are regularly enhanced to
meet the growing needs of law enforcement, national security, and other customers.

L. AUTHORITY

DoD enters into this MOU under the authority of NSPD-5%/HSPD-24 and DoD Directive
8521,01F, Department of Defense Biometrics. The FBI enters into this MOU under the
authority of Title 28, United States Code (U.8.C.) 333 and 534; 28 Code of Federal
Regulations 0.85; and the Attorney General’s April 11, 2002, order to coordinate and
share information related to terrorism.

IV. SPECIFIC RESPONSIBILITIES
A The parties jointly agree:

1. To administer their collection and storage strategies to protect the privacy
rights of all individuals represented by the data, ensuring the lawful use
and proper dissemination of that data.

2. To maintain their respective data bases to ensure the integrity of the dats,
including maintaining timely, accurate and complete data, consistent with
mission needs and operational constraints.

3. To establish procedures to resolve and adjudicate positive matches against
such data.

4. To share the other party’s data with anather agency or foreign government
only with the express consent of the party providing the data.

5. To update this MOU, as appropriate, through written addenda signed by
authorized representatives.

B. DcD agrees:
1. To share with the FBI DoD-maintained data on individuals gathered
during military operations overseas, including data on individuals who are

or were in the custody of DoD), in a timely manner when the FBI's
mission requires access to such data.

2. DoD¥’s point of contact (POC) is the Director, g Research and
Engineering (DDRE}, who may be reached at bé per DOD
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C. FBI agrees:

1. To share FBI-maintained data with DoD in a timely manner when DoD}’s
mission requires access to such data,

2. FBI's POC is the CJIS Division, Intelligence, N-DEx and Global
Operations Section, CJIS Divigion Intelligence Group Unit Chief, who
may be reached at| | b6 per FBI

V. FUNDING

There are no reimbursable expenses associated with the sharing of biometric and other
identity management data addressed in this MOU, This MOU is not an obligation or
commitment of funds ot a basis for transfer of funds, but rather it records an agreed to
process that will ensure effective sharing of availahle information and encourage more
efficient and effective sharing. Each party shall bear its own ¢osts in relation to the MOU.
The parties expressly acknowledge that the existence of the MOTJ in no way implies that
Congress will appropriate funds for such expenditures.

V1. EFFECTIVE DATE, MODHFICATION, AND TERMINATION

This MOU and any subsequent addenda will enter into effect upen the signature of both
partics and will be reviewed annually to determine whether amendments are neaded. This
MOU may be terminated at any time upon written notice to the other party, The party
desiring to withdraw from this MOU will endeavor to provide such written notification to the
other party at lgast thirty days prior to withdrawal. This MOU is not intended, and should
not be construed, to create any right or benefit, substantive or procedural, enforceable at law
or otherwise by any third party against the parties, their parent agencies, the United States, or
the officers, employees, agents, or other associated personnel thereof.
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