
ug": 5 t. ~ , 

":r-- C E -. r --:- ) I ~-. . , 

~ :; 
I ) 
i Y. . ;,. 

(b) ), ) ( ) 

(b)(') (b)(I(e) 

Sent by Electron ic Ma il & U. S . Postal Service tJriority Mai l 

Dec. r l(b)(6 ); (b)(7(C) 

This lette.c .ce:lcc:. s 11.y response to you~· A ·.~g·Jst 1 , 7.014 

Le::ter of Allegations [er CP 0~ . 07 -2014 , w~':'c:-'. pertai.n ::0 aCE ' s 

re':'edsir.g on 
about fb)(6);(b){?(c) 

disabil it ies whose 
Chio . 

L two stude~t s with 
in due process cases in 

Issue One: 34 CFR 300.610 (Confidentia1ity) 

T~e I~EA aL 34 eFR 30J . 61 0 requires ::~c proLection of personally 
identi fi<lb le in"!':o~r:1at ion co':"lec::ed or :naint<Jined by th e 
Secre::ary and b y SJ::.As and LLA s purSlAant :: 0 ?a..-: t: B 0:: t he !i.e: . . 

Al:: rlO·~gh the O:lio :Jepartment of ::::dc.cc. t.lo :'"'. ':' s an SEA , 0 0:::: 

as se rted in CP 0086 - 2011 t.ha t it ~s no :: requ ired to CODP~Y witt 
l.I-.e reqc.irements of 3tl CE'H 300 .6 10 , as the r egulatic" 'Ln 

questio:l, accordinq Lo 00:::: , ap~lics o~:~ y 1.0 the Sec ret.a ry . 

Yet , L~e TOEA at 34 C?~ 3 00 . 173 ~rovides :.he foll owjng 
.!'equiremer: t : 
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Th e Sl. atc must :' ;;l v e ?o:"icics and p roced ures i::-: e[fee : 
to ensu re that public a ge ncies in the St a t e co:np~y 

with Sec . Sec . 3C O. 6: 0 : h ~o~g~ 3C O. 62 6 rela t e d to 
protecti ng t::e 8o~f~de~t~al~ty o~ any persoIld:ly 
iden (: i f iabl e -=-,.: ~)cni:l t ':' on col lect-.ed, u sed , or 

nain ta i ne d lInGe r Pa :':. :3 of ':he Ac t. 

~oreover, :.~e :D~A de fc;:-=-~ ~c~ of a pub: ic a ge~cy f o~nd at 34 CF~ 

38 8 . 33 ind ~ ca t es :. he ro::ow~ng; 

Public agency ~~ c _~des tte S~A , LEAs , ~SAS f ;:o ;:p~ ofl t 

pub lic c har ter s ctooJs that are not othe rwise -=-;:c:~ded 

o!'> LI:;As o r E:SAs an(l a r e nc :. a school of an L EA or ESA, 

and an y othe~ po li,: ~ca: s~bd~v -=- sion s o f t he SLate thaL 
<::I r e respon~ib~e £ o~ p .c ov:' d t :--: g ed-:.cation to c~!i lGrcn 

with disilb i l~~ :'e s . 

As s ._c~, ~t would appea~ ~ha ~ DCE , as a~ S~A, meet s t he IDEA 
de :~nit'. Cl :~ o f a public age ~~(:y a:-.d , 3.. 5 s~~c::--., "rnusL comply ',,' ith 
Sec . Soc . 3:)0 . 610 ttlro llg~ 300 . 62 6 u as i ndicated a t 34 C F~ 

3CO . :'23 . 

OD::." 5 ~" _: b l i Ci:l1..i o n of the due p :o::.:ess decisi o n s .reached if: SE 
786C - 2G13 and SE 286 1-2 C~3 C~ ~ t s webs~te foun d ODE di~c1 8s~ng 

~he ~anes of the st udc~TS ~~volved i~ the respect i v e ca ses: 
Irblf51(b)(l(C) 1(58 236U-2 :'13 , p a gE 37; andl1b)(6) ;(b)(7(C) I(SE 

78 61 - 2813 , page 4 4 ) . 

Acco ::::-c. ir.g :'0 t he IDEA defin i : ':' c r. cf Pe:::-sonal l y I dent if~able 

fou nd a:_ 34 eFR 300 . 32 , pe :::- sc ~a : ly ~ den :. ifiable includes 
:'::.f c r:-.i1t':' o::1 that. cont ains t he " :1n.!TIe c· f t::e c hil d , t he c r..:'.. ':" d ' s 
p a ren t, or othe r f ami ly ~e~ber . H 

In c orclllslon, ODE 
req~ irinq it pe e 

rneel:s th e de finiti oTl o~ a public age ncy, 
34 :FR 300 . :' 23 - :0 comply with t he 

::-equi :::-e rr.cnts of 34 CE'R 30 e . 6::' 0 , fl>' :-.':'ch it fai l ed to do ... "hen 
d':' sc -_CS.:'.:lg p erBot tdll y ider.:: iL .. a b le i :--t[c::rr.ot io n about F ){6);(b)(7(G) 

kb)(6). lb)(7{C) la nd kb){6) (b)(7(C) . t b ' [ . [ 0:-: l 5 itlE:: .JSl:.e . 

tht:.s 

2 
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Issue Two : 34 CFR 300.622 (Consent) 

T~e ID~~ at 34 CF~ 3CC . 622 requ ires : ~at pa rerl~al co nsent be 
obta~~ed before oerso~all y i dentifiab~e in£orna~ic~ is di sc losed 
to partie s c~~e: than o~f' c~a1 5 o f participat i~g age~c~e s Fo r 
the purposes of meet ing a r eq"..;.':"renent of ':. he Ac t . 

A pa :~':"c ipating age~cy is aefi ned a~ 34 CFR 3CO . 61 1 as "an y 

age~cy c::: ins~iLuti~~ t~a~ collec~ s , ma~nta,:,,~ s , c= uses 
pc rson a~ ~y iden':.i :':iabi e ~:' fc:rr.cJ:ic:: , or rro:TI w::':"::h i ::.fc ::: IT.iT;:: ion 

is obtai~ed, ~nder Part B ot ~:.-:c Act ." 

Si nee the 0:: ~:") Depa::: :.ment 0: 1:,;ducation ccllecte ci , maintained ane. 
use e the p en;D::ally ioentifi able inf c:::r..at':"cn about l(b){6); (b)(7(C) 

1(b){6);(b)(7(C) I and l(b )(6 ), (b){7{C) ~ elF: rree!:. 5 t.~.e c:::iteria for a 

par ticipat ing u~c~cy as cefine G at~ 34 CFR 3eo . 6:' :. 

Wnil e ODE meets t~ e cr~t e~ !a of ~ participati~g age~cy wi ~ t 

educo~iona 1. interest ~:, ~1(b~)(~6)~; (~b~)(7~(C5)~====:J1 2nd l(b)(6).(b)(7(C) 

:~e p~blic at large does ~ot me e t the criteri a as a 
part~c~p2 ~irlg agency with a~ ed~cational interest i~ t~e 
pu rposes of rr.ee:.ing <l requ irement of ,:he Act. 

':'0 be s ure, by vi=:.ue of its website , ODE has d.isclosed 

2n 

;~ersoni;.lly :'de:: t i f:' able information abo·...:t 1{b)(6).(b)(7(C) I a:'1d 

1(b)(6);(b)(7(C) I to p;.:b_ic , \'lhich has '::0 ed;.: ca:ional interes t 
U::10e= ?ecieral law , .... :r.lc ~. 'Nou le IT.ee: a:"':!y o~ t:"e e xe:npti on s ::or 
d ~. s(:lcsure wi tho~t pare~ta _ consent . 

~ ~ ccn~lusi on , by post i~g 0:: i :s we bsi te pe rsonally icentifiab_e 
:':-'.fc ~T:.a: ion ajout 1~~!!!){~6)~(b1:)!l:(7~(C~)=====JI ano 1(b)(6); (b)(7(C) I 'dithout 

f:'rst ob:aining consent ~ ron t ~e:'r guarciian s , OD~ has failed to 
corr~p ::' y wi th the requir e ments of 34 :::E'R 300 . 622 . 

Issue Three : 34 CFR 300.614 (Record of access) 

Tt e ~C~A a: 34 :FR 3CO .61 4 requires ~ha~ each p3r:ic:'pa:ing 
aqe~cy keep a reco~d of pa~ ti es cb:a~~ing access t o educa:~on 
records co:lected , [[.air.:a ine o o ! used unde::::- Part 1:3 at : he Act 
(except 3cce ss by pare:-:r.s anc cu: hcr:' zed errp .1oyees of the 
?c rticipa l.:' :-:g age::.cy) , ':':-: c.:ueing t~e :-:ar.1e of the party , the d~t e 

3 
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ac ce ss was given , and t~e p~rpcs€ fo r wh ~cj the part y is 
2uthori7ed La us e t he records . 

A pa=Ll c ipa ti ng agency is defi~ed at 34 C F~ JOO . 611 as "any 
age:--.cy c !' institution l:--ta~ c o ':' ':' ect s, ::nai~:ta i. n s, or. us es 
persona:':' y jdenti fia b le i n ~Dr~at ion, C~ ~rom whi ch info rwa~ i~n 

is ob~al~ed, under Pa rt B of the hC~.'1 

5~ :1C€ OJ:::: collected, rrkli n:.ai!'":ed a :--.d u5p.d '( he personally 
=- de:: t ': f L;c l e in forma t Lx} :1bo"..:, t Fb){6):lb)(7{C) I <lnd t"~;;;)("6);',(;;b)",(1n 

l(b)(6):(bj(7(C) ~ ODE mee t s th e critena fo~ a pD.rticipa ting age:1cy as 

de fin ed at 34 Ck 'R 300 .611. 

I~ C~ 00E6-2 014 , OD~ a3se~~ed t~a t it s p~bllcati on of per so~ally 
iden:::'fiar::: l e info rmat i o:1 re<;t1rding its ~·;alve r requests die:: no': 
co::s:: :' :.u::c usage under Pa rt R since ::. he IDEJ'l. has no r equi :::-emen:s 
~ or w a~ver s . This is a dis tinct ion wi~hout differerlce , as 8D~ ' s 

wai v e r program, while not speci fi cal :'y r equi red by t he :CEA, ~s 

a sta:e- level initiative desig~cd t o ens~re t he Act is c a rried 
au: (speci fjcally , i n : he case o~ the wa~vers , compliance w~th 
31. C::;: 3 00 . 323) _ 

Bo t~ L ~e p ost itlg or wa iver reque s :s a ~d d ue proce SR de~ i sio r l s 

ar e req~~ r ed on a s ta te l evel , by virt ~e af the Doc Ca~3en: 
O:::-der; yel , both rep resen: s:a~e-levcl ~nitiat ive 5 t o a33is~ ~~ 
: he c a rry i ng out o f H::e IDEA, a:-:d both ext.>end Part B Lmds in 
__ he p:-ocess . As such , ::::onp:'yinq wi __ h the Doe Consent Order is 
pa =~ of OJ~'3 carryinq CJ t o~ the ID~A . 

Clear:'y , ODE did not mee t. the req~ ~ renents o f 34 C:FR 3C C.61 4 
whe:-. p_b':'':''s hi ng per:sonally i.de:1:.':" :':"ab.:c info r mat ion abou': 

Fb){6). {b){7(C) I a n d l{b){6):(b){7{C) I or: 1:'5 websit e . To be 
s ure , becaus e t he pe rsona~ . __ y ":'denti fi ab:'e infor mation Has sh arec. 
wlL h the pub11 c at la rge v":'a a websi t e , ~ t' S not clear tow a~E 
2cul d keep a record o f 

• T:-:e pa rties tha : cb:a:':-:ed access :'0 t his personally 
i cienti f iable i ~fcr~atio~ 

• ~hc names of l te parties :. ~a~ obtai ne d a cce ss to ~~ ~s 
pe rson all y identi~iab l e j -fc ~~ati()~ 

• The dale that access '.-laS qive:'. ':0 thi s personally 
ieen t i Li.able in f O YlT.d:' iCr! 

• 
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• The purpose fo r w::'':''ch t::e ?2 ~::: ie::; were aut horized to ".Ise 

Lh e recor d s o f Lh ese s tude~~ s 

Tn snurt , CC2 has n::> idea how r.J.any pa.c~ies have ac~essp.d t:-:i.s 

i nfor~a:i on , t::' e names o ~ the par :~ e s t~a ~ ta ve accessed this 
pc r3 c~a: :y ide~t~ f ':"ab l e in fc ~rra tion , th e d a te the p erso~al Ly 

iden tj fiab~e in : or:na::: ':" o:"' ...... 'as accessed ami the p:..:.rpose :ar i-Jhicf'. 
t~e pa~~ies were ~u~hor i~ed to have accessed the perso~ally 
i de ~~if1 ab: e i nforna~i cn. 

3ecau~e ODE ca~not es~ ab~ish the par~ ':"es wh ~c~ ~ave dccessed the 
pC~ H c~a~ l y ide~~l fiabl e i nfc~mation , t h ~ n a~c s o f t h e pa ~t ies 
i-,' :--. .:.. c r. :".dve accessed !.he personally i uenti:i ab le i nfo ::-mat ':" c:;., tr. to 
dates the pa~tics accessed t:-: e pe=scca lly ide~~':"f' ab! e 

i n : orma ti o~ and th e p~ rpose ~ o r w~~ cj t~e pa rt ies we re 
8u t ho:iz ed to a cce ss the pe~sonally identi ~iable irl~ orna ~i on, 

(1) Z has f e iled ~o ::omply ':J:'t~ ~ he requi c~mentB cf 34 CrR 
.3C C. 614 . 

Issue Four: 34 CFR 300 . 149 (SEA responsibility for general 
supervision) 

U ~de: 34 C~R 3CC . :4 9, ~~e S~A ~ s res po~5:'bl e f or e nsuring ~ hat 

t~ e rcqu' ~ewents o~ t~i s parl are carri ed out . 

The Ohio DHp a~t~ent o~ ~ duca ti o rl is an SEA . 

OD~ fai~ed to ensu re t he ?rotecti o~ o~ personally i den t ific.:'':'e 
~ n fc :~at i on (34 CFR 30 0. 6:C) as req~i r ed pe r 34 CFR 300 . ~2 3 ; 

:=ii -=-~ed to obta in parental ::o:".se:-:.:. ce f oce di s cl.oslng pers o ~d.lly 

~de:". Li:jable in t ormatior. to t :-:'e pt.:olic ( 3 4 CFR 300 . 622) ; a r:d 
~ a -=-l ed t o ma i n La i n records o~ a cces s fo~ t he disc losure o~ 

pe rsonall y ident ifiabl.e i nfo rma tio~ (34 eFR 300 . 614) . 

Thu s, OD~ fa~~ed ~ c e ~s~re tha~ ~he r eq~~rements of lh~ s part 
we ~e car ~ie d O~~. 

5 
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I have enclosed for your review two .pdf files - SE 2860-

2013 and SE 2861-2013, respectively - which were accessed from 
the QiJE website before ODE removed them. In addition, I am 
requesting an interview for this complaint, pursuant not only to 
~he Doe Consent Order but ODE's sta~e-level complaint 
procedures. 

I can be reached at Lr_b)_(6_);_(b_)(_7(_C_) _________________ ...J 

Sincerely, 
(b)( ); (b)(7(C) 

cc: Ruth Ryder 
OS Department of Educatio~, OSEP 

Bernie Cieplak 
US Department of Education, ?PCO 

6 
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COMPLAINT IJ ND~;R THF. FAMILY EDUCATIONAL RIGHTS AND I'RlVACV ACT 
(FERI'A) 

August 19,2014 

TO: Family Poli<.:y Compliance Onice 
U.S. Deparlment of Education 
400 Maryland Avenue. S. W. 
Washington, D.C. 20202·4605 

RE: School In Violation Of FI!:RIJA 

~
~, •. ~<:: ~, .. - , 

"'I...P a:; .. 
. ! 
I.. II' 

I ' 
BY: . .. _ .. • _ 

I hereby lodge an ofTicial complaint against the School District of (b)( ), (b) ( ) School on behalf of 

1(6)(6);(6)(7(6, I who attcnds l(b)(6):(b){7(C) I School, ~(~l~; ~( ~( il ===========j for what J 
be lieve to be-: 

[X] Inappropriate maintenance of rccords/colllCll1 
(Xl A violation of the Family J-<.:ducational Rights and Privacy Act of 1974. 

The nature of the complaint is as checked: 

[X I Challenge to Record or Content 

X Inaccurate -- -' 
_ X _ Misleading 
_ X_ Incomplete 
_ X _. Inappropriate 

Record challenged may be identified as: 

Title: Schuo1 Records and Page of Custody Decision. 
DaLe: August 19. :!O t 4 
Pl::fSOIl responsible Ih l" Eiliry (Ir pe rson cUl"r~ni l y maintaining record: Patricia Duran, Superintendent of 
Sd10\)ls allu Fbl(6); (blU(t) I Principal 
nate dw lk ngcd Olll lcnt ui s(:ow r~d: J\ugtlsI6, 1014 

lXJ Alleged Violations of Act or Regulations 

__ x __ Failure to provide notification of all rights (totally or in nceded language) 
X Failure to publish local access and hearing procedures - -

_ X_ Inappropriate person denied access 
Fai lure to provide interpretation ass islance as requested 

X Failure to provide requested hearing - -
X Failure to provide uninvolved hearing otliccr - -
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_X_ Failure of hearing oftieer to provide writtt!11 opinion within reasonable time 
__ Inappropri ate shari ng of c()nfid~ntia l infonnalion 
_ X_ Other : fail ure to provide access to school records under FE R1)A and copy of court order 
ordering vio lation. 

Date of Viotation: October 2013 to Present and ongoing 
Date Violation Discovered if different from above: August 6, 2014 

O'her Relnant Information: 
(l:sc thi s section to add any additional explanatory comments) 

My daughterl(b) (6); (b)(7(G) 

year. 

Iwas a new student at fb)(6) , (b)(7(G) ISchool as of the 20 1311 4 school 

Per The Family Educational Rights and Privacy Act (FERPA), I havt:: malle maoy requests fur copies of 
my daughters quarterl y report cards and school records beginning in October 2013 . close to a ear ago. 
As I live in Illinois it is not practica l for me to eome to the school. Ill inois is the state where b)( );( )( 

was born. where custody was fought and where I remain. 

f made numerous phone calls to l(6)(6); (6)(i{C) ISchool and was always promjs~d that tile records and 
grade reports would be mailed, but they wen: never mailed and 1 Vias never contacted with an 
explanation as to why they were not mai led. 

As oJ"August 6. 20 14.Fb)(6):(b)(7(C) h (Princip le) informed me thad{b){6). (b)(1(q , 

mother provided thc l{b){6). (b)(7{C) I School Superintendcnt. Patricia Duran, with a court ordcr tbat 
sta\.~d thaI Fb){6) ; (b)(7(C) I School vI/as to withhold 1 (~)(6) . (b) ~ school records from 
me, 1{b)(6). (b)(7 , father. mmI:J 1(b)(6). (t c fuscd to provide mt! the court order or 
even tell me the state from which it was issued. Fb)(6);(b)(7(c) ~ received these instructi ons from Ms. 
Patricia Duran, Superintendent of Schools. 

Alter r sentl!~),(6) : (b)(7 hod Ms. Dunm an e·mail stating that they were in violation of fERPA , they 
called 1(6)(6); (6){1(C) Imo ther to produce mOTe documentation (their words). A t thi s point, 

E~) <;;) ; (b) tavc them permission to send me what I requested. 

In lllid·Augus\ 20 14. I was tinnil y sent a copy of her report card. her PSAT scores, and her upcoming 
Fil II class s..:hcdulc . Perl/blffi) /blarC! I was only sent these items because l(b)(6);{b){7{C) Igave l(b)(6 ); (b){7(C I 
,xcnnissio ll <lnt! since Fb)(6) : <I had sole custody it was up to her di scretion as to the records I am allowed 
to recei ve-, whcn I am II) recei ve them and a ll records sent wi ll requird(b)(6).{b)(7(C) I prior approval. 

I sent them anoth~r e· mai l stating that rcquiring sole, joint custody or l{b)(~) · 'permission for me to 
receive my daughters records was a violation of FERPA. And I req uested assurance that I would 
receive records in a timely fashion without these requi rcment. l(b){6l: (b){7( hmd 1!~)56);(b)(7 ~ave failed to 
reply despite heing in the office. 

Fb)(6). (b)(7( I and Ms. Duran appear to be under the mistaken impression that they needf b){6); (b){7(t) 

permission to send me any records that I request. 
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(b)( ); (b)("(C) 

b)(6); (b)(7(G) 

Patricia Duran 
P.O. Box 6360 
Hermon, Maine 04402 
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August 15, 2014 

OFFI CI! OF THE R..a::CI5T RAR 

6 !"c) O<:£A N D~)v~. liN'T 1774 

(:')"PU~ C URI.,Il . "'r.~~' 784["-)774 
o J6,.&/P(,24 • I' \(" 81) .\88] 

VIA OVERN IGI IT MAIL 

TO: Family Poli t:y Compliancc Offi ce 
l J.S. I)cpartmcllt of Educa tion 
400 Maryland A venuc, S. W. 
Washington, D.C. 20202-5920 

RE ' Data Security Hr~(jch 
OPE ID Numbe" 0 111 6100 

Dear Sirs, 

BY, 

Pursuant to established protocol on reporting violations of the Famil y Educational Rights 
and Privacy Act and in my capacity as l ; niversily Registrar and Compliance Office or 
Tcxas A&M Uni versity - Corpus C hris ti, 1 am providing the following for your 
in format ion. 

DATE OF IlREACII 

On Juiy 3 1, 20]4 a uni versity emai l was sent out by an admi nistrati ve a<;.sistant that 
included a FERPA protected data in error. 

DESCRIPTION OF BREACH 

On Thursday, Jul y 31, 2014, a staffmemhcr 0[1he College or Science <lnd Engineering at 
("e I.SE") Tcxas A&M (Jni versity - Corpus Christi ("the Univcrsity") pn.;p<lI't!d an email 
regarding thl: cancellalion of a class and attached a data file containing FERPA protected 
data on 10 students. (Sec attaclunent-I) 

C lJRRENT STA I'lIS Of TilE BREACH INCIDENT 

The discovery was made the same d<lY by an academic advisor. The e l.SE sent 
notificat ion emails the following day to all recipients of the original email and sent r,lrer 
notification Ictters to a ll the s tudents on August 5, 20 14. (Sec attachment-2) 

T II I ~ I ,\ N (l L '\ I V ! I/. " I I Y 
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OI' J'I C E 0 1' Till'. I{EGISJ"RAR 

6)00 ( k,,,,,, l) RI V~, U"n' 1774 

CORPUS C I-III.IHI , -l llMS 784'~-5774 

o l/"I ,l\<p.624 • t- 3(k8~S.s8~7 

The un iversity is deeply concerned about th is inci d~nt, and therefor!! actcd aggressively 
and openly as possiblc to inform students that there could be a problem, dt!spitc the fact 
we did not have concrete evidence that personal data was further compromised. We 
believe the respons ible thing to do was inform who could possibly be affected as quickly 
as possible via pcrsonal lctter. 

Please let me know jf you have any questions or need additional in formation . 

T It I' 

.. 'J () 
(b)(6), (b)(7(C) 

fexas A&M University - Corpus Chnsti 
FERPA Compliance Officer 

S LAN I) L: '\ I V I It S J T Y 
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DIS RIGHT~ 
CENTER Of THE VIRGIN ISLANDS 

Advancing Justice through Protection and Advocacy 

September 16, 2014 

Family Policy Compliance Office 
Attn: .Mr. Dale King, Director 
U.S. Department of Education 
400 Maryland Avenue, SW 
Washington, DC 20202-8520 

Re: FEPRA Complaint for rbl (61 (bl(7(C) I (received by your office 8/19/14) 

Dear Mr. King: 

Please see the attached copy of a letter sent to the V.1. Department of Education today 
concerning the status of our attempts to reviewrb)(6); (blU(t) I complete educational 
records. 

Thank you for your assistance in this matter. 

Sincerely, 
(biM (bIU(e) 

Ends. 

cc: (b)( ); (b)(7( ) 

Lb_I( __ I_; (_bl_(7_( _I __ ---'Esquire 

b)( );(b)('(G) 

'"DIsability Right, Cr. nter of the Virgin IIland, "funded hy ih" u. s . D'partment "f Health "nd H~rn"n Service, Admini,tration on De"" /opmen/a/ Di., ~bilili", (ADD), ~nd Cent" f~r 
M"nt~1 f-I oulth Ser,icel (CM HS); ~nd ih , U,S, D'parlm,nl of Education, OffiC" ~f Spnial tducution and Rehnblillative Servicel, I(ehabilitatian Serfl,", Admini,tmtion, and the 

,',;'a tionai InlUwt. on Disahiliiy und R.hnhilitntlon Re,"urcn (i'IJIDRR). H Equal Opportunity Program. 

Member, NationJI Disability Rights Network 
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August 4, 2014 

To Whom It May Concern: 

I wish to file a complaint with FERP A Act on the rround that (b)( ); (b)(7( ) public schoo! in 
the l(b)(6); ( I divulged infonnation about my son, b)( ); (b)( ( ) " school records to a 
nonconsensual person. On March 10, 2014 the can b)(6); (b)(7 frorrl(b)(6); (b)(7(C) 

confiscated a cell phone from my sonFb)(6); (blU(t) II!6:I years old during which time she went 
through the phone and found a contact labeled "Dad" she called this person requesting that he 
come in to the school to discuss Fb)(6); (b) Iprogress and behavior. The contact listed under "Dad 
was not in facWb)(Sl (bX Ifather, they contacted his maternal grandfather, a llollconsensual person, a 
person not listed on his "Blue Emergency Card". When a cell phone is confiscated in an 
educational facility, the member of the school whom has confiscated the cell phone should 
immediately place the confiscated item into a manila envelope, seal it and place into the school's 
safety lockbox until the parent or guardian is present to rctrieve the confiscated item. They issued 
the cell phone to the Grandfather, at this time they still was unaware to whom they were 
reporting information to. At no time did they check thc nonconsensual person Identiiication to 
see ifit had matched anyone listed on the Emergency blue card. On the following day, March 
11, 2014, my actual father went mto school where the Dean l(b)(6); (b)(7(C Idiscussedirbl(61 (bl I grades, 
behavior, attendance and punctuality.l(b)(SlQ I also attended this meeting, according to ~d 
my father, l(b)(6); (b)(7 I went into details about his work ethic in school and report cards 
mentioningl(b)(6); nwas failing a few classes, and various other incidents that occurred during the 
school year.hb)(6); nrecalls leaving the meeting feeling embarrassed and humiliated. During no 
time did the school contact me regarding the confiscation of neither the cell phone nor that a 
meeting would be held with the person labeled "Dad" in the confiscated cell phone. 

On March 12,2014, I learned that such meeting had taken place. I was outraged and could not 
figure out why the school had not contacted me, especially given the fact both my husband and I 
attended a conference sometime in January 0[2014. During this conference in January, we met 
with tb)(6); (b)(7 ~ and were given the opportunity to update all pertinent contact infonnation on his 
"Blue Emergency Card" such as our email addresses, telephone numbers, and emergency 
contacts. I learned that the "Blue Emergency Card" was never retrieved hence breeching the 
Family Educational Rights and Privacy Act. 

On March 12/13, 2014 I went into the school to discuss the school's violation of my son's 
confidentiality and privacy. An apology was offered but no discussion on future steps to ensure 
my sons right's would not be violated again should a strcssful situation arises. The school acted 
extremely irresponsibly unaware of our family dynamiC, this person could have been achild 
predator, abuser or an imposter Fortunately this was not the case, I believe a law was broken; I 
trust that your agency will investigate to detennine if any violations occurred and take a closer 
look at l(b)(6); (b)(7(C) I mishandling of students and their school records. 

I. 
(b)(o); (b)(7(C) 
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From: B! ybaker Bob Wake) 

To: 
Subject: Constituent Inquiry 
Cate: MondaV, August 18, 2()14 11:49:34 AM 

Attachments: i(blr$l ' rblitlCl !PACE.pdf 

Dea r Secretary!{b)(6), (b) I 

Our constituent, (b)(6) (b){7{C) I has requested thatfb){6): (b)(7(C) temove his 

personal information from their directory, pursuant to FERPA. I am not sure If t hiS fails under your 

jurisdiction, or jf you have the abil ity to help !(b)(6).(b){7{C) I so I am sending you his signed privacy 

release as courtesy to our constituent. 

Please let me know if you have any questions whatsoever. 

Yours, 

Bob Brubaker 

Office of U.S. Senator Jeff Flake 

Constituent Services 

6840 N Oracle Rd, Ste 150 

Tucson, AZ 85704 

(520)-575-8633 

The informotion contamed m rhis communicotion may be conlldentlol, ;s intended only /01 Ihl' use of the (!'cipi!'n! named 

aoolle, and may be legolly I1rillileged. 1/ rhe reader of Ihi~ message IS not rhe Intended le"prem, you or,. hereby norified 

rhor ony disseminat,on, distribution. or capyinq oJ this CI'Immunicotion. or UfIJ' of its mnfents, Is strictly prohibited. It you 

halle received thiS communicatIon in error, pleose forward 1/ back /n the wnder ond delete ti,e or/ginal message ond any 

copy of it from YO"" COmplJ fer ~Y5{ern. 
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August 16, 20 14 

Family Policy Compliance Ofliec 
IJ.S. Department or l ~ducalion 

400 Mary land Avenlle, SW 
Washington, D.C. 20202·8520 

Rc: Unauthorized llisclosurc or Student Recnrds 

Dear Secretary of' Educati on : 

\I1y husband and I arc requesting an in vestigat ion into a violation of the Fami ly Ed ucational Rights 

and Privacy Act ( I-'EIH) A), specificall y the unau thorized d isclosUie o f studcnt 's records <1.<; 

proh ibited by 34 eFR § 99.30. The I~cts o f thi s matter are outlined below. 

Statem l!nI or Facts 

I. Our son, I1b)(6) ; (b)(7(C) h.vas enrolled in the Deer Valley Unified School District (l>VUSD) on 

Decem ber I , 20 I I, and recei ved spet::(.;h language services in accordance with an 

Individual ized Educ.:1tion Plan (IEI') under the In div iduals with Disabilities Ed uca tion Act 

(IDEA). 

2. On hbruary 2g, 20 13, parent attended an IEI' meeting w ith DVUSI) personnel. 

3 . At thi s meeting, parents were aware thaWb)(6l : (blare) I DV USD Fb){6) ; (b)(7(C) Imade 

an audio record ing all a DVUSJ) iPad. 

4. Parent<; were 1/01 <twarc. hnwever, that Fb)(6). (b)(7{C) II )VUSD l(b){6). (b){7{C) 

Ilb)(6):(b)(7(C) Iwas a lso recording (he meeting on her persOlml cell phone. 

5. On April 23. 20 13. parent attended another IE? review meeting with f)V lJSD personnt:l. 

O. As before. parcnts were aware that Iib)(6); (b)(7(C) 

audio recording on a DVlJSD jPad. 

I DYUSI) [!Fb!E)(216)]; (b!!i(!!7(~CI) ==::Jlmade an 

7. As befort::, parent s were 110/ aware that @)(6).{b)(7{C) P Yl JSO I{b)(6). (b){1(C) 

1(b){6): (t)mc) , was a lso recording the meeting on her persona l cel l phone. 

FERPA Complain t forPb!(61 (b)(nel I (llVIJSO Student ID: b Eh (b I Page 1 of 15 
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8. On November 27, 2013, parents filed a due process complaint against DVUSD and 

requested a complete copy of student's records ror the hearing. Parents expected this copy 

to include the audio recordings made by l(b)(6); (b)U(C) Ion both occasions, but the received 

copy of the student's record did not include any urthc recordings mentioned above. I 

9. On December 3, 2013, parents filed a Puhlie Records Request (PRR) to obtain emails from 

DVUS]) personnel, including Fb)(6); (b)U(C) IDVUSD ,,1(b,,)(c.6),,; (",b).:.(7.:;(C.:.) _____ ...1 

I O. On January 16, 2014, the attorney for DVUSD, E!Fb!j!)(:!:6);:J; (1i:b)~(7:l!(c::i)===:::JI'of kb)(6) (b)(7(C) 

located a copy or these audio files and provided them to parents through hcr assistant 

attorney,l(b)(6); (b)(7(C) I Parents were expecting these recordings to be those made hy~ 
l(b)(6) (b)(7( Ion the DVUSD iPad, as parents were unawarc of" any other authorized recordings. 

II. On April 14,2014, attorneyFb)(6);(b)U(C) Iprovided a portion or the ])VLS[) emails 

from the December 20 13 PRR as part or the exhibit exchange lor the due process hearing 

(the signiticance of these emails is described below). 

12. The emails received on April 14,2014, showed that the recordings provided by1(b)(6); (b)(7(C) 

on January 16, 2014, were the unauthorized recordings from l(b)(6); (b)(7(C) Ipersonal 

cell phone, and not from l(b)(6); (b)U(C) I DVUSD iPad. l The emails sho\\,' that Ms. 

1(~)(6); (b)(7 Iretrieved the recordings from her iPhone and provided them to j(b)(6); (b)( I who in 

turn provided them toFb)(6);(b)(7(C) 13 Most importantly, these emails confirm thatthese 

recordings were not copied rroml(b)(6); (b)U(C) I cell phone until January 7, 2014, almost 

one year after they were made. 

13. For the purpose or timeliness regarding this complaint, the receipt of the PRR emails on 

Apri 1 14, 2014, is the first time parents became aware that student's IEP meetings had been 

recorded on a personal cell phone hy a DVUSD staff member. 

14. On July 21, 2014, parents sent an email to l(b)(6) (b)(7(C) lasking about the recordings 

onl(b)(6);(b)(7(C) I personal cell phone. Specifically, parents asked fb)(6);(b)(7(C) Ito 

provide a chain of custody for this cell phone so parents \vould know the extent or the 

exposure. Unfortunatclyfb)(6); (b)(7(C) Ilied about these recordings and claimcd that 

l(b)(6); (b)U(C) told her they were corrupt and that no copies ever existed.,j As stated above, 

Hb)(6); (bX I aml(b)(6); (b)(7(C) Iwere both aware that the copies provided to us were from 

l(b)(6); (b)(7(C) I personal cell phone (the attached emails verify this). 

1 See Attachment 1. 

I See Attachment 2. 
1 See Attachment 3. 
1 See Att<lchment 4. 

FERI'A Complaint forl(b)(6); (b)(7(C) I (OVIJSn Student iD: Iib)(6) ( I Page2of15 
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In summary, the issue here is that a DVCSD employee improperly recorded our son's IEP meetings 
on her personal cell phone. These meetings are educational records that contain ~rsonally 
identifiable inrormation and anout my son's educational levels and his speech disahility. These 
records existed for almost a year on a personal cell phone that neither the school district nor the 
parents were able to control or monitor. Furthermore, it is quite possible that these records still 
exist on this phone today. In addition, parents specifically asked for a chain or custody to knov.' the 
extent of the exposure; we were refused this request and provided false information instead. 

At this time we arc requesting your assistance in the matters above. IfyoLJ have any questions or 
concerns about this request, or if DVUSD provides contradictory information5

, please feel free to 
contact me at your earliest convenience. Thank you. 

(b)(b) (b)(I(e) 

~--

Supplemental Attachments for FERl'A Complaint: 

• 

• 

• 

• 

• 

Attachment I - cll1ails between Fb)(6); (b)U(t) I and(b)(6); (b)(7( 1- that show ~1(:§:b)~(6[);](b~)(I7JI is 
specifically asking about these recordings being missing from student's record. 
Attachment 2 - Ell1ails between l(b)(6); (b)U(t) I which 
show that recordings werc on11(~b~)(6~)~; (~b)~(7~(C~)F--'r~s~c~cTllrp~lr107n~e7.---------J 
Attachment 3 - Ell1ails betweenl(b)(6); (b)(7(C) hhat 
show records were successfully copied fromFb)(6); (b)U(t) Is cell phone and sent to 

EIr~b)~r6~)~(b~)~(7~(C~)~~~~~~~~~~~I~~~;;~;;~~~~~~~~ rrAttachment 4 - Emails nctweenl(b)(6); (b)(7(t) I that show (b)( ); (b)(7 
l(b)(6); (b)U(t) Ilied about recordings bcing pulled from (b)( ); (b)( ( ) cell P lOne 
Attachment 5 - Emails between (b)( );(b)(7( ) 
d u p I i cate email mentioos·~I(~b)~(6iI);:i(b~)~(7J.It~o~p~ro~v~c;[jth~c;s:c~c;m;;;;aTii l~s~a~r~c~n~o;;t~a~b~o~trtlt~a~n~o;;thh~cr;:-;-st~u~dke::"n t. 

S Because these emails are partially redacted, a duplicate email, Attachment 5, is included as well. This email is 
redacted differently and clearly shows our name in the ema il. This confirms that these emails are about our son and 
not another student. 

b)( ); (b)( ( ) 
FEHI'A Cnmplaint fo (DVUSD Stud~nt ID: 

L-_-----' c::.c::...J 
Page 3 of 15 
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August 28, 2014 

Family Policy Compliance Office 

US Department of Education 

400 Maryland Ave. SW 

Washington, DC 20202-8520 

Dear Sir/Madam, 

"" , , 

I am writing to inform you of some serious civil rights violation sand FERPA issues my son 
has been going through atl(b)(6); (blU(t) I School [1(b,,)(c.6),,; ("b),,(7,,(C::.) _____ ---;=,,-----1 

Iib)(61 (blmC) I he Superintendent is Or. Frederick Withurn III. My son was enrolled as a E§[]gradc 

student during the 2013-2014 school year at this school. lIe has gone to this district since 

) I must to my 
showed at the time he had the bone growth of an 11 yr old, he was l(b)(6); (b) Imonths. 

1. On January 17, 2014, my wife took my son to school and dropped him off. My son and 3 

friends walked about 10 yards ,when the lady directing the buses told them couldn't leave 

the property, so all 4 boys turned around and walked into the school. They were 
attempting to go to the locaU(b)(6); (b)(7(C) Imini market before school. My son walks slow 

and the bus lady walked up to him and said she was taking him into the office to talk to 
the Principal on why he is not allowed to leave school propel1y, she ::laid nothing to the 

other 3 boys who are normally developed and walked ahead. 

2. While in the school, the bus lady and two administrators started grabbing my son and 

saying he smelled like marijuana. \.1y son walked 10 his locker where they continued to 

harass him. They called the poliee and my wife and I. 

The rest o[that day doesn't add much to the story but here is where it gets interesting and some 

attention needs paid to the details. 
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3. My son was charged by the police, at the schools request, with disorderly conduct. There 

were two police officers, They did not smell or even question anything about marijuana, 

My son was under the care, custody and contro l of my wife and the school personnel 

from the time he woke up, Additionall y he was brought ill front of Ute sehoul board on 

April L 2014. On January 29, 20 14 and April 6, 2014, f requested in wr iting for a copy of 

my son's complete school records including the video oCthe January 17, 2014 incident. I 

needed that video to defend my son at the disorderly conduct hearing and the school 

board hearing, The school to thi s date has not complied with this request. 

4. On June 5, 20 14 my son was foum.l guilty ofdisonlerly conduct as the Principal who was 

lying word was believed over my son. 

5. On April 1,2014, The school board threw out anythi ng to do with marijuana or drugs as 

it was hearsay and not a bit of proof. They did however expel my son because they said 

lhey could not tolerate him pushing and shoving school personnel, he was not cven 

1 OOibs and growth of an cleven year old. 

6. The school board hearing was recorded. We received n copy of the audio recording. 

7. Some time later we received a copy of thc school board resolution adopting the decision 

from the meeting and it wasn't even close to what was judged in the hearing, The school 

board signed the reso lution without reading it. , the Administration prepared the 

reso lution for the school hoard and wrote it up the way they wanted to. It states that as a 
matter of law and f'clcL~ he sme lled of marij uana, bought pill s and other items the board 

th rew out as untrue and unsupported, The school board expelled my son due to the 

administrations accusations that he was pushing and shoving them. 

8. On .July 15,2014 'I'he Director of Education for CY and their Attorney, my wife and I, 

and Illy son's cducationul advocate Attorney, were finally penllitted to review the video 

of January 17, 20 14. 'I'his video without question showed that my son did no pushing and 

shoving and in fact was assaulted by two principals and the bus guard. 

9. Since we were not given the vidco , which I contcnd is part of his cducational records, he 

has heen expelled and received a disorderl y conduct charge due to the li es of those who 

assaulted him. 
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10. In closing , I am requesting that we should bc given a copy of the video as part of my 

son's educational record. Also that the schoo l board resolution be redone to reflect the 

true facts and judgement of the school board hearing, which is evidenced by the audio 

recording of the April I, 2014 hearing. The withholding oflhe video evidence and the 

improper information in the school board resolution has caused my son life devastating 

harm. To wit, expulsion, criminal record not to mention the lack of educat ion, 

demoralizing behavior by the administration and being singled out just to name a few. All 

of this can be corrected by the video being released and the school board and 

administration correcting the records. There would have been no expulsion or charges. 

These inaccurate issue arc a matter of his educational records and need corrected for 

perpetuity. 

Sincereiv, 
(')(0) (b)u(e) 
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Family Eciucational RiiblS and Privacy Act (FERP A) 
Complaint Form 

I. Name and addle .. of parent or eligible student filing complaint ("Complainant"): 

l'o"Oj (O)(,(e) 

2. Complainant" daytime telephone number: 

H L dli fb)(6), (b)(7(c) om, an Pf;i 

Mobile: 

3. Nome and age of student whose oducation records !lIe subject of this complaint 

l(b)(6); (b)(7(C) 

p . 2 

4. Name of educational agency or institution (include name of 'pecific school di,trict, State educational 

agency, or postsecondary institution that is the subject of the complaint) : 

(Coo1inucd Ott nOlt pagI:.) 
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5. Name, title, address, and telephone number of chief school officer (superintendent of district, president 

of university): 
~)( ), (bl{ ,{e l 

6. NBmes and titles of school officials involved in complaint: 

1[b){6): (b)(7(C) 

Clinica' Coordinaigr, Lllb_I{_61_: (b_I_di_C_1 _______ _ 

7(a) . If you bave been denied acee •• to education records: Provide the specific nature of the records, the 

date on which you requested ""00", the name of the official to whom you made 1he request, and any 

re3POllSCS recclve<l., 

7(b). If you or your child'. education record. have been improperly disclosed: Provide the date on which 

the records were disclosed or the date you IClI111ed the records were disclosed. the name of the school 

official who disclosed the records (if known), the specific nature of the record. disclosed, and to 

\\i!om the records were disdosed. 

oiled olUdent of tbe I( I (I ascular Sona ra am I kave been 

required to complele • wee!dy enlry to !!I!' cUolc.1 £911110 Qullne SlUdent CUnltal Proece •• 
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Forum. This agyired forum cootltR' private soune material regarding coune .diyine" 

related to my cUnlqlcJ;perience, to b .... Iulled a.d graded by tb. coun. Instructon. It WI. 

IRVS. Clink,,1 CoordjAltor (or tbe Y"cular 

SODOlll1lJ)hy Program, (see attached forum igformationl On Anril 24. 2014.. I received an online 

text meslHle from I classmate. jrb)(6) : (b)(7(c) ~ BIking me if I hId evcr vIed my Drogre,. (Drum 88 II 

jourp,1 Ind bid 1 wriUeg in Ih. forum "I DrobabLy shouldn't be USID!! II as a lournar', (See 

.Uashed tpt from my phone mC§,giol .pp) This is private. gradc4 m.terial 1 had written on my 

.tudent clinical progr ... forum, Tbe conteD!! of Ibe fomm. ~ou"ework upon .. hleh CO" ... erld .. 

Ire determined. js pot I££eSlible to anyone other than eou"! in'tructon and me, It i, private, 

e1ectrolie commuplc.tion rnardine cou .. e proere.s wlrlch I, maintained at tbe olllh .. coyne 

1Vebsj'e~ It is .CUlled by ,~ure IoKin ID. I aplied lol*lWb IYAyin with. u'f)methigg like tbat". 

and then "ked how she knew I had said th.t mold me tAat my fgrum infgrmatlon had beep 

reyealed to ber and .Q9tber Ilnde"t, Later.! learned tbat it ", •• 1(6)(6); (b)(7(C) L Clinical 

Coordinator. wbo bid wealed the informltiop tO~l!Dd apother ,tudcntJYho WII pmenl, 

I 'Immediately rea!!Yd tbat 8 b .... h of .0nQdentlalllY had occo,.,.td and my 

printe. graded material hod b.en improperlY disclosed for lb. mle pumo •• ofrldlsulleg agd 

J!!9cldng me before cl.ssmate. This .... not the first time that mv private Informadon had been 

,hared with other .tudents. A. 8 Cormt[ employe, 018 w!IQr .. "lupltY wbo ha. re.sh·ed 

FERPA, FOIA. lind RJPAA Ir.iniDK. I have alone hislory o(worldn, with £onf!delltlal Humgp 

Ruoa ..... Patient, IDd Slud.nt informallyn. , 1m sppalled by thel.ok of reapeet for <tlnfidegti.1 

.ruden' information that [. and at least on. 01 .. ,[ student. ha,'. experienced .1(b)(61: (b)(t(C) ~ 

memben of the Va"~ylar SODoMraphy Prol[am. There hiS been. demonstrated lack or respect 

(or confidential information and a de. ire to harm Itudeny, 

(Cf'liltinueti nn ru:¥t nue. \ 
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I ban been embltrall.d, harmed, and Ply ri&hl 10 privacy ha. been violated: If lhit it ,limed 10 

lEogtlnge, the consequences (or otbel' studen.s could be more seriouM. I wish for thi, mBUcr to be 

Ipyeotieoted by ypur office and corrected, DI ...... J believ. the stla and faculty ofth. Allied 

Health Department .1 fb)(6): (b)mq l[toBin @d<!itjonal FERrA trelnlng 80 that other .tull.uta 

wUl not lufter needl"lh:. 

7(c).lfyou are seeking to amend education recoreb: Provide the nature of the record you are seeking to 

amend, what exact information in the record you wi. h to amend , the dBl. you SIIbmitted. request to 

amend, the Dame of the official to whom you made the reque.t, I!lld any re.pon.e. received. 

8. Describe briefly what !lep. you have taken, if any, to resolve your complaints with school a rnow, wd 

their [csponse, if lilly: 

Non .. 10 date. 

(b)(o) (b)( (v) 

9. Complainant" !lignatute 
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Dale: August l , 20 14 

UNITF,n STATES nEI'ARTM ENT OF EDUCATION 
OFfICE ()F INSPECTOR CENERAI . 

1 I1 V~~li::"lh )1l "'c:r\,K~ S 
II ~ aJYll~lrtn OI 'lo..:: I';llioM ]Ji,isiol1 

UI G l1oli ill: 
.. \/Ill \ ku'y land /\w, S\V 
Wa~hi ll.2tj)n . IX' 2(J21l2 ~

ECEgVEr 
I·· '. , " ,,1:. : 

,I " " ', '" ~ i .. .. , U 
BY:, 

To: Dale King, Director, .family Policy and Cnmpliance Office, GUice o r Managemt:nl 

From: 
fb)(6), (b)(7(C) I 

Lisa Foster, Special Agent in Charge, Headquarters Operationl 

Subjecl: OTG Hotline Operations Complaint /I 14-20750 1 

The attached t:S Department ofEJucation, Offil,:c of Impcclor Gcm~ral (OIG), flOlline Division complaint is being 
forwa rded for the following reasons : 

o 
o 

With th is referra L, th is mailer is being dosed within ED/OIG Hotl ine meso 

This matter is being referred to )'ou for action. Please review ami pruvide the OIG Hotline a response: 
within 45 days of your act ion in this matter. 

o This mallcr involves an employee within tht: Department o f Education. Pletlse n:view and provid.: the OIG 
HOiline a response: within 45 days of your act ion in this mntter. 

o 
o 

Supplemental information i~ being provided in the alla(.:hr::d documentation. 

Thi~ maHer is being forwardr::d fnr your revie:w and action . If your review uncovers any ~pecific instan ee~ 
of fraud or corruption, involving federal education programs, please access 
.. ; ;,. \\ " ".: , . .1 . .; ' \ .:", ·111 •. ; ' •. , ___ ., I. ,; .. • .,_ .. ,,,;.\, c'" , • . • , tor information on contacting our nearest 

invt:stigative office. 

Should you have any question~ , plcllse fed tree to contact DIG Hotline Opt:rat ion.~ at 202-24 5-69 1 I, or as foJJow.~; 

I.i.~a Foster 
Spcdal Agent in Charge 
llead quarters Operations 
202-24 5-7058 

Millie Coles 
Hotline Analyst 
0 1G Hotli ne 
202-245 -7031 
. , I" "'.' .,~ • ..- ,J ~' .. \ 

\1'e l i s.~a HalJ 
lIotiine Analyst 
OIG Hotline 
202-245-7049 
" \.' • .' :·1 __ I. ~" '\ 

Any information furnished to ynu ur yuur agency by the Offiee of Inspectur General (OIG) may not be 
released eXl~epl by fhe OIG .. 
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COMPLAINANT CONTACT INFORMAItON 

I wish to remain 

Sal utation 

Conta ct Name 

Institution 

Mailing Address 

Home Phone 

Wo rto: Phone 

Other Phone 

Email Address 

Social Security'll 

ALLEGEO VIOLATOR 

Allegation made conceming 

Subject of Allegation 

Violator Addres. 

Social Security # 

Entityllnstltutlon 

Institution Address 

School 10 (if knawn) 

Employer 

Is your allegation related to funds 
from ARRA (Stimulus plan) of 2oo9? 

Which beat descnbn the subtect of 
your allegation? 

WRB HOTLINE COMIJLAINT 

Date Received 0810112014 

,)(0); (b),,(e) 

lender (Student loan) 

SC Student loan-Privacy was violated rJ(6) (b1(liG) I 

1~,(6); (b)(7 ~C 

No 

Employee Misconduct 
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Allegation Description 

WEB HOTLlNF. COMPLAINT 

An employee hEel (blmCl C accessed my account. screen printed my 
information, copied it and gave il to attorney and other people. I had spoke withli§I] 

Student loan prOviously regarding my concerns for my privacy (this is my ex 
mother in low) In regards to her having access to my account and they assured me 

that putting a password on my account would slop anyone from accessing tho 
information. HOWever. the screen shots obtained have all my personal data- name. 
address. dob, social. and the password I created. My information was copied and 
given to other people and taken out of her office and the building. The IlEiIJ)tudcnt 
Loan office tells me that this will no longer be an issue now that I have changed my 

password but what good does a password do me when she can access my 
account, and the password is listed? The information on the screen shot she has IS 
enough for identity theft and for someone to open and create accounts in my name 
as well as other things. How am I to trust tI1st my information is protected there in 

their offK:e? I know that a third party has received copies of this information but who 
else has she given it to? Or who elsa's accounts has she accessed and copied 
information for? 

1[b){6); (b){7~) Ihsr copying the page gave him 
and his amney all Of my contad Injormalion again which endangers myself but 

also my two chlldren_ They have my attorney's information whiCh protects me and 
my children but if she continues to access and give out my information it could 
mean a very bad situation for my family. 

I am concerned witl1 my privacy being violated considering tI1at E5] Student Loan 

did not protect my information even after I notified them of lhe possibilities of her 
accessing my accounl. Also concerned with the fact that when they told me I jusl 
needed a password to protect my account that she had access to that password 

which she then gave out along with all of my other information. 

How am I supposed to trust that my information is safe wi th them or their office? I 
have copies of the sCfeenshots thaI were made, taken out of the office and given to 
others. No subpoenas were llIed or made in regards to getting my information from 

this office. 
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August 25, 2014 

Family Policy Compliance Office (FPCO) 
U.S. Department of Education 

400 Maryland Avenue. SW 
Washington. D.C. 20202-8520 

ill': 

Re: identifiable information on students' perlormance"",,==--. 
D~~!lllJW:l!liillo:.aclil:eJ:"""ieJ:""'JJii~':w known 851(6)(6): (b)(7 I) 

L-__________________ ~ Maryland 

Dear U.S. Secretary of Education: 

I am writing to you as a student OfYb)(6), {b)mt) I, Maryland to complain about what 

happened during Spring 2014 semester. I was made very uncomfortable by the way Instructors 
announced names of students and revealed their performance on external nabonallicensing 
exams on Blackboard and -Facebook .https:lfwww.facebook.cDr'nf b){6):(b)(7(C) I 

You see, in order to take an external national exam like the RHIT, students must pay an outside 
agency to register (secure a ~sean and ·score~ at least 300 points to pass this exam. We were 

pressured to write our names and dates on an "RHIT Exam Date Board~ toted to class meetings 
for all to see. In a series of Announcements in March and April 2014 , Instructors revealed who 
"passed" the RHIT and CCA on BlackBoard and on Facebook. Now everyone in the class 
knows who got at least 300 points. Inversely, everyone in class can figure out who "failed" or 

worse - who will get an "Incomp'ete'" for not ~sjt;ting" prior to finishing coursework or graduation 
or both. 

In reporting these incidents for investigation of FERPA compliance, I endose screenshots of 

what everybody in the class saw. 

I understand that FERPA complaints must be made within 180 days of when the alleged 
infraction was discovered (not necessarily when the alleged infraction occurred). 

If you rind that FERPA violations did occur, then please accept this letter as a formal written 
complaint against this practice byl(b)(6) ; (blU(t) I 

Sincerely. 
fb)(D) (b){'(e) 

Enclosures: Screenshots from BlackBoard and~Facebook page 
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August 26, 20 14 

family Policy Compliance Office 
U. S. Department of Education 
400 Maryland Avenue, SW 
Washington, DC 20202-8520 

To Whom It May Concern: 

.~ECE~:,~\\ 
. f._" . U 
-------------

S~:----

Eight years ago, T inadvertently used the student ID numbers of several parents 
who usedl~I,6 1 . (bI(7(C) I Child Care Center. The use came 
about in a single letter where, from a list of students' names, I did not "see" the ID 
numbers. I had no criminal intent and my oversight in using them did not---as of . . 
these eight years later--inflict harm. Immediately after learning my error, I 
contacted each student and I apologized. I further offered to reimburse the College 
for the expense of replacing ID numbers for the students who requested them. My 
supervisor,l(b)(6),(b)(1(q . b D,rector of Admissions and Guidance Services, wrote a 
letter o f reprimand---my first and only reprimand since T began teaching in 1972. 

My question to you: I am now requesting to remove this letter from my personnel 
file. I have exemplary evaluations from six years of high school teaching and 36 
years of work as both an administrator and faculty member at i(bl(61(bl(7(C) I 
1(6)(6) ; (bli7(C) I 

From reading documents from the U. S. Department of Education regarding 
FERPA regulations, J cannot find any guidelines that address my question. I would 
invite you, ifit is proper, to contact my supervisor and the vice president and the 
president of@I"I.(bI(l ito discuss this issue. I have enclosed a copy of my resume for 
your information. 

Thank you. 
1(01. (ol«(el 

l(bII61 (61(t(cl 
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(b)( ); (b)("(C) 

Dalc King 

Dircctor, family Policy Compliance Office 

l,l.S. Dcpartment ofEdue,']lion 

400 Maryland Avenue, SW 

Washington, D.':":. 20202-5920 

Rc: Inadvertent FII: R P A violation at [fb~)(:..6:..); :..(b:..)(1..:(C_)~ __________ ---, 

Dear Mr. King: 

I write on behalfof~fb_)(_6~);_(b_)(7-,(C_) __ ...."==:--,-:-:---,,,,,J1 in Charlotte, North Carolina. We 
reccntly experienced an inadvertent FERP A violation. The purpose of this lettcr is to let you 

knoVo,.' what happened, and what we arc doing to ensure it docs not happen again. We hope this 

information will be of assistance in the cvent an affected student files a complaint with your 

officc. 

Un July 3, 2G 14, a s!ai-f nlcr;lbcr 'e'rnuiled a f1yt.r aholl~a C(h-OP learning opportunity 10 about 100 
students in the lnh;rj'or Design Jel!<::itmenL The ~ii:.itTmcm::'cr also m:stakenly :::Uaehl~(~ a 

spreadsheet to the email containir.g student names, IDnumbers, and other personally idcntifiable 

informatioo. 

Immediately upon discoveling this mistake, the College took the following actions: 

• An attempt to recall the emails was made on July 3, 2014. 

• Each student was contacted individually by a college official to notify them of the disclosure 

and the rcmcdial steps taken by the Collcge. 

• The employcc nnd all related dcpartmental employees completed additional FFRPA training. 

• Administrators advlscd stafr on best practices whcn sending mass emails. 

.. All front-line support starrraem:Jers were reminded to contithle checking student photo II)'s 

before releasing non-directory in/{)Jmation. 

• Procedures fiJI' providing access to student databases were reviev..red. 

• FERrA awareness articles are'publishcd vvcckly in the Collegc'-s ini.err:.al nev..'slcttcr. 

• l(b)(6); (b)(7 Ilxnticipatein on-~-;i'llg professional' development to slay ab'rewlt' of Ff';~')J) A law. 

G A Icb)(6); (blreeof(1 c.ctaJliug this ()ccurrcncc is onfiie at tne College: 
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F ){6).{b){7{C) Follege is a FERPA education leader in North Carolina. The 

College developed online trainings, created brochures, sponsored an annual Awareness Month, 
and hosted a series of presentations for staff and colleges across the State. fbl(6l : (blU(t) I 
director of the United Stares Department of Education's Family Policy Compliance Office, was 
the keynote speaker for the presentations. 

f,e!~!c) I remains committed (0 maintaining tbe privacy of its students. Please do not hesitate to 

contact me if you have any questions about this unfortunate occurrence or if anything else is 
required of us at thi s time. 

Thank you, 

( ) 

Ice rest en , nro ment an ~ tu ent Services 
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(b ( (b ( ( 
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(b ( (b ( ( 
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(b )(o) (b)U(O) 

Family Policy Compliance Office 
U.S. Department of Education 
400 Maryland Ave. SW 
Washington, DC 20202-4605 

Dear Sir/Madam: 

July 01, 2014 

I am writing this letter in regards to my son,l(b){6); (b)(T(C) I 1(b)(6! Ibxl atte ndsl(b)(6): (6){T{C) 

!rb)t6) (bl{tlq !located in l(b)(6 ); (b)(7 I GA. He has been enrolled in this same school system fo r eight 
years. He has never been retained and almost alwa ys ma kes good grades . 

In Kindergarten, the teacher couldn't understand whyl(b)(6r 16X 1 who was at the time 5 yea rs old; could 
ta lk to the child seated next to him and still give the co rrect answe r to the question he was asked . From 
that point, the problems started. 1ili)(6): (b l! I wou ld be sent the office for little thi ngs such as tal king, 
ho rse playing, and daims of him not doing his wor k. The school administrators asked me if he had ever 
seen the doctor for possibly having AOH D, and my answer was "no." I took l(b)(6); (b) I to his docto r, 
whom stated thad(bl(6) ; (bX I had a mild case of ADHD, but not enough to be medicated . From second 
grade up until sixth grade, I have been harassed by the school about i sending him 
to a school for troubled kids called "@l)(6J. (b){ I" , and even been told that into the 
sixth grade, there is nothing I can do about what the school does to him. I ca n't go to work without 
constantly being called and told to come pickl(b)(6): (bl( I up because he's not doing his work, or he's 
ta lking in class. Teachers have accused ij)(6) (b)<lof slea ling snacks from the teacher's desk, but when 
asked what Hb)(6); (bx l took, the teacher COUldn't give a di rect answer. I began to writel~)(6): (b)(7 fname 
on his snacks from that day and t he accusation of stealing neve r surfaced aga in. In 411

' grade, he was 
threatened by a teacher and nothi ng was done. The teacher told Kb )(6): (b )! Ito get out of her room befo re 
she hurt him and have to go to prison. He was once given OSS for sneezing and sniffling his nose and 
looking out the window. Whil e in the 1''' grade, he was placed in Alternative School for chewing gum, 
eating in the classroom and talkIng in class. He was a lso kicked off the bus fo r killing a bee that was 
about to sting anothe r student. While other kids get away with these things, I[b)(6): (6)(1 gets kicked aut of 
school. He has been given ISS or OSS each year t hat he has attended school. 

This past year,I(b)@l:(6) Iwas in the I[]grade here at j(b)(6! (b)(7(C) ISchool where he was falsely 
accused by some other boys of giving them marijuana. From day one, I(6l<6). (bX I told school 
administrators and the police that he had no thing to do with drugs or those little boys. He was 
questioned and searched by police and nothing was found in hi s possession. The school administrators 
refused to believe anything l(bl<6). {b){ lto ld them, and he was then kicked out of school again; this time for 
10 days pending a tribunal. The tribunal was held 2 weeks la te r, andl(b)(6J. (bX Iwas then placed in 
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Alternative School again. On May 22, 2014,1(b)<!i): (b) Jattended court, the judge heard the case, and It 
was then proven that the other boys were lying t he entire t ime. The case against l(b)(6), (b) Iwas 
di smissed, but the school refuses to a llow him to return to the regu la r classroom sett ing, , have bee n 
told by othe r st udents that teachers are constantly pi cki ng on t(b)(6l:(6) land accusing him ofthi ngs that 
other students a re doing or have done . Other teachers see the harassme nt, but are afrai d to say 
anyt hing for fear of losing their job. I am writing t his letter because as stated earlier,fl){6): (b){ I has been 
labe led since Kinde rgarten and I need for th is to stop .. Ves, this is a town where it' s not about what you 
know, but who you know. Yes, this is the South and littl e has changed. There are kids at the schoo l who 
get away with major offenses and nothing happens to them because th e ir mom or dad wo rks at the 
schOOl o r t hey have a certain last name. There have been wh ite kids who were actually caught with 
drugs in their possession, but they remain in t he regu la r class setting. 1(b)(6). (bX ~an ta lk too loud and he 
gets se nt to the office. Other ki ds can run through the ha lls sc ream ing and th ei r to ld to quiet down. I 
am not the only parent with complaints about this schoo l system or th e way it's be ing run. I am far from 
prejud ice, but there are black kids who ma inta ined an 89 .8 average and were supposed to be ho nor 
graduates. They were told by school adm inistrators t hat their grades couldn't be round up. If the rules 
in t he handbook state ze ro to lera nce for students, then it should apply to a ll st ude nts. 

116)(6): (b)( I and I have been going through this harassment for eight yea rs and I have had enough. 
believe that not only have j{bM), (b)(7 1 rights as a student been violated, but also his right to be educated 
wit hout be ing labeled. As his pa rent, my rights have a lso been viola ted because I can't go to work 
without being calfed to pi ck him up because he laughed too loud in class or because he got out of his 
sea t. May I remind you that he has never been retained but has always been accused of not doing his 
work. Also, if 1(6)(6 ): (b)nhad th e behavior problems in which the school cla ims he has, his grades wou ld 
refleer their cla ims. Again, I am fi ling this compla int because I believe both our rights have been 
vio lated. 

Thanks in advance for you r atte ntion toward s this issue .. ~I~m~aEY~bEe~co[n:t:a:ct:e:d:a:t:fb:)(:6):;{:b:)(7:(C:i] ___ -.J 
116M), (b)(7( IYou can a lso reach me at my email address at :F,b)(6): (b)(7(C) 

Cord ially, 
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Family Policy Compliance Office 
U.S. Department of Education 
400 Maryland Avenue, SW 
Washington , D.C. 20202-8520 

Dear FERPA Compliance Official: 

a review of the FERPA practices ofThe 
located in Washington State servingl!~,(6) (b117 I 

office for this satellite campus is 

I employees 
one Directt-IIj!!(b)gl(6[).j!!(bDl I Employee working for a which 
has nothing to do withltb)(6),{b)(1 ITech. But, space is very small with cubes in 
very tight quarters so all employees can hear all telephone and in person meeting 
conversations discussing private student data. 

Here are some topics for review: 

1. Private student data being shared with the I !~i~!(b) I non.£~i~! (b) I Tech employee 
weekly and sometimes daily as the phone calls come in and in person meetings are 
held in the office. There are no student FERPA sign off letters on file for the 1\!!)(6):(b) I 
employee to be hearing all about the private student data for potential hundreds of 
students per term. The office is so small that this non-authorized person for hearing 
the private student data throughout the day can hear every conversation. Any other 
people who happen to walk in to the office like thel(~)~ ) · (b) Ifront office receptionist (non-
Eb)(6) (b)(7 It ech I comes Into the office daily would be able to potentially 
over hear data information through phone and in person meetings 
in the office. I visitors also walk in randomly that would be able to hear. 
Also, all of the !~ employees can overhear everyone in the office due the 
very small space. 

2 . Practice of teachers using email to send grades to students and the administrat ion . 
Some employees have tried to remind the teachers not to do this but for some teachers , 
they seem to keep doing it for years. 

3. Practice of emailing course schedule out to a distribution list of potentially hundreds 
of active and non-active students typically 3 - 5 times per week. The schedule 
spreadsheet includes the students name, email address, what class they registered for, 
the date and time of the class, location, class meetings etc. The students do sign a 
release form indicating they don't mind if other students see their registration data. The 
email distribution list is much larger howeve r than just the 100 - 200 active students 
registering in a given term . There could potentially be a large number of students 
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getting the message that don't register or have not registered in a long time that have 
access to other students data. 

Thank you for your time in reviewing this matter. 
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Family POIi!.: )f Cmnpliancc Offic I! 
U.S. Departmcnl of Education 
400 Maryland A VCllue. S W 
Washington, D. t'. 20202-8520 

r)car I'- I ',H .. PA Compliance Official : 

This is an anonymous lettCf to recommend a review of the FERPA pradiccs uf I"IlI;! l(b)(6) : (b) I 
) located in Washington St<tlc serv in!:d!~1~r (b) ~ t lldeJlt so. Thl' 

, . I uffic e fo r th is sate llite campus is on sile J t thcl"'(b"')(,"6)":t"b)"1 
company 111 The oftit.:e is shar(;d 
hetwcen 11"l'~ II(~)~) : (b) 1l ·:mployce 
""forking for a I ICll l which has noth ing to do wilh (b)( ), ·1 echo. 
The Direct who has noth ing 10 do wi thl~)~) ; (6) ITech sha rt::s the ~al11c b)( ): ) 

properly r machine rl1ld it 's not uncommon 1\)[ sensitive pri vate student data 
documents conta ining things li ke stwknt grades 10 be on thL' pri nter in view for n lJn-fP!~; :p , I 
T ~ch employet::s to sec. Olher llOllf(b)(6); (b) ITech siude nts and employees also usc this 
eopy/ t ~H.:Ipr i n tcr and I.:an $ometimes have: Ihe opportunity to scc the samc type of sensiti ve pri vate 
student data. Alsu o. the oHice spact:.' is very small wi th cubes in very tight quarters $ 0 all 
employees can hea r all te lepho ne and in person mee ting C()Jlversations discll ssing private student 
data. 

I {ere an~ some topics for review: 

1. Practice of teachers using email to send grades to students and the administration. 

2 . Private student data about such things as grades alld degr ... 'e audi ts with ,til courSl' ' rndes ean 
be Ill y non-autho rized non~(b)(6); I Tech employees by \ .. '( I rk ing in ;1 shared (b) , (b) ufliel:.' 
on I sharing a printer/ fa x/copy machine \"lith ~I di r\;:("\ 1{b)(6), (b) I ~mpl oyce wht. 

Tedl (I I' h:w C" a llY permission to see pri vate student data 0 11 a rcgular 
em"",JYcc will go to thc rinlcr to pick lip her (noVn dm:u rncnts and nllls across 

privale~;~;d~~d,;i documents from (b)(6); (b) T(;ch 011 a l"I:gular ha~j s . Snillclimes sluch: nls come 
in to usc the same copy muchind printer ami prt'v!oll s sensi ti vc slULienl tl ti t;,] was len 0 11 Ihis 
1{b)(6):(b) 10wI11:.':d andm!~r {b) Ilropert y mach inc and so o the r sludenis can run across otht:r students 
private data on the lIlachine. Privak student dat <'l being shared with tlle l(bJ(6), (b)(7(G) rreeh 
employee weekl y and sO lHcl imcs d,lily as 11ll' phone caBs come in and in person meetings arc 
held in lilt' ot"licc. There me no student FU~PJ\ sig.n ort" leiters nn iiI!:.: fix r hc l~l~!- (b) lemployc\;, 
to be hearing all about the privatI.! student d<ll<i fiJI" pnlt:"lltia l hundrcds o r sttKit:ni.s I~r term. The 
office is so slllail that thi s non-authorized rersoll for hearillg the privat t stuck lll d.\ta Ihmughout 
ihc day can hear eve ry conversation nv otht:r )eo 11.:- whn iwppcn 1("1 walk in to Ihe ornee li ke 
the ~[ront office receptionist b)( J:(b) ( J cmployee) typ iL:a l! y l~omes illtn the oll iee 
daj l~ bc ahle to potentially over hear conlidclltia l sWucnl dul.:t inlo rmat ion through phone 
and in person meetings in the onicco. Other ~)!~k I vi sitors also walk in randomly that would be 
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able to hear. Also. all o f thc tWr (b) ITeeh employees can overhear everyone in the office Ju~ the 
very small space. 

3. Practice of emailing course schedule out to a distrihu tion li st of rote ntiaJly hund reds of active 
and non-active students typica ll y 3 - 5 rimes per , .... cck. The emai l d istribution list also contains 
Alumni from the school who wou ld not have a need to know about \o\ .. hat other student's data is. 
A regular schedule with no student data is always avai lab le on til e l(b)(6); (b) ITech wehsite to it's 
not necessary for Alumni to have the personal student data emailed ou t almost every day to the 
emai l distribution list. In addi tion. some of the Adj unct faculty ure on the emui l distrihut ion list 
who might not he teaching at all duri ng a part icu lar term butlhcy wi ll be rece ivi ng student date 
for studems rhey don't havl: a need to know about. In addition when the Adj um:t Instrm.:tor is 
teaching, they typically only teach one class with less than 10 students but the sched ule llsuall y 
has data [or hundreds of different students with 100 - 300 registrmions listed. There is not a need 
to know for all of this data . Til t': rdcase form that students sign to sh:;.: rc dala may nol he totaity 
sp~ei fi c ahoUi all parties invo lved who arc viewing this inli)rmat ion. rht': st:hcdulc spreadsheet 
includes the students name, email address, what class they reg isterl:d for, the date and time o!" the 
class, location, class meetings etc. The students do sign a release form indicating they don't 
mind if other students sec thei r registration data. The email d istrihution list is much larger 
howewr than j ust the JOO - 200 active stuJents registering in a given tcrm. There could 
potentiall y bt: a large number of students getting the message thar don't reg ister or have not 
registered in a long time that have access to other students data. 

'1 hcHlk you tiJr your time in reviewing thi s mailer. 
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To: 

';rom: 

JWle 12, 2014 

IJN lTm STATES IlErARTMENT OF >:IllJCAT ION c::~ 
OFFICE OF II'SP[CTOR (;r NE RAL ." r;:: G E. \\1 ~ 

I " s' \, ')"\ " n V':'II~~:lII () II . CHic",.' ' ;::1 • 0 '\ 
I k",Uqll l", .. ' I' nr..:raliolls Uj\'isi(lrl \. ,-

Ul(i Ilo rl ine' 
,I(Hl r>.lnryhtn<! .'\ V~·_ S\V 
WI1 >h j n~hlll. IX' 102t!2 

Dale King, nirCClor, Family Policy and Compliance omec, Office of Management 

1

(6)(6); (b)(7(C) 
Lisa, FOf;tc r, Specia l Agent in Charge, Headquarters Operations 

Subject: OIG Ilotline Operati ons Complaint iI 14-20492 3 L ______ J 

The attached US Oepartment or Education, Office o fln spe<:lor Clcm:rnl (OIG), Hot line Di vi ~ ion comphtinl i§ being 
forwarded for the fo llowing reasons: 

[{] 

D 
D 

D 
D 

With this referral, th is matter I!> being dosed within F.D/OIG 1I011iol.: liIes. 

rhis matter is being referred to you for action. I'lcttsc review and provide the DIG Holline a respon se 
within 45 day s of your action in thi~ matter. 

This matter invo lves an employee within the Uepartment of Education. Please review and provide the OIG 
Hotline a re spnn~e within 45 days of your action in this matter. 

Supplemental information is being provided in the attached documcnl<llion. 

This maHer is heing forwardl'd for your revicw and <lcl ion. Iryour review uncovers any speci fic instances 
of fraud or Co"uption, involving federa l educatio n program~, pkiiSC acce§~ 
:'::J': '.' \'" " ,I .:...," .,:', '.1 " : I ·.C ' ' . ,. ~ ,. :,;."1.'·· .. ,,.1· ':1 for infonnatiol1 on contacti ng our nearest 
investigative oHice. 

Should you have any ques t in n~, please feel free to contact O)(j Hotline Operalion~ at 202-245-69 11, or as follnws: 

L i ~a Foster 
Special Agent in Charge 
Head<J uancrs Operat ions 
202-245-705X 

Millie Coles 
Hotl ine Analyst 
Ole; Hotline 
202-245-703 I 
I I I ,< .1.', \ 

Meli _~s a Hall 
Iio lline Analyst 
OIG Ilotline 
202-245-7049 

Any infurmation forni~hetl to yuu or your HAi'ney hy the O ffice or Inspi'ciol'" ( ;cncntJ (OIG) may not hi' 
n~le.sed eJ.Cepl hy (he OI G, 
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Department of Education 

WEB HOTLINE COMPLAINT 

COMPLAINANT CONTACT INFQRMATION 

I wish to remain 

Salutation 

Contact Name 

Institution 

Mailing Address 

Home Phone 

Work Phone 

Other Phone 

Email Address 

Social Security # 

ALLEGED VIOLATOR 

Allegation milde concerning 

Subject of Allegation 

Violator Address 

Social Security " 

Entity/Institution 

Inst;tution Address 

SchoollD (if known) 

Employer 

Is your allegation related to funds 
from ARRA (Stimulus plan) of 20097 

Which best describes the subject of 

your allegation? 

Institution/School Name 

FERPA Violations 1(b)(6); (b)(7(C) 

l(b)(6); (b)(7(C) 

No 

Mismanagement 

I 

Date Received 05/24/2014 
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Allegation Description 

WED HOTLINE COMPLAINT 

Family Policy Compliance Office 
U.S. Department of Education 
400 Maryland Avenue, SW 
Washington, D.C. 20202-8520 

Dear FERPA Compliance Official: 

This is an anonymous letter to recommend a review of the FERPA practices of The 
l(b)(6): (b)(7(C) Icampus located in Washington State serving 
I(b )(6): (~tudents. TM(b)(6): (b)a(C) I program office for this 
satellite campus is on site at thellEj][]company in thel(b)(6): (b)U(C) 

Fb)(6): (b)(7(C) I WA. The office is shared between fivelcb)(6~(b)(7(C) 
Fb)(6): (b)U( lemployees and one Direc*b)(6): (IEmployee working for (b)(6): (b I 
Global Citizenship department which has nothing to do withirb)(6): (ITech. But, the 
office space is very small with cubes in very tight quarters so all employees can 
hear all telephone and in person meeting conversations discussing private student 
data. 

Here are some topics for review: 

1. Private student data being shared with thelcb)(6): (Inon~ Tech employee 
weekly arid sometimes daily as the phone calls come in and in person meetings 
are held in the office. There are no student FERPA sign off letters on file for the 

j(b )(6): ( lemployee to be hearing aU about the private student data for potential 
hundreds of students per term. The office is so small that this non-authorized 

person for hearing the private student data throughout the day can hear ev.~e~"~::::J 
conversation. Any other people who happen to walk in to the office like the,hb)(6) I 
front office receptionist Icb)(6): (b)(7(C) I employee) typically comes into the office 
daily woukl be able to potentially over hear confidential student data information 
through phone and in person meetings in the office. also 
walk in randomly thai would be abte to hear. Also, all 
employees can overhear everyone in the office due the very small space. 

2. Practice of teachers using email to send grades to students and the 
administration. Some employees have tried to remind the teachers not to do this 
but for some teachers, they seem to keep doing it for years. 

3_ Practice of emailing course schedule out to a distribution list of potentially 
hundreds of active and non-active students typically 3 - 5 times per week. The 
schedule spreadsheet includes the students name, email address, what dass they 
registered for, the date and time of the class, location, class meetings etc. The 
students do sign a release form indicating they don't mind if other students see 
their registration data. The email distribution list is much larger however than just 
the 100 - 200 active students registering in a given term. There could potentially be 
a large number of students getting the message that don't register or have not 
registered in a long time that have access to other students data. 

Thank you for your time in reviewing this matter. 
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The origina l complaint I sent to l!bll6J- !b)(NC) l in late June 2013 was stamped July 2. 2013 and returned 
with an information packet including questions. This document provides the further information 
requested. 

l. Name and address of Complainant: 

r l(6Ubl(7ICI I 
2. Complainant's phone: 

Fb)(6); (b)(7(C) -
3. Name and age of student whose education records are subject of complaint: 

Irbll$) rblltl¢l " ears old 

4. Name of educational institution: 
,f_bl_'6_}: (b_I_(7_'C_I ___________ ...J1 Doctoral Program in Biology 

5. Name, title, address, telephone of chief school officer: 

l(b)(6): (b)(7(C) 

(b)(6): (b)(7(C) 

~ Interim President of, ,f __ 'I_(6 __ ): __ (6.;.)( __ 7( __ c;,.1 _______________ ---l 

6. Name and trtle of school official involved in complaint: 
l(b)(6): (b)(7(C) I Executive Officer Bio logy Doctora l Program 

7(b.} 1/ your education records have been improperly disclosed: Provide the date you learned the 
records were disclosed, the name of the school official who disclosed the records, the specific nature 
of the records disclosed, and to whom the records were disclosed. 

I was told in an email from l(b)(6);(b)(7(C) )In early September 2013. which can be provided if 
necessary. that she had sent my w ri tten Executive Committee Appea l to three of my personal doctora l 
committee advisors. These advisors were each named in the Appeal in complaints regarding their 
trea tment of me as a student with a disability. The Appeal document also c.ontained personal medic.al 
information related to my disability which had been necessary to reque st more time to finish my degree. 
The Appeal document was written specifically for the Biology Executive Comm ittee. It was understood 
t hat this Committee is separate from and above my personal Advisory Committee, that is the reason for 
submitting appeals to the higher committee. I did not give permission for, or even know of my persona l 
information being sent to my personal advisory committee. 

The result of this document being disclosed has been to irrevocably damage my working 
relationship with: those three advisors and led to a job loss in January 2013.· Yet, the same individuals 
inappropriately given my personal document retain power over me and my ability to finish my degree. 
Even though I have now been given permission by the Provost to continue my work, I do not have 
advisors I fee l personally safe working with or trust to be unbiased towards my work. Despite direct 
requests to the Provost, the Biology Department, and Disabilities Student Services, i (b)(6) IGraduate 
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Center continues to completely ignore the situation Eb)(6); (bl(7(Cl Icreated, not allowing me to 
name new unbiased advisors and progress in my studies. There is more detail about the effects of Dr. 
Ifb)!6!. (b!(7{C! laction in the letter induded with this document. 

8. Describe briefly what steps you have taken to resolve your complaints with school officials and 
their response, if any: 

Begin ning in May of 2012 and ongoing through March 2013 I was directed to and followed the 
internal grievance and appeals process of ImE2D Graduate Center regarding Disabilities Rights violations 
and wrongful termination from my degree program. I was working closely with IImmDGraduate 
Center's Services for Students with Disabilities. The specific event I believe to be a FERPA violation 
occurred in September 2012. I expressed concern about what happened and was advised by the ~ 
Graduate Center Student Affairs Office to include the grievance in the next appeal, to the Provost, 
where I was told it would be addressed. I included the grievance in my appeal to the Provost in late 
January 2013. The results of that appeal were received March 15, 2013. 

As I followed the internal ~procedures, I was never informed and remained unaware that it 
was possible or necessary to file complaints directly with the Department of Education. The stages of 
my internal appeals at ~Graduate Center can be documented. I understand from the website that 
complainants are encouraged to try to work within any internal grievance system and that those efforts 
justify a delay in filing the complaint with the Department of Ed ucation. The final stage in the ~ 
appea l system is the Provost 's Committee; the results were received in March of 2013. After receiving 
the results from the Provost's Committee, which completely igno red the event I understand to be a 
FERPA violation, I filed a detailed complaint with the Department of Education Office for Civil Rights in 
April 2013, within the time limit for such complaints. After reviewing all of the complaints, the 
representatives from the Department of Education OCR advised me in a letter received mid-June 2013 
to refer this specific event toltb)(6) (b)(7(C) lat the Family Policy Compliance Office. I did so and that 
office stamped my original letter received July 2 and returned it with an information packet and request 
for more information. This document provides the further information requested . 

(b){b), (b){I{e) 

9. Complaina nt's signature 
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December 13, 2014 
r l(61 (b)(7(C) 

Family Policy Compliance Office 
U.S. Department of Education 
400 Maryland Avenue, SW 
Washington, DC 20202·8520 

To Whom [t May Concern: 
I am writing to follow up on H previous t;ornplaint filed in June, 2014 against Fb)(6 ): (b)(7(C) 

School in Austin, Texas. My grievance included all the required elements, except a phone 

number, which I provided at your request in July, 2014. I have since not received any 
confinnation ofreceipt of that information or request for additional information. Can you please 

provide an update as to the status of the investigation? Again, if you need add itional information 

or have any further questions, please feel free to contact me. Iloak forward to hearing from you 

soon. 

Sincerely, 

epic.org 14-04-15-ED-FOIA-20150527-Release 000211



JW1e 3, 20 14 

Faniily Policy Compliance Otlic~ 
U.S. LJepartmenl ofl-'.ducation 
400 Maryland A venue. SW 
Washington, DC 20202-8520 

To Whom It May Conct::rn: 

~ECEIVE~ 
By:. _____ _ 

I am writing to file 10nnal complaints regarding FERP A violations committed by teachers, 
administrators and the Board of Directors aU{b)(6) ; (b )(7(C) ISchool . an open-enrollment 
charter school located atl (b){6): (b)(7(C) I.] have outlined below the 
specific violations. Additional sUPJX>rting documentatiun is enclosed. 

My son Fb){6): (b){7{G) lattem.1ed b){ J. (b){ ( ) School for most oflhe 2012-2013 school 

year. He received specia l education services WI t c e1igihilities of Autism. ADHD. and a 
Speech Impairment. He was assi~ned to a self-contained classroom for the majority of his day . 
On September 25, 201 2. I was called to pick him up early from School. During the phone 
conversation, the Student Services Direetorj(6)(6) ; (b)(7(C) linfonned me that she had video-recorded 
my son "having a meltdown" on her cell phone. J objected and emphasiZt:d l(b)(6); (b)(7( I extreme 
fear of cameras. J later emailed her to provide a written objection toI(6)(6); (b) (7 lbeing video­
recorded. She assured me l[b){6): (bX Iwould not be video recorded again . 

There were a number of o ther concerns throughout the year regarding rc.~traint and F APE tha::n 
l(b)(6). (b) I infonned us on April 3, 2013 that his Special Education tcachC!rI(b)(6). (b)(7(C) I had 
picked him up, squee7.cd him and slammed him down in a chair, making his lip bleed. We 
reported concerns to administrators twice and they did not act. On May 3. 2013 [ arrived early to 
pick up E~)(,?); (b) Ifrom school and walked into the self-contained classroom to findHb)(6); (b)(7(C) I 
screaming at him and throwinp; a chair. I immediately withdrewFb)(6); (b) Ifrom the schooL The 
Superintendent Cinnamon Henley conducted an internal investigation into teacher and 
administrati ve cond uct. She cited teacher misconduct but did not hold administrators accountahle 
t<Ir dismissing our previous concerns. We appealed the administrative determInation to the Board 
of Directors. 

1(~)(6) (b)(7 Ifather and I met with the Board of ()irectors on June 18, 201 3 for a hearing in closed 
session. We returned for the board determination on August 27, 201 3. The board upheld the 
Superintendent's determination and we discussed our grievance and objections before presenting 
the board with a written response. At no time were we under the impression that this was being 
held in open session, particularly given the delicate nature of the matter. 

The minutes from the Au)!;u. .. t 27 meeting were posted on the school's website. The school 
puhlished my name a long with information about our grievance and nur response to 
dderm j n~f itln . 
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Violation 1: 
The school board published personally identifiable infonnation about my son and 
confidential details pertaining to our grievance. I did not consent to the school releasing 
this information. The board minutes are enelosed. 

On July 19, 2013 I emailcd the Superintendent Cinnamon Henley and Board of Directors 
l(b)(6); (b)(7(t) Ito request l(b)(6); (b)U(C pomplete school record froml(b)(6); (b)(7(t) 1 
School. Records were also requested froml(b)(6); (b)U(t) I, Student Serviccs Director. The records 
provided to me on August 7, 2013 from the front oUke manager fb)(6); (b)U(t) Iwere 
incomplete. Additionally, at that time, I did not receive, nor was I aware of any photographs the 
school had maintained of my son. In November 2013, our legal counsel at the time also 
requested all ofl(b)(6); (b)(7( I records from l(b)(6); (b)U(t) I School. b)( ); (b)( ( ) chool 
provided records that also included a CD of 162 pictures, meant to be images of b)( ); (b)(7 All 
162 images were of another child from the same self-contained classroomJrb)(6); (b)( I was in a 
great deal of these photographs, but with his face blurred out. We int{)nnedlfb)(6); (b)(7(C) 
School on December 20, 2013 that they had furnished 162 photos of the wrong child and 
requested the images offb)(6); (b)(7 I The school did not respond. On february 17, 2014, aftcr 
multiple requests, the school replied that it did not have any photos 0[!rbl(61 (bX I We know this to 
be false bccausel(~)(6 ) ; (b)(7 Iwas in so many of the previously furnished images. To date, the school 
has not complied with our request and has been dishonest about the existence of such photos. 

Violation 2: 
fb)(6); (b)U(t) ~chool refuses to furnish requested images oW~)(6); (b)U 1 continuing to 
deny us access to this. Additional documentation is enclosed. 

Beginning in December 2013, our counsel at the time also began requesting that l(b)(6) I 
l(b)(6); (b)(7 ISchool furnish any additional videos they may have recorded Orj(b)(6); (b) I The school 
refused to provide any actual video recordings. In February 2014, after multiple requests, the 
school's counsel finally submitted a list of video recordings with a vague, 1-2 sentence 
description of each video recording. According to the video list, Kb)(6); (b)(7(C) ISchool had 
subsequently video recordedl(b)(6); (b)(7Iat least 6 more times after we expressly obiected in writing 
to the video recording on September 25, 2012, eitingl(b)(6); (b)(7(C !extreme fear of cameras and the 
anxiety and aggression it causes. In one of these videos, l(b)(6); (bX lis described as pushing the 
person holding the camera. To datel(b)(6); (b)(7(C) ISchool v-rill not provide the actual dates of 
these recordings, the name of the person video recording, the format of the recordings (cell 
phone, camera, other device), the reason for video recording, or the actual recordings. 

Violation 3: 
fb)(6); (b)(7(t) ISchool continues to deny us access to the videos and infonnation about 
thp. Virlf'D" t:-lKP,n :-It ",~hnnl Arlrlition:ll rloCl1mpnt:-Jt;on;!': p.nc.lo!,:prl 

It is important to note thatl(b)(6); (b)(7(t) I and Cinnamon Henley arc no longer 
employed at l(b)(6); (b)(7(t) ISchool. Additionally, for contact ur oses the new Head of 
School isFb)(6); (b)(7 II have also enclosed a list of the (b)( ); (b)(7( ) School Board of 
nirer/m!': 
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Thank you for reviewing these concerns. Please let me know if you have any questions regarding 
this complaint or if YOU need any additional documentation. 
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~ECEIVE~ 
By: .. ___ _ ._ 

FERPA COMPLAINT 
BREACH OF CONFIDENTIALITY AND RECORDS 

VIOLATION 

Contact numbersfL-b_)(6_1,:c'b:-1U_k::l--::-:".,. ____ -1, home 

May 7, 2014 

[This complaint is concerning a violation of the FERPA act of 1974 where the plaintiff contacts her 
research consultant by email. The emails are redirected to another research consultant(s) who is/are 
fraudulently responding to the emails under the original research consultant's name. These same 
consultants's are viewing the student's records and sending each other the student's emails. The 
research consultants committing these acts are intentionally sabotaging the student's ability to progress 
in the program and graduate. ] 
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1
(b)(6): (b)(7(C) I 

c. _______ ....JFfRPA Violation May 7, 2015 

FERPA COMPLAINT-BREACH OF CONFIDENTIALITY AND RECORDS VIOlATION 5/7/14 

My name isifb1!6J-(blme) I I am a doctoral student atl{b){6), (b)(7{C) l inl<§)(6), (b)(7 IVA. I 

have been enrolled there since 2009. I completed my coursework in spring 2011. During the same time, I 

applied to IRS for approval. After over a 1 year in IRS and multiple revisions (over 22), and filing a 

complaint in the Office of Civil Rights (the case was not pursued by the OCR). After the OCR began the 

case against k b)(6), ( I suddenly, I received and an exempted IRB approval. After being approved by IRB, I 

began my data collection. I wrote the Chapters 4-5, had the dissertation edited, made final revisions and 

completed my dissertation. After referendr1J the Student Dissertation handbook, again to make sure 

that I was following the right protocol, I sent the dissertation to my chair. He reviewed It and advised me 

to send it to the committee. After making the requested revisions from the chair and committee 

members, I gain approval of the flnal dissertation. I received an approval from the chair and 

committee to proceed to defense and register for thefbj(61 !b)(7<1course. My chair wrote the 

admissions adviser an email of approval to move to the defense. I was able to register for the Hb)(6); (61(7 I 

I called the advising office and requested registration for the 1(b)(6) (bl(7 Iclass. I received a confirmation 

that I would be enrolled in the course within 2 business days for processing. 

L22999797 Drop Confirmation 

SC1t '>13/20 l4 8: -1'> MA 

REPLYREPL Y ALLFORWARD 
mark as unread 

hi 4/ 18/20141 '54 PM 

To: 

Get more apps 
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