b)(6), (b)7HC)

|
9]
m

August. ¥, 20,4

; ., ‘J

[B)®). BXTC)

Sent by Flectronic Mail & U.S. Postal Scrvice Priority Mail

Dear [©HE)EXHC)

This letter reflects my response tc your August 1, 2014

Letzter cf Allegations fecr CP 0.07-2014, wrich pertain tc OCE’s
rc_easing on its website perscrally identifiable information
aboutFﬁ@ﬂMHCI | and EEETT] ] two studernts with

disabilities whose family was involved in due process cases in
Chio.

Issue One: 34 CFR 300.610 (Confidentiality)

Tre IDEA &zt 34 CFR 302.610 rcquires thc protection of personelly

identifiaple information collected or maintained by the
Secretary and by SkAs and LEAs pursuant tc Part B of the Act..

Althcugh the Onio Department cof Zducatiorn is an SEA, ODZ

asserted in CP 0086-2014 that it s not reguired to comply witnh

{.re reguirements cf 34 CFR 300.610, as the regulaticr in
guestion, according to ODZ, aprlies oniy Lo the Secrelary.

Yet, the TDEA at 34 C&R 300.123 provides the fellowing
requlremert:
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The Slate must 2ave policics and procedures in effect
to cnsure that sudblic agencies in the State comp.y
with Sec. Sec. 3C0.6.0 througnh 300.626 related to

protecting the confidentiality of any persona.ly
identifiable izformation collected, used, or

maintained under Parz 2 of the Act.

Mocreover, tTne ID2A definition of a public agency found at 34 CER

300.33 indicates the fol_owing:

Public agency 'ncl.udes the SFR, LEAs, ESAs, nonproflt
public charter schools that are not otherwise Included

a5 LEAs or ESAs znd are nce- a school of an LEA or ESA,
and any other political subdivisions of the State thatl
arec responsible for providing edacation to chiilarcen
with disabiliciss.

As such, -t would appear “hat ODL, as an S5FRA, meets the IDEA
definition of a public agency and, as sucnh, “musl comply with
Sec.Scc. 2300.610 through 26” as 1ngicated at 34 CIR
300,523,

ORZ’s vublicat.ion of the due process decisions reached in SE
786C-2G13 and SE 2861-2C22 on *ts website found ODE disclosing
the narmes of the students involved in the respective cases:
LRUCLDUT(C) | (SE 2360-2013, wcage 37) and [0)XE)OXIC) |{SE
28¢1-2012, page 44).

Accorcirg we the IDEA definizicn ¢f Personally Identiflable
found a 34 CFR 300.32, cverscrna_.iy identifiable includes
inferration that contains the “name of the child, the child's
parent, or other family menber.”

In corclusion, ODE meels the definition of a public agency, thus
reguiring it per 34 CFR 200.223 - Zo comply with the
requiremcnts of 34 CFR 30C.6.0, waich it failed to do when
disc.csing personally idertifiable iafcrzwztion about @

b){6): (b)7{C) and ){B); (bX7{C) I or its website.
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Issue Two: 34 CFR 300.622 {(Consent)

Tre IDEA at 34 CFR 3CC.622 rcouires that parental consent ce
obtained tefore persornally identifiable information is disclosed
to parties cther than officlals of participating agencles for
the vurovocses of meeting a reguirement of the Act.

W

A parzicipating agency is cefined at 34 CFR 3C0.61l1 &s
agency c¢r institutionz that collects, maintains, or uses
persona_'y identifiable infeormaticn, or from wnich infcerration
is obtained, uncer Part B of thc Act.”

any

Since the Ohlo Department of kducation ccllected, maintained and
used the persorally icentifiable infcrraticn akout [BX6):HEXHC)

and [®X6) (bX7(C) . O3JF meers tie c¥iteris Tor a
carticipating agcncy as cdefined at 34 CFR 3CG0.86°1.

Wnile ODE meets tne criteria o¢f a particivating agency with an
educazional interest in [BXO)OX/C) | and [BX6) ®)X7C)
tne public at large does ot meet the criteria as a

participating agency with an educational interest in tre
purposes of meeting a requirement of the Act.

To be sure, by virtue cf its website, ODE has disclosed

versonally ‘dentifiable information abo:t [ERLENIC) I and
[B)®). BY7C) ] te pub_ic, which has nc eduicational interest

undger Federal law wnicn woulc meet any of tae exemptions Zfor
disclesure without parernta. ccnsent.

-

' conclusion, by posting on its websitce perscnally icentifiab_e
infecrmation asout [0XO)OXAC) ] ana [0)E). BX7C) ] without

_rst cbtaining consent Irom thelr guardians, ODZ has fziled to
comp_y with the requirements of 34 CFR 200.62Z.

Issue Three: 34 CFR 300.614 (Record of accaess)

The _DEA at 34 CFR 300.614 requires that each participating
agency keep a record of parties obtaining access to educazion
records collected, mairtained or used under Part B of the Act
(except access by parents anc autncrized erployees of the
verticipaling agency), ‘nclucding the name of the party, the date
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access was glven, and tne purpcse for which the party is
autnorized Lo use the records.

A parlicicating agency is defined at 34 CFR 300.611 as Many
agency c¢r institution Lhat collects, maintains, or uses
oersona..y identifiable information, cr from which infermazion
is oztalined, under Part B of the hez.”

S'nce ODZ collected, mainzained and used the persconally

*dent: fiacle information about [EELOIC) ] and eI ®7 |
[PEETC) ) ODE meets the criteria for a participating agency as
cefined at 34 CER 300.611.

Ir. CP 0086-2014, ODF asserzed that its publication of persorally
idenz:ifiecle information recarding its waiver requests dig not
constiTutc usage under Part B since the IDEA has no requirements
for waivers. This 1s a distincticn without difference, as CDT's
walver program, while not specifically reguired by the IDEA, Is
a state-level initiative designed to ensure the Act is carried
out {srecifically, in the case 0f Lhe walvers, compliance with
34 ¢C¥x 200.323).

Botn Lhe posting of waiver recguests and cdue process decisions
are reguired on a state level, by virtue of the Doe Consenc
Order; vyel., both represent state-levcl Initiastives to assizt In
the carryving out of the IDEA, and bYoth expend Part B funds in
Lhe process. As such, complying with the Doe Consent Order is
part of ODF’'s carrying cut of the IDZA.

Clear’y, ODE did not meet the regulrements of 34 CFR 3CC.cl4
wher publlishing personally identlZiab.e information about
X&) BXTTC) 7 and [BXE)BXTC) ]
sure, becausc the perscna..y ‘dentifiab_.e information was sharecd
with the public at large vla a website, it’s not clear row ODE
could keep a record of

. Los website. Tc ke

-

¢ Tre parties that cbtained access to this personally
identifiable infermation

* The names of the parties tThat obtained access to this
versonally identifianle infermation

e The dalte that access was given to this personally
icentifiable informwzzticn
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e The purpose for wnich the parties were authorized to use

=
Lhe records of Lhese students
Tn short, OCE has no idea now many parties have accessed trhis
information, tne nzmes of the varties tnha. have accessec this
perscnally ldentifiable infcrmation, the date the personally
identifiable information was accessed ancd the purpese Zor which
the parties were suthorizea to have accessed the personally
identifiable informaticn.

3ecause CDE cannot establiish tne parties which nave accessed the
porsenally identifiable infcrmation, the names of the parties
wrich nave accessed 'he perscnally identifistle information, the
dates the partics accessed tne perscrally idertifiable
informatior anc the purpose for which the parties were
authorized to access the prersonally identifiagle information,
OD=Z has failed tc comegly with the requirements cf 24 CFR
3CC.614.

Issue Four: 34 CFR 300.149 (SEA responsibility for general
supervision)

Under 34 CFR 3CC.249, the SEA is responsible for ensuring that
-2 requirements oI tnis part are carried out.

The Ohio Department of Tducation ls an SFA,

ODZ failed to ensure the nrotection of personally identifiab’e
information (34 CFR 300.61C) as reaquired per 34 CFR 300.123;
Talled tc obtain parental consent pefore disclosing personally
identiziable information to trhe pupblic {34 CFR 300.622); anrd
failed to mainlain records of access for the disclosure of
versonally identifiable information (34 CFR 300.614).

Thus, ODzZ failed wc¢ ensure that the reguirements of this part
were carriegd ourt.

epic.org 14-04-15-ED-FOIA-20150527-Release 000167



I have enclosed for your review two .pdf files - SE 2860-
2013 and SE 2861-2013, respectively - which were accessed from
the ODE website before ODE removed them., In addition, I am
requesting an interview for this complaint, pursuant not only to
the Doe Consent Order but ODE’s state-level complaint
procedures.

T can be reached at [®©EN®XC)

Sincerely,
{}B): b)NAC)

alal: Ruth Ryder
US Department of Fducation, OSEP

Bernie Cileplak
US Department of Education, FPCO
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COMPLAINT UNDER THE FAMILY EDUCATIONAL RIGHTS AND PRIVACY ACT
(FERPA)

August 19, 2014
EGE T

TO: Family Policy Compliance Office
UJ.S. Department of Education

400 Maryland Avenue, S.W. BY: _ ___ _ 'f'
Washington, D.C. 20202-4605

RE: School In Violation Of FERPA

I hercby lodge an oflicial complaint against the Schoo! District of School on behalf of

{B}B) (b)7(C)

[E7Er B — who attends [BEBI7CT ] School, [BXO): ©X7C) for what J
believe to be:

[X] Inappropriate maintenance of records/content
[X] A violation of the Family Educational Rights and Privacy Act ol 1974.

The naturc of the complaint is as checked:
[X} Challenge to Record or Content

~ X Inaccurate

X _ Mislcading
__X__ Incomplcte
_ X Inappropriate

Record challenged may be identified as:

Title: School Records and Page of Custody Decision.

Dale: August 19,2014

Person responsible for Entry or person currently maintaining record: Patricia Duran, Superintendent of
Schools and Principal

Date challenged content discovered: August 6, 2014

[X] Alleged Violations of Act or Regulations

X _ Failure to provide notification of all rights (totally or in nceded language)
~ X Failure to publish local access and hearing procedures
__X__Inappropriate person denied access
Failure to provide interpretation assistance as requested
X Failure to provide requested hearing
_X__ Fajlure to provide uninvolved hearing officer
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X Failure of hearing officer to provide written opinion within rcasonable time

____ Inappropriate sharing of confidential information

_ X Other: Failure to provide access to school records under FERPA and copy of court order
ordering violation.

Datc of Violation: Octaber 2013 to Present and ongoing
Date Violation Discovered if different from above: August 6, 2014

Other Relevant Information:
(Use this section to add any additional explanatory comments)

My daughter [?)6): ©)X7(C) | was a new student at (BXE) BXAC) —|School as of the 2013/14 school
year.

Per The Family Educational Rights and Privacy Act (FERPA), 1 have made many requests for copies of
my daughters quarterly report cards and school records beginning in October 2013, close to a year ago.
As I live in Illinois it is not practical for me to come to the school. Illinois is the state where -33(51' X
was born, where custody was fought and where | remain.

[ made numerous phone calls to[2X0): bX7(C) School and was always promised that the records and
grade reports would be mailed. but they were never mailed and 1 was never contacted with an
explanation as to why they were not mailed.

As of August 6, 2014 B BT} (Principle) informed me that[PX0) BI7C) —}
mother provided the[BE BT ] School Superintendent, Patricia Duran, with a court order that
stated that [EXE BT School was to withhold [BXE) ® F school records from

me, [0)6) ®)7 | father. EEL_] {0)E). (Fefused to provide me the court order or
even tell me the state from which it was issued. received these instructions from Ms,
Patricia Duran, Superintendent of Schools.

After T sent[2©- 07 nd Ms. Duran an e-mail stating that they were in violation of FERPA, they
called [B)E): B)7E) —]mother to produce more documentation (their words). At this point,
(b)6), (b) fave them permission to send me what [ requested.

In mid-August 2014, 1 was tinally sent a copy ot her report card, her PSAT scores, and her upcoming
Fall class schedule. Per@Emrm]. I was only sent these items because [BI0) X0 Jgave [DXE)_0X7
permission and since [ Jhad sole custody it was up to her discretion as to the records 1 am allowed
to receive, when [ am 1o reccive them and all records sent will require[2X®) ©X7€) ] prior approval.

1 sent them another e-mail stating that requiring sole, joint custody or [PX8)_ [permission for me to
receive my daughters records was a violation of FERPA. And ] requested assurance that T would
receive records in a timely fashion without these requirement. [EXE_ B Jand [P BT Jhave failed to

reply despite being in the office.

and Ms. Duran appear to be under the mistaken impression that they need[?®) ®X7©)
permission to send me any rccords that [ request.

Yours Trulsy
{b)(6), B)7(C)
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(BB (b))

(BB ()7

ce

Schlesineer & Strauss [I.C

(L)) ()7

(L)) (b))

Patricia Duran
P.O. Box 6360
Hermon, Maine 04402

epic.org

14-04-15-ED-FOIA-20150527-Release

000171



Orricr OF THE REGISTRAR

6300 Ocean Daave, UniT 5774
Corpus Curist, Irxas 78412-3774
O 361.825.2024 « F 361 R25.5887

August 15, 2014

VIA OVERNIGIHT MAIL

TO:  Family Policy Compliance Office 't?
[J.S. Department of Education -
400 Maryland Avenue, S.W.
Washington, D.C. 20202-5920 lii
1Y:

RE:  Data Sccurity Breach
OPY: ID Number: 01116100

Dear Sirs,

Pursuant to established protocol on reporting violations of the Family Educational Rights
and Privacy Act and in my capacity as University Registrar and Compliance Office of
Texas A&M University — Corpus Christi, 1 am providing the following for your
information.

DATE OF BREACH

On July 31, 2014 a university email was sent out by an administrative assistant that
included a FI:RPA protected data in error.

DESCRIPTION OF BREACH

On Thursday, July 31, 2014, a staft member of the College of Science and Engineering at
(“CLSE") Texas A&M University — Carpus Christi (“the University™) prepared an cmail
regarding the cancellation of a class and attached a data file containing FERPA protected
data on 10 students. (Sec attachment-1)

CURRENT STATUS OI' THE BREACH INCIDENT

‘The discovery was made the same day by an academic advisor. The CI.SE sent
notification emails the following day to all recipients of the original email and sent paper
notification letters to all the students on August 5, 2014, (Sce attachment-2)

T ITsranp UNivirs)Ty
epic.org 14-04-15:ED-FOIAL20% 50527 Release 000172



O j61.4825.2624

The university is deeply concerned about this incident, and therctore acted aggressively
and openly as possible to inform students that there could be a problem, despite the fact
we did not have concrete evidence that personal data was further compromised. We
believe the responsible thing to do was inform who could possibly be affected as quickly
as possible via personal letter.

Please let me know if you have any questions or need additional information.

,r"}
Sincerely / //
{(b)E); B)T(C)

" Texas A&M University — Corpus Christi
FERPA Compliance Officer

Tuue TsLranp UNiveERS)ITY
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A
DIS RIGHTSY y 3

CENTER OF THE VIRGIN ISLANDS D g
Advancing Justice through Protection and Advocacy e

September 16, 2014

Family Policy Compliance Office
Attn: Mr. Dale King, Director
U.S. Department of Education
400 Maryland Avcnue, SW
Washington, DC 20202-8520

Re: FEPRA Complaint for R (received by your office 8/19/14)

Dear Mr, King:

Please see the attached copy of a letter sent to the V.I. Department of Education today
concerning the status of our attempts to review|PX®: GX7C) complete educational
records.

Thank you for your assistance in this matter.

Sincerely,
(0)(6); (LXFC)

Encls.

(BB (b))
(D)) (b)) |Esquire

cCl

(D)) (b))

T LT

“Disubility Rights Center of the Virgin Islands is funded by the U.S. Department of Health and Human Services' Administration on Developmental Disabilities (ADD), and Center for
Mental Health Services (CMHS); and the U.S. Department of Education, Office of Special Education and Rehabilitative Services, Rehabilitation Services Administration, and the
Nationat thsiitule on Disahitity und Rehabilitation Research (NIDRR).” Equal Opportunity Program.

; -15-ED-| - - - . ..000176
epic.org 14-04-15-ED-FOIA 20150.527 Release Member, National D|sabrhg; Rights Network
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August 4, 2014

To Whom It May Concern:

I wish to file & complaint with FERPA Act on the ground that [B)&) BX7C) |public school in
the divulged information about my son, [PX°) ®X7€) ", school records to a
nonconsensual person. On March 10, 2014 the Dean [2)6): 07 [from{B)6). HX7C) |
confiscated a cell phonc from my son [BlE H)7(C) & years old during which time she went
through the phonc and found a contact labeled “Dad” she called this person requesting that he
come in to the school to discuss progress and behavior. The contact listed under “Dad
was not in fact[BXE)_Efather, they contacted his maternal grandfather, a nonconsensual person, a
person not listed on his “Blue Emergency Card”. When a cell phone is confiscated in an
educational facility, the member of the school whom has confiscated the cell phone should
immediately place the confiscated item into a manila cnvclope, seal it and place into the school’s
safety lockbox until the parent or guardian is present to retricve the confiscated item. They 1ssued
the cell phone to the Grandfather, at this time they still was unaware to whom they were
reporting information to. At no time did they check the nonconsensual person Identification to
see if it had matched anyone listed on the Emergency blue card. On the following day, March
11, 2014, my actual father went into schocl where the Dean [BF)._®IUC]discussed@BLE]] grades,
behavior, attendance and punctuality [PX0)_ ] also attended this meeting, according to [PX5._Jand
my father, [P® X7 ] went into details about his work ¢thic in school and report cards
mentioning [oye)(Jwas failing a few classes, and various other incidents that occurrcd during the
school year. [BXE] Jrecalls leaving the mecting feeling embarrassed and humiliated. During no
time did the school contact me regarding the confiscation of neither the cell phone nor that a
mecting would be held with the person labeled “Dad” in the confiscated cell phone.

On March 12, 2014, 1 learned that such meeting had taken place. I was outraged and could not
figure out why the school had not contacted me, especially given the fact both my husband and I
attended a conference sometime in January of 2014. During this conference in January, we met
with and were given the opportunity to update all pertinent contact information on his
“Bluc Emergency Card” such as our email addresses, telephonc numbers, and emergency
contacts. I learned that the “Blue Emcrgency Card” was never retrieved hence breeching the
Family Educational Rights and Privacy Act.

On March 12/13, 2014 I went into the school to discuss the school’s violation of my son’s
confidentiality and privacy. An apology was offered but no discussion on future steps to cnsure
my sons right’s would not be violated again should a stressful situation arises. The school acted
exiremely irrcsponsibly unaware of our family dynamic, this person could have been achild
predator, abuser or an imposter  Fortunately this was not the case, I believe a law was broken; |
trust that your agency will investigate to determine if any violations occurred and take a closer
look at [B)E), BXHC) | mishandling of students and their school records.

D.'.lcnunl"ﬁ)“u

(BB (b))
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From: Brubaker, Bob (Flake)

To: QLCAFax

Subject: Constituent inquiry

Date: Monday, August 18, 2014 11:49:34 AM

Attachments:

Dear Secretar

Our constituent, [o)®) ®X7(C) | has requested thatfsl(ﬁ?i bXIC) Femove his

personal information from their directory, pursuant to FERPA. I am not sure if this falls under your
jurisdiction, or if you have the ability to help [X) ©X7C) | s | am sending you his signed privacy
release as courtesy to our constituent,

Please let me know if you have any questions whatsoever.
Yours,

Bob Brubaker

Office of U.S. Senator Jeff Flake
Constituent Services

6840 N QOracle Rd, Ste 150
Tucson, AZ 85704
{520)-575-8633

The information contained in this communication may be confidentiai, is intended only for the use of the recipient named
abave, ond moy be legolly privileged. If the reader of this message is not the intended recipient, you are herebdy notified
that ony dissemination, distribution, or copying of this communication, or any of its contents, is strictly prahibited. ff vou
hove received this communication in error, pleose forward it back to the sender and delete the originol message and any
copy of it from yaur computer system.
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August 16, 2014 ECE‘VE

Family Policy Compliance Office
1J.S. Department of Education
400 Maryland Avenue, SW
Washington, D.C. 20202-8520

BY. ..

Re: Unautheorized Disclosure of Student Records

Dcar Seccretary of Lducation:

My husband and | are requesting an investigation into a violation of the Family I'ducational Rights
and Privacy Act (FIERPA), specifically the unauthorized disclosure of student’s records as
prohibited by 34 CFR § 99.30. The facts of this matter are outlined below.

Statement of Facts

1. Our son, 35 enrolled in the Deer Valley Unified School District (DVUSD) on
December 1, 2011, and reccived speech language services in accordance with an

Individualized Education Plan (IEP) under the Individuals with Disabilities Education Act
(IDEA).

2. On February 28, 2013, parent attended an IEP mecting with DVUSI personncl.

3. At this meeting, parents were aware that[EXEL ey ] DVUSI [DX6) b)) | madc
an audio recording on a DVUSI iPad.

4, Parents were not aware, however, that [P)®) 0)X7(C) |DVUSD [B6) orre) |
[EEL ey _Jwas also recording the meeting on her personal cell phone.

5. On April 23, 2013, parent attended another [EP review meeting with DVUSD personnel.

6. As before, parcnts were aware that DVUSH [b)E): (b){7(C) Jmadc an

audio recording on a DVUSD iPad.

7. As before, parcnts were not aware that [PX°) ©X7(C) PVUSD|®XE) B)7(C) ]
B)6) )(7(C) } was also recording the meeting on her personal cell phone.,

FERPA Complaint for[E)E] OX7(C] ] (DVUSD Student ID: Page 1 of 16
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8. On November 27, 2013, parents filed a due process complaint against DVUSD and
requested a complete copy of student’s records for the hearing, Parents expected this copy
to include the audio recordings made by m on both occasions, but the received
copy of the student’s record did not include any of the recordings mentioned above.'

9. On December 3, 2013, parents filed a Public Records Request (PRR) to obtain emails [rom
DVUSD personnel, including [B)XE). B)7C) [DVUSD Jb)e): ©)X7iC) |

10. On January 16, 2014, the attorney for DVUSD, [RX6) 0XAC) Jof ERXEL BMTIC) ]
located a copy of these audio files and provided them to parents through her assistant
attorney, Parents were expecting these recordings o be those made by

[DE_B7don the DVUSD iPad, as parents were unaware of any other authorized recordings.

11. On April 14, 2014, attorney fb)e). GR7IC) Jprovided a portion of the DVUSD ecmails
from the December 2013 PRR as part of the exhibit exchange [or the due process hearing

(the significance of these cmails is described below).

12. The emails received on April 14, 2014, showed that the recordings provided byR)0): B}/C) |
on January 16, 2014, were the unauthorized recordings from [B}5) BX/E) |personal
cell phone, and not from [BX6)GXC) | DVUSD iPad.” The emails show that Ms.

b)E): )7 [retricved the recordings from her iPhone and provided them to [B)E)._®)] who in

turn provided them to|®}8). )7 1} Most importantly, these emails confirm that these

recordings were not copied [romfb)8). (b)7{C) | ccll phone until January 7, 2014, almost

one year alter they were made.

13. For the purpose of timeliness regarding this complaint, the receipt of the PRR emails on
April 14,2014, is the {irst time parents became aware that student’s [EP meetings had been
recorded on a personal cell phone by a DVUSD staff member.

14. On July 21, 2014, parents sent an email to [P}6): 0X/C) Jasking about the recordings

v

on [PELETT) | personal cell phone. Specifically, parents asked [BX6): B)7(C) | to

provide a chain of custody for this cell phone so parents would know the extent ol the

exposure. Unfortunately[PX6): ©X7(C) | lied about these recordings and claimed that
Be B Jold her they were corrupt and that no copies ever existed.’ As stated above,

(©)B)_ ) | andbXE) b)) Jwere both aware that the copics provided to us were from

[XE) b)7{C) | personal cell phone (the attached emails verify this).

See Attachment 1.
See Attachment 2.
" See Attachment 3.
" See Attachment 4.

1
?
3

FERPA Complaint for[D)6); (BI7(C) (DVUSD Student TD: Page 2 of 15
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In summary, the issue here is that a DVUSD employee improperly recorded our son’s TEP meetings
on her personal cell phone. These meetings arc educational records that contain personally
identifiable information and about my son’s educational levels and his speech disability. These
records existed for almost a year on a personal cell phone that neither the school district nor the
parents were able to control or monitor, Furthcrmore, it is quite possible that these records still
exist on this phone today. In addition, parents specifically asked for a chain of custody to know the
extent of the exposure; we were refused this request and provided false information instead.

At this time we are requesting your assistance in the matters above. If you have any questions or
concerns about this request, or if DVUSD provides contradiciory information’. please feel free 1o
contact me at your earliest convenience. Thank you.

(BB (b))

Supplemental Attachments for FERPA Complaint:

* Attachment | - Emails between [P0} OXHC) | and®)E)._0)XTC ] that show [R)E). 0K | is
specifically asking about these recordings being missing from student’s record.

e« Attachment 2 - Emails between )6} b)7iC) |which
show that recordings werc onl{b){S)? b)) |'s cell phone.

e Attachment 3 - Emails between [RX0) ®X7C) Jthat
show records were success{ully copied fromfb)®) b)F(C) Js cell phone and sent to
Li)(6): (h)r{C} ]

» Attachment 4 - Emails between [RXELBXTC) | that show [B)E) B)7 |
lied about recordings being pulled from [RX6): BXAHC) | cell phone

e Attachment 5 - Emails between [0X6): ®X7C) |-

duplicate email mentions[2)X6) B)7 | to prove these emails are not about another student.

® Because these emails are partially redacted, a duplicate email, Attachment 5, is included as well. This email is
redacted differently and clearly shows our name in the email. This confirms that these emails are about our son and

nat another student.

(D)) (b))

(b)(6).

OIT(C) Page 3 of 15

(DVUSD Student 1D:

;ERP/\ {.omplaint fo
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August 28, 2014

Family Policy Compliance Office
US Department of Education A n
400 Maryland Ave. SW B e v s owmm

F=
e e

._3,"

oarmn

Washington, DC 20202-8520

Dear Sir/Madam,

[ am writing to inform you of some scrious civil rights violation s and FERPA issues my son
has been going through at [PX0): b)}7©) | School [X6): BXFC) |
EErmry The Superintendent is Dr. Frederick Withum II1. My son was enrolled as a [® ]grade
student during the 2013-2014 school year at this school. 11e has gone lo this district since
kindergarten. [P)E): ©X7(C)

(b)B). h)AC) [T oRTeT |

(BB (b))

[EE O ] | must explain that due o my son’s discase’s he is underdeveloped and testing
showed at the time he had the bone growth of an 11 yr old, he was [0)8). ®) Jmonths.

1.

On January 17, 2014, my wife took my son to school and dropped him off. My son and 3
friends walked about 10 yards when the lady dirccting the buses told them couldn’t leave
the property, so all 4 boys turned around and walked into the school. They were
attempting to go to the local mini market before school. My son walks slow
and the bus lady walked up to him and said she was taking him into the office to talk to
the Principal on why he is not allowed to leave school property, she said nothing to the
other 3 boys who are normally developed and walked ahead.

While in the school, the bus lady and two administrators started grabbing my son and
saying he smelled like marijuana, My son walked 1o his locker where they continued to
harass him. They called the police and my wife and 1. '

The rest of that day docsn’t add much to the story but here is where il gets interesting and some
attention needs paid to the dctails. '

epic.org
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3.

6.

epic.org

My son was charged by the police, at the schools request, with disorderly conduct. There
were two police officers . They did not smell or even question anything about marijuana .
My son was under the care, custody and control of my wife and the school personncl
from the time he woke up. Additionally he was brought in front of the school board on
April 1,2014. On January 29, 2014 and April 6, 2014, | requested in writing for 4 copy of
my son’s complete school records including the video ol the January 17, 2014 incident, |
needed that video to defend my son at the disorderly conduct hearing and the school
board hearing. The school to this date has not complicd with this request.

On June 5, 2014 my son was found guilty of disorderly conduct as the Principal who was
lying word was believed over my son.

On April 1, 2014, The school board threw out anything 1o do with marijuana or drugs as
it was hearsay and not a bit of proof. They did however expel my son because they said
they could not tolerate him pushing and shoving school personnel, he was not cven
100Ibs and growth of an ¢leven year old.

The school board hearing was recorded. We received a copy of the audio recording,

Somc time later we rcecived a copy of the school board resolution adopting the decision
from the meeting and it wasn’t even closc to what was judged in the hearing. ‘The school
board signed the resolution without reading it. , the Administration prepared the
resolution for the school board and wrote it up the way they wanted to. It states that as a
matter of law and facts he smelled of marijuana, bought pills and other items the board
threw out as untruc and unsupported. The school board expelled my son due to the
administrations accusations that he was pushing and shoving them.

On July 15, 2014 The Director of Education for CV and their Attorncy, my wile and I,
and my son’s cducational advocate Attorney, were finally permitted to revicw the video
of January 17, 2014, This video without question showed that my son did no pushing and
shoving and in fact was assaulted by two principals and the bus guard.

Since we were not given the video, which I contend is part of his cducational records, he

has been expelled and received a disorderly conduct charge due to the lies of those who
assaulted him.
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10.

In closing , I am requesting that we should be given a copy of the video as part of my
son’s cducational record. Also that the school board resolution be redone to reflect the
true facts and judgement of the school board hearing, which is evidenced by the audio
recording of the April 1, 2014 hearing. The withholding of the video evidence and the
improper information in the school board resolution has caused my son lifc devastating
harm. To wit, expulsion, criminal record not to mention the lack of education,
demoralizing behavior by the administration and being singled out just to name a few. All
of this can be corrected by the video being relcascd and the school board and
administration correcting the records. There would have been no expulsion or charges.
Thesc inaccurate issue arc a matter of his cducational records and need corrected for

perpetuity,

Sincerely,

(b)(B): (b)7(C)

epic.org
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Aug 0S5 2014 4:54PM THE UPS STORE SAHLINE 7348443297 p.2

Family Educational Rights and Privacy Act (FERPA)
Compilaint Form

1, Name and address of parent or eligible student filing compiaint (*Complainant’):

{D)E); (L)L)

2. Complainant's daytime telephone number:

(b)B); b)(7{C)

Mobile: D)B), (D) 7(C)

3. Name and age of student whose education records are subject of this complaint:

(D)(E); (L)T{C)

Ageq{bJ{S); OX7(C) J

4, Name of educational agency or institution (include name of specific school district, State educational

agency, or postsecondary institution that is the subject of the complaint):

(b)) (b))

(Continued on next page.)
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Aug 0S 2014 4:54PM

THE UPS STORE SALINE 7349443297 p.3

5. Name, title, address, and telephone number of chief school officer (superintendent of district, president

of university):

(b)B): (b)7{C)

6. Names and titles of school officials involved in complaint:

(b)(6). bX7(C)

inl r =

(b)(B). (BXA{C)

7(a). If you have been denied access to education records: Provide the specific nature of the records, the

date on which you requested access, the name of the official to whom you made the request, and any

responses received,

7(b). If you or vour child’s education records have been improperly disclosed: Provide the date on which

the records were disclosed or the date you learned the records were disclosed, the name of the sehool

official who disclosed the records (if known), the specific nature of the records disclosed, and to

whom the records were disclosed.

olled student of the[~® ©©)
required to complete 3 weekly entry to my clinical ¢ online Student Clinieal Progress

. epl§:emtinued on next page.)

Vascular Sonography Program, I have been
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Aug 05 2014 4:54PM THE UPS STORE SALINE 7348443237 p.4

Forum. This required forum contains private mater in tivi

related to my clinical experi aluated and graded by the course instructors. It was

specifically monitored by |"b1*'51-' BIIC) RVS
n hy Program e attached forum information) Oun April 24, 2014, I received an online
text message from a classmate, |°/© ©17C)

itten in the forum “I probably shouldn’t be using it as a journal”. (See

eraded material 1 had written on m

student clinical progress forum. The contents of the forum, coursework upon which course grades

ar rmined, i ible to anyone other than course instructors and me, Iti

electronic communication regarding courve progress which is maintalned at the online course
website. It is accessed by secure login ID. 1 replied ta|7"" |inguiry with, “something li "
and then asked how she knew I lind said that, [ n had been

revealed to her and another siudent. Later, I learned that it was|”® 1) | Clinical

private, graded material had been improperly disclosed for the sole purpose of ridiculing and
mocking me before clagsmates, This was not the first time that my private information had been
shared with ‘-lt er students, As a former emplovee of 3 s university whe has receis

FERPA, FOIA, and HIPAA training, I have a long history of working with ¢opfidential Human
Resource, Patient, and Student information, I pm appalled by the lack of respect for confidentisl

dent Information that I, and ai legs p other student g ()0): OX7HC) by

erfgroconfidential information avid‘a dedireA8OhMPH: Rehttents, 000189

{Continued on nex? nag= 3}



Aug 0S5 2014 4:54PM THE UPS STORE SALINE 7349443297 .S

I have been embarpassed, harmed, and my right to privacy has been violated. If this is gllowed to
investigated b office and corrected, please, I believe the n nlty of the Allied
Health Department at|”" ©"“ ire additional FERPA training so that other

will not suffer needlessly,

7(c). If you are seeking to amend educetion records: Provide the nature of the record you are seeking to
amend, what exact information in the record you wish to amend, the dste you submitted a request to

amend, the name of the official 0 whom you made the request, and any responses received.

8. Describe briefly what steps you have taken, if any, to resolve your complaints with school officials and
their response, if any:
None, to date.

TXo) ORIC)
9. Complainant’s signaturey | Date: ?‘rj 12«0”-{

epic.org 14-04-15-ED-FOIA-20150527-Release 000190



Investigution Services
Headguarter Operations Division
Ol Tlotline
00 Murvland Ave, SW
Washington, DO 20202

Date:  August 1, 2014

To: Dalc King, Director, Family Policy and Compliance Office, Office of Management

UNITFED STATES DEPARTMENT OF EDUCATION
OFFICE OF INSPECTOR GENERAL

From:  Lisa Foster, Spceial Agent in Charge, Headquarters Operation:

{(b)(6) {BX7C)

Subject: OTG Hotline Operations Complaint #f  14-207501

The attached US Department of Education, Office of Inspeetor General (OIG), flotline Division complaint is being

forwarded for the following rcasons:

With this referral, this matter 1s being closed within ED/OTG Hotline files.

within 45 days of your action in this matter,

Haotline a respounse within 45 days of your action in this matter.

Supplemental information is being provided in the attached document;

L0 O O

of fraud or corruption, involvinyg federal education programs, please a

ation,

CCEess

This matter is being referred to you for action. Please revicw and provide the OIG Hotline a response

cipomnwlod oy vl citices L nsisa e ot for information on contacting our nearest

investigative office.

This matter involves an cmployee within the Department of Education. Please review and provide the OIG

This matter is being forwarded for your review and action. If your review uncovers any specific instances

Should you have any questions, plcase feel free to contact OIG Hotline Operatinns at 202-245-6911, or as follows:

[.isa Foster Melissa Hall
Special Agent in Charpe llotline Analyst
lHeadquarters Operations OIG Hotline

202-245-7058 202-245-7049

Wi -] EEC RUE

Millie Coles
Hotlinc Analyst
OIG Hotline
202-245-7031

[ TR TR T [T TY

Any information furnished to you or your agency by the Office of Inspector General (O1G) may not be

released except by the OIG.
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[ Department of Education I

COMPLAINANT CONTACT INFORMATION

| wish to remain
Salutation
Contact Name
Institution
Mailing Address

Home Phone
Work Phone
Other Phane
Email Address

Social Security #

ALLEGED VIOLATOR

Allegation made conceming

Subject of Allegation
Violator Address

Social Security #
Entity/Institution

institution Address

School 1D {if known)

Employer

Is your allegation related to funds
from ARRA (Stimulus plan) of 20097

Which best describes the subject of

your allegation?

epic.org

VOrsige oF
IMEPECTDN GEMFRAL

WEB HOTLINE COMPLAINT

Ms.

Date Received

b){B): (b){7({C)

| EE)

Lender (Student Loan)

SC Student Loan-Privac

y was violated

{b)B): (b){7(C)

(b)E): (b)F(C)

D)) N7 kG

No

Employee Misconduct

14-04-15-ED-FOIA-201
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WEB HOTLINE COMPLAINT

An employee accessed my account, screen printed my
information, copled it and gave it to attorney and other people. | had spoke w'lth
Student loan previously regarding my concerns for my privacy (this is my ex
mother in law) in regards to her having access to my account and they assured me
that putting a password on my account would stop anyone from accessing the
information. However, the screen shots obtained have all my personal data- name,
address, dob, social, and the password | created. My information was copied and
given to other people and taken out of her office and the building. The [E1JStudent
Loan office tells me that this will no longer be an issue now that | have changed my
password but what good does a password do me when she can access my
account, and the passwerd is listed? The information on the screen shot she has is
enough for identity theft and for someone to open and create accounts in my name
as well as other things. How am | to trust that my information is protected there in
their office? | know that a third party has received copies of this information but who
else has she given it to? Or who else's accounts has she accessed and copied
information for?

|(b)(6}; {b}7{C) Iher copying the page gave him
and his attorney all of my confact informaton again which endangers myself but

also my twa children. They have my attorney's information which protects me and
my children but if she continues to access and give out my information it could
mean a very bad situation for my family.

Allegation Description

| am concerned with my privacy being violated considering that [ Student Loan
did not pratect my information even after | notified them of the possibilities of her
accessing my account. Also concerned with the fact that when they told me | just
needed a password to protect my account that she had access to that password

which she then gave out along with all of my other information.

How am | supposed to trust that my information is safe with them or their offica? |
have copies of the screenshots that were made, taken out of the office and given to
others. No subpoenas were filed or made in regards to getting my information from
this office.
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Family Policy Compliance Office (FPCQ)
U.S. Department of Education

400 Maryland Avenue, SW
Washington, D.C. 20202-8520

Re:

Disclosure of ersonally |dent|f able mformatlon on students’ performance

e Exn e lll (now known as[BIE1 017 )

(D)) (BT{C) Maryland

Dear U.S. Secretary of Education:

| am writing to you as a student obe’{S’ ®XTC) }, Maryland to complain about what
happened during Spring 2014 semester. | was made very uncomfortable by the way Instructors
announced names of students and revealed their perfformance on external national licensing
exams on Blackboard and Facebook https://www.facebook.comfP1e) ©)/C) |

You see, in order to take an external national exam like the RHIT, students must pay an outside
agency to register (secure a “seat”) and “score” at least 300 points to pass this exam. We were
pressured to write our names and dates on an “RHIT Exam Date Board” toted to class meetings
for all to see. In a series of Announcements in March and April 2014, Instructors revealed who
‘passed” the RHIT and CCA on BlackBoard and on Facebook. Now everyone in the class
knows who got at least 300 points. Inversely, everyone in class can figure out who “failed” or
worse - who will get an “Incomplete” for not “sitting” prior to finishing coursework or graduation
or both.

In reperting these incidents for investigation of FERPA compliance, | enclose screenshots of
what everybody in the tlass saw.

| understand that FERPA complaints must be made within 180 days of when the alleged
infraction was discovered {not necessarily when the alleged infraction occurred).

If you find that FERPA violations did occur, then please accept this lefter as a formal written
complaint against this practice by [(X0) bIFC) |

Sincerely.
Y6, DI/ (C)

Enclesures: Screenshots from BlackBoard andFacebook page
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(b)(B); (b)(7(C)

August 26, 2014

Family Policy Compliance Office
U. S. Department of Education
400 Maryland Avenue, SW
Washington, DC 20202-8520

To Whom It May Concern:

Eight years ago I inadvertently used the student 1D numbers of several parents
who used[®®) ®X7C) | Child Care Center. The use came
about in a single letter where, from a list of students’ names, I did not “see” the 1D
numbers. I had no criminal intent and my oversight in using them did not---as of
these eight years later--inflict harm. Immediately after lcarning my error, I
contacted each student and 1 apologized. I further offered to reimburse the College
for the expense of replacing ID numbers for the students who requested them. My
supervisor,|[2®) ®X7C) ), Director of Admissions and Guidance Services, wrote a
letter of reprimand----my first and only reprimand since I began teaching in 1972.

My question to you: I am now requesting to remove this letter from my personnel
file. I have exemplary evaluations from six years of high school teaching and 36

years of work as both an administrator and faculty member at [P1E ®17C)
q{b)(b‘). BRIC)

From reading documents from the U. S. Department of Education regarding
FERPA regulations, I cannot find any guidelines that address my question. I would
invite you, if it is proper, to contact my supervisor and the vice president and the
president of [2® ©17 Jto discuss this issue. 1 have enclosed a copy of my resume for
your information.

Thank you.
BYE). EX7(C)

{b){B), )7(C)
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(b)) (b))

nre
B CEIVE
o ! .
. _;i. . i
Dale King ’ E
Dircctor, Family Policy Compliance Office BY, .. .. __
U.S. Department ol Education
400 Maryland Avenue, SW
Washington, ., 20202-5920
Re:  Inadvertent FERPA violation at[b)X®): ©)X7(C)
Dear Mr. King:
I writc on behall of [P)X6) BX7C) | in Charlotte, North Carotina. We

recently experienced an inadvertent FERPA violation. The purpose of this letter is to let you
know what happened, and what we are doing to ensure it does not happen again, We hope this
information will be of assistance in the cvent an affected student files a complaint with your
office.

On July 3, 2614, a staff nferaber emailed a [lyer abouta co-op learning opportunity 1o about 100
students in the Interior Design depactment. The staff member ajso mistakenly atiached a
spreadshect to the email containing studerit names, [1D numbers, and other personally identifiable
information. ' o '

Immediately upon discovering this mistake, the College 100k the following actions:

* Anallempt to recall the emails was made on J uly 3, 2014.

» Fach student was contacted individually by a college official to notity them of the disclosurce
and the remedial steps taken by the College.

» The employce and all related departmental cmployees completed additional FIIRPA training.

«  Administrators adviscd staff on best practices when sending mass emails.

«  All front-line suppott stalf members were reminded to continue checking student photo 11)'s
before releasing non-directory information.

e Procedures tor providimg access to student databascs were reviewed.

e ['ERPA awarcness articles are published weekly in the College’s imernal newsletier.

o [PELEXT | paiticipaic in on-going professional’ development to stay abreast of FERPA law.

o A [RELF]recora Getailiug this oceurrence is on fiie at the College:

(b)) (b))
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(0)C). X7(C) College is a FERPA cducation leader in North Carolina. The
College developed online trainings, created brochures, sponsored an annual Awareness Month

and hosted a series of prescntations for staff and colleges across the State.

(0)E); (D)7{C)

dircctor of the United States Department of Education's Family Policy Compliance Office, was

the keynote speaker for the presentations.

remains committed to maintaining the privacy of its students. Plcase do not hesitate to
contact me if you have any questions about this unfortunate occurrence or if anything clsc is

requircd of us at this time.

Thank you,

(D)E); (D)T{C)

Vice President, Enrollment and Student Services
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July 01, 2014

{(b)B): (bXT(C) RN 1:':3\“

Family Policy Compliance Office

U.S. Department of Education

400 Maryland Ave. SW

Washington, DC 20202-4605

Dear Sir/Madam:

| am writing this letter in regards to my son,[2XE) ©X7(C) ] [EEL_51] attends[E0)-0X7C) ]
[BXEL EBXT(C) llocated in [(b)E). )7 | GA. He has been enrolled in this same school system for eight

years. He has never been retained and almost always makes good grades.

In Kindergarten, the teacher couldn’t understand why[E)XE)_X ] who was at the time S years old; could
talk to the child seated next to him and still give the correct answer to the question he was asked. From
that point, the problems started. would be sent the office for little things such as talking,
horse playing, and claims of him not doing his work. The school administrators asked me if he had ever
seen the doctor for possibly having ADHD, and my answer was “no.” | took to his doctor,
whom stated that[EXE)_®X] had a mild case of ADHD, but not enough to be medicated. From second
grade up until sixth grade, | have been harassed by the school about medicating [2)6) ) | sending him
to a school for troubled kids called "", and even been told that when|®)X6). ) lenters into the
sixth grade, there is nothing | can da about what the school does to him. | can’t go to work without
constantly being called and told to come pick[E}€]_©)] up because he’s not doing his work, or he’s
talking in class. Teachers have accused [E)5)_©X] of stealing snacks from the teacher’s desk, but when
asked what took, the teacher couldn’t give a direct answer. | began to write [EX2) 07 Jname
on his snacks from that day and the accusation of stealing never surfaced again. In 4" grade, he was
threatened by a teacher and nothing was done. The teacher told [B5]_B)( Jto get out of her raom before
she hurt him and have to go to prison. He was once given 0SS for sneezing and sniffling his nose and
looking out the window. While in the 7% grade, he was placed in Alternative School for chewing gum,
eating in the classroom and talking in class. He was also kicked off the bus for killing a bee that was
about to sting another student. While other kids get away with these things, [EX)_©)] gets kicked out of
school. He has been given ISS or OSS each year that he has attended school.

This past vear, was in the grade here at L6} bI7(C) JSchool where he was falsely
accused by some other boys of giving them marijuana. From day one, told schoal
administrators and the police that he had nothing to do with drugs or those little boys. He was
questioned and searched by police and nothing was found in his possession. The school administrators
refused to believe anything[EXE]_®1] told them, and he was then kicked out of school again; this time for
10 days pending a tribunal. The tribunal was held 2 weeks later, and[E)XE)_) | was then placed in
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Alternative School again. On May 22, 2014,ttended court, the judge heard the case, and it
was then proven that the other boys were lying the entire time. The case against[E10) ©)_Jwas
dismissed, but the school refuses to allow him to return to the regular classroom setting. | have been
told by other students that teachers are constantly picking on {BJ®).®) Jand accusing him of things that
other students are doing or have done. Other teachers see the harassment, but are afraid to say
anything for fear of losing their job. | am writing this letter because as stated earlier, [EXE)_DX | has been
labeled since Kindergarten and | need far this to stop. . Yes, this is a town where it’s not about what you
know, but who you know. Yes, this is the South and little has changed. There are kids at the school who
get away with major offenses and nothing happens to them because their mom or dad works at the
school or they have a certain last name, There have been white kids who were actually caught with
drugs in their possession, but they remain in the regular class setting. [EXE)_BX kan talk too loud and he
gets sent to the office. Other Kids can run through the halls screaming and their told to quiet down. |
am not the only parent with complaints about this school system or the way it’s being run. | am far from
prejudice, but there are black kids who maintained an 89.8 average and were supposed to be honor
graduates. They were told by school administrators that their grades couldn’t be round up. If the rules
in the handbook state zero tolerance for students, then it should apply to all students,

(0)E). () ] and | have been going through this harassment for eight years and | have had enough. |
believe that not only have rights as a student been violated, but also his right to be educated
without being labeled. As his parent, my rights have also been violated because | can’t go to work
without being called to pick him up because he laughed too loud in class or because he got aut of his
seat. May | remind you that he has never been retained but has always been accused of not doing his
work. Alsc, if [EXE]_EX]had the behavior problems in which the school claims he has, his grades would
reflect their claims. Again, | am filing this complaint because | believe both our rights have been
violated.

Thanks in advance for your attention towards this issue. | may be contacted at[?X®) PI7C)

{0)B). (0)(7{ |You can also reach me at my email address at:{b)6). B)7(C) ]
Cordially,
{bXE); (b)(7(C)
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Family Policy Compliance Office )
U.S. Department of Education EEAY A l'e
400 Maryland Avenue, SW

Washington, D.C. 20202-8520

Dear FERPA Compliance Official:

This is an anonymous letter to recommend a review of the FERPA practices of The
[E3E) BX7C) lcampus located in Washington State serving|®®): ©)X7 |

students. The[PIE) BI7C) Jprogram office for this satellite campus is
on site at the company in the [ OX7C) |

WA. The office 1s shared between five[")1®) ©X7C) employees and
one Direct [)E) ©)] Employee working for a Global Citizenship department which
has nothing to do with [B5) B)7 J[Tech. But, the office space is very small with cubes in
very tight quarters so all employees can hear all telephone and in person meeting
conversations discussing private student data.

Here are some topics for review:

1. Private student data being shared with the [25) ®] non{E)5) ® ] Tech employee
weekly and sometimes daily as the phone calls come in and in person meetings are
held in the office. There are no student FERPA sign off letters on file for the
employee to be hearing all about the private student data for potential hundreds of
students per term. The office is so small that this non-authorized person for hearing
the private student data throughout the day can hear every conversation. Any other
people who happen to walk in to the office like the[D® ®1 |front office receptionist (non-
ech employee) typically comes into the office daily would be able to potentially
over hear confidential student data information through phone and in person meetings
in the office. Other visitors also walk in randomly that would be able to hear.
Also, all of the [EIF) ®I7 JTech employees can overhear everyone in the office due the
very small space.

2. Practice of teachers using email to send grades to students and the administration.
Some employees have tried to remind the teachers not to do this but for some teachers,
they seem to keep doing it for years.

3. Practice of emailing course schedule out to a distribution list of potentially hundreds
of active and non-active students typically 3 - 5 times per week. The schedule
spreadsheet includes the students name, email address, what class they registered for,
the date and time of the class, location, class meetings etc. The students do sign a
release form indicating they don't mind if other students see their registration data. The
email distribution list is much larger however than just the 100 - 200 active students
registering in a given term. There could potentially be a large number of students
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getting the message that don't register or have not registered in a long time that have
access to other students data.

Thank you for your time in reviewing this matter.
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Family Policy Compliance Office
1.8, Department of Education
400 Maryland Avenue, SW
Washington, D.C, 20202-8520

Dear FILRPA Compliance Official:

This is an anonymous letter 1o reccommend a review of the FERPA praclices of The

(BRI ] campus located in Washington State serving [2/0)-©) ktudents. The
(RXE). BXT(C) -] program office for this satellite campus is on sile at the[BX6) ©)

company in thef®Xo) OX7(C) [WA. ‘The office is shared
between ﬁvcl{b)@:@mc) Jemployces and one Direct [BXE)® Jlimployee
working for afPX8). | Global Citizenship department which has nothing to do with lech.
The Dircet [F_]employee who has nothing to do with [B® &) Tech shares the s
property copy/fax/printer machine and it's not uncommon for sensitive private student data
documents containing things like student grades 1o be on the printer in view for non
Tech employees o see. Other non{EBI8) ) JTech students and employces also use (his
copy/lax/printer and can sometimes have the opportunity to sce the same type of sensitive private
student data. Also, the office space is very small with cubes in very tight quarters so all
employces can hear all telephone and in person meeting conversations discussing private student
data.

Herc are some topics for review:
1. Practice of teachers using email to send grades to students and the administration.

2. Private student data about such things as grades und degree audits with all course grades can
be viewed my non-authorized non{®XE.__] Tech employcees by warking in a shared[2X0) ® o [fice
on property and sharing a printer/fax/copy machine with a direct [2)6) ®) Jemployce who
doesn't work (orf®)5).®) | Tech or have any permission to sce private student data on a regular
basis. The employce will go to the printer to pick up her own documents and rons across
private student data documents from '1'cuh on a regular basis. Sometimes students come
in to usc the same copy machine/printer and previous sensitive student data was lelt on this
[EE e jowned and B0 property machine and so other students can run across other students
private data on the machine, Private student data being shared with the [2X0) ®OX7(©) [I'ech
cmployee weekly and sometimes daily as the phone calls come in and in person meetings arc
held in the ollice. There are no student FERPA sign ofl letters on [ile [or the employee
to be hearing all about the private student data for potential hundreds ol students perterm. The
office is so small that this non-authorized person for hearing the private student data throughaout
the day can hear every conversation_Anv other people who happen Lo walk in to the ollice like
the [EX6) — [front office receptionist (OX6). BXTC) cmployee) typically comes into the office
daily would be able to potentially over hear conlidential student data inlormation through phone
and in person meetings in the oflice. Other visitors also walk in randomly that would be

epic.org 14-04-15-ED-FOIA-20150527-Release 000204



able to hear. Also, all of the [2X5).®) |Tech employees can overhear evervone in the office due the
very small space.

3. Practice of emailing course schedule out to a distribution list of potentially hundreds of active
and non-active students typically 3 - § times per week. The email distribution list also contains
Alumni from the school who would not have a need to know about what other student's data is.
A regular schedule with no student data is always available on tthech website to it's
not neeessary [or Alumni to have the personal student data emailed out almost every day to the
email distribution list. In addition. some of the Adjunct Faculty are on the email distribution list
who might not be teaching at all during a particular term but they will be receiving student date
for students they don't have a necd to know about. In addition when the Adjunct Instructor i1s
tcaching, they typically only teach one class with less than 10 students but the schedule usually
has data for hundreds of different students with 100 - 300 registrations listed. There is not a need
to know for all of this data. The rclease form that students sign to share data may not he totally
specific about all partics involved who are viewing this information. The schedule spreadshect
includes the students name, email address, what class they registered for, the date and time of the
class, location, class meetings cte. The students do sign a release lorm indicating they don't
mind il other students sce their registration data. The email distribution list 1s much larger
however than just the 100 - 200 active students registering in a given term. There could
potentially be a large number of students getting the message that don't register or have not
registered in a long time that have access to other students data.

[ hank you for your time in revicwing this matter.
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UNITED STATES DEPARTMENT OF EDUCATION VE
OFFICE OF INSPECTOR GENERAL N GE‘

[nveatigation Service I v .’(J‘Li
Headguarter Operdlions LHvision Yo
LG Hotline .
d Marvland Ave. SW { [ w7
Washington. DO 20202 By
Date:  June 12,2014
To: Dale King, Dircctor, Family Policy and Compliance Office, Office of Management

N . . . .. ) {(b)E); (b)F(C)
trom:  Lisa, Foster, Special Agent in Charge, Headquarters Operations

Subjeet: OLG Hotline Operations Complaint #  14-204923
The attached US Department of Fducation, Office of Inspector General (O1G), Hotline Division complaint is being
{orwarded for the following reasons:

With this referral, this matter is being closed within ED/OIG Hotline (iles.

This matter is being referred 1o you for action. Please review and provide the O1G Hotling a responsc
within 45 days of your action in this matter,

This matter involves an employee within the Department of Education. Please review and provide the OIG
Hotline a response within 45 davs of your action in this matter.

I:I Supplemental information is being provided in the attached documentation,
This matter is being forwarded for your review and action. [f your review uncovers any specific instances
of fraud or corruption, invelving federal education programs, please access

e e Ted cev e ot Toes s o s e b for information on contacting our nearest
investigative oflice.

Should you have any questinns, please feel free to contact O1G Hotline Operations at 202-245-6911, or as follows:

Lisa Foster Melissa Hall
Special Agent in Charge Hotline Analyst
Headquariers Operations OIG llotline
202-245-7058 2012-245-7049

Millie Coles
Hotline Analyst
016G Hotline
202-245-7031

[ T e SR L".J._':_
Any information furnished to you or your agency by the Office of Inspector General (OIG) may not be
released except hy the OIG.
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Allegation Description

epic.org

WEB HOTLINE COMPLAINT

Family Policy Compliance Office
U.S. Department of Education
400 Maryland Avenue, SW
Washington, D.C. 20202-8520

Dear FERPA Compliance Official:

This is an anonymous letter to recommend a review of the FERPA practices of The

{b)(B): )7 () |campus located in Washington State serving
(b6, ( students. The[B)ET BY7IC] ] program office for this
satellite campus is on site at the [REL_]company in the [(D)6): b)(C) |

[bxE): )(7{C) | WA, The office is shared between five [[B){B) D17 (C)

[BXEL_Ex7(]employees and one Directf(D)6). (JEmployee working for (b)6). & ]
Global Cilizenship department which has nothing to do with[(0J€]. (] Tech. But, the
office space is very small with cubes in very tight quarters so all employees can
hear ali telephone and in person meeting conversations discussing private student
data.

Here are some tapics for review:

1. Private student data being shared with the [[2){E); (Jnon{)(6). | Tech employee
weekly and sometimes daily as the phone calls come in and in person meetings
are held in the office. There are no student FERPA sign off letters on file for the
{0)(6); { lemployee to be hearing all about the private student data for potential
hundreds of students per term.  The office is so small that this non-authorized
person far hearing the private student data throughout the day can hear every
conversaticn. Any other people who happen to walk in to the office like the[{b){5).
front office receptionist employee) typically comes into the office
daily wouid be able to potentially over hear confidential student data informaticn
through phone and in person meetings in the office. Other [E)6]_ Jvisitors also
walk in randomly that would be able to hear. Also, all of the[E)E) BITC) ]
employess can overhear everyone in the office due the very small space.

2. Practice of teachers using email to send grades to students and the
administration. Some employees have tried to remind the teachers not to de this
but for some teachers, they seem fo keep doing it for years.

3. Practice of emailing course schedule out to a distribution list of potentially
hundreds of active and non-active students typically 3 - 5 times per week. The
schedule spreadsheet includes the students name, email address, what class they
registered far, the date and time of the class, location, class meetings etc. The
students do sign a release form indicating they don't mind if other students see
their registration data. The email distribution list is much larger however than just
the 100 - 200 active students registering in a given term. There could potentially be
a large number of students getling the message that don't register or have not
registered in a long time that have access to other students data.

Thank you for your time in reviewing this matter.
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The original complaint | sent to[EEm7c)__]in late June 2013 was stamped July 2 2013 and returned
with an information packet including questions. This document provides the further information

requested.
ECEIVE

1. Name and address of Complainant:
(b)) )7

ECElV

S A

2. Camplainant’s phone:
Epeore__ ] BY:

3. Name and age of student whose education records are subject of complaint:
e T Years old

4. Name of educational institution:
[P)E): ©XTC) | Doctoral Program in Biology

5. Name, title, address, telephone of chief school officer:

BT, BH7C) Interim President of [P ®XC)

{B)E): (L)L)

6. Name and title of school official involved in complaint:
[(RXE): b)) | Executive Officer Biology Doctoral Program

7(b.} If your education records have been improperly disclosed; Provide the date you learned the
records were disclosed, the name of the school official who disclosed the records, the specific nature
of the records disclosed, and to whom the records were disclosed.

| was told in an email from[©)6). ©)7(C) |in early September 2013, which can be provided if
necessary, that she had sent my written Executive Committee Appeal ta three of my personal doctoral
committee advisors. These advisors were each named in the Appeal in complaints regarding their
treatment of me as a student with a disability. The Appeal document also contained personal medical
informatian related to my disability which had been necessary to request more time to finish my degree.
The Appeal document was written specifically for the Biology Executive Committee. It was understood
that this Committee is separate from and above my persanal Advisory Committee, that is the reason for
submitting appeals to the higher committee. | did not give permission for, or even know of my personal
information being sent to my personal advisory committee.

The result of this document being disclosed has been to irrevocably damage my working
relationship with those three advisors and led to a job loss in January 2013.. Yet, the same individuals
inappropriately given my personal document retain power over me and my ability te finish my degree.
Even though | have now been given permission by the Pravost to continue my wark, | do not have
advisors | feel personally safe working with ar trust to be unbiased towards my work. Despite direct
requests to the Provost, the Biology Department, and Disabilities Student Services, G raduate

[Ee) BRrc) |
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Center continues to completely ignore the situation {6} b)7{C) Jcreated, not allowing me to
name new unbiased advisors and progress in my studies. There is more detail about the effects of Dr.
| DEEDU®) Jaction in the letter included with this document.

8. Describe briefly what steps you have taken ta resolve your complaints with school officials and
their response, if any:

Beginning in May of 2012 and ongoing through March 2013 | was directed to and followed the
internal grievance and appeals process of Graduate Center regarding Disabilities Rights violations
and wrongful termination from my degree program. | was working closely with [EIE]] Graduate
Center’s Services for Students with Disabilities. The specific event | believe to be a FERPA violation
accurred in September 2012. | expressed concern about what happened and was advised by the
Graduate Center Student Affairs Office to include the grievance in the next appeal, to the Provost,
where | was told it would be addressed. | included the grievance in my appeal to the Provost in late
lanuary 2013. The results of that appeal were received March 15, 2013.

As | followed the internal procedures, | was never informed and remained unaware that it
was possible or necessary to file complaints directly with the Department of Education. The stages of
my internal appeals at [EJE1] Graduate Center can be documented. | understand from the website that
complainants are encouraged to try to work within any internal grievance system and that those efforts
justify a delay in filing the complaint with the Department of Education. The final stage in the [2)6) ]
appeal system is the Provost’s Committee; the results were received in March of 2013. After receiving
the results from the Provost’s Committee, which completely ignored the event | understand to be a
FERPA violation, | filed a detailed complaint with the Department of Education Office for Civil Rights in
April 2013, within the time limit for such complaints. After reviewing all of the complaints, the
representatives from the Department of Education OCR advised me in a letter received mid-June 2013
to refer this specific event to[CXEL Exric)_Jat the Family Policy Compliance Office. | did so and that
office stamped my original letter received July 2 and returned it with an information packet and request
for more information. This document provides the further information requested.

(b)) {b){7{C)

S, Complainant’s signature, Date / -s
237"

(0)(6). (L)TC)
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December 13, 2014
{b)(B): (h)(7(C)

Family Policy Compliance Office
U.8. Department of Education
400 Maryland Avenue, SW
Washington, DC 20202-8520

To Whom It May Concern:

T am writing to follow up on a previous complaint filed in Junc, 2014 against b)) B)}7(C) ]
School in Austin, Texas. My grievance included all the required elements, except a phone
number, which I provided at your request in July, 2014. | have since not received any
confirmation of receipt of that information or request for additional information. Can you pleasc
provide an update as to the status of the investigation? Again, if you need additional information
or have any further questions, please feel free to contact me. I look forward to hearing from you
So0D.

Sincerely,

(0)(6). (bXT(C)
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ECEIVE
June 3, 2014
{b){B): (b){F{C)

BYse

Family Policy Compliance Ofhice
U.S. Department of Education
400 Maryland Avenue, SW
Washington, DC 20202-8520

To Whom It May Concern:

I am writing to file formal complaints regarding FERPA violations committed by tcachers,
administrators and the Board of Directors at|(®)}b) b)(7{C) |School, an open-enrollment
charter school located atf{P)®) (b)}7(C) — . 1 have outlined below the
specific violations. Additional supporting documentation is enclosed.

My son o)) BXTC) |attended [EX®) BX7©) ] School for most of the 2012-2013 school

year. He received special education services with the cligibilities of Autism, ADHD, and a
Speech Impairment. He was assigned to a self-contained classroom for the majority of his day.
On September 25, 2012, 1 was called to pick him up early from School. During the phone
conversation, the Student Services Director [RIE) BX7C) Jinformed me that she had video-recorded
my son “having a meltdown” on her cell phone. | objected and emphasized [EXE)._®)7(] extreme
fear of camcras. I later emailed her to provide a written objection to[E)E) ©X7 Jbeing video-
recorded. She assured me [EXE)_EX Jwould not be video recorded again.

There were a number of other concerns throughout the year regarding restraint and FAPL: then
[©E ®) Jinformed us on April 3, 2013 that his Special Education teacher|?®) ©X7(C) | had
picked him up, squeezcd him and slammed him down in a chair, making his lip blced. We
reported concerns to administrators twice and they did not act. On May 3, 2013 [ arrived carly to
pick up [DE-0)_]from school and walked into the self-contained classroom to find
screaming at him and throwing a chair. | immediately withdrewi'rom the school. The
Superintendent Cinnamon Henley conducted an internal investigation into teacher and
administrative conduct. She cited teacher misconduct but did not hold administrators accountable
for dismissing our previous concems. We appealed the administrative determination to the Board
of Directors.

father and I met with the Board of Directors on June 18, 2013 for a hearing in closed
session. We returned for the board determination on August 27, 2013. The board upheld the
Superintendent’s determination and we discussed our grievance and objections before presenting
the board with a written response. At no time were we under the impression that this was being
held in open session, particularly given the delicate nature of the matter.

The minutes from the August 27 meeting wcre posted on the school’s website. The school

published my name along with information about our grievance and our response (o
determination,
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Violation 1:

The school board published personally identifiable information about my son and
confidential details pertaining to our gricvance. | did not consent to the school relcasing
this information. The board minutes are enclosed.

On July 19, 2013 [ cmailed the Superintendent Cinnamon Henley and Board of Directors

[eXE) BX7C) |to request omplete school record from [P0} BX7C) |
School. Records were also requested from[b)6): ©)7(C) |, Student Services Director. The records
provided to me on August 7, 2013 from the front office manager [P)0): ©}7{C) |were
incomplete. Additionally, at that time, [ did not receive, nor was I aware of any photographs the
school had maintained of my son. In November 2013, our lcgal counsel at the time also
requested all of records from [B)G). ®)7{C) | School. [PX6): B)}7C) Bchool
provided records that also included a CD of 162 pictures, meant to be images of [)®). 01/ | All
162 images were of another child from the same sclf-contained classroom.[®)8). ®)X | was in a
greal deal of these photographs, but with his face blurred out. We informed[2i5). £)7(C) ]
School on December 20, 2013 that they had furnished 162 photos of the wrong child and
requested the images of foX®) ©X7 | The school did not respond. On February 17, 2014, after
multiple requests, the school replied that it did not have any photos of We know this to
be false because|LX®): ©X7 hwas in so many of the previously furnished images. To date, the school
has not complied with our request and has been dishonest about the existence of such photos.

Violation 2:
[PX8): ©X7EC) [School refuses to furnish requested images of[2X6): ®)X7 | continuing 1o
deny us access to this. Additional documentation is enclosed.

Beginning in December 2013, our counsel at the timc also began requesting that
[B®EB7_JSchool furnish any additional videos they may have recorded of [EX8-®)_] The school
refused to provide any actual video recordings. In February 2014, after multiple requests, the
school’s counsel finally submitted a list of video recordings with a vague, 1-2 sentence
description of each video recording. According to the video list, [EXEL X7 ]School had
subscquently video recorded at least 6 more times after we expressly objected in writing
to the video recording on September 25, 2012, citing xtreme fear of cameras and the
anxiety and aggression it causcs. In one of these videos, [PX8)_0X]is described as pushing the
persen holding the camera. To datelBiE) BX7C) ISchool will not provide the actual dates of
these recordings, the name of the person video recording, the format of the recordings (ccll
phone, camera, other device), the reason for video recording, or the actual recordings.

Violation 3:
[£)E). ®)7C) |School continues to deny us access to the videos and information about
the videns taken at schonl Additional doenimentation is enclosed

It is important to note that [PX0): ®X/(C) | and Cinnamon Henley are no longer
employed at [£)6). ) School. Additionally, for contact purposcs the new Head of
School isfo®).®%7_] I have also enclosed a list of the [2)©): ©X7C) |School Board of
Nirectors
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Thank you for reviewing these concerns. Please let me know if you have any questions regarding
this complaint or if you need any additional documentation.

Sincerely,
()(B); (b))
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ECEI\IE‘Q

BY:. _ __

FERPA COMPLAINT

BREACH OF CONFIDENTIALITY AND RECORDS
VIOLATION

|{bJ{611 {(B)FC) |
{B)(B). (b)(7{C)

Contact numbers{©)®) OX7(C) | home
May 7, 2014

[This comgplaint is concerning a violation of the FERPA act of 1974 where the plaintiff contacts her
research consultant by email. The emails are redirected to another research consultant(s) who is/are
fraudulently responding to the emaits under the original research consultant’'s name. These same
consultants’s are viewing the student’s records and sending each other the student’s emails. The
research consultants committing these acts are intentionally sabotaging the student’s ability to progress

in the program and graduate. ]
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{(b)(B); (b)T(C)

FERPA Violation May 7, 2015

FERPA COMPLAINT-BREACH OF CONFIDENTIALITY AND RECORDS VIOLATION 5/7/14

My name is [EE D070 —1 | am a doctoral student at [(0)©) B)X7(C) }in[2X®) ®X7 VAt
have been enrolled there since 2009. | completed my coursework in spring 2011, During the same time, |
applied to IRB for approval. After over a 1 year in IRB and multiple revisions {over 22), and filing a
complaint in the Office of Civil Rights (the case was not pursued by the OCR). After the OCR began the Page | 1
case against suddenly, | received and an exempted IRB approval. After being approved by IRB, |
began my data collection. | wrote the Chapters 4-5, had the dissertation edited, made final revisions and
completed my dissertation. After referencing the Student Dissertation handbook, again to make sure
that | was following the right protocol, | sent the dissertation to my chair. He reviewed it and advised me
to send it to the committee. After making the requested revisions from the chair and committee
members, | gain approval of the final dissertation. | received an approval from the chair and
committee to proceed to defense and register for the[5)5)_T)7(Jcourse. My chair wrote the
admissions adviser an email of approval to move to the defense. | was able to register for the
| called the advising office and requested registration for the [BX5] (0)(7 |class. | received a confirmation
that | would be enrolled in the course within 2 business days for processing.

L22999797 Drop Confirmation

GRS |

Sat 5/3/2014 §:45 AR
REPLYREPLY ALLFORWARD
mark as unread

(b)B). (b)(7(C)

Frid/16,2014 1:54 P

To:
[{b){ﬁ)! ()RS |
You forwardad this message on 57372014 345 &M
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