CHP DOOSMATION SYRTEMS SECLURITY PORXCOES AND PROCI DU RS ManDoo

HE 1800040

HB 1400-05D
Information Systems Secunty Policies
and Procedures Handbook

Oflice of Information and Technology
Version 2.0

July 27, 2009

epic.org EPIC-18-07-31-CBP-FOIA-20190517-1stInterim-Production-pt1 000001



CIP INFORMATION SYRTEMS SECURITY POLXTES AND PROCEDLRES FANDIOOK

HS 1800040
Docryexy Cuaxce History
e [
10 QN2 Aponcy IT Soounty Polcy. Reformated %o follow the
DHS 43004 document wnxture

pobicy
statcinent boes wieh policy # and mappod NIST S00.53
secunity coumols (M apphicabie). Ao added the
followssg DHS 4300A, Verwon 7.0 changes sschading,
Section 2 0 redefinug the DAA a the Authonriag
Official (AO). creatng Risk Executive (CBP CISO)
Section 3.9 Updated CISO Comncil and added Social
Modia Section: Section 4.0 added manmacsance activities,
and Section 5.0 ireductod Policy Enfoscement Possts

(PEP)

- +-

11 12077200% Updatod Section £.4.7 10 reflect revision m the CHP
m«mmmoum
prodibes the wse of webaail or other porsonal cmsail

accousts o0 CBP mformaton systems and Secoon S 4.8
prokilans providaag personald of officeal DHS mfonmaten
solscwad by -l Updaied handbook 10 sefiect
comisicnt definition of AD » suthoriing officasl,
mincelbmcous ideanfiod mmons ofits. and added
Attachuncats TOC as roquested by CBP 1SSO and CA

| commmuniry

20 10012010 Updsted 10 reflect recent policy clemges daven by FIMP
Progect and recess chasges 1 the DHS 43004 Policy sad
Handbook documents (versioms 7.2 and 72.1). Cluages
mchode the followmg: (2) Creatod 3 mew subssoction for
Servers (mcinding special servers) Section 4.5.1 and
45 1.1 prespectively. These twosubesections were
poncrated from FIMP work. Remssnbered pro-canting
4 8 wib-sections and peferences, (b) Created new seb-
soction $.4.3.3 for Domm Moubervbip under S 4.3
Network Commecuvity. No lpact om mmbermg of
extung refevences. New sub-section pescrated frome
FIMP; () seb-section 3.16. 1 Adpsament 10 definsnon of
P s e inmroductson of formal defisstion of SPIL (4)
soction 110 - DUS roguaremcnt that CRP Privacy Officer
mdmmmmnﬂdb
prvacy desipnated syvsoms (¢) adopt new soction
mums.-mmuc«-mm
Susegy. (0 adopt new subsecton 112 that explatns how
10 make polcy change recommendasons. (2) new policy
statemnent (2.2 20/15) that roquires admsinivrative
privelzes to be revicwed and approved: (h) adding sew
policy stasement (2 11.2) for CBP Prvacy Officer. ()

mmng—&u“

i
epic.org EPIC-18-07-31-CBP-FOIA-20190517-1stInterim-Production-pt1 000002



CIP INFORMATION SYRTEMS SECURITY POLXTES AND PROCEDLRES FANDIOOK

HB 1400440

Vervion

| Date

KY statomcnts 116
Secunty Section: (1) (4. 1.40d) new policy statements
wwmoumum
MAS prodabition; (K) sequares matsrenance persenndd o
be wuumw M (5.4.3) chwificy
definmon of netweork commectivaty. (m) added
charificaton oo indcrconnections betwoen DHS
anod BSA roguiremsents (54 30mu) (1)

(54.7 ) common nassng conventons roquired for DHS
cmail sysiesms; (m) (5.7.3.0) clearly peolubes shanng of
privane keys, () (.10 3K) wasver exception approval snd
reposting requectents. (0) (22 2) AO mmt be fed snd
scroor manager, (p) (2. 7) OO mt be a Sod and scroer
mamager. () (3.2) added baguage % Capetal Planmeng
sod lavesanent Costrel: (r) (3.5.2 h) CP 1estng
covedinatieg with DHS cossponcans for Mod Hgh
systems, (3) (2. 3.3 and 3 17) Fmancial Sysicmn Owners
cnssre key contols assessod anmually. (1) (3.19) Possble
new soction sclated 5o HIPPAC (w) (4.1.1) contractor
z’dmmﬁh”ﬂyu@dx(v)(sz)

to 1 concurment session for High systems: (w)
(5.4.2) bt %0 nevwork moniormg. (3) (5.7 3) DHS PKI
MA respomaibie for Hhatnas Subscriber Forun (Y) (2. 5.1)
creating mew subsocnon for CBP ISSMs. (2) Figuee 20

epic.org

EPIC-18-07-31-CBP-FOIA-20190517-1stInterim-Production-pt1 000003



CBP INFORMATION SYSTEMS SECURITY POLICIES AND PROCEDURES HANDBOOK
HB 1400-05D

FOREWORD

This version of the U.S. Customs and Border Protection (CBP) Information Systems Security
Policies and Procedures Handbook (HB 1400-05D) is formatted to be consistent with the
Department of Homeland Security 4300A Sensitive System Handbook (DHS 4300A) The
objective is to provide the CBP community with DHS and CBP information security policies in
one location. This is intended to enhance CBP user awareness and compliance with DHS and
CBP information security policies. The HB 1400-05D formatting also enhances CBP’s ability to
document and implement future DHS 4300A information security policy changes.

HB 1400-05D, July 27, 2009, supersedes the CBP Information Systems Security Policies and
Procedures Handbook, HB 1400-05C, October 18, 2006. The revised policies in HB 1400-05D
apply to Sensitive-But-Unclassified (SBU) systems. CBP policy for National Security Systems
is contained in CBP National Security Systems Handbook, February 7, 2005, which is a
companion document to HB 1400-05D. The intended audience for both documents includes all
authorized users of CBP information systems. The policy contained in HB 1400-05D aligns with
DHS Sensitive Systems Policy Directive 4300A, October 31, 2008, which implements DHS
Management Directive 4300. CBP information security policy supports the business mission of
the organization as well as federal mandates to protect critical national infrastructure.

Security of information and information systems has taken on new urgency in the globally
computer-enabled world of the 21* century. We must exercise vigilance to protect our
information resources. Owners, operators, developers, and users of information systems each
have a personal responsibility to protect these resources. Managers and supervisors are
personally responsible for understanding the sensitivity and criticality of their data as well as the
damage that could occur to unprotected resources. It is their responsibility to provide
appropriate security controls for the resources entrusted to them. CBP certification and
accreditation authorities have the weighty responsibility to ensure that all systems presented for
certification and accreditation have adequately addressed threats and vulnerabilities to minimize
security risks of operating in the production environment.

The value of this information security policy is in its execution by all CBP system owners,
operators, administrators, developers, interconnecting trade partners, government agencies, and
system users. The goal of executed information security policies is to reduce the risks posed to
CBP information and information systems by unauthorized access or disclosure. The result of
well-executed information security policies is consistent application of security countermeasures
enterprise-wide that provide defense-in-depth for all CBP systems and data.
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1.0 INTRODUCTION

Customs and Border Protection (CBP) must incorporate security safeguards within its
information systems to support the Department of Homeland Security (DHS) mission. This
handbook serves as an aid to CBP IT users to achieve confidentiality, integrity, availability, and
non-repudiation within CBP Information Technology (IT) infrastructure and operations.

The purpose of this document is to provide specific techniques and procedures for implementing
the requirements of the CBP Information Security Program for Sensitive Systems. These
baseline security requirements (BLSRs) are generated by the DHS IT security policies published
in DHS Sensitive Systems Policy Directive 4300A. The BLSRs included in 4300A (see
Attachment A, Requirements Traceability Matrix) must be addressed in the IT security
documents prepared by CBP.

This handbook incorporates DHS 4300A information security policies and procedures. In
addition, it implements as requirements many of the guidelines contained in various National
Institute of Standards and Technology (NIST) publications, Office of Management and Budget
(OMB) direction and Congressional as well as Executive Branch mandates. Due to its business
mission, CBP systems may require policies and procedures that are more stringent than those
required by federal or DHS security policy.

The intended audience includes all elements of CBP using information systems and networks
within CBP. Specific procedures supporting these policies may be found in the attachments. The
scope and contents of this handbook will change over time as new capabilities are added to CBP
systems, as security standards are upgraded, and as a result of user experience and comment.

This handbook is issued as implementation guidance under the authority of the Chief
Information Officer (CIO) through the Office of the Chief Information Security Officer (CISO).
This handbook addresses IT security only. However, those aspects of personnel, physical,
information and industrial security; investigations; emergency preparedness; and
counterterrorism that relate to IT security are addressed in this handbook.

1.1 Security Objectives

Confidentiality, availability, integrity, and non-repudiation are the CBP primary security
objectives. These provide a framework to develop security policies and procedures for CBP.
Risk management is another key objective, which is addressed in more detail in Section 3.8. The
weighing of risks associated with each primary security objective may not be equal, nor will it be
assessed in the same way for classified and Sensitive-But-Unclassified (SBU) information and
information systems at CBP. Federal Information Processing Publication (FIPS) -199, Standards
for Security Categorization of Federal Information and Information Systems, offers guidance to
categorize information systems based on the priority of each of the security objectives. CBP
follows this guidance in categorizing its SBU information and information systems.

1.2 IT Security Program Policy and Implementation Guidelines

This handbook provides procedures and techniques necessary to implement the BLSRs relating
to management, operational, and technical controls that provide the foundation necessary to
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ensure confidentiality, integrity, availability, authenticity, and non-repudiation within the CBP IT
infrastructure and operations.

This handbook addresses the procedures necessary for implementing security requirements for
sensitive IT systems. A CBP system is any information system that transmits, stores, or
processes data or information and is (1) owned, leased, or operated by CBP, (2) operated by a
contractor on behalf of CBP, or (3) operated by another Federal, state, or local Government
agency on behalf of CBP. CBP policy mandates that all CBP computing resources be
individually accounted for as part of an IT system. IT systems encompass major applications
and general support systems.

The CBP Information Security Program does not apply to any IT that processes, stores, or
transmits foreign intelligence information pursuant to Executive Order (E.O.) 12333, to Director
of Central Intelligence directives governing the protection of intelligence information, and to
other applicable orders.

Policy elements are effective when issued. Any policy elements that have not been implemented
within 90 days shall be considered a weakness. Either a system or program Plan of Action and
Milestones (POA&M) must be generated for the identified weaknesses. After 90 days, any new
policy elements that have not been implemented shall be considered a weakness. When DHS
Security Compliance tools [Risk Management System (RMS) and TrustedAgent FISMA (TAF)]
are required to be updated to reflect policy element changes, tool changes shall be available to
CBP within 45 days of the policy changes.

1.3 Applicability

This handbook applies to all CBP personnel, contractors acting for CBP, and all authorized users
who access CBP information systems. The CBP Information Systems Security Policies and
Procedures Handbook applies to all CBP information systems used to process, store, transmit, or
receive any CBP data.

CBP Mission Statement

Information security principles and practices in this document support the basic CBP mission
stated below:

We are the guardians of our Nation’s borders. We are America’s frontline.
We safeguard the American homeland at and beyond our borders.
We protect the American public against terrorists and the instruments of terror.

We steadfastly enforce the laws of the United States while fostering our Nation’s economic
security through lawful international trade and travel.

We serve the American public with vigilance, integrity, and professionalism.

1.4 Authorities

DHS established a department-wide Information Technology (IT) security program presented in
DHS 4300A Sensitive Systems Handbook and DHS 4300B National Security Systems
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Handbook for classified systems. This policy and authority extends to CBP, a component of
DHS.

Applicable Executive orders, public laws, and national policy for this handbook include the
following:

e 5 Code of Federal Regulations (CFR) §2635, Office of Government Ethics, Standards of
Ethical Conduct for Employees of the Executive Branch

e Department of Homeland Security Acquisition Regulation (HSAR), June 2006

e Department of State 12 Foreign Affairs Manual (FAM) 600, Information Security
Technology, June 22, 2000

e DHS Management Directives (e.g., MD 0470.1, MD 140-01, MD 1030, MD 4400.1, MD
4500.1, MD 4600.1, MD 11042.1, MD 11050.2)

e Executive Order 12472, Assignment of National Security and Emergency Preparedness
Telecommunications Functions, dated April 3, 1984

e Executive Order 12656, Assignment of Emergency Preparedness Responsibilities, dated
November 18, 1988, as amended

e Federal Financial Management Improvement Act of 1996 (FFMIA), P.L. 104-208
e Federal Managers’ Financial Integrity Act of 1982 (FMFIA), P.L. 97-255

¢ Homeland Security Presidential Directive 12, Policy for a Common Identification Standard
for Federal Employees and Contractors, August 27, 2004

e National Institute of Standards and Technology (NIST) Special Publications (e.g., 800-16,
800-34, 800-37, 800-50, 800-53 Revision 1) and Federal Information Processing Standards
(FIPS) (e.g., FIPS 199, 200)

e NIST Federal Information Processing Standards (FIPS) 200, Minimum Security
Requirements for Federal Information and Information Systems

e Office of Management and Budget (OMB) Circular A-130, Management of Federal
Information Resources

e OMB Bulletin 06-03, Audit Requirements for Federal Financial Statements August 23, 2006

e OMB Circular A123, Management’s Responsibility for Internal Control, Revised, December
21,2004

e OMB Circular A-127, Financial Management Systems, Revised December 1, 2004

e Privacy Act of 1974, As Amended. 5 United States Code (U.S.C.) 552a, Public Law 93-579,
Washington, D.C., July 14, 1987

e Public Law 104-106, Clinger-Cohen Act of 1996 [formerly, Information Technology
Management Reform Act (ITMRA)], February 10, 1996

e Public Law 107-296, Homeland Security Act of 2002

e Public Law 107-347, E-Government Act of 2002, including Title III, Federal Information
Security Management Act (FISMA)

3
epic.org EPIC-18-07-31-CBP-FOIA-20190517-1stInterim-Production-pt1 000016



CBP INFORMATION SYSTEMS SECURITY POLICIES AND PROCEDURES HANDBOOK
HB 1400-05D, VERSION 1.0

e The National Security Act of 1947, dated July 26, 1947

1.5 Document References
Applicable documents used in the preparation of this handbook are listed below

Public Law

Public Law 100-235, Computer Security Act of 1987, January 8, 1988

Public Law 101-576, Chief Financial Officers (CFO) Act of 1990

Public Law 104-106, Information Technology Management Reform Act of 1996, Section 5131

Public Law 106-398, National Defense Authorization Act of 2001

Public Law 107-347, E-Government Act of 2002 (includes FISMA, Title III)

Public Law 107-347, Federal Information Security Management Act of 2002, Title III — Information Security
Executive Orders

Executive Order 13200, President’s Information Technology Advisory Committee, Further Amendment to
Executive Order 13035, as Amended, Signed: February 11, 2001

Executive Order 13215, President’s Information Technology Advisory Committee, Further Amendment to
Executive Order 13035, as Amended, Signed: May 31, 2001

Executive Order 13228, Establishing the Office of Homeland Security and the Homeland Security Council, Signed:
October 8, 2001

Executive Order 13231, Critical Infrastructure Protection in the Information Age, October 16, 2001

Homeland Security Presidential Directive 7, Critical Infrastructure Identification, Prioritization, and Protection,
December 17,2003

Federal Guidance
OMB Circular A-130, Appendix III, Security of Federal Automated Information Resources
OMB Memorandum M-06-16, Protection of Sensitive Agency Information, June 23, 2006

OMB Memorandum M-03-22, OMB Guidance for Implementing the Privacy Provisions of the E-Government Act
0f 2002, September 26, 2003

OMB Memorandum M-04-04, E-Authentication Guidance for Federal Agencies, December 16, 2003

OMB Memorandum M-07-16 Safeguarding Against and Responding to the Breach of Personally Identifiable
Information, May 22, 2007

9/11 Act of 2007, Increased Mission Requirements for Chief Privacy Officer

OMB Circular A-123, Management’s Responsibility for Internal Control, Revised, December 21, 2004

OMB Circular A-127, Financial Management Systems, Revised December 1, 2004

OMB Bulletin 06-03, Audit Requirements for Federal Financial Statements, August 23, 2006

OMB Bulletin 01-02, Audit Requirements for Federal Financial Statements, October 19, 2000

FIPS 199, Standards for Security Categorization of Federal Information and Information Systems, February 2004
FIPS 200, Minimum Security Requirements for Federal Information and Information Systems, May 2006

FIPS 140-1 (January 1994) and FIPS 140-2 (May 2001), Security Requirements for Cryptographic Modules

NIST SP-800-18, Guide for Developing Security Plans for Information Technology Systems, Revision 1, February
2006
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NIST SP-800-21, Guideline for Implementing Cryptography in the Federal Government, Revision 1, December
2001

NIST SP-800-30, Risk Management Guide for Information Technology Systems, July 2002

NIST SP-800-37, Rev. 1, DRAFT Guide for the Security Authorization of Federal Information Systems: A Security
Life Cycle Approach, August 2008

NIST SP-800-47, Security Guide for Interconnecting Information Technology Systems, August 2002

NIST SP-800-48, Wireless Network Security for IEEE802.11 a/b/g and Bluetooth, August 2, 2007

NIST SP-800-53, Recommended Security Controls for Federal Information Systems, Revision 1, December 2006
NIST SP 800-53A, Guide for Assessing the Security Controls in Federal Information Systems, 6/2008

NIST SP-800-55, Security Metrics Guide for Information Technology Systems, July 2003

NIST SP-800-55, Performance Measurement Guide for Information Security, Revision 1, July 2008

NIST SP-800-65, Integrating IT Security into the Capital Planning and Investment Control Process, January 2005
NIST SP-800-63, Electronic Authentication Guidelines, Draft, February 20, 2008

NIST SP-800-61, Computer Security Incident Handling Guide, March 2008

NIST SP-800-98, Guidelines for Securing Radio Frequency Identification (RFID) Systems, April 2007

CNSS Instruction No. 4009, National Information Assurance Glossary, Revised June 2006

CNSS Instruction No. 1001, National Instruction on Classified Information Spillage, February 2008

Code of Federal Regulations (CFR) §2635, Office of Government Ethics, Standards of Ethical Conduct for
Employees of the Executive Branch

Departmental/Agency Policy
DHS, Sensitive Systems Handbook 4300A, Version 6.1.1, October 31, 2008

DHS, IT Security Procedural Guide, Developing a Contingency Plan (Appendix 1 of DHS Security Program
Handbook)

CBP, System Life Cycle Handbook, CIS HB 5500-07B, Version 1.2, October 16, 2008

Department of Defense Directive 8100.2, April 14, 2004, Use of Commercial Wireless Devices, Services, and
Technologies in the Department of Defense (DoD) Global Information Grid (GIG)

1.6 Information Systems Security Policy Hierarchy

Federal security policy flows from the executive level and Public Law to Department and Bureau
levels. Development of policy at the national level generally begins with the creation of an
Executive Order (EO), a Presidential Decision Directive (PDD), or a Public Law (PL). Other
organizations such as the National Security Agency (NSA), the National Institute of Standards
and Technology (NIST), and the Office of Management and Budget (OMB) also provide
guidance and directives for policy development. Federal agencies use these orders, directives,
laws, and guidance to generate policies and practices applicable to their organizations. Figure
1.6, Security Policy Development depicts the flow of points of policy origination for CBP.
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Figure 1.6: Security Policy Development
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1.7 Policy Overview

Security of federal information systems is mandated by law. (See Section 1.5) Information
security policy regulates how an organization protects and assigns resources to achieve its
security objectives. Security safeguards and countermeasures are selected as a result of risk
assessment activities. The overall CBP information technology security program encompasses
the architectural framework that contains applications, networks, hardware, software, services,
processes, policies, documentation, and resources that assist in accomplishment of the CBP
mission. Funding of CBP is closely tied to the robustness of its security program, which must be
reported annually to the Office of Management and Budget (OMB). Great importance is given to
security certification and accreditation of applications and systems. Security status of a project is
weighted heavily in Congressional funding considerations. (Refer to Section 3.2.1 Investment
Management Process.) Section II.B of the OMB Exhibit 300 annual report requires detailed
reporting on the security program.

The statement that security is everyone’s responsibility is absolutely true. System owners,
operators, developers, and users of information systems each have a responsibility to protect IT
data and resources. Managers and supervisors should provide appropriate security controls for
any information resources entrusted to them. Managers and supervisors must be aware of the
sensitivity and criticality of their data. In order to protect this data, managers should ensure that
all IT users are aware of required security practices and procedures. Users of CBP systems have
the responsibility to learn and follow the policies and procedures governing the use of CBP
resources.

CBP IT security policies delineate the security management structure and foundation to measure
progress and compliance. Policies in this document are organized under three areas:
management, operational, and technical.

e Management Controls — Focus on managing both the IT security system and system risk.
These controls consist of risk mitigation techniques and concerns normally addressed by
management.
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e Operational Controls — Focus on mechanisms primarily implemented and executed by
people. These controls are designed to improve the security of a particular system, or group
of systems. These controls require technical or specialized expertise and often rely on
management and technical controls.

e Technical Controls — Focus on security controls executed by IT systems. These controls
provide automated protection from unauthorized access or misuse. They facilitate detection
of security violations, and support security requirements for applications and data.

1.8 General CBP Security Policy

All information technology that generates, stores, processes, transfers, or communicates sensitive
information shall be protected at a level commensurate with the threat. The following security
practices, therefore, are necessary.

epic.org

New system acquisitions, system development, and modifications to existing systems
must be coordinated with the Security and Technology Policy (STP) Branch.

It is recommended that a label be affixed to media containing Sensitive-But-
Unclassified (SBU) information, especially in environments where both sensitive
information and classified information are processed. Labels stating “this medium is
unclassified” are available from General Services Administration (GSA) [Standard
Form (SF) 710]. Unless otherwise specified, SBU data should be labeled as “For
Official Use Only” and safeguarded against unauthorized disclosure, modification,
access, use, or destruction. (See Section 4.3 media controls for details.)

All Major Applications (MAs) and General Support Systems (GSSs) must be certified
and accredited to comply with required security controls.

Connections between CBP information systems and any other systems or networks not
under CBP authority are unauthorized, unless documented by a formally approved
Interconnection Security Agreement (ISA) signed by the Deputy Director, Enterprise
Data Management and Engineering Division (EDME)/Office of Information and
Technology (OIT). If the system or network not under CBP authority is owned by
another DHS component, an ISA is still required. The non-CBP system representatives
must have the authority to represent their organization, when defining security
requirements to be included in the ISA. (See Attachment N)

The non-CBP signatory representative(s) must have the authority to accept the system
risk incurred by the connection to CBP. One non-CBP signatory authority would
belong to the organization owning the information system at the point of connection to
CBP. The organization that owns the data to be transferred through the interconnection
may also be a stakeholder in the interconnection. Therefore, an individual from one or
more organizations participating in the interconnection (e.g., the system owner and the
data owner) may be the signatory authorities representing the non-CBP side of the
connection. Because non-CBP organizations are participants in the ISA and are
required to sign the agreement, CBP may have to be somewhat flexible in adhering to
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the ISA Template. The Information Systems Security Officer (ISSO) assigned to the
system should be contacted before any modifications to the template are made.

6.  CBP information systems are for authorized CBP business only. “Limited Personal
Use” is authorized under the conditions specified in Section 4.8.9.

7. Appropriate physical, administrative, and technical safeguards will be implemented and
maintained to ensure the most cost-effective security safeguards exist. These safeguards
will be consistent with the approved CBP enterprise architecture to ensure proper
integration and interoperability.

8.  Installation of assistive software, hardware, or other adaptive devices is subject to
standard CBP security testing and change request processes before introducing these
products to the production environment. Such adaptive devices and/or software must
not degrade or circumvent established system security controls.

9. The requirement to protect Privacy Information is a federal law. CBP systems of record
will be afforded the level of security protection commensurate with the level of
safeguards required by Federal Privacy Law. For more information on Privacy Law
implementation within CBP, contact the CBP Privacy Law Advocate within the Office
of Regulations and Rulings (OR&R).

10. Users have no expectation of privacy when using CBP network resources, including the
use of electronic messaging, Internet, and other CBP applications and systems.
Acceptance of this condition is positively validated when users log onto the network

1.8.1 Security of Non-CBP Sites

Organizations providing contracted services to CBP at other than CBP facilities must adhere to
the security policies described within this document to include federal policies and regulations.
Services provided by non-CBP sites are integral parts of CBP Major Applications (MAs) or
General Support Systems (GSSs) and must be considered within the system boundaries of the
Certification and Accreditation (C&A) of the applicable information system.

All CBP information systems must be properly accredited. The Assistant Commissioner, OIT
must certify and accredit information systems that are functionally owned and managed by CBP.
Any CBP information system operating without the approval of the Assistant Commissioner,
OIT is not considered accredited, regardless of any other accreditation, unless there is an explicit
written Memorandum of Understanding that provides different policy.

Non-CBP sites are subject to the same security review as government owned or controlled sites.
The reviews are conducted in accordance with the Federal Information Security Management
Act (FISMA) of 2002, which states in the relevant section:

“The head of each agency shall be responsible for providing information security protections
commensurate with the risk and magnitude of the harm resulting from unauthorized access, use,
disclosure, disruption, modification, or destruction of information systems used or operated by
an agency or by a contractor of an agency or other organization on behalf of the agency.” (H.R.
2458—151, section 3544).
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The goal of the information system security review effort is to ensure that sensitive CBP
information being processed at non-CBP facilities is appropriately protected commensurate with
federal law, CBP policies, DHS regulations, and security best practices. The objectives of the
security reviews are to assess the effectiveness of security controls in place at all facilities,
identify areas of strength and weakness, assist in corrective measures, and issue resolution where
necessary.

Guidance for a self-evaluation of the security controls implemented to protect CBP information
systems (i.e., Major Applications [MAs] and General Support Systems [GSSs] as listed in the
CBP system inventory) compliance with CBP security policy. The self-assessment used by CBP
is found in the NIST SP 800-53, which provides a detailed checklist for 17 security areas. STP
staff, namely the Information Systems Security Officers (ISSOs) will complete the self-
assessment templates generated by the DHS Risk Management System (RMS) tool. Based on
DHS requirements, artifacts produced by security reviews of government or
contractor/consultant facilities will be completed for each MA or GSS system, but not
necessarily for each individual site. Independent audit agencies may validate the results of the
completed self-assessments of CBP information systems.

1.9 Penalties and Offenses

All users authorized to access CBP systems are responsible for reading and complying with the
policies in this handbook, as well as other CBP policies that govern standards of behavior within
CBP. Failure to comply with these policies subjects a violator to the published penalties. These
are available on the CBPnet using the following link:

http://www.cbp.gov/xp/cgov/careers/neo kit/additional info/standards of conduct/

Supervisors and managers are responsible for determining appropriate disciplinary action and
applicable penalties for violations. Although some infractions may incur progressive disciplinary
actions, others may be serious enough to warrant removal.

1.10 Waivers and Exceptions

Waivers from or exceptions to CBP or DHS policy may be requested from DHS or CBP policy
requirements.

All waivers and exception requests for a specific system shall include the system name and
system TrustedAgent FISMA (TAF) Inventory ID.

Any waiver or exception request should be handled at the same classification level as the system,
either unclassified or classified. For an unclassified waiver or exception, which includes the
identification of system vulnerabilities, the request should be marked “For Official Use Only.”

Any waiver or exception request from DHS policy shall be made to the Certifying Agent (CA)
through the Information Systems Security Officer (ISSO) with the concurrence of the business
owner and system owner. The request is then vetted through the appropriate Security and
Technology Policy (STP) Team. The formal request is submitted through the Chief Information
Security Officer (CISO) to the DHS CISO.

Any waiver or exception request from CBP policy shall be submitted to the Certifying Agent
(CA) through the Information Systems Security Officer (ISSO) with the concurrence of the
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business owner and system owner. The request is then vetted through the appropriate STP Team.
The formal request is submitted through the CISO to the AO for final approval.

1.10.1 Waivers

A request for a waiver to any portion of DHS or CBP policy may be made, for up to 6 (six)
months, any time DHS or CBP policy requirements cannot be achieved. Waiver requests shall
include the operational justification, risk acceptance, risk mitigation measures, and a plan for
bringing the system into compliance.

If a Material Weakness is reported in an Audit Report, and the control weakness is not scheduled
to be remediated within twelve months, a waiver request must be submitted as described above.

If the Material Weakness is against a financial system, the CFO must also approve the waiver
request before sending it to the CISO or through the CISO to the DHS CISO.

The Commissioner shall approve any waiver request that results in a total waiver time exceeding
12 months before sending it to the DHS CISO and the waiver must be reported as a material
weakness in the Federal Information Systems Management Act (FISMA) report.

All waiver requests must identify the POA&M for bringing the system procedures or control
weakness into compliance. In all cases waivers should be requested for an appropriate period
based on a reasonable remediation strategy.

1.10.2 Exceptions

Exceptions may be requested whenever an office is unable to bring a system control weakness
into compliance or requires a permanent exception to DHS or CBP policy. Exceptions are
generally limited to systems that are unable to comply due to detrimental impact to mission,
excessive costs, and/or clearly documented end of platform life for non-essential systems within
18 months, commercial-off-the-shelf (COTS) products that cannot be configured to support the
control requirement, etc.

This request shall include the operational justification, risk acceptance, and risk mitigation
measures.

The resulting risk also must be approved and accepted by the Authorizing Official (AO) and by
the CFO if the system is a financial or mixed financial system.

1.10.3 Waiver or Exception Requests

For waivers to or exceptions from DHS policy, the Waiver or Exception Request Form, located
in Attachment B of the DHS 4300A Sensitive Systems Handbook shall be used. For waivers to
or exceptions from CBP policy, a memorandum, which is located as an asset in the OIT PAL
shall be used. A Privacy Threshold Assessment (PTA) may be required as part of this process as
well.

ISSOs, audit liaisons, and others may develop the waiver or exception request, but the CA must
submit the request through the CISO.

Justification for the waiver request should document mission impact by the operational system,
as well as efforts to mitigate the risk based on descriptions of counter measures or compensating
controls currently in place.

10
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Anry wasver of exception requests for Chief Fasancial Officer (CFO) destgmniod systenns mast
addtcmally be submitted 10 and approved by the CFO

Axy warver of exception requests for Privacy Seasstive Systems st additiooally be subatied

1o, sad approved by. the Privacy Officer in writing. Justification for the exception requests
should mclude cost trade off justification aad or system hifecyche considerations.

All approved warver and exception reguests must be directed to the CISO, and if the warver and
excepton request s from DHS policy, from the CISO 10 the DHS C1S0O.

Systems wrbost an ATO when thes policy i issued shall comply with all of
its poliy stalcineass o obeam appropuiate warven and of excopaom
Systcms wolk an ATO when fhas policy s isssed shall comply wiik all of s

L1030 | policy ststcsscnts within nusety (99) days or obtain sppeoprate warvers and 'or PL-1
excepions. (A new ATO i caly roquaed foe sigmaficant changes. )

Each waiver or exooption roquest shall mciude the system name. and systom
TrestedApent FISMA (TAF) lavestory 1D, openatosal pusafication. and nsk M3
nEgahos

System Oaners shall request 2 waiver wheaever they are temporurily uable
11034 110 comply fally with any pormon of ths policy

Al wasver requests Sl idessefy the POAKM for brngang the syvicm o CA-S

CISO all appoove all waiver requests subauttug % the DS
L1osr C150. o p— CA6

Roguests swibenimod withou! wafficicnt mformation will be renurned foe CAS
LI03E | clanification prics % making 3 decison

A waiver shalll be rsved for six (6) months or kess. The DHS CISO reserves
the right 50 tssne waivers for loager San six (6) mosths @ exceptional
L1030 | civesom. Waaivers may be seocwed by Sollowing She same process 3 in e
wartaal rogues!.

The Assesiant COmmisoncs must Appeove sy waver roequest that results in
& total waiver e exceedamg twelve (12) msonths before sending it o the
LA034 | DES CISO. The waiver must also be reponad as 3 matenial weakness in the
Component”'s FISMA repoct

CBP shall rogecs! an excoption whenever they are penmancatly unablec 1o CAA
11035 | comply flaily with any portios of fis policy.

CAA

CA4
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S CBE Palicy Stasements

All vuch warvers sall be reported @ the Component s FESMA repost

The DHS CFO must appeove all eguests for warvers and exceptions for
Gnancial sysienn pose 10 thewr subauvieon 10 the DHS C1S0.

The DHS Clucf Porvacy Officer st approve all rogoests for wasvers and
exoeptons for designated privacy syssams poor to their submssion 1o the CA6
DHS C1S0.

L1004 US, Citizen Exception Requests

Special procedures apply for exception 10 the requirement that persoms accessamg DHS systemns
be US. Citzzems (sew Section 4.1.1). Under nonmal conditions, only US. Citizens are allowed
access 10 DHS systouns and networks, however, at tiumes there is a soed 10 grant access %o foreign
naticmals. Access for foreign natsosals ts nonsally a loog-term committuent, and exceptions 10
sppeopnate policies are treated sepasately from staadard exceptions sad warvers. The appeoval
chain for an exception 10 the United States (U S, ) Cinzenship roquirement fows theough the
CISO 10 the DHS CISO. Astachanent J 1o the DHS 4300A Sessative Systems Handbook provides

m clectronsc form for rogeesting exceptions 10 the US, Citzenship requirement

e CRP Policy Statements Rebevant

Pervons of dual cnzenship, where one of the onrembags mciodes U S,

LA Chtizensdip, shall be weased as US. Cinizens for the pusposes of this dwective.

The Systom Ouner shall veboat cach roqoest for exception % the United States
11040 | Citizenship policy 1o the CISO. The CISO shall obtam concumonce Som the Ps.3
DS CI50.

Addmsotal conpemating controls shall be mamtained for foreign natiomaks,

LI0AS | ased on naticas lists maitained by the DHS CISO. -

111 Isformation Sharing and Communicatioa Strategy

The DHS Enterprise Operations Center (EOC) exchanges mformation with CBP sad other
Component SOCs and Network Operations Cemters (NOCs), the Homeland Secure Data
Network (HSDN) SOC, the Intelligence Conununity, and with external ceganizatons m order to
Bacalitate the secunity and operation of the DHS network. Thas exchange enhances situational
awarcness and provides a conumnon operating pictare %0 network managers. The operating pecture
s developed from mformation obtaned from “raw™ faalt, configuration masapement,
sccountng, performance, and secunty data. Thus data 1 mosotored, collectod. smlyzed,
processed, and reported by the NOCs and SOCs,
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The DHS EOC s responsable for commmanicating other information such as incsdent reponts,
notifications, velserability alerts and operatsonal statmes 10 the Component SOCs, Component
CISOSISSMs or other idestified Composent possts of coatact.

The DHS FOC portal implemsents rode-based user profiles that allow Components 1o use the
website's mordent database capabilitses. Users assigned to Component groups shall be able to
perform actions such as

o Entermg modent mformation 1o the DHS FOC incsdent database

o Generating preformatted incadent reports

o [lmsating quenies of the incadent database

o Viewssg FISMA incsdent seporting numbers

e Aumtomating postions of the Information Secunty Vuloerabilsty Managemsent (1SVM)
feogIam

o Automating portions of the veloerability assessment program

o CBP Policy Statements it

For DHS parposes, electronss sigaanures are preferred 10 pen and ok or
L1la | Dosissde signanmes 1 all cases, except whese pen and sk sgsanures are

roquuired by public law. Execumrve Ovder, of other agency roquecinests.
Componcnty ¢ cucomapad 10 usw cloctronsc sipmaiees whenever possable

L1kL

muwmwmumxm
Lite s cument, electrogecally vernfiable, and isued by a modsun or begh
At ssuance DHS Cenificanon Authoney o other seedinen or high CA under the
FBWG or Comunon Asthorty.

112 Changes to Policy

DHS 4300A Policy and DHS 4100A Scasstive Systems Handbook serve as the foundation for the
secunty policies contamed m thas Hasdbook. However, there may be additooal policy areas that
addressod within the 1400-05D that were pot addessed by DES or are addressed more stotly
tham the DHS 4300A docusments

For umerpretation of clanficanca of CBP mfoemation secunity policses found n this policy
document, contact the CBP CISO or the CHBP Secanty Policy Team ot

Secunty Poleyrsbe dhs goy.

Chamges 10 this policy sad to the handbook may be requested by subaatting an cmail request 1o
the Secunity Policy Teamn ot SecunityPolicvdicbp dies gov.
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Policy Redevast
D DHS Policy Statements Costrols
1122 | The CBP CISO shall be the fou clanfication, md Pl

modificanon of the CEP 1800-05D Hawdbook (nchesive of all appendices and

Hrahanctin)
LI20  | The CBP CISO shall update the CBP 1800-05 2 lean! anmually, -l

4
000027

epic.org

EPIC-18-07-31-CBP-FOIA-20190517-1stInterim-Production-pt1



CBP INFORMATION SYSTEMS SECURITY POLICIES AND PROCEDURES HANDBOOK
HB 1400-05D, VERSION 1.0

2.0 ROLES AND RESPONSIBILITIES

Designated personnel play a major role in the planning and implementation of IT security
requirements. Security is an inherently governmental responsibility. Contractors and other
sources may assist in the performance of security functions, but a government individual must
always be designated as the responsible agent for all security requirements and functions.

All personnel who manage, design, develop, program, and operate the CBP infrastructure have
responsibilities that contribute toward CBP success. All personnel must be aware of their roles
and corresponding responsibilities in maintaining information security. This section describes
key roles with their associated responsibilities. Additional responsibilities for each of the roles
are provided in Section 3.0 (Management Controls), Section 4.0 (Operational Controls), and
Section 5.0 (Technical Controls). Key roles include:

Principal Authorizing Official (PAO)

Authorizing Official (AO)

Chief Financial Officer (CFO)

Chief Information Security Officer (CISO)/Certifying Official (CO)
Certification Agent (CA)

Information Systems Security Officer (ISSO)

Supervisors and Managers

System Administrators and Network Administrators

End Users

Figure 2.0 depicts security responsibility relationships and key roles within the CBP Information
Security Program.

15
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Figure 2.0 Security Management Roles and Respoasibilities
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21 Commissioner Principal Asthorizing Official

The Commussaoner of CBP 15 the Prmcipal Authonzing Official respossable fos all CBP systems
The e of Prscipal Authonzing Oflscial and the associated respossatality canmot be delogated
However, the Commmussionet s operational sshonry for the CBP Inforssation Secunty Program
s dedegated 10 the Assastant Comssasaoner, Ofhce of Infoamation and Technology (OIT). The
Asststant Comsmsaomer, OFT 1 the Authonang Ofhical (AO), descnibed mn Section 2.2 2 below

The Comunesssones 's yespoasabality mehades envanag that all sforssation, ¢lassled of
unclassified, and all CBP smomated smformation systenss and their data are protected m
sccordance with congresssomal aad presidentaal directives
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Palicy CBP Pelicy Staement

—
The Conmmmsicnct of CHP shall covere St ndformmateon sysicms and e data

21 | e sufficiendly peotected

Withan the DHS secunty stracture, the CBP Commmussioner will;

1. Establnd ssintasm and oversee the CBP Information Secursty Program incloding s
Cernficatson sad Accroditation (CRA) progeass.  This respossabulity incdades the
highest Jevel of secunty masagement oversaght of the developmment and implementation
of all new or substantially modified CBP systems.

2 Appomt the Assstant Commussacner, OIT as the Authonsng Offical (AO) of CBP.
Delegate the suthonity tn wriing 10 the AD 10 approve or disapprove the operatscn of
all systenss fanctioning withun CBP.

1 Appomt Cheef Information Officers (ClOs), as documented in DHS security policy.

4 Appomt m wiiting the Director, Secunty and Technology Policy (STP) Branch,
Information Secunity Officer (C1S0) of CBP.

S Cemfy and report atmmally the adequacy of the CBP Inforsation Secursty Program 1o

the DHS CISO.

6. Enswe that secunty of CBP mformation systems s an imtegral past of the life cycle
MDA REIICT! PEOCESS.

7. Enwvare that perfonmance measuremnent roquiretsents are unplomentod meo sanagensent
of the CBP secunty program

£ Establash o Computer Secunty Incudent Response Center (CSIRC) with an interface 1o
sppropniate natiomal-level CSIRC, DHS Compater Emergency Readmess Team

(CERT) sad US-CERT.

9. Establnd a comtralized program for mfoomaios sysioms secunily oducalnon, g,
ad ywatoness.

10.  Ensare that organizations plan, bodget, allocate, and spend adeguate resources m
support of mformanon systems secunty.

11.  Ensure data for IT systems are entered into the apyeoprate DHS Secunity Managesnent
Tool 10 sspport DHS IT secunity oversaght and FISMA reporting sogescoments,

17
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2.2 Awistant Commissioner, Office of Iaformation Technology

The Assistant Commasaomer, Office of Infoemanca and Technology (O1T) & the AO who s
appomted m writing by the Commuissioner. The Asssstant Commussiones, OIT has the authonty
to e formal responsibility on behalf of the Comumisssoner for operating all CBP systems &
a acceptable level of nsk. The Assastant Commusssoner, OIT has ssthonty 1o accredit all CBP
mformation systems and to accept nek for the secanity posture of the data and systems. Withem
the DHS secunty structare. the OIT Assistant Commissioner is also the Chief Information
Officer (C1O) for CBP

221 Chiel Information Officer

The CIO » responsible for CBP mfonmation systems and thew secunty as well as for ensunmg
FISMA compliamce within the CBP.

"I;" CRP Pelicy Statement Rebevant

The Componest C1O 2all develop and mansam the Component sfonuation
Scoury Prograss.
The responsabilines of the Clief Infonuation Officer (C10) mclode the followmg:

2212

1. Estblsh and oversee the CBP Informanon Secunty Progeass.

2 Enswe appoimtment of a CISO and ensure that the CISO has resources 10 assist m
cnswing complance with DHS and CBP Poliy:

3 Enwwre that e Authonzing Official (AO) has been appoimted for all CBP IT systems
and serve as the AO for all TT systems,

4. Envwe that IT secunty concerns are addressed by Configuration Control Boards, the
Architecture Review Board, and the Investment Review Board.

S Eovae that aa acomate IT systoms mventory s establinbed and mamtained.

6 Envwe dhat s IT secunity perfonmance metnics program is developed, implemsented,
and funded.

7. Adwvise the DHS CIO of any 1sswes regarding safrastrocture prosection, valnerstalities
or issues that may cause public conoemn or loss of credibiliey

£ Enwe that incadents ase seported 10 the SOC within required reposting tieses as defined
= Anachunent F of the thes handbook.

9 Work with the DHS CIO and Public Affasrs Office in preparation for peblic release of
secunity incident mformation. The DHS ClO, or designated representative, has sole
respousibility for public release of secunity incadent mformatson
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Envwe complisace with CBP and DHS IT policy.

Exvsure that all IT systems soquisition documents, sncluding existmg coatracts, inchade
appropriate information secunty requirements and comply with CBP mformaton
secunty policies.

Faosre that systoms owners ssdontand and approprately address rdks, mcluoding
mterconnec vty with other prograts sod systoms cutade thew coatrol,

221  Authorizing Official

The AO formally assumes responsibility for operating an informaton system af an acceptable
level of nsk. He or she shall be a senior management official and a Federal employee or malitasy

member
Policy Referant
n CEP Policy Statemenls » :
23221 The ClO shalll xct 3 the AO for CBP eatarpeise mionmation sysiems o shall CAS
\ designaie co¢ in wiiting.
2220 | An AD may be respomnible or moee San ooe syviem CA4
The AO shalll review aad approve any individual sequinng adummistrator
222¢ | povileges. The AO sy deficgate ths dury 10 the APPeOPOAc sysicm owBer Of AC2
Program Manager

The respousibilities of the Authonizing Offical {AO) inclode the following tasks:

"~

-~

epic.org

Grant the fonmual accreditation or Approval-To-Operate (ATO) for a CBP information
syvtem.

Aggeove duapguove syslem accreditation, o msue an lntenm Authoaizaton 1o Operate
(TATOs mary be tssued only for systems s development testing o for prototypes).

Termunate system operation if secunty conditions warrant such actoa.

Envre key coutral compliance is well-documnented and sonually sestod as part of the
sccroditateon of systens supporting: 1) FISMA, 2) Pravacy Sensitive Systenss, aad 3)
Cheef Funancaal Officer designated Financial Syssems.

Rogawre secunity safeguands, if mecessary, greates tham the safegnards specifiod m the
accreditanon package subauned for approval. Thes determination will be based on the

sensitivity or classafication level of the data and the operating euvironment of an
wfonuation system

19
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10.

1.

12.

13.

14.

15.

16.
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Withdraw accreditation and suspend operations when necessary. Grant waivers and
exceptions to CBP policy when circumstances warrant and waivers are not in violation
of applicable regulations. The AO can grant waivers and exceptions to CBP policy.

Complete the following steps before authorizing an information system that does not
include all the security requirements specified in this handbook:

a.  Provide written notification to other Assistant Commissioners owning the data
and information system of any security requirements that have not been
implemented, their residual risks, and mitigating safeguards. Review and
approve corrective actions necessary to mitigate residual risk.

b. Provide the Authorizing Official and/or an individual with the authority to
accept the risk of a non-CBP system connected to a CBP system with a written
list of any security requirements that are not implemented, their residual risks,
and mitigating safeguards.

c.  State in the accreditation document that the Assistant Commissioner, OIT,
understands and accepts responsibility for the residual risk, if any, of operating
the system.

Task the CISO with the development, implementation, and maintenance of an adequate
CBP-wide Information Security Program. Within this security program, include the
development of procedures necessary to implement applicable security regulations,
directives, and publications.

Task the Deputy Director, EDME, to formally review and approve all Interconnection
Security Agreements (ISAs) that permit the interconnection of CBP-owned systems
with any non-CBP-owned systems.

Ensure that operational information systems security policies are promulgated for each
system for which the Assistant Commissioner, OIT has approval authority.

Establish, implement, and maintain an information system security education, training,
and awareness program.

Report security discrepancies, vulnerabilities, and threats, when applicable, to the non-
CBP authorizing official of interconnected systems.

Approve incident-reporting procedures.
Ensure technically qualified personnel perform security functions.

Ensure any individual requiring administrator privileges is reviewed and approved. The
AO may delegate this duty to the appropriate system owner or Program Manager.

Incorporate security throughout the system life cycle (SLC) process.

20
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17. Ensure data ownership is established for each information system, to include
accountability and access rights.

18. Review Notices of Findings and Recommendations (NFR) and Plans of Action and
Milestones (POA&M).

19. Review and approve corrective actions necessary to mitigate residual risks.

23 Chief Financial Officer Designated Financial Systems

CBP maintains systems defined by the DHS Chief Financial Officer (CFO) as financial systems
based on OMB Bulletin No. 06-03, Audit Requirements for Federal Financial Statements, and

(b) (7)(E) , Cross Servicing Assertion, and
Draft OMB Bulletin 01-02. The DHS CFO identifies financial systems subject to OMB A-123
and Internal Controls over Financial Reporting (ICOFR) requirements (“CFO-designated
financial systems”). These designated financial systems require additional management
accountability and effective internal control over financial reporting. For CFO-designated
financial systems, additional CBP specific roles and responsibilities are summarized in this
section.

For CFO-designated financial systems, additional roles and responsibilities are summarized in
this section. (NOTE: The DHS CFO-designated financial systems require additional
management accountability and effective internal control over financial reporting, as outlined in

Section 3.18)

2.3.1 Chief Financial Officer

The Assistant Commissioner of the Office of Finance is the Chief Financial Officer (CFO)
within CBP. The CFO is mandated with the authority to serve as the Authorizing Official for all
CBP systems that were designated financial systems by the DHS CFO. The Assistant
Commissioner's CFO operational authority for the designated financial systems may be
delegated in writing to the Deputy AC of the Office of Finance. The CFO, working with the
respective system owners, is responsible for overseeing implementation and compliance of IT
controls for DHS CFO-designated financial systems. The CFO:

1. Works with the CIO and owners of all designated financial systems to help ensure the
reliability of financial data processing through the systems.

2. Develops and establishes policies and procedures regarding automated application
controls for software processing of financial data.

3. Remediates automated application controls deficiencies.

4.  Works with system owners to designate an Information System Security Officer (ISSO)
for each of the designated financial systems as defined in Section 2.8.1.

5. Tracks and monitors progress of automated application controls remediation efforts.

21
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9.

10.

Works with system owners of designated financial systems to ensure remediation of IT
general controls (ITGC) deficiencies related to IT policies and procedures.

Approves accreditation of enterprise designated financial systems, if not already
identified as the Authorizing Official (AO). In this role, accept security risk identified
during audits of designated financial systems, on behalf of CBP.

Works with CIO to incorporate user requirements for new financial applications or
upgrades to existing financial applications.

Works with the CIO to integrate and test CBP-wide business continuity plan.

Coordinates with the CIO to identify the financial data needed to be backed up and
recovered.

2.3.2 Chief Information Officer

The Chief Information Officer (CIO) is responsible for overseeing implementation and
compliance of CFO-designated financial systems. The CIO shall:

epic.org

Review and evaluate the CFO-designated financial systems to ensure ITGCs are in
place and working effectively.

Work with the system owners to ensure remediation of ITGC deficiencies related to
CFO-designated financial systems.

Track and monitor progress of ITGC POA&Ms and remediation efforts.

Ensure completion of Memorandums of Understanding (MOUs) and Interconnection
Security Agreements (ISAs) for CFO-designated financial system interconnections with
any system not owned by DHS; ensure that they include appropriate security clauses;
and monitor service provider for compliance with MOUs and ISAs.

Implement the CBP-wide system development lifecycle methodology and monitor user
compliance with this methodology.

As part of developing new financial applications or updating existing applications,
integrate CFO feedback to ensure user requirement are adequately addressed.

Develop and test CBP-wide disaster recovery plan. Coordinate with the CFO to
incorporate business continuity requirements and test on a periodic basis.

Based on CFO requirements, execute policies for the routine backing up and recovery
of financial data. Implement policies and procedures for rotating back-up media off-
site.
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2.3.3 Financial System Owners

Systems owners are responsible for implementing and monitoring CBP policies, processes, and
procedures related to the integrity of the data processed through the application and ongoing
business processes. They are required to maintain the security of the technical and operational
environment hosting the financial applications. Owners of CFO-designated financial systems:

1.  Work with the CISO to ensure designated financial systems are properly secured.

2. Designate an ISSO for each of their respective designated financial systems as defined
in Section 2.8.1.

3. Ensure ITGCs are implemented and tested as required in DHS and CBP policy.
4.  Develop, implement, and test application controls, as appropriate.

5. Ensure the completeness, accuracy, validity, and security of data inputs into, processed
by, and output from the financial application.

6.  Ensure that Interconnection Security Agreements (ISA) are completed and enforced.
7. Ensure that system POA&Ms are prepared and implemented with resources identified.
8.  Ensure resources are available for correcting weaknesses.

9. Review and update the security of IT systems within their program area, in consultation
with the CIO and CISO, at least annually.

10. Prioritize security weaknesses based on material weaknesses, external audits, and
program assessments.

11. Comply with system development life cycle methodology for new system
implementations or modifications to existing systems.

12. Participate in the developing and testing of disaster recovery/IT contingency plans for
CFO-designated financial systems.

13. Ensure that security assessments of key security controls (i.e., ST&E, & SAR) for CFO
Designated Systems are completed annually in Trusted Agent FISMA (TAF). This
includes updating the ST&E and SAR annually.

2.4 Other Assistant Commissioners

The head of each CBP office shall support the CBP Information Security Program by
participation in the activities listed below.

23
epic.org EPIC-18-07-31-CBP-FOIA-20190517-1stInterim-Production-pt1 000036



CIP INFORMATION SYXTEMS SECURETY POLICTES AND PROCEDURES HANDIOOK
HB 1800.05D. ViRaon 10

Enforce the mformation systems secunty policies and procodures set forth i thi
hasdbook, scluding the sppomtment of the Informanon Systetns Securnty Officen
(ISSOs) in writeg, &s appropoiate, who will repoet to the CISO.

Provide mformation %0 the CISO conceming the seasativity of mformation under the
Assistant Commmassioner’s purview, Thay mfoamatson will asast in the decinon
regaeding the secunty features that seed 10 be operative, 1 order 10 prosect the
mformation withen the application. Thas mformation should be provided durng system
development and updated whenever there is a change

2.5 Chiel Information Security Officer

The Chief Information Security Officer (CIS0) is responsible for all aspects of FISMA
compluance. Thes designation shall be made m witing by the Cloef Information Officer, with the
concarence of the DHS CISO. The CISO mwust provide a SOC that comphies with the DHS
Security Operations Concept of Oporations (CONOPS) (unclassified classafied). The CISO w the
Chaef of the Secunity and Techaology Policy (STP) Branch sad s appomted by the
Comumsssoner, Specific duties are detatbed below

B — S — e — e — e

Relevant
CHP Policy Statements e

CISO shall develop and masntain & CEP-wide mionuation ooty progras in "
accoodance with the DHS socurity peogram.

Owerall secunty sanagessent of the CHP emerprise 1 the sespomsbality of the o
CISO.

epic.org

The CISO establnbes and oversees the CHP Informanca Secunty Progrumn and provides
comulting assistance to all CBP offices for their mndivadaal programs.

Exame that the CIO 15 kept apprased of all pertinest soatters mvolving the secunity of IT
sysiems.

Designate (as necessary) coe of more suboedinate Officials 10 support nancaal
mitastrochues

Develop, mamtain, sad dissesmmate CBP mnformation secunity policy, which must align

with the DHS Information Secunty Program asd govermment-wide security regulations
and dwectives

Esovese thart [T secunty-related decisions sad nformation, sluding spdates to the DHS
4300 and CBP 1400 senies of IT secunty publcatsons, sre detnbated 1o the ISSOs and
othey appeopnale persons,
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Initiate new security policy change requests as necessary. Issue interim policy in the
form of Interim Policy Letters. Such letters will be included into the CBP Information
Systems Security Policies and Procedures Handbook upon its next publication.

Approve and/or validate all IT system security reporting.
Consult with the Privacy Office for reporting and handling of privacy incidents.

Manage IT security resources including oversight and review of security requirements
in funding documents (e.g. OMB Exhibit 300).

Review and approve the security of hardware and software prior to implementation into
the SOC.

Periodically test the security of implemented systems.

Implement and manage a Plan of Action and Milestones (POA&M) process for
remediation.

Develop and publish procedures necessary to implement the requirements of DHS
information security policy.

Ensure that ISSOs are appointed in writing for each Major Application (MA) and
General Support System (GSS). Review and approve ISSO appointments.

Ensure that weekly incident reports are submitted to the DHS SOC.

Acknowledge receipt of Information Security Vulnerability Management (ISVM)
messages, report compliance with requirements or notify the granting of waivers.

Manage CBP firewall rule sets.

Ensure that Interconnection Security Agreements (ISAs) are maintained for all
connections that do not share the same security policy.

Ensure adherence to the DHS Secure Baseline Configuration Guides.
Ensure reporting of vulnerability scanning activities to the DHS SOC.

Develop, implement, and maintain an information security program in accordance with
DHS and CBP policies and guidance.

Ensure training and oversight for personnel with significant responsibilities for
information security.

Oversee the Certification and Accreditation process for major applications and general
support systems.
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Maintain an independent CBP-wide System Test and Evaluation (ST&E) Program to
ensure a consistent approach to testing of effectiveness of controls.

Ensure that the SOC performs an independent network assessment as part of the ST&E
process for each application that is accredited.

Ensure that the C&A documentation is recorded in the DHS C&A Tool and FISMA
Reporting Tool.

Exercise oversight over all security operations functions, including the SOC.
Serve as the Certifying Official for CBP.

Ensure that certification is accomplished for each MA and GSS and that the test results
are documented. Review the C&A package (SSP, Security Assessment Report, and
POA&M) and provide the AO with written recommendations for accreditation

Ensure all security-related vulnerabilities and incidents are recorded and serious or
unresolved security violations are reported to the Assistant Commissioner, OIT and
DHS.

Advise the Assistant Commissioner, OIT of vulnerabilities, residual risks, and use of
special security features and mechanisms for each MA and GSS operating on the
system. Develop a POA&M to mitigate residual risks.

Ensure that rules of behavior and security procedures/guides are developed.

Ensure that the results of annual security assessments (e.g., NIST SP 800-53) of MAs or
GSSs are properly addressed in funding requests to mitigate identified risks, or carry
out the POA&M.

Assess the system during the continuous monitoring phase of the Certification and
Accreditation (C&A) process, including modifications to the system, its environment,
and operational needs that could affect the security posture of the system and its
accreditation status.

Ensure the appropriate ISSO prepares all Interconnection Security Agreements (ISAs)
that permit the interconnection of a CBP-owned system with any non-CBP-owned
system or external systems. For each ISA submitted for approval, establish proof of
adequate information system security measures and recommend approval or
disapproval to the signatory authority.

Ensure proper protective or corrective measures are taken when an incident or
vulnerability is discovered within a system.

With the concurrence of the Director, EDME, approve or disapprove all requests
submitted from any source that lead to internal or external penetration testing;
bypassing, straining or testing security mechanisms; performing target monitoring;
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keystroke monitoring; or any other functions that may infringe on the performance of
either the organization or an individual.

38. As a member of the Technology Review Committee (TRC), review requirements for
adding commercial technologies to the CBP Technical Reference Model (TRM).
Ensure that a security evaluation of the product has been conducted before it is added to
the TRM.

39. Serve as a member of the Configuration Management (CM) Board, and ensure CM of
security-related software and hardware is maintained and documented.

40. Provide oversight of the Continuity Of Operations Plans (COOPs) of the OIT. Ensure
that a contingency plan is prepared and tested annually.

41. All general support systems shall be under the direct oversight of the CISO, with
support from the SOC. All general support systems must have one or more ISSO
assigned.

42. Ensure execution of the DHS Logging Strategy.

43. Designate one or more CBP Information System Security Managers (ISSMs), as
necessary, to serve in a supervisory capacity within the program offices and significant
and complex IT systems.

2.5.1 Information System Security Manager

Through the authority granted by DHS to develop and maintain a Component-wide security
program in accordance with the DHS security program, the Chief Information Security Officer
may designate one or more CBP Information System Security Managers (ISSMs), as necessary,
to serve in a supervisory capacity within the program offices and significant and complex IT
systems. The ISSM would serve as the coordinator for the CBP information security ogreram
within the Program Offices on behalf of the CISO.

As the Certifying Official (CO), the CISO reserves the sole authority to certify IT systems within
CBP for the Authorizing Official. Although the ISSM ensures that ISSOs are appointed for each
system, the CISO retains veto and approval authority over the hiring or assignment of all ISSOs.

The ISSM are delegated with the authority to perform the following activities within their
program office:

1. Oversee the information security program.

2. Ensure that the CBP CISO is kept apprised of all pertinent matters involving the security
of information systems.
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Ensure that information security-related decisions and information, including updates to
either the DHS 4300A or CBP 1400-05 series of information security publications, are
distributed to their ISSOs and other appropriate persons.

Validate all Program Office information system security reporting.

Consult with the CBP CISO and the CBP Privacy Officer or Privacy Point of Contact for
reporting and handling of privacy incidents.

Coordinate information security resources including oversight and review of security
requirements in funding documents with the CBP CISO.

Periodically test the security of operational IT systems.

Implement and manage a Plans of Actions and Milestones (POA&M) process for
remediation all program office security issues.

Ensure that weekly incident reports are forwarded to the CBP CISO.

Acknowledge receipt of Information Security Vulnerability Management (ISVM)
messages, report compliance with requirements or notify the granting of waivers to the
CBP CISO.

Ensure adherence to the DHS and CBP Secure Baseline Configuration Guides.

Develop and publish procedures necessary to implement the requirements of CBP
information security policy within the appropriate Component.

Implement information security policies, procedures, and control techniques to address
all applicable requirements

Ensure that ISSOs are appointed for each information system managed at the Component
level.

Ensure training and oversight for personnel with significant responsibilities for
information security

Oversee the C&A process for all IT systems in use, including taking an active role in
reviewing security documents to ensure that all C&A packages are thorough and accurate
and that all NIST 800-53 controls are answered as required by the RTM questions prior
to being submitted to Security and Technology Policy (STP) Branch for CBP CISO
approval.

Ensure that security controls are ALL answered as required by the RTM and address the
following four areas: (1) What is the security solution or countermeasure that is in place?
(2) Who is responsible for enacting and/or maintaining the solution? (3) How often is the
solution implemented/reviewed/updated? and (4) How does the identified solution satisfy
the requirements of the particular control?

Ensure that the Plan of Execution (POE) is determined and approved and then executed
as scheduled and agreed upon.

Ensure that all policy waiver and/or exception requests, POA&M extension requests,
MOU s, and ISAs are reviewed and approved prior to being submitted to STP for CBP
CISO approval.
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20 Ensure that all POASMs are sanaged and all mslestones are soet.
21. Ensure that all system self assessmments are completed on schodale

22 Represent secunty at IT security system andts, cntical control or program reviews, and
other CBP-Jevel reviews

23, Ensure that all systens commectrity 5 sdentifiod and docssoented i the syxiem secanty
plans and alwo addeessod with a soemornandsen of wadentanding and or mferconnection
socunity agreesment (I1SA) as necessaay

24 Woek weth the STP FISMA Compliasce Team (FCT) 10 ensure that all FISMA

requirements are met and that the FISMA scosocaed reflects the poals set by the CBP
Cl1S0.

26  Risk Execwtive

A Risk Executive ensures that nisks are memaped comatently across the cagamezation. In keeping
with its orgamzational structure, DHS Bas two Jevels of Risk Executrves < Departmental sad
Component.

26 The DEIS CTSO shall be the DES Rk Execumnve. M-
) aosmmm—— |
260 | CBPCISO & the Risk Executive widun CBP. [ B

The CBP Risk Executive 1s respossable for the followamg

o  Ensure that psasaging tifoomatson system-related socurty rks 15 comavient scrons the
CBP, reflects CBP risk solerance, and is performed as part of an CBPvwide process that
comsaders other CBP msks affecting mission business sucoess

o  Ensure that mforuation secenty comaderations for individual CBP mfocmaton systems,
wclnding the specific authorization decreons for those systetns, aee viewed from an
CBPvwide perspective with regard 10 the ovenall strategse goals and objectives of the
Organization

o Provide visdbality 1o the decisions of the authonzing officaal sd a hodatic view of mak

to the CBP beyoad the sk assocuated with the operation and use of mdnvadeal
monmation systeuss

o Facilitate the shanmg of security-related and ek -relsted mformaton with the AO and
other sexnce leaders withm the CBP m ceder 10 help these officials consader all types of
risks that oy affect mssson and Dusiness saccess and the overall serests of the

organizahion o bage
The DHS Risk Executive (the DHS CIS0) develops sfonmation secunty policy, establishes the
standards for system secerity nisk, oversees nisk management and msoaitoring, and approves all
waivers and exceptaons to DHS policy.
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DHS standasd. They spletnent the sysiesmn socunity nak iwanagensont and mosaloneg progras
sad submit requests for hagherrak deviations from the enterprase staadand.

17 Certifylng Official

The Camsfying Official (CO) 5 & semace manapement oflicial who certafies the results of the
secunty assessament. A Ceartilfying Offhical 1s assagned m wniting 10 easch information system by
the CIO. He on she shall be a Federal employee.

The Cemtafying Official and the teams conducting a cemificatson mst be supartial, that is, free
from aay perceived or actmal coaflices of intesest with respect to the developmental, operatioaal,
aed 'or management chain of command assocuted with the information system of 10 the
determmation of secunity control effectiveness.

For systems with low smpact, a Certifying Official and ‘or certifymg team do not need to be
mdependent so lomg as assevanent results are carefully reviewed and analyzed by an independent
team of experts 1o vahidate thew completoness, consistency, and veracity.

The AO decides the rogueed level of camfier independence tased on the crtscality and
sexsativity of the miormatson systemn and the ultsvie risk 10 crgasezatoeal operations,
organizational aesets, xod sdivuduale. The AO determmnes of the level of cemufier

is sufficient to provide confidence that the assessment results produced ase sound and cam be
used to make credible, nsk-based decisscns.

Policy Rebevast
n CHP Policy Statemraty Costrols
272 | The CBP CISO shall serve as Conifying Offical CA
270h | he Cotifving Official vy be resposible for mose tham coc syviamn CA-

The Cemafying Offcial will:

1. The Cemifying Official st be a Federal employee and st be designased in writing
for cach IT system.  The Designation letter shall be sigmed by the Commissioner.

2 Ensures that the required Certificatson and Accreditation (C&A) actinaties are
completod. and that the test results ase docummented

3. Esvores that o sk ssalysis is peefonmed sad that of ideatafios rads, detersnines thew

4 Envures that a system test and evadaation 1s conducted and the results of such tests are
documensed or updated anoually.

S Exvwes St rales of behavior and secunity procedires gundes e developed
6. Enswes that o contingency plan 1 pecpared and testod annually.
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7.  Ensures that the C&A documentation is recorded in the DHS C&A Tool and FISMA
Reporting Tool

8.  Reviews the C&A package (SSP, Security Assessment Report, and POA&M) and
recommends to the AO whether or not the system should be accredited.

9.  Prepares the security accreditation decision letter for the AO’s signature.

2.8  Certification Agent

The Certification Agent (CA) is a technically qualified security professional that reports to the
CISO and provides a level of independent evaluation that is required by the Certification and
Accreditation (C&A) process. The CA provides an independent assessment of the security plan
to ensure it provides a set of security controls for the information system that is adequate to meet
all applicable security requirements. In addition, the CA is responsible for a comprehensive
assessment of the management, operational, and technical controls of the information system to
determine if they are implemented correctly, operating correctly, and meeting the security
requirements. The CA recommends corrective actions to reduce or eliminate security
vulnerabilities. The results of the assessment of the security controls are documented in the
Security Assessment Report (SAR) along with a list of recommended corrective actions and a
plan of action and milestones (POA&M) to ensure their implementation. The SAR is the
certification agent’s statement regarding the security status of the information system.

The Certification Agent will:

1. Assist with information systems security audits and reviews, as appropriate. With the
appropriate ISSO, determine the priority level associated with audit findings.

2. Validate that the information system design meets a specified set of managerial,
operational, and technical security requirements and that it includes the implementation
of an adequate audit trail capability of security-related activities as prescribed in
Attachment T of this handbook.

3. Determine, with the data owner(s) and ISSO(s), the minimum-security features for each
unique application.

4.  Ensure security plans are developed for all information systems. Ensure that the
application is certified and the certification documentation is developed using the DHS
C&A tool, Risk Management System (RMS)

5. Review and evaluate security impact of changes to the applicable IT system, including
interfaces with other networks.

6.  Observe the testing of security controls for assigned MAs and GSSs.

7. Provide written justification, when appropriate, to the CISO for approval by the
Assistant Commissioner, OIT to obtain a written waiver of or exception to the policy
for mandated security features.
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£ Review CRA Packapes snd work wath the svagmed 1SSOs and systeus owner 1o csoase
that the socunty rogescmncnts of the systetn have boen documented, tested, and
unplementod. Write the Secunity Assessment Report (SAR) and inchade the
Cemficatson Statement as paat of the SAR. The final Plan of Acticas and Milestones
(POAKM) and a list of residual risks must also be mcluded in the CEA Package.
Forward the CEA Package 10 the CISO and AO for apgroval

9. CAsrepresent the STP Branch st key progect meetings, as directed by the CI1SO,
100 Valsdwe TrassedAgent FISMA (TAF) submissions for FESMA compliance.

11 Mastain s on-line copy of the following documents and ensare the documents are
cwment: ssoual security self-assessment (1., NIST SP 800-51), Svstem Assessment
Report (SAR). Systemn Secunty Plam (SSP). Security Risk Assessient Report,
Contingency Plas and Test Results, Secwnity Test Plan and Evaluation, Vulnerabality
Scan Results, signed POAKM, Segned Accreditation Teassaemal Lemer

29  Iaformation Systems Security Officer

The lnformation Systems Secunty Officer (1SSO) serves as the subgect matter expert (SME) for
secunty and 15 assigned to Magor Apphcations (MAs) and General Support Systems (GSSs)
Gaven the broad scope and dynammic natswe of the IT secunity discplme, each systom noeds an
SME wathun STP 10 provide security consuliation and micepretations of secunty policies as they
relate 1o specific srchatectures and geojects. I CBP, ISSOx are responsable for cnmring the
unplementation and effectrveness of secunty coatrols i accordance with Depastinest policies.
The ISSOs ensure & system s adoganicly protecied whale also addressing the legntunate neods of
the wwer commmmsaty for acoess and availabulity. System Owners Managers will provade the
magority of 1SSOs and the CESO will apposat all ISSOs in writieg using the DHS 43004,
Sevsteive Systems Hawddook, Anackment C - Informartion Systems Secwrity Officer (ISS0)
Designation Letter. 1SSOs repont to the CISO and are respossable for providing the CISO with
the secunty documentation for the mformation system to whach they are assigned. Am 1SSO can
be either a govermment cuployee of a support contractor with am approprate Backgrowd
Evestigation and secunty cheasamce, 1SSO duties shall mot be asagned as a colllateral duty unless
appeoved by the CISO. Any collsteral dutses shall pot mnterfere with thew ISSO daties

Policy : Relevamt
D CRP Policy Statemenly Ceatrols
292 | An ISSO Ball be desigmated for every mnformation syssem and serve as the [ B}

pomnt of contact (FOC) for all socsrty matters sclatod %o that sysiom.

290 | An ISSO s2all cnvare the meplemnesianos and mustcnance of seousry controls | PL-1
0 sccondance with Bhe Sywicms Secunty Plan (SSP) and CBPDHS polcscs.

29¢ | An ISSO may be a CBP amployec of 2 contractor, L B

32

epic.org EPIC-18-07-31-CBP-FOIA-20190517-1stInterim-Production-pt1 000045



CIP INFORMATION SYXTEMS SECURETY POLICTES AND PROCEDURES HANDIOOK
HB 1800.090. Vinaoei 10 _

Policy Redevast
D CHP Policy Statements Controls
_
294 | An ISSO mary be assigned % more than one systom. L B
—
29.¢ | ISSO dumes shall not be assignad as collareral dunes unless approved by the P
CIS0.

Specific 1SSO duties are detaled below.

1. Envare Shat systoms are operated, mountamed, and disposed of s accordance with
mtermal CBP secunty pohowes, practices, snd procedures outhned m thes bandbook,
2. Detomune the appeopnate levels of secunity required 10 grotect integnty, availabality,

and confidentiality of the mformation system data, and verify these levels with the
Cenification Agent (CA) sad'oe CISO.

3 Conduct an mformabion system security analysis o detormune and document
apgropnate secunity requirements durmg e design stage of an application.

4 Asast developers 1o moorporale secunty requirements o thew apphcations that
ocqiymlhdlhms regulatsons, and secunty pobicies. Vendy that these requiremecnts
are appropeiate, sufficsent, sad comsply with crgasazational infrastnacture standaeds.

S Develop and maintam all Certafication amd Accreditatiom (C&A) Packages pencrated
for assigned systems and coordinate each accreditahion package with the apgeoprate
personnel Forward the hard copy of the ssgned accreditation package %o the
Certification Agent (CA) for fxther review aad agpeoval

6 Develop and ssaintaas all Esterconnection Secunty Agrocmcnts (ISAs) that persnt the
mterconmection of CHP owned systems with sy non-CBP owned systems. Coordinase
cach ISA with appropriate personae] and forward the hard copy of the signed ISA %
the Certification Agent for further sevsew and approval.

7. Provide s assessanont of secunty effectiveness of proposed bardware and software.

£ Eswwe fhat all repontod secunity-solated scidents are unmedsnicly reported 10 the
CSIRC. (See Section 4.9) Investigate security incadents 10 suppont the CSIRC, of
directed. and report findings 10 the CI1S0.

9. With the concmrence of the CISO, inihate protective or comective measures when a
secunity cadent o vulnerabilaty s discovered.

10 Exvure Configuration Maosagement (CM) for secunty-selviod software snd haedware 1
maintasmed and documented. 1 a COM board exists, the 1SSO may serve as & member of
the OM board of 30 designated by the CISO.
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Ensure system security requirements are addressed during all phases of the system life
cycle.

Ensure security features are properly restored and procedures are followed during
system recovery processes.

Ensure all information system security-related documentation is current and accessible
to authorized individuals.

Ensure a virus-free environment by coordinating with systems operations to maintain
current anti-virus engines and signature files on all workstations and servers.

Ensure that requests to bypass, strain, or test security mechanisms are forwarded in
advance to the CISO for review and approval.

Certify that appropriate procedures are used to cleanse system components before they
are released. (See Section 4.3 and Attachment Y)

Notify the responsible CA and CISO when changes occur that might affect
accreditation. This includes the recommendation to rescind any accreditation when
systems are no longer used or fail to maintain the required security posture.

Inspect information systems to ensure the absence of unapproved software (including
shareware and copyrighted software) and ensure the presence of the approved
Department Security Warning Banner.

Ensure that security training programs applicable to all assigned security personnel are
developed and maintained for applications and systems assigned to them.

Using the Security Operations Center (SOC) audit tools, ensure that audit logs for
assigned systems are reviewed for security anomalies.

Develop a test plan and test the security controls that have been developed for assigned
information systems. The CA should also observe the testing of the security controls.

Provide system owners and developers with appropriate budgetary inputs to ensure that
information security features and operations are adequately funded. (See Section 3.2
and 3.6.) Assist system owners and developers to ensure that results of periodic
security self-assessments, risk assessments, and independent audits are reflected in
subsequent program funding requests.

Maintain a file (on-line or hardcopy) of the following documents and ensure the
documents are current:

a.  Copies of all accreditation packages developed for assigned systems.

b.  Copies of all security policy documents.
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24.

25.

26.

27.

28.

c.  Copies of security risk assessments performed on assigned applications and/or
information systems including vulnerability assessments for the same.

d. A copy of the last information system Security Self-Assessment or NIST SP
800-53 for each assigned Major Application (MA) or General Support System
(GSS).

Serve as the principal points of contact for all IT security aspects pertaining to their
systems.

Work closely with the DHS and CISO staff to interpret and apply IT security policies
and implementing procedures.

Serve as liaison between system owners and the CISO.

Work with system owners to document weaknesses in POA&Ms and initiate corrective
action.

Employ automated tools (approved by the DHS CISO) such as the Risk Management
System (RMS) and TrustedAgent FISMA (TAF).

2.9.1 Information System Security Officers supporting Privacy Sensitive Systems:

10.

epic.org

Update system Security Plans documenting the implementation of all key Privacy
controls.

Update risk assessments to address risks associated with Data Transport and Off-site
storage, Remote Access to Personally Identifiable Information (PII) Data and Remote
Storage.

Monitor key operational Privacy Controls to ensure controls remain in compliance.
Verify erasure of any expired PII extracts.

Obtain System Owner and CBP Privacy Officer’s approvals to extract PII computer-
readable data extracts that are outside of a system security plan.

Perform or oversee performance of day-to-day security operations of the system.
Develop or assist in development of the system security policy.

Ensure compliance with system security policy.

Assess security impact of system changes.

Develop and update the system security plan.
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2.9.2

Information System Security Officers supporting Chief Financial Officer-
Designated Financial Systems

Update System Security Plans documenting the implementation of all key financial and
financial internal controls.

Update Risk Assessments to address risks and potential impacts to the financial
statement associated with security control weaknesses.

Monitor key operational Financial Controls to ensure controls remain in compliance.
Perform annual NIST SP 800-53 assessments for all required controls (100% coverage).

Provide support to annual financial systems audits as directed by the system owners and
the CISO.

2.10  Supervisors and Managers

Each supervisor or manager is responsible for maintaining information system security within his
or her specific work environment. Supervisors or managers may be located within an office at
CBP Headquarters, the National Data Center (NDC), or other field locations. The responsibilities
of supervisors and managers include the following:

epic.org

Protect sensitive information system data and resources within their area of
responsibility with appropriate security safeguards.

Verify that subordinates have access to only those information system applications and
data necessary to perform authorized tasks (principle of least privilege). DO NOT
authorize more than one account on the same system for an individual.

Conduct an annual review of current access lists for each system accessed by
subordinates and revalidate their access requirements.

Report any changes in employee access requirements to the appropriate ISSO, System
Administrator (SA), or Security Control Officer (SCO) as appropriate. In addition,
coordinate with appropriate management when employee or management transfers
occur that could affect information system access.

Ensure that proposed acquisitions of information system-related hardware, software,
communications, applications, and equipment satisfy information system security
requirements, meet security Technical Reference Model (TRM) architecture standards,
and receive ISSO concurrence before acquisition. As part of the investment
management program (See Section 3.2.), security requirements must be developed and
funded in accordance with OMB budget request guidelines.
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6. Enwvwe fhat subordinates receive sfonmalion systes secunty truning selevast 1o theu
sagmements, as requured by law, regulations, Memorandums of Undentanding (MOUs)
or other agreements.

T Attend information system secunty raming as required by kaw, regulations, MOUs, or
other agrecunnts.

£ Excowte hmsted pervosnl use policy for CBP conplovees amd vendor sugport perscane]
using CBP-owmed office equipmcnt i acooedance with U S, Custosss Directive S230-
031, Lisasted Personal Use Of Government Office Equgpencnt [ncloding Information

Teckmology, Jasuary 19, 2001

a  Obtam, review, and enforce compliance with the *Liunited Personal Use Polcy™
stated within the dwective.

b, Review and spprove disagpeove each eaployoe’s rogmest for personal use of
CBPowned systemns. 1f there ase auy questions, comact the C1S0.

¢ Respond to eployee questions regarding acceptable wse of government office
equpment for persomal reascas.

d. Once approved. deternmme exoploves need for persosal use sssssally, mosstor
for mapyeopnate wape, ad remnforce this policy 1o restnet, sspend, or refime
the privilepe of personal use when appropriate. Notfy the CISO of violations
of this policy.

¢.  Revoke or bt the prvilege %0 wse such equipment for noa-govermment
purposes as necessary.  All revocations will be reported as a secunty mcident

211 Privacy Officer

The Privacy Officer wall be sssisted by the DHS Cluef Privacy Officer (CPO) 10 comply wath
Foderal laws and DHS provacy policy. The Privacy Office will work with the CIO and DHS
CPO 1o masstain prvacy requirements. The SOC shall work wath the Privacy Office, or with the
DHS CPO 10 address suspected or confinmed privacy incadents (PI) or incidents involving PIL

Policy Relevast
n CHBPF Policy Statements Controls
_
The Prvvacy Officer Wall review prograss and sysiem Prvcy Tlooshold P
110 | Amalyses (PTA) Privacy Bupact Avscvancats (PIA). sad Sysiom of Recoeds PLS
MaMﬁhlmﬂ m -

The Privacy Office u respousible 10 the DHS CPO and shall:

1. Advise the CIO and management regasding privacy issoes,

3
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Reveew Provacy Threshodd Analyses (PTAs) poaor 10 subiiession 10 the DHS CPO for
sccuracy, and provade sy sdditional wforuation soedod afber subussascn 10 xat the
DHS CPO with a detenminatson as 10 whether ot is 2 privacy sensitive system.

Work with system owners who maintan privacy sensitive systems 10 complede required

Privacy lmpact Assessinents (P1As) and Syatem of Records Notioes (SORN») and
review documentation for nuligating possable provacy nisks.

Coordmate with program masagens, CISO, CSIRC, of SOC i evalmating sod reportag
suspected or confinmed privacy wcidents.

lmplement the Privacy Incsdent Response Plan as cuthsed m the DHS Prvacy Incident
Handling Gudasmce (PIHG)

Penodacallly review logs muamtamed by sysiom owners, Jrogran managers, of
supervisons e computor-readable PII data extracts not covered by a system secunty

plan
lmgplement Privacy Awareness training and education as disected by the DHS CPO.

212 Program Manager

Program

Managers are respoasible for ensunag complance with apphicable Federal laws,

directives amd DHS and CBP policy governing the secunity, opernation, mamtenance and povacy
prosection of [T systemms, sformation, projects and prograss under his or her coatrol.

Policy Relevast
n CBP Policy Statementy Coutrols
312 Progrm Masagers shall casee Gar programs POAKM;s are peepased mad CAS
2120 | Program Masagers shall pnontize secunty weaknesses for mutipaton CA-S
112¢ ruwmwmdmmnm CAS
Program Managers shall:
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Woek with system owners, CISO. and their staffs to enswre mformation systesas are
properly secured.

Undentand how 10 recognize and respond 10 ssspectod or confanmed secunity incadents,
prvacy mexdents or meidents mvolving PIL
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3. Consult with the privacy office concerning privacy incidents and other privacy issues
affecting IT systems and programs under his or her control.

4.  Prepare and transmit written Privacy Event Notification (PEN) simultaneously to the
privacy office, the CIO and CISO.

5. Supplement privacy incidents reports to the SOC and US-CERT as information
becomes available.

6.  Prepare and submit to the Privacy Office for approval of PTA for systems or programs,
and Privacy Impact Assessments and System of Records Notices, as required and
provide additional information to the Privacy Officer in order to finalize the required
documents. In some instances changes to the system or the standard operating
procedures may be required to reduce the impact on privacy and receive approval of the
program from the DHS Chief Privacy Officer.

7. Develop standard operating procedures to handle routine computer-readable PII data
extracts that are removed from the system security boundaries of the SSP of the C&A’d
system. Computer-readable PII data extracts that are not covered by an appropriate SSP
must be logged and may be reviewed periodically by the DHS Privacy Office or the
Privacy Officer for compliance.

2.13  United States Computer Emergency Readiness Team

The United States Computer Emergency Readiness Team (US-CERT) is designated as the
central reporting organization within the Federal Government and serves as the central repository
for Federal incident data. The DHS SOC will report security incidents to the US-CERT. The
US-CERT may notify law enforcement, the Identity Theft Task Force, the Social Security
Administration, and the Executive Office of the President, as appropriate.

2.14 Information System Owners and Information Owners

In the context of this handbook, system owners and information owners are responsible for
categorizing the security of data and/or systems in accordance with FIPS PUB-199, in addition to
other role-based responsibilities. The distinction between system owners and information owners
is not immediately obvious, and the roles may fall to different individuals, depending on the life
cycle of the system. A single information system may process data from multiple information
owners. Likewise, an information owner’s data may reside on or be processed across multiple
information systems. The information owner is responsible for ensuring the integrity and
confidentiality of the information/data.

In the CBP environment, for example, an organization that owns development of a new
application must coordinate with information owners in order to define the security
categorization and requirements of the data processed by the application. In the production
environment, system owners must identify and maintain the security level of the servers, LAN,
and other devices, which support operation of one or many applications. All systems require a
System Owner designated in writing for proper administration of security.
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Pelicy
1

—
214

CBP Policy Statements

The Sywicms Owncr vhall cusare that cach of thewr sysicius i deployed and L1
opcrated m accordance wi ths policy docsment

214%

The Sysiems Owney «dall cnsure that an ISSO & dessganed in writing foe each L1
mformation syvictn usder then parvicw,

System cwner respossabilitees muay inclade the followsg:

1
2.

Prepase, develop, mtegrate, modify, operate or mammtan s mformation systems

Develop the system secunty plan m coordination with mformation owners, the system
adummmtraton, the 1SSO, the CISO aad the functional “end wen™.

Mamtain the system secunity plas and envare that the system is deployed and cpermed
sccordmg o the agreod-upoa security requurements.

Exoare that a system secunty plan s developed and updated annually and a yemly
secunty self-assessment (NIST SP 800.53) is conducted for ench system (e MA or
GSS).

Provade an ISSO for each system under hivher responability or envere that one i
soagned.

Inform agency officials of the noed for CRA (or re-cermification re-accreditation) and
cnsire Appropniate resources are avmlable.

Fnvre hat systom POAKMs are prepared aod maantamed and possts of contact asd
resources are sdentified

Exvare that » final accreditanca package i signed by the AO before the system
unplesoented m production.

Ensare that an ISSO 15 foemally assigned to each IT system under their control and that
this svagmanent 15 appropriately documented.

| NIST Spocsal Publiconen 2003 7Rev 1. DRAFT Gusde foe the Secunty Cemification and Accredintion of Federal
laformution Syvicmma, 1ty thet shewr roder are opency officaals. CAP sy wcorpovate the responadbiier of
1000w v et o i et snder acbvr Jod DS TR Aon e AT A aT Y Zespaaa s Des
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10. Ensure that required computer security functions and documentation are included in
system life cycle planning and budgets and appropriate resources are available for the
security certification and accreditation.

11. Work closely with the CIO and other program and IT managers to ensure a complete
understanding of risks, especially the increased risks resulting from interconnectivity
with other programs and systems.

12. Document and manage accepted security risks in risk assessments.
13. Update the security of IT systems within their program area annually.

14. Prioritize security weaknesses for mitigation based on material weaknesses, external
audits and program assessments and ensure mitigation funding is made available or is
requested.

15. Ensure that all reported security-related incidents are immediately reported to the
CSIRC. (See Section 4.9.6.) Investigate security incidents to support the CSIRC, if
directed, and report findings to the CISO.

16. Work with the Privacy Office to Conduct Privacy Impact Assessments (PTA).

17. Report Privacy and Computer Security incidents as appropriate, in coordination with the
CISO and Program Manager.

18. Develop Privacy Impact Assessments and obtain PIA approvals from the DHS Privacy
Office for privacy systems.

19. Ensure PII identified systems implement all necessary NIST SP 800-53 controls as
identified in OMB M-06-16.

20. Ensure necessary resources are allocated to remediate any areas of privacy sensitive
systems that are non-compliant with key privacy controls.

21. Provide necessary system-related documentation to the certification agent.

22. Take appropriate steps to reduce or eliminate system vulnerabilities identified in the
security certification and accreditation process.

2.15 Users of Supplied Computing Resources

CBP employees, contractors, and vendors working on behalf of CBP, are responsible for
reporting suspected or confirmed computer security incidents to the CSIRC, in accordance with
the incident response procedures. (See Attachment F for details on incident reporting procedures
and definitions of incidents.)

Successful situational awareness depends on effective security awareness and incident handling.
CBP will review its security awareness training requirements annually to ensure they reflect the
evolving and changing nature of incidents.
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i~ W B

216 All Users
All CBP and vendor support personnel who are suthorzed access 1o CBP mfonmatson systemns
are responsible for peotecting that data
Policy Refevant
n CRP Policy Statement Centrols
2162 | CBP users 2ol follow prescridbed rules of bebavice L4

"
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Have completed a favosable adpudicated Background luvestigations (BI) Hold
approguiate CBP secunity clearamces and bave access approvals equal to or excecding
the maxunum ¢lasafication of mformation processed om any system 10 whech be'she

gramted access.

Access only data, control information, software, haedware, and firmware for which
he'she 1s authorized nccess and has a nead 1o know; and assume only those roles and
previleges for which he'she is ashonzred.

Kaow the classafication level of the data be/she hamdies or has acoess 10 and take
pproganiate measures 10 safeguaed that data

Comply with CBP secunty polacies m the use of workstations, laptops, sed other
clectronic devices.

lmsmediately report a suspected or coafinmed security mcident to the CSIRC and notify
youw supervison manager if 3 is a sapnsficant incadent. (See Attachment F for detaals om
mcxdent reporting procedures and defimitons of incidents )

Complete mitmal and yeuly refresher secunty awareness training courses.  Trumning
shall be specific 10 user security respossabilities.

Comply wth sdentification and authestication gesdance. specifically pertaming to
password masagement.

Escme encrypton techoology has bevn mntaliod and 1 use on your laptop computer,
Encryptsca validated ender FIPS 14042 s rogued  (See your LAN adsssstrmion 10
ensure vabidated FIPS 1402 encryption was invtalled ) Assumne respoasibilaey for the
secunty and peotection of the laptop and informanion systems and data accessed.

Do not download or open files from unknown or un-trusted soseces. AN sach files
should be scammed by amtivines software before opening them. Do not open suspicsous
cusnil, maaled from an unknown sowce, nor opem attachmments from lnternet nsal smless
for officaal business

“°
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2.17 Additional Personnel

Other personnel throughout DHS are responsible for various aspects of the IT security program.
Contracting Officers and their Technical Representatives, project managers, system and network
administrators, managers, supervisors, and users all play a role in helping to ensure the security
of the Department’s IT systems. The DHS 4300A Sensitive Systems Handbook provides a
description of the roles and responsibilities of these additional personnel.

In implementing DHS information security policy, the Commissioner will include these
additional personnel in their security plans.

2.17.1 System Administrators - Network Administrators

System Administrators (SAs) and Network Administrators are responsible for daily operation
and maintenance of systems. SAs keep systems and LANs operating and in service for the users.
Where information security is concerned, any resource that performs the duties of an SA has the
following responsibilities:

1. System administrators, who have a need for and have been granted root access, are
responsible for protecting the root, administrator or super user authenticator at the
highest sensitivity level it secures. These SAs should not share the authenticator and/or
account.

2. Report all suspected information system security-related problems, security anomalies,
system vulnerabilities or suspicious activities of authorized users to the ISSO assigned
to the system.

3. Notify the ISSO and the change control board of any major system changes or system
configuration changes that might adversely affect systems security.

4.  Use special access or privileges granted to perform only authorized tasks and functions.

5. Notify the CSIRC of any detected violations of user access to assure timely detection of
suspicious, inappropriate, or unauthorized activity.

6. Establish audit trails. Facilitate their review when required.
7.  Maintain configuration control of the system and its application software.

8. Notify the ISSO when feasible security safeguards and features are not implemented on
the information system or network.

9. Do not attempt to strain or test security mechanisms without authorization from the
CISO or perform target or keystroke monitoring of an individual without written
authorization from Internal Affairs (IA). Request permission for such testing or
monitoring through the ISSO.
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10.

1.

12.

13.

14.

15.

Under the direction of the ISSO and with written approval from IA, perform authorized
target monitoring of an individual using approved software in accordance with CBP
security policy.

Assist the ISSO in developing and maintaining the accreditation package for the LAN
system defined as a General Support System (GSS).

Participate in computer security incident reporting in accordance with Section 4.9.

Support compliance with functional security requirements as requested by the ISSO for
locally developed, sensitive information system products, as appropriate.

Distribute initial passwords to the system user equivalent to the password distribution
policy cited, as contained in Section 5.1 Identification and Authentication Policy and in
Attachment L: Identification and Authentication - Password Management.

Deactivate unused accounts monthly. For systems with a low impact for the
confidentiality security objective, consider an account unused if no login has occurred
in 90 days. For systems with a moderate or high impact for the confidentiality security
objective, consider an account unused if no login has occurred in 45 days.

2.17.2 System Control Officer

Certain administrators have unique security related duties and responsibilities. System Control
Officers (SCOs) are appointed by local management (e.g., Directors, Field Operations, Port
Directors). For AES, the Office of Field Operations, Headquarters (HQ) appoints officers in
Outbound Operations HQ to be AES SCOs. SCOs have the following responsibilities:

Providing and removing access to assigned systems. (e.g., ACE, ACS, AES, TECS,
SEACATS, etc)

Assigning and removing privileges based upon Supervisor/Manager written (e.g., e-
mail) authorizations.

Revoking or suspending application access when a user separates from CBP or is
transferred.

Documenting and retaining the authorization in accordance with procedures identified
for each system.

Providing the ISSO and auditors with authorization documentation when requested.

Reporting user provisioning issues to the ISSO or a SCO chain ending with the National
SCO as needed.

SCOs shall not grant or revoke system access or privileges to individuals without written
authorization. To do so is a security violation and it may result in disciplinary action.

epic.org
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2.17.3 OneNet Steward

The Customs and Border Protection (CBP) Technology Operations Division serves as the
OneNet Steward and is responsible for daily operations and management of the DHS SOC. The
DHS Configuration Governance Board provides management guidance. The SOC Steward is
responsible for informing the DHS CIO, the DHS CISO, and senior management of significant
incidents, and providing the status and outcome of ongoing investigations. The Steward is also
responsible for distributing reports to the DHS and CBP CIOs, the DHS CISO, and to the CBP
CISO. The OneNet Steward shall implement Trust Zones.

2.18 Security Operations Center

The Security Operations Center (SOC) serves as the first tier for security monitoring, incident
response and vulnerability management of CBP information assets. The SOC administers,
monitors, respond to, and reports on security devices, events and incidents involving networks or
devices within their watch areas.

CBP will develop and publish internal computer security incident response plans and incident
handling procedures, and provide copies to DHS CSIRC. These procedures will include a
detailed configuration management process for security devices.

The CSIRC will most often initiate incident evaluation processes in accordance with CBP’s
incident response or evaluation plan. The CSIRC shall report incidents to the DHS CSIRC and
not to any other external agency or organization. For events involving devices on other local
area networks (LAN), CBP is responsible for notifying the LAN owner and the DHS CSIRC.

The CSIRC shall have the ability to respond 24 hours a day, 7 days a week or will outsource this
capability to the DHS CSIRC. CBP will maintain an accurate list of key points of contact (POC)
and provide a listing to the DHS SOC. POC changes will be reported as part of the weekly
report.

The Incident Response team(s) shall catalog CBP capabilities (forensic, malware, analytical, etc)
and points of contact so that CBP can be leveraged appropriately in the event of a national level
cyber incident. Incident response personnel will have a background investigation and clearance
commensurate with the classification level of the information with which they are working and
viewing.

CBP will compile and maintain a list of mission-critical systems and applications which will
assist in determining the classification and prioritization of security incidents and in developing
vulnerability scan schedules. CBP will provide the DHS SOC with daily updates of scheduled
scans and quarterly updates of asset classification and prioritization.

1. The SOC should include access to Homeland Secure Data Network (HSDN).
2. The SOC will monitor HSDN and react to threat information on a continuous basis.

3. The SOC shall maintain an area cleared for open storage of classified information to the
SECRET level continuously.
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4. The DHS SOC and SOC shall have the ability to process SECRET level information
continuously.

5. All SOC personnel shall be cleared to the SECRET level.

The SOC will maintain an updated TAF inventory list for their financial systems and report
incidents to the DHS SOC using a TAF name and ID.

The SOC responsibilities include:

1. Keeping CBP leadership informed of matters concerning DHS OneNet security.
2. Maintain robust, continuous CBP-wide security situational awareness
a. Includes an operational intelligence capability for ensuring appropriate situational
awareness across the IT enterprise, including the ability to operate continuously in
the collateral secret environment.
3. Administering and monitoring CBP IDS sensors and security devices.

4. Reporting and responding to detected faults, attacks, events or incidents.

5. Coordinating and overseeing the DHS incident and outage escalation process for all
computer security incidents.

6. Coordinating and overseeing the CBP incident and outage escalation process for all
computer security incidents.

7. Coordinating with the privacy offices/PPOC for reporting of suspected or confirmed
privacy incidents or incidents involving PII.

8. Maintaining an up-to-date system inventory list based on the TrustedAgent FISMA
(TAF) inventory report.

9.  Providing the following reports to CBP leadership:
a. Vulnerability Scanning Schedules
b. Vulnerability Scan Reports
c. Intrusion Detection Reports
d. Computer Security Incident Reports.

10. Maintaining a current point of contact list to quickly notify appropriate parties based on
incoming calls. Points of contact that shall be maintained by the DHS SOC include but
are not limited to:

a. The CIO, and CISO,

46
epic.org EPIC-18-07-31-CBP-FOIA-20190517-1stInterim-Production-pt1 000059



CBP INFORMATION SYSTEMS SECURITY POLICIES AND PROCEDURES HANDBOOK
HB 1400-05D, VERSION 1.0

1.

12.

13.

14.

15.

16.

17.

18.

19.

epic.org

b. Program managers for CBP financial systems and high FIPS 199 categorization
systems

c. ISSOs for all CBP systems

d. Chief Privacy Officers

e. Chief Security Office

f. Chief Financial Office

g. All Site Security Officers (SSO).

Any time the SOC experiences a reduction of capabilities, the CBP management and the
DHS SOC shall be notified within 60 minutes.

Maintain a CBP-wide incident reporting, handling and response capability.

Implement both general and threat-specific IT logging requirements, as outlined in
Management Directive 4300 and as amplified by the DHS SOC.

Deploy a CBP-wide network scanning program.

Oversee the implementation of a CBP-wide Security Content Automation Protocol
(SCAP) compliance program.

Follow guidance and direction from the DHS SOC.

Respond to Information Security Vulnerability Management (ISVM) alerts and resolve
major vulnerabilities as they become known.

Provide oversight of CBP-level Policy Enforcement Points (PEP).

Maintain a Backup Center, capable of assuming all SOC roles and responsibilities when
required.
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3.0 MANAGEMENT CONTROLS

Maapement controls focus on management of the [T system (magos applscation or peneral
support systom) itself and management of ek to that systems.  Examples mclnde conducting risk
wspssnents, developing mules of bebavacr, and conuring that secunity is an intogral part of the
System Lafe Cycle (SLO) and the Capital Plassssg sod luvestinest Coatrol (CPIC) processes.
Masagetnent controbs comast of tochtnques sad comoerns that are mocnally addressed by
masapemend personne] as indicated m the following sectioms.

31 Bask Requirements

All secunty reports regarding CBP [T systems (major applications and peneral support systems)
shall be submmtiod by the C1S0 10 the Assistant Commnissioner or 3 designatod ropresentativg,
The CISO shall nterpret and manage CBP secunty policios and procedumes to moct Federal,
Depactinental, and other CBP rogumomwnts, The CISO shall also answor data quenies from the
Compliance and Oversight Program Durector and develop and manage information secunty
guidance and procedures unique 10 CBP's requirements. 1SSOx ase the prisssary poiats of coutact
for the secunty of the IT systens assigned 10 thems.  They develop and maintain System Security
Plans and ase respousible for overall system secunity,

s CHP Policy Statements oo
—

Every CBP competing resource (¢ 2, desktops, laptops. servers,
3.1a | portable electrome devioes) shall be mdradaally accountod for as pant CM-8

of a recognered IT system.
The DHS CIO, in cooperation with cach CBP semior official, shall be
11b m&kfwm‘q“m(”“mb CALE
LT designatod as & part of an IT systemn (magoe spplacation of peneral
WPPOT syadern )
31e A System Secanty Plan shall be prepared and accurately mamtamed for | PL-2,
' each CBP IT system. PL-3
314 | AnISSO shall be desigmated for every CBP IT system. PL-)
3le The CBP Information Secunty Program shall be stractured 1o suppont PLA1
‘ DHS and apphicable FISMA. OMB, and other foderal requirements

Informatsce security repoets regasding CHP IT systems shall be

3LE | cubemitted 10 the CBP senioe official or designated representative.

The ISSO for each IT system shall serve as the POC for all secunty

A2 | aters related 10 that system.
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Policy Relevast
D CRP Policy Statements Controls
The CISO shall cusore that CBP IT systcsss comuply with the CBPDHS

Entesprise Aschutecture (EA) sd Security Aschatecture (SA) or CM-2
0D | msintas o waiver of exemption, approved by the CISO sad AO or DHS C‘\(-é.
CISO and CHO as appropriate. See Waivers and Exceptions Section A
L.10.
The CISO shall mplement DHS information secunty policses,
114 | procedues snd control techniques to address all applacable LAY
FOQUIFCEICTts .
The CISO shall develop aad nesage information security gmdance and
3113 | procedures unique to CBP requirements. PL-I
Basic IT secunity respomsibulities are provided below.

Basic Requirements Respoasibilities

Syatem Owners

o Appoint s 1SSO for cach IT system

150

o Stmucture the CBP lnformanon Secunty Progrsss to support DES requirements.

o Report all pertinent matters mvolvimg the secunty of IT systemss 1o the AO or a designated
representative.

o [pterpeet, Sulor, unplement, and manage CBP secunty policios and grocedures to meet the
Foderal, Departinental, and other CBP rogurcusnts

o Develop, dissemanate, muplement, and saanage ssformation secunty guidance aad
procedures wagee 10 CBP's requircments,

ISSOn

o Account for every CBP computing resousce as part of a recogmzed [T system.

o Develop aad maantain a Systems Secunty Plan for each assigned IT system.

o Sarve as the POC oo all security matters for each asssgned IT system.

32  Capitsl Planniag and Investment Control

Information secunty s a business drrver and any nsks found theough secunty festing are
ultimsately business risks. lnformation secunty personned shoald be mvolved. 1o the maximmm
extent possible, m all aspects of the acgueation grocess, inchading draftmg comtracts, and
procunng matenial. Consult the DHS CPIC Guide for more infocmation

Two cntacal and complessentary processes, Capiial Plassseg sad lvestment Comtrol (CPIC),
sad the Systenss Engmneenag Life Cycle (SELC) govern mfonsation sysiets managemsent. Sensce
tamapers mrat ensure that sforsshion secunty s adequately addressed theoughout all plases of
systems enginecring and mvestment lifecycles.

©“
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o accordamce with the requirensents of the Federal Informancn Secanty Masagement Act of
2002 (FISMA), sesual Department budgets must addeess the adequacy and effectivencss of
mformation security policies, procedures, and practsces. This iuplies that securty comtrols mmst
be mclnded in both cagetal plassung sd IT procurement actvoms Sor the current budget year and
for the Futwre Yoars Homeland Secunty Program (FYHSP)

Protecting computer systems, networks, and data 15 essential 1o effective mamapement of
infonmation resousces. Prograc that have not met the standards and crena pavy be demod

fanbag
Policy Relevant
D CHPF Policy Statements Costrels
System owmers shall inchade mformation secunty regurements in thew
322 capital plaaning and mvestment coatrol (CPIC) business cases for the SA-1
2 current budget year and for the Future Years Homeland Secunity
Program (FYHSP)
System owmers of the AO shall ensure that sformmahion secunty
320 | requiremsents and POAKMs are adequately fmded. resourced and SA-2
docssnented n sccoedance with curvent OMB bodactary gasdance
The CBP lsvestment Review Boaed (IRB) slall not agpeove any capnial
32¢ | mvestment m whoch the mformation secunty regaeetonts are nol SA-2
adequately defined and fundod
134 The DHS CISO shall perform secunty reviews for plasmed mfonnaton SA-1
systetn acgumations over $2.5 nullon sed addmonal selected casen.
CBP shall ensure that mformation secsnly requiremnents as describoed
$3e withan thes policy docuument ave mcluded 1 the acquivition of all DHS SA-S
- mfornmation systemns and services used to ender, process, store, display,
OF 1A Semaative mioration.
129 CBP procurement sathorines shall cmsure that Houseland Securty SA-1,
43 Acqusation Regulaticn (HSAR) provissons are fully enforced SA-4
For CBP IT progects, compater security <osts must appear in the matal
mrestment mamagenen! baaness <ase and also m sobsoquent cost SA-2
32 | benefin analyses theowghout the SLC. Al & mescesn, the systems desagn | SA-4
FOquIremscots,

Capatal plassng and srvestiment control (CPIC) respoasibelition are provided bedow,

epic.org
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Capital Planning and Investment Control Responsibilities

DHS CIO

e Coordinates the review of an independent evaluation of the DHS annual budget submission
to ensure that information security requirements are adequately addressed.

CIO/AO
¢ Coordinate and advocate resources for [A enterprise solutions.

e Ensure that funding for implementation of information security is included in project life cycle
planning.

CISO

¢ Ensure that information security requirements are included in the organization’s capital
planning and investment management planning processes.

System Owners

e Ensure that funding for implementation of information security is included in project life
cycle planning.

Two critical and complementary processes govern the management of IT within the CBP:
Investment Management Planning (IMP) and System Life Cycle (SLC). A typical CPIC process
is discussed in this section. SLC processes and responsibilities are described in Section 3.6
below.

The protection of computer systems, networks, and data is essential to the effective management
of IT resources. CBP security professionals thus play a key role in implementing both of these
management processes. Senior managers must ensure that security considerations are adequately
addressed in all aspects of CBP IT activities. This is accomplished by requiring all projects and
programs to demonstrate through the SLC documentation that they have met all appropriate
security standards and criteria at specific points in their development and investment lifecycles
as defined by the CPIC process. Programs that have not met the standards and criteria can be
denied funding.

Capital Planning and Investment Control Process

DHS investment management is governed by DHS Management Directive 1400, Investment
Review Process. This directive requires that all IT investments be reviewed by the DHS
Enterprise Architecture board at each of 4 Key Decision Points (KDPs), Program Authorization,
Alternative Selection, Project Decision, and Executive Review. Figure 3.2 shows how these
KDPs are related to the CPIC phases and the SLC phases.
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Figure 3.2: Program Investment Review Process
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Program Authorization: At this KDP, programs are responsible for demonstrating the results
of operational analysis and identification of program requirements developed to define the new
capability required to satisfy a mission. With approval at KDP1, the initiative is (1) designated
as a Level 1 acquisition, (2) directed to charter a major acquisition Integrated Product Team
(IPT), (3) authorized to commence the Concept & Technology Development phase, and (4)
entered into the budget process. Typically, the initiative will enter the Fiscal Year (FY) +2
budget to provide staff and funding to proceed.

Alternative Selection: At this KDP, the program is evaluated on the feasibility of the
alternative solution it has selected. The program will present its evaluation of the feasibility of
alternatives and provide a basis for assessing the relative merits of alternatives (e.g., advantages
and disadvantages, degree of risk, life cycle cost, and cost benefit). Promising alternative
solutions are defined in terms of cost, schedule, and performance objectives; identification of
interoperability, supportability, and infrastructure requirements; opportunities for tradeoffs; an
overall acquisition strategy; and a test and evaluation strategy (including Development Test and
Evaluation [DT&E], and Operational Test and Evaluation [OT&E]).

The Program Manager will submit an updated Exhibit 300 containing or based on items identified
above. This information and associated presentations are used to monitor initiatives, direct
corrective actions, and determine when the investment is ready to proceed to the next phase.

Project Decision: At this KDP, the review is focused on the feasibility of the preferred
alternative and refining the solution prior to a full production commitment.

In preparation for KDP 3, the Program Manager will review and update documents prepared
during previous phases and develop: (1) proposed Exit Criteria for the Production and
Deployment Phase. The Program Manager will submit an updated Exhibit 300. This
information and associated presentations are used to monitor initiatives, manage risks, and
determine when the investment is ready to proceed to the next phase.

With approval at KDP 3, the investment is authorized to commence the Production and
Deployment Phase, and the future year’s program plan must be fully funded.
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Executive Review: At KDP 4, a project is reviewed against its performance and costs goals.
The results of this review will form the basis for decisions on whether the project should be
enhanced, reengineered, or retired.

At each of these KDPs, the security function has a formal role as a specialty reviewer, advising
the EAB on whether the project should be allowed to proceed based on how well security is
addressed at each lifecycle phase.

3.2.1 Investment Management Process

The information security program of CBP is funded primarily through budget requests for
individual systems and applications. To that end, key portions of each program and/or system’s
OMB Exhibit 300 (Section II.B) reflect both specific and general information security
considerations. The formal CBP System Life Cycle (SLC) and the Investment Management
Process (IMP) facilitate the development of the OMB Exhibit 300 submission.

During the SLC, security requirements are identified based on the appropriate security inputs
from key project personnel (primarily the System Owner, the ISSO and the assigned
Certification Agents (CAs), with review and approval from the CISO). These are provided to
program managers who are responsible for drafting the budgetary requests. These inputs include
both specific security requirements such as particular software and hardware required to mitigate
a distinct risk or set of risks, as well as ongoing operational requirements such as staffing of
security operations and incident response capabilities.

Additionally, under FISMA, the ongoing select, control, evaluate management model interacts
with the continuing security assessment program as reflected in the annual completion of
security self-assessments (NIST SP 800-53) for every MA or GSS.

Security deficiencies identified in annual self-assessments, periodic risk assessments, and
independent audit reviews are incorporated into the Plan of Action and Milestones (POA&Ms),
which then provides input to the next budget request. It is, therefore, imperative for IT security
requirements to be identified and adequately defined or otherwise documented for each SLC
stage of development (especially ongoing operations) to ensure program funding and to meet the
requirements of OMB budgetary reporting processes.

Further detail on this methodology can be found in the CBP Investment Management Process as
well as NIST SP 800-65.

Figure 3.2.1 — CBP Program Funding Process provides a high-level view of how security
requirements identified through projects/programs and the SLC process are submitted as input to
the agency budget request. Agency executive management prioritizes security
requests/requirements before the budget request is submitted to OMB.
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Figure 3.2.1: CBP Program Funding Process
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33 Contractors and Outsenrced Operations

Computer secunty roquirensents tast be incorporsted n coatractnal documsents wvolvieg the
scquisition, developesent, and or operations and maintenance of computer resources. This

appiies at the beginning of a project or acquisitece and @ all follow-om contracts or parchasing
agreements mvolving the acquisition of compater resomeces. Thas mcludes hardware, software,
madenance, and other associated [T products and services.

Contractors fill a vital role m the duly operations of CBP. They have a responsabelity 1o peotect
the sformsation they possess and peocess. To conure the security of the informatecn i their
charge, contractons st adhere 1o the same rules and rogalations as Goversanen! casplovoes.

Policy Refevast
™ CBP Policy Statements Controls
AN statcmnents of work and contract veluches shall idcntify and docummcnt the
33a | wpecific secunty rogairemcnts for IT servaces aad opexations roquared of the SAA
COTRIACIOn.
130 Coatractor TT services and operntons shall adbere 10 all applicable CHP and SA.9
Roquarcmacnts shall address bow semsitive mformation 1 1o be haadied and
3¢ protected at the contracion’s site, inchadmg sy mifonmation ssored, processed. SA9
il of tramsanstted wsing the COMEACIONs Compaler sysicnes, the backgromnd
mvestigation and or Cleaneces roqueed. and the facility seounty roqused.
Statements of work and contracts shall roquse S & the end of the contract,
334 the contractor mmst retum all mformation and 1T resowces providod Surng the SA
) e of the contract and must corufy that all CHP mformanon has been parged
Sroms anry contracior-owaed sysiem used 10 process CEP sfonnaticn.
The Secunty snd Techmology Policy Branch shall conduct revicws % cnsare
33c | that S information seounty roqurcmants e inchaded withim the contract SA:1
mummum
g Secursy deficiencics | any outwourced operation shall require creabon of & SAD
progam-devel POAKM
13 CBP Procurcmacnt ssthorries shiall cosuee thae HSAR provieons are fully SA:L,
£ | eaforced SA4
13k AN compames providing services 10 CRP are roguired 1o comply with the CRP SAD
Informanion Systems Secwiny Podicies and Procedwes Hondbook
334 AR support stafl soust be rained in basic network, hardwase, and seouney P52
’ principies of CBP -+
335 | AR CRP caployecs sad contractors must be U S, citinoss and bove a fivoestdy | P53
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Cum-uo-mmwh

o Establish and nsaintass a coutractor sad outsowrced operatons policy for CBP.
System Owners 11 Project Masagers

o Emsure that computer secunty requiremsents are reviewed and mxluded in all applicable
statements of work and other contractual agsecements theoughout the System Life Cycle.

o Essure that basic secanty requiremnents are itegrated 1o the sofftware and perocuscusent
hfe cyche for puoject developanent.

o Emusre that compuler secunty roquiscasents are specified i the system design and
fanchonal regescments documents, snd other S1LOC docsssents, as required.

ISSOs

o Coordinate with the system owners 10 casure that contractor and outsourced operations
policy rogusessents are met.

System owners aad IT Progect Massagers mmast roview and mnchade cotnpater secunity
requiretnents m the Solicitation docsmmenl prior 2o the acgwinithow of JT assels or services,
Information secunty st be a key Bactor n the sowrce selection process and weghted
comenenvurate with the seasitivity sad cntseality of the data to be peocessed. The Staenscndt of
Week (SOW) for all contraces (both initial and follow-cm) must address computer secunty
requirements. 1f the solictanon inclodes the purchase of a commercial off-the-shelf (COTS)
appication of if the systems bemng developed has a COTS composent, the secunty aspects of the
COTS product mast be analyzed and, if appropoiate, must identafy and inchade security
requiremnents m the acguesition specificatons.

Computer secunty costs must appear m the initial wvestmest management business case and
also m ssbsogeent cost beme it anahvses throughost the SLC. At a punosn, the system devign
and Fanctional reguremments documents st nclode compuler secunty rogeaosnents,

Program Offce mformation techmodogy acquisition plass and sobcitahion documents (¢.g.
Roguests for Proposal, Statessent of Week, etc) must inclode ar a minunum & description of the
following information secerity requirements

1. Rogurements 1o Certify and Accredit the system in accordance with CBP and DHS

2 Vendor documentation must detail all functional secunty controds m the sysiens (what
they mre, bow they operate, how 10 set configurations, ¢5¢) sach that they can be
aalyzed and tested  Secunty confignrations and unplessentancn guidsace must be
consistent with NIST SP 800-70, Secursty Configuration Checklists Program foe IT
Products. Gaedance for Checklints Users and Developerns
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3. Deliver sufficient system documentation for users and administrators that describes
design and functional properties of the security controls and how to enable or set system
security features and operate security features.

4.  All statements of work and contract vehicles must identify and document the specific
security requirements for IT services and operations that are required of the contractor.
At a minimum, such security requirements must be consistent with Federal and
Departmental security policies and processes.

Each Program Office must define and document acquisition plans and procedures to acquire or
procure IT systems and services. These plans must meet Federal Acquisition Regulations (FAR),
in particular, those requirements identified in sub-sections 7.1 and 39.00 for acquisition of
information systems and the Department of Homeland Security Acquisition Regulation (HSAR),
June 2006. Additionally, acquisition of commercial products must be consistent with NIST SP
800-23, Guidelines to Federal Organizations on Security Assurance and Acquisition/Use of
Tested/Evaluated Products.

3.3.1 Non-Disclosure Agreements

All active Contractor Officer’s Technical Representatives (COTRs) must have signed Non-
Disclosure Agreements on file for all contractors that access the information systems. All
contractor employees must be made aware of the need to protect sensitive DHS and CBP
information/information systems.

All OIT COTRs for active contracts are required to:

1. Obtain a signed Non-Disclosure Agreement (NDA) from all current contractors. All
contractor employees are required to have a signed NDA on file with the COTR.

2. Form DHS 11000-6, Non-Disclosure Agreement must be used and the COTR shall
maintain these signed forms in the COTR contract file.

3. SOWs must include language that requires a signed NDA from each of the contractor’s
employees working under the contract in all future SOW’s.

Example of language: “Upon award, the contractor shall provide to the COTR a signed
DHS 11000-6 Standard Non-Disclosure Agreement Form for each employee working
under the contract. The contractor shall also provide this signed form each time a new
employee is assigned to the contract.”

4.  The NDA should only apply to moderate and high level risk contractor positions. It is
assumed that any contractor who accesses the CBP information system is, at minimum,
a moderate risk.
34 Performance Measures and Metrics

CBP is participating in the DHS initiated balanced scorecard security performance measures.

Information security performance measurement is basic to CBP structure and mission.
Implementing and maintaining an information security measures program enhances compliance
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with good noeagetent padelines for performance supeovesent. Within CBP, sseasuscs
determune whether & progras moets of fuls 10 meet secunty objectives. Performance measures
evaluate enitical success factors within aa application o systema, sach as those discussed in the
Federal Enterprise Archatectre Perfonmance Reference Model In an application that reposts on
fimancsal data or uses finamcial data, a metric for secunty might inchade frequency of access or
method used to vahidate totalls or data wdegnity of totals. For a network agplcation, measunng

the Jevel and frequency of nuproper login astempts mught be of concem

NIST SP 800-55, Secunty Metrcs Gande for Information Technology Systenss, Revasion 1. July
2008, peovades gmdance on bow an orgamzation, Shrough the use of metrics, can identafy the
sdoquacy of m-place secunity controls, policies, and procedures. NIST 800.55 describes s
approach 1o ass! masapetent m determuning whee 10 svest resources 1 sdditomal secunty
prosection of where 1o dncontinne nouproductave controls. 1t explains & process 1o develop and
unplement metncs and bow these metncs can be wsed 10 justify security control expendinuwes.

A security metncs program within an orgasization should be built with four interdependent
components

1. Swoog wpper-level manapement support,

2. Poctical secunsty policies and procedues;

1 Quantifiable performance wetrics, and

4 Rewults-cniemted metnics analyss
Buformation secunty performance goals and obyectives must be the bases for the secunty metnics
that are establishod  Informateon secunty metncs monior the success of these goals and
objectives by quantifying the level of compliance of the secwnity comtrols. NIST SP 800.445
provides examples of metres.
When unplementing an mformation secunty metnics program. the metncs st ywld mfocmation
that cam be guantied for companison parposes, i order 8o track progress using the sasme pomnts
of reforence. Percentages or averages are conumon, and absolute sumbers may be wefisl.

dependmg on the actrvity being meswsed  Data roguered for caloulatmng metnes must be eauly
obtasmable, and the grocess that s under comaderation st be measarable. To be meaviable, »

repeatable process is required. Ounly processes that are performed 1 a relatively formsal manner
should be conssdered for messuremmcnt. Metnes data tast be castly obtamabile 10 casure that the

cont of data collectson does not exceod the benefits denved from the collectson and assessascent
process.

s CBP Policy Statements i

Define performance measures 10 evaluate the effecveness of CBPs

34 - ) )
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s CBP Policy Statements e
m

CBP shall provade OMB FISMA data af least mosthly 1o the DHS Coupliance
340 Officer —

CBP shall wnilize the sstomaned 100] drecied for use by e DHS CISO for
JAC | Paformance Pl repoeting o

Perforssance moeauses and mctres respotrabilitses withun CHP sre peovaded beldow
Performance Measures and Metrics Responsibilities

DIIS CISO
o Establusbes an IT secunty metnes prograem for DHS.
Ci1s0

o Dol performance metnes 50 evalizate the effoctrveness of the IT secunty program
o Provade senstanmmal data on CBP's progress in mecting DHS"s performance measares 10 the

DHS C1S0.

ISSOn

o Provade wnput 10 the ideatificatson and selection of specific pesformmesce metines for the
systetus

o [dentify sources of metrics data and assign persomme] 10 gather chosen data

o Mommdor metnes data collection and mtegrate analyze data for reposhing purposes.

o Provade performance metnics nformatson 1o the CISO s roguired.

35 Continuity Planning for Critical CBP Assets

The Contumuty Planmng for Crmcal DHS Assets Program is vital 8o the success of ihe DHS
Enformmation Secunty Prograss sad conssts of two uegrated elements:

1. Countmuty of Operaticans (COOP) Planmng
2. IT Contmgency Plamang (CP)

The COOP planmng element requires CBP 10 develop, 1est, exercing, and maumtam
comprehensave plans so that essentzal CHP bussess functions can be continmed following an
cacrgency siuation. COOP plass are bavmess arented smd focus on sutaining an
orgamzation’s essential fanctions at an alterate site wetil the prunary site can be restored.

All CBP crganizations aad sites are responsible for developing, annual testing. and masstaining
COOPs for their area of responsability. Each organization must train personmel in COOP
procedures specific 1o thew arcas of responsibility. Certain orgaanzations will bave specific pre-
crisas monitoring responsabalitios for the mamtenance and execution of their COOP fumcthions.

For exasmuple, the Disaster Recovery Operations Center, Program Operations Dinvision (POD)
develops and meantaims COOPs for the Office of Infonmation and Technology (OIT). The CISO

reviews plass 1o cnvire Bt the COOP meets secunty roquircuscnts
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The principal objectives of the COOP plan are to focus on CBP’s ability to continue mission-
essential functions without unacceptable interruption. These objectives are:

1.  Overcome a crisis that renders a CBP location unusable by deploying pre-selected
personnel to a safe alternate facility.

2. Ensure the ability to maintain or reestablish CBP control and direction at the affected
site.

3. Prepare alternative courses of action to minimize or mitigate the effects of the crisis and
shorten CBP crisis response times.

4. Identify critical duty functions that must continue during the first two days of a crisis.
5. Assess damages and losses and identify remaining resources.

6. Allocate surviving resources, in priority order, to resolve the crisis and perform critical
functions.

7. Asrequired, reconstitute key staff positions with successor personnel.
8.  Asrequired, regenerate full functions and resume normal operations.

The IT Contingency Planning element is designed to sustain and recover critical IT services
following an emergency. IT contingency plans focus on sustaining the critical I'T applications
and general support systems needed to support essential operations. The thrust of IT
contingency planning is to assure the continuous availability of critical IT systems, protect IT
assets and vital records, mitigate disruptions to operations, provide maximum safety to
personnel, minimize damage to assets, and achieve a timely and orderly recovery from a
disruption to operations.

Good contingency plans address the possibility of catastrophic loss, but also address those less-
than-cataclysmic events that can seriously impede normal operations. IT contingency planning
includes emergency response, backup operations, and post disaster recovery operations. Small
problems disrupt IT operations with a far higher frequency than do major disasters. The size or
scope of a catastrophe and its impact on operations are often not proportional. In the absence of
a good plan, minor damage can cause major problems. Conversely, with a good plan, even a
major catastrophe may not result in serious losses.

The term “contingency planning” is often used interchangeably with disaster recovery, business
continuity, continuity of operations, or business resumption planning. A disaster recovery plan
for the CBP National Data Center incorporates many of the COOP plans developed by and
pertinent to all CBP offices and systems, including Major Applications (MAs) or General
Support Systems (GSSs).

3.5.1 Continuity of Operations Planning

DHS must have the capability to ensure continuity of essential functions under all circumstances.
In support of DHS Strategic Goals, COOP planning policies are designed to support the DHS-
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Continuity of Operations Planning Responsibilities

DHS Continuity Planning Program Director

Administers the Continuity Planning for Critical DHS Assets Program. Develops,
maintains, and promulgates requirements.

Provides oversight and ensures program compliance across DHS Components.
Provides COOP planning guidelines to the Components.

Facilitates the development and testing of COOP plans.

Approves DHS COOP plans and maintains COOP status.

CISO

Identify and align office functions with DHS essential functions.
Identify vital records, IT, and personnel requirements needed to recover office functions.
Administer the CBP Continuity Planning program.

Ensure the development of the COOP plans. Ensure that COOP planning is implemented
for each line of business.

Provide COOP status and strategy to the DHS Continuity Planning Program Director.
Develop and maintain a COOP Multi-Year Strategy and Program Plan.

ISSOs

Comply with the CBP Continuity Planning program.

Perform continuity planning and testing and document results.

Assist in the development of the COOP Multi-Year Strategy and Program Plan.
Ensure operational security is maintained during any test or recovery activities.

3.5.1.1 Continuity of Operations Planning Requirement

COOP planning is required by Presidential Decision Directive 67. CBP is required to develop,

test, exercise, and maintain Continuity of Operations (COOP) plans for the recovery of essential

business functions identified in the DHS Headquarters COOP Plan. COOP plans are business
oriented and thus focus on sustaining the essential functions of the organization (usually a
headquarters element) and the supporting business functions (including those identified as
national critical) at an alternate site and performing those functions for up to 30 days before
returning to normal operations.

3.5.1.2 Continuity of Operations Planning Objectives

COOP planning is designed to achieve the following objectives:
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1.  Ensure the continuous performance of CBP essential functions/operations during an
emergency

2. Protect equipment, vital records, and other assets to meet mission needs

3. Reduce or mitigate disruptions to operations

62




CBP INFORMATION SYSTEMS SECURITY POLICIES AND PROCEDURES HANDBOOK
HB 1400-05D, VERSION 1.0

4.  Reduce loss of life, minimizing damage and losses

5. Achieve a timely and orderly recovery from an emergency and resumption of full
service to customers.

3.5.1.3 Continuity of Operations Plan Content

To facilitate their usefulness and acceptance by the users, COOP plans need to be brief and
concise. COOP plans must encompass the following elements:

1. Essential functions (including IT requirements, vital records and databases, and
functional recovery activities)

2. Essential personnel

3. Alternate operating facilities

4. Interoperable communications

5. Human capital issues (inclusion of occupant emergency planning)

6. Devolution of control (delegations of authority and orders of succession)
7. Reconstitution (return to normal operations).

Because Continuity of Operations emphasizes the recovery of an organization’s operational
capability at an alternate site, the COOP plan will not necessarily address IT operations. COOP
plans normally focus on facility-level and organization contingency planning rather than IT
contingency planning. IT requirements are considered in the COOP plan in terms of their
support of essential functions and the supporting office functions and should be documented in
the COOP Plan. Although IT contingency planning is a separate effort (see Section 3.5.2), these
plans can be included in the COOP Plan as appendices. Close coordination with IT support
operations is required to ensure IT availability at the alternate site(s).

3.5.1.4 Continuity of Operations Test, Training, and Exercise

The most important aspect of successful Continuity of Operations planning is the periodic testing
and exercising of the COOP plan. To demonstrate a viable continuity of operations capability,
COOQOP plans must be periodically tested and exercised, and COOP personnel must be trained.
Tests and exercises serve to validate specific aspects of COOP plans, policies, procedures,
systems, and facilities that would be used during an emergency event. CBP shall conduct
periodic Test, Training, and Exercises (TT&Es), so that weaknesses in the COOP Plan can be
identified and corrected. TT&E results must be documented.

3.5.2 IT Contingency Planning

IT contingency planning is an integral part of the Department of Homeland Security (DHS)
Continuity Planning for Critical DHS Assets Program. Consequently, this policy supplements
Continuity of Operations (COOP) Planning policy.
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IT Contingency Planning Responsibilities

training consistent with the availability objective of the system.
e Ensure that adequate Contingency Plans are included in C&A documentation.
CISO
e Establish a CBP continuity planning program.

e Provide IT contingency planning status and strategy to the CBP Continuity Planning
Program Director.

ISSOs
e Comply with the CBP continuity planning program.

¢ Ensure that the system’s FIPS 199 potential impact for the availability security objective is
consistent with the information types processed, stored, and transmitted by the system.

e Ensure comprehensive IT Contingency Plans are developed, as required, for each major
application and general support system under their purview.

e Perform IT contingency planning, testing/exercising, and training, as required. For systems
with moderate and high potential impact for availability, testing/exercising and training
shall occur at least annually and when significant changes are made to the IT application or
system, supported essential and office function(s), or the IT contingency plan. Examples of
significant changes to information systems include installation of a new or upgraded
operating system, middleware component, or application; modifications to system ports,
protocols, or services; installation of a new or upgraded hardware platform or firmware
component; or modifications to cryptographic modules or services.

¢ Ensure operational security is maintained during any test or recovery activities.

IT contingency planning represents a broad scope of activities designed to sustain and recover
critical IT services following an emergency and includes identification of procedures and
capabilities for recovering major applications and general support systems.

IT contingency plans are IT oriented and therefore focus on sustaining an organization’s critical
IT services provided by the major applications and general support systems that sustain essential
and supporting office functions.

3.5.2.1 IT Contingency Planning Requirement

IT contingency planning is directed by (1) NIST SP 800-34, Contingency Planning Guide for
Information Technology Systems, (2) Office of Management and Budget (OMB) Circular A-130,
Management of Federal Information Resources, Appendix III, and (3) NIST SP 800-53,
Recommended Security Controls for Federal Information Systems.

Appendix III requires the development and maintenance of continuity of support plans for
general support systems and IT Contingency Plans for major applications. NIST SP 800-34
considers continuity of support planning to be synonymous with IT contingency planning.
Because an IT Contingency Plan should be developed for each major application and general
support system, multiple Contingency Plans may be maintained within the organization’s
Continuity of Operations (COOP) Plan or Business Continuity Plan.

NIST SP 800-53 defines a family of security controls for contingency planning (CP). It
identifies the level that these controls should be developed for high, moderate, and low potential
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impact systems. DHS uses the FIPS 199 designation of the availability security objective to
define the impact level applicable to contingency planning controls (see Section 3.9.1 for
information on DHS guidance on FIPS 199 system categorization and implementation of the
NIST SP 800-53 security controls).

3.5.2.2 IT Contingency Plan Development

IT contingency planning is designed to achieve the following objectives:

1.  Ensure the continuous availability of the critical IT systems that support CBP essential
functions during an emergency

2. Protect IT assets and vital records needed to support mission needs
3. Reduce or mitigate disruptions to operations
4.  Reduce loss of life, minimizing damage and losses

5. Achieve a timely and orderly recovery from an emergency and the resumption of full
IT service to customers.

3.5.2.3 IT Contingency Plan Format and Content

To facilitate their usefulness and acceptance by the users, I'T contingency plans need to be brief
and concise. The specific control requirements and level of effort are determined based on the
IT system’s security categorization. The level of resources for the contingency plan is based on
the security categorization for the availability security objective. See Section 3.9.6, Contingency
Plan, or see Appendix K for more information on the Contingency Plan template requirements.

IT contingency plans must encompass the following elements as required for the potential impact
level for the system’s availability security objective:

1.  Disruption impacts and allowable outage times

2. Preventive controls and recovery strategies

3. Vital records

4.  Responsible personnel

5. Alternate operating facilities

6. Devolution of control (delegations of authority and orders of succession)
7. Reconstitution (return to normal operations)

3.5.2.4 IT Contingency Plan Test and Exercise

Testing the IT contingency plan identifies planning gaps. Tests and exercises serve to validate
specific aspects of IT contingency plans, policies, procedures, systems, and facilities to be used
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during an emergency. Both activities improve plan effectiveness and overall Department
preparedness.

Contingency Plan testing requirements for systems at each impact level for availability are
described in Section 3.9.8.

3.5.2.5 IT Contingency Plan Training

Training prepares recovery personnel for plan activation and improves plan effectiveness for
overall Department preparedness. The IT system personnel shall be trained on the IT
contingency plan according to the potential impact level of the availability security objective.

1. High impact for availability — All personnel involved in IT contingency planning
efforts shall be identified and trained in the procedures and logistics of IT contingency
planning and implementation, as well as their roles and responsibilities in relation to
contingencies. This training shall incorporate simulated events. Refresher training
shall be provided

2. Moderate impact for availability — All system personnel involved in IT contingency
planning efforts shall also be trained. Refresher training shall also be provided.

3. Low impact for availability — System personnel are not required to be trained.

3.6  System Life Cycle

The System Life Cycle (SLC) methodology provides a structured approach to managing IT
projects. It also allows introduction of IT security planning, including budgeting, review, and
oversight.

CBP follows a formal SLC to support its mission. The Systems Life Cycle Handbook (QIEI(3)]
QW) is a component of official CBP policy. The SLC includes life cycle processes, and
documentation requirements for various stages of the SLC. The SLC describes a project leader’s
responsibilities for all aspects of systems development including Project Planning and
Management, Risk Management, Quality Assurance, Requirements Management, IT Security,
Contract Management, and Configuration Management. Information security must become an
integral part of all phases of system development, even as early as the project concept and
business case stage. Proper adherence to this process is interrelated to the Investment
Management Process and funding of the project/program.

As part of the SLC for all CBP systems, each Major Application (MA) or General Support
System (GSS) (e.g., mainframe, client-server, networks) developed or operating at any CBP

location is required to produce security documentation as part of Certification and Accreditation
(C&A).

The SLC process begins when the Program Authorization decision (discussed in Section 3.2)
within the CPIC process that determines an IT project should be initiated.

There are eight distinct phases in the SLC as depicted in figure 3.6 below:
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Figure 36: System Life Cycle Process
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SL.C Responsibilities

CISO
e Establish procedures for reviewing compliance with SLC documentation requirements.

e Participate in capital planning and investment management meetings involving SLC
considerations for IT systems and networks.

e Ensure that required information security documentation is produced and reviewed in
accordance with SLC milestones.

e Approve IT security documentation produced as part of the SLC process (except the C&A
package).

ISSOs

e Participate in planning and executing the SLC process.

e Provide information security expertise to system development project teams.

e Review and comment on all SLC security documents.

System Owners/IT Project Managers

¢ Ensure required security documents and reviews are included in the SLC.

o Ensure that adequate funding is available for implementation of security requirements.

e Prepare required security documents.

3.6.1 Planning

The Planning Phase defines the system concept from the user’s perspective and establishes a
comprehensive plan for developing the system. Information security activities include the
following:

1.  Preparation of the initial risk assessment and security plan.

2. Ensuring that adequate budgetary resources for information security requirements are
available.

3.6.2 Requirements Definition

During the Requirements Definition Phase, users and technical staff define detailed requirements
to ensure that the system will meet user requirements. This results in the establishment of a
Functional Baseline. Information security activities include:

1.  Updating the risk assessment and security plan

2. Reviewing IT Baseline Security Requirements (See Attachment A)
3. Developing an initial Plan of Action and Milestones (POA&Ms)

4. Developing an initial Security Test and Evaluation (ST&E) Plan

5. Reviewing information security budget requirements
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6. Preparing the initial security inputs to the IT Training Plan
7.  Preparing the initial contingency plan.

3.6.3 Design

The system development then moves to the Design Phase, during which the requirements are
transformed into detailed design specifications. During the Design Phase, an Allocated Baseline
is established and documented in the System Design Document. Information security activities
include the following:

1. Updating the risk assessment and security plan

2. Reviewing budget requirements

3.  Developing Interconnection Security Agreements

4.  Updating the security information in the IT Training Plan

5. Updating the contingency plan

6. Preparing the initial Certification and Accreditation (C&A) package.

3.6.4 Development

After formal approval of the design, the IT project enters the Development Phase. During this
phase, the development team builds the system according to the design specified during the
Design Phase and conducts development testing. The Development Phase represents an iterative
process during which the development team builds the system, tests the system build, modifies
the system based on any problems identified during Development Testing, and then tests the
modified system build. Information security activities include the following:

1.  Conducting the initial developmental Security Test and Evaluation (ST&E)
2. Updating the risk assessment and security plan

3. Developing the initial operational ST&E

4. Reviewing budget requirements

5. Updating the C&A package.

3.6.5 Test

When the developed system is fully functional and has successfully passed Development
Testing, the system development project moves into the Test Phase. During this phase,
Independent Testing and Evaluation is conducted to ensure that the developed system functions
properly, satisfies the requirements (including security requirements) developed in the
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Requirements Definition Phase, and performs adequately in the host environment. Information
security activities include:

1.  Conducting formal developmental ST&E

2. Reviewing budget requirements

3. Updating the risk assessment and security plan
4. Updating the C&A package.

3.6.6 Implementation

The system development project enters the Implementation Phase after the system has
successfully passed testing and is ready for deployment. The output of this phase is the Product
Baseline, which consists of the production system, databases, an updated data dictionary,
associated infrastructure, and supporting documentation. During this phase the system is
deployed to designated production sites. Information security activities include the following:

1. Conducting the operational ST&E on upgraded or new systems
2. Reviewing adequacy of budget requirements

3. Finalizing the security inputs in the IT Training Plans

4.  Updating the risk assessment and security plan

5. Finalizing the Certification and Accreditation (C&A) package.

3.6.7 Operations and Maintenance

After the system has been successfully deployed, it enters the Operations and Maintenance (O&M)
Phase. During this phase, the system becomes operational and any necessary system modifications
are identified and documented as “System Change Requests.” These changes must be formally
approved before they can be implemented. Information security activities include the following:

1. Reviewing C&A status and maintaining the currency of the C&A documentation

2. Conducting annual user security awareness training and role-based training (e.g.,
training for ISSOs, AO, network and system administrators, managers)

3. Maintaining adequate budgetary resources.

3.6.8 Disposition

Finally, the system is retired from the operational environment during the Disposition Phase.
Activities during this phase involve:
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1. Terminating system operations

2. Removing the system from the production environment

3. Archiving the system components, data, and documentation

4. Disposing of equipment and media in accordance with security requirements.

3.7 Configuration Management

Configuration management (CM) relates to managing the configuration of all hardware and
software elements within IT systems and networks. CM within DHS consists of a multi-layered
structure — policy, procedures, processes, and compliance monitoring. CBP shall utilize
appropriate levels of configuration management.

CM is vital in controlling and managing security of IT systems and, through change control, can
reduce risk from unwanted or unmanaged change. Precise understanding of system components
and configurations is very important; change must be accomplished through formal change
control procedures.

Routine business actions or events can have a significant impact on security. Examples include
the following:

1. A change in mission may change security requirements.
2. A change in an application may require a different security mode of operation.
3. Connection to any new external interface affects system security.

4.  Changes in the operational environment (relocation, changes in external operational
procedures) could impact security controls.

5. Security patches for newly identified vulnerabilities must be applied in a timely
manner.

The CM program must be applied properly to protect security mechanisms and to ensure they are
not compromised or rendered ineffective. The Office of Information Technology (OIT)
configuration management program is an important component of our security program. CM
will apply to all systems, subsystems, and components of the CBP enterprise, thereby ensuing
implementation, and continuing life-cycle maintenance. CM begins with base lining of
requirements documentation and ends with decommissioning of items no longer used for
production or support.

The CM discipline will be applied to hardware, including power systems, software, firmware,
documentation, test and support equipment, and spares. The Change Control Board (CCB) will
ensure that documentation associated with an approved change to a CBP system is updated to
reflect the appropriate baseline, including an analysis of any potential security implications. The
initial configuration must be documented in detail and all subsequent changes must be controlled
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theough & complete and robust OM process. Configmation sansgesnent has secunty
unplicatsons w three arexs.

1.  Envunng that the configanation of subordinate [T system elements are comsastent with
the cerification and accreditation requarements of the parent system

2. Ensunng that any sebsoquent champes, inchuding am asalysis of any potential secunity
unphcatons, me approved

3 Ensung that all recomenended and approved secwity patches are properly installed

As mew systems and newly modified systems proceed flsough the SLC, chamges 10 these systens
! be docummented and tested prace 10 placing these systeumn o the operational eanomment.
This inchades the testimng of secwnity controls. The olgective s 1o eaname that new vednerabilitses
me mot miroduced during the change process. The same roguarcanents apply 1o operatsonal
systczas as they undergo penodic modificatsons. Chasges mad be documented and tested paoe
10 placing the system back o the eperational covaronment

Configmration management policses must take 1o account and have peovisions for guackly
testing and approving tese-sensitive changes that result from newly released vulnesabilaty
nformation. Offen in today s chmate. severe new vulnerabilitses quickly presest themselves and
the risk of not mumediately iuplessenting the vendor-supplied patches exceeds the nsk of
mstalling an umtested vendor pasch. CBP omsst have provisions for reacting quickly as these
critacal paiches are identified and released by the DHS Secwnity Operations Center (SOC),

Policy Rebevast
m CHP Policy Statements Costrobs

Coafiguration masagoment phass (CMPS) for all IT systems shall be created as
3.7a | patof thew System Secunty Plass (SSPs). All CBP systenn ol be wnder e | OM-]
oversight of a Cluage Contred Bosed (CCB).

Coafipuration mesagement controbs shall be oxtablidied, muplemcniod. and CA-S
37b | enforced om all IT systems sad networks m order 1o addross sagaficanm C‘M)
deficscncies as part of & Plan of Acnon and Mdestones (POARM). ’

Reformation secunty patches mmst be tnstalled in acccedce with
17e conflipuraton mamapement plans and withis the S feame or dwection stated $3.2
' within the Informanon Secarety Vulncrabdity Managamest (ISVM) message
peblishod by the DEHS Computer Secunity Incadent Respouse Conter (CSIRC).

174 Sywicen Owners shall document the tutial sysices configuranon n detatl and CM-2,
) comol Al sebsoguent changes in soccedance with the OMP. M3

Workstatoos all be configared in scccedance with DS gmdance co e M2

17¢ | Foderal Deskiop Core Confipumation (FDCC). Configarason shall mchade M6
alistion of the DHS Commson Policy OID. Connon Policy Frassework

b
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s CBP Policy Statements asesbens

[ [ Root CA cortificate, and the DHS Principal CA ceruficate. | 1

I e mnfonuamion syvicm s operating sysicamn of applications dat do not
110 Bave Basdening o¢ do net follow confliparanon gusdance from the DHS CI150, CM-2,
the System Owacr shall rogqoest an exception, s iuding » proposed alicruative M6

secure configurason

CBP shall exsuwe that OM processes under thew purview inchade and consader
the rosuls of 3 soomity tmpact analysis wikn cousidcring proposced changes.

37z

Confipeation mamgement respossitalines are provided below
Conliguration Management Responsibilities

150

o Exsure that secunty sosses are besag addecned m conliguratson revicws and the Clange
Coutred Board

Certifviag Officials

o Re<cerufy the system of significant coafiguration chasges have been made

AO

o Re-accredit systems if sspmficant configuration chasges kave boen made

o Exsure that IT Project Managers and Development O&M Suppoet Teams implemsent an
effective configaration mamsgement process in accordance with SLC requsemnents.

Site Management

¢ Exnvares that approved configuratson changes are correctly umplemented st the site.

IT Project Managerv/ISSOs

o Ensure that configuation managemen! procedures are documented and imnplemented for all
proposed coafiguration chamges 1o 1T systemns
Esnase that all peoposed confagesancn changes 10 operating systems and applicatsons are
analyzed poior 10 meplementation 10 detonmne if the peoposed change has securnty
unphcanons
Maumntain a capabedaty 1o quackly approve and splement time-sensitive secunty paiches
reaction 10 late-beeaking socunty valnerabilitses idestified by the DHS SOC.
Emvare that all peoposed configuration changes to operating systems, operating system
secunty fewtures, apphcations, cnitical systemn fles, and systom devices are formally
approved, sested, and documented prior 1o the change bemg smplemented.
Essre that all approved changes 10 the confignration baseline are documentod, reviewed
for accuracy, sad that recoeds are masstained for each IT system for both the current and Al

previoms configurations.

Exvare that formal system configuration seviews are performed.

Emsare that accurate system documentation and configuration Jogs are mamtained 1o reflect
currendt and pros configmation basebaes.

75

epic.org EPIC-18-07-31-CBP-FOIA-20190517-1stInterim-Production-pt1 000088



CBP INFORMATION SYSTEMS SECURITY POLICIES AND PROCEDURES HANDBOOK
HB 1400-05D, VERSION 1.0

Configuration Management Responsibilities

e Prepare and distribute a configuration management plan for each system under their
authority.

e Implement and enforce configuration management controls.

Project Team

e Understand and comply with the configuration management plan for the system.
e Comply with configuration management controls and procedures.

The CISO will make determinations as to when time-sensitive system patches identified by the
DHS SOC must be quickly implemented to protect the CBP infrastructure. The CISO, in
cooperation with network operations leadership, will determine how quickly late-breaking
patches must be expedited through the configuration management process and installed on CBP
systems in order to protect mission accomplishment.

The ISSO and IT project manager work with the Development Team (for new development
systems) or the Operations Support Team (for fielded systems) to ensure that all proposed
changes to the configuration baseline are analyzed and tested to determine if the proposed
changes have security implications. As new vulnerabilities are identified during the testing
process, appropriate security software patches must be developed and installed prior to
implementation of the proposed change.

Any changes that impact the security posture of the system must be brought to the attention of
the Certification Agent and the Authorizing Official (AO). Further, all proposed configuration
changes to operating systems, operating system security features, applications, critical system
files, and system devices must then be formally approved and documented prior to the change
being implemented. If the approved change is deemed to be significant, the C&A documentation
must be updated.

This configuration management process continues throughout the life cycle of the system.

3.8 Risk Management

Risk management is a process that allows system owners to balance the operational and
economic costs of protective measures to achieve gains in mission capability by protecting the IT
systems and data that support their organization’s missions.

The purpose of risk management is to identify risks, assess the impacts of the risks identified,
and to take appropriate steps to reduce the identified risks to an acceptable level. An effective
risk management process is a vital component of a successful Information Security Program. An
organization’s risk management process is designed to protect the organization and its ability to
perform its mission, not just its IT assets.

Effective risk management enables an organization to accomplish its mission(s) by

1. Better securing the IT systems that store, process, or transmit organizational
information

2.  Enabling management to make well-informed risk management decisions to justify the

expenditures that are part of an IT budget
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3 Assisting management i suthonizing 1T systenss on the basas of the supporting
docunestation resnlting froms the performance of ik managemnent.

s CBP Policy Statements rrietaars

Esadlish & ik managessent progeam i sccosdnce with Natioaal Invanute of
3fa | Suadud and Technology Specaal Pubdcanca (NIST SP) 30030, Rak RA-1

Mawagemeny Guide for Informanon Fechmology Systemes.

Conduct and docmmnent nisk mssessments every theee years, when high impact
weaknesses soe sdentificd, of whenever sigaificans chasges 10 the syviess
configurateon of 10 the operamonal Wreal covitossnent have been made,
33D | whichever eccurs fist The ek assevuncsst mest consider Be cffects of the RA-4
modificamons om the operatiosal rok profille of the mfonuation system. SSPs
shall b¢ updated and re-cortificanon conductod if wasranted by the revuls of

the nsk assessment.
I8¢ CISO shall csablind & CEP-wide Scounty Tost and Evaleason (STRE) RA-1
< Program 10 castee 3 consiient approach %o testing of effectvensss of controls
154 Risk Executives shalll review recosumendations for nsk desenmusanons and nsk RA3

acccptability and may recoaunesd changes 10 the CIOVAD.
18c¢ | CRP SOC shall deploy a CRP-wide actwork scasning programn RA-S

38 f Special rules apply to CFO desaznaed systems. See Section 318 for
sddrsonal mfomuanoa.

Risk mamagenscat respoastbelitios are provided below.
Risk Management Revponsibiitees

150

o Establishes and enfoeces policy relating 10 the risk sansgement process.

Certification Agents

o Evaluste the risk assessment document as part of the cernficancn process.

o Envare that the risk assessment coatains informatson required for CRA

¢ Recommend 1o the AO the possible msplementation of addtional sk satigation actions

that would matigate exnting ressdual raks

AO

o Detoruune the overall degree of accoeptable mk based om the CBP's mussaon requirements

o Deternune whether the rendual sk for the IT system being accredited s withes tolerable
[T

o Make a rsk-based docisacn to (1) grant system acoreditation. (2) grant as mtersm
mwmquhndmpndmdm(m.dnvm

3 on (3)
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Risk Management Responsibilities

are not at an acceptable level.

System Owners

e Assist in determining the degree of acceptable residual risk based on the Department’s
mission requirements.

e Review the Certification Package and ensure resources are provided to implement risk
mitigation measures.

IT Project Managers/ISSOs

e Conduct the initial risk assessment.

¢ Ensure that the system security plan and risk assessment contain information required by

certification activities and address all appropriate management, operational, and technical
controls.

¢ Initiate follow-on risk assessments if any significant changes to the system configuration or
to the operational/threat environment have occurred, or every three years, whichever comes
first.

The risk management process described in NIST SP 800-30 contains three key elements: (1) risk
assessment, (2) risk mitigation, and (3) evaluation and assessment. Risk management is an
integral part of the Certification and Accreditation (C&A) process, which is discussed in Section
3.9.

3.8.1 Risk Assessment

Risk assessments are used to determine the extent of potential threats and risks associated with
an IT system throughout its lifecycle. Based on the results of the risk assessment, appropriate
security controls can be identified to reduce risks to an acceptable level during the risk mitigation
phase. See Section 3.9.4 for more information on developing a risk assessment with the RMS
automated tool.

NIST SP 800-30 identifies nine major activities to be conducted in the development of the risk
assessment:

1.  System Characterization

2.  Threat Identification

3. Vulnerability Identification
4.  Control Analysis

5. Likelihood Determination
6. Impact Analysis

7.  Risk Determination

8.  Control Recommendations
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9.  Results Documentation
Threats to CBP information systems may target communications networks, hardware devices,

software applications, individuals, and physical attacks on CBP facilities. Potential threats to
CBP include:

1.  Disruption of voice communications
2.  Disruption of internal communications

3. Insertion of ‘Trojan horses’, computer viruses, or other malware into the network
environment of CBP

4.  Unauthorized access to internal systems through ‘social engineering’ or by posing as a
CBP official or authorized contractor

3.8.2 Risk Mitigation

The risk mitigation element occurs after the risk assessment phase is complete. Risk mitigation
encompasses the prioritization, evaluation, and implementation of appropriate security controls
identified during the risk assessment phase.

NIST SP 800-30 identifies seven major activities to be conducted as part of the risk mitigation
phase:

1.  Prioritize Actions

2. Evaluate Recommended Control Options
3. Conduct a Cost-Benefit Analysis

4.  Select Appropriate Controls

5. Assign Implementation Responsibility

6. Develop an Implementation Plan

7.  Implement Selected Controls.

Examples of security measures employed to reduce the risk of threats include:

1. Use of electronic badges for facility access (physical)
2. Deployment of firewalls to restrict network access

3.  Use of anti-virus software
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3.8.3 Evaluation and Assessment

Risk management is an ongoing process that will evolve over time as IT systems are updated and
replaced with newer versions. New risks can surface and risks previously mitigated can re-
surface as concerns.

For these reasons, CBP must conduct risk assessments whenever significant changes to the
system configuration or to the operational/threat environment occur, or every 3 years, whichever
comes first. The risk assessment is a key component of the C&A process discussed in the
following section.

3.9 Certification and Accreditation, Remediation, and Reporting

FISMA directs that all Federal agencies develop and implement a Department-wide Information
Security Program designed to safeguard IT assets and data. CBP bases its Certification and
Accreditation (C&A) policy on DHS policy and the recommendations set forth in NIST SP 800-
37, Rev. 1, DRAFT Guide for the Security Authorization of Federal Information Systems: A
Security Life Cycle Approach, August 2008, and OMB Circular A-130, Appendix III, Security of
Federal Automated Information Resources.

Certification is the comprehensive testing and evaluation of the management, operational, and
technical security features of an IT system. It primarily addresses software and hardware
security safeguards; considers procedural, physical, and personnel security measures; and
establishes the extent to which a particular design and implementation meets a specified set of
security requirements.

Accreditation is the official management decision by the AO, that authorizes the operation of an
IT system. It includes explicitly accepting the risk to Department operations, assets, or
individuals, based on the implementation of an agreed-upon set of security controls. The AO
accepts security responsibility for the operation of certified IT systems and officially declares
that a specified IT system is approved to operate (ATO) based on these protections. The AO
shall be identified in TrustedAgent FISMA (TAF). The CIO will serve as the AO.

NIST SP 800-37 describes the four phases of certification and accreditation. The artifacts
required by the RMS automated C&A tool and by the TAF automated reporting tool are listed
below by the phase in which each is generated:

e Initiation Phase
FIPS 199 Categorization (Section 3.9.1)
Privacy Impact Assessment (Section 3.9.2)
E-Authentication (Section 3.9.3)
Risk Assessment (Section 3.9.4)
System Security Plan (Section 3.9.5)
Contingency Plan (Section 3.9.6).

e Certification Phase

Security Test and Evaluation (ST&E) Plan (Section 3.9.7)
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Contingency Plan Testing (Section 3.9.8)
Security Assessment Report (SAR) (Section 3.9.9)
e Accreditation Phase

Authorization to Operate (ATO) Letter (Section 3.9.10)—includes updated System Security
Plan (SSP), Plan of Action and Milestones (POA&M), SAR

e Continuous Monitoring Phase

Annual Self-Assessments (Section 3.9.11)

All production IT systems (major applications, general support systems) are to undergo C&A. In
some situations, a common controls (type accreditation) approach may be used for authorizing a
system as defined by CBP, DHS and NIST guidance. Prior to starting a common controls-based
C&A, agreement should be reached with the AO to ensure a sufficient approach is performed.
See Appendix D for more information on type certification/accreditation.

In accordance with approved DHS information security policy, the Risk Management System
(RMS) automated tool developed by Securelnfo, Inc., shall be used to produce C&A packages
for all IT systems. All IT systems shall be accredited using RMS. The NIST 800-53 controls
must be applied. Applying the NIST 800-53 controls requires that systems be categorized.

Artifacts generated during the accreditation process are uploaded into TrustedAgent FISMA
(TAF), which supports the remediation process with its capability to manage the POA&M
process and which generates quarterly reports and the required annual self-assessment.

The artifacts required by the RMS and TAF automated tools are listed below:

1. FIPS 199 Categorization

2. Privacy Impact Assessment (PIA)

3. E-Authentication

4. Risk Assessment

5. System Security Plan (SSP)

6. Contingency Plan

7. Security Test and Evaluation (ST&E)
8.  Contingency Plan Testing

9.  Security Assessment Report (SAR)

10. Authorization to Operate (ATO)—includes updated System Security Plan (SSP), Plan
of Action and Milestones (POA&M), SAR
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All cermficatsons and accroditatsons for unclassified and collateral classified systems

done followng DHS Darective 4300 senies pobeies and procedures. SCT Systens

- S -~

Aumssal NIST SP S00-53-basod Self-Assessanents.

ae accredited by the DHS Office of Infelligence and Analysis (DHS 1&A).

shall be

Policy
1

19a

CHP Policy Statementy

-mmmm.h*)nachmobncmv
. megntry, ummummmssm

pobquhudcnoﬂswxy-dup’hoem
NIST SP S00.37, Guide for the Secarily Certification and Accreditation of
Federal Ioformetion Syssems

ish

tmpletoont NIST SP 800.43 socurity controds, ssing the FIPS Pub 200

Mintwwn Secwrity Requiresents for Foderal Information and Ieformation
SHzstems . based oo the tmpact level esadlishad for each secenny

mcthododogy
obgective (confidesmaliny, mategrity, availabeliny )

19%¢

Pursor type CRA for IT resoseces Sat are under the same direct mamagcmont
coutrol. have the same fanction or mnssion objective, opensing characsenstics,
secunyy moods, and that ressde s the samne gencral Operaling CaVIOMDONT. Of 1
the case of & desibasted syvices, resade i vagous ocanons with sl
openting covwotments.  Type CRA shall conunt of & saater CRA paciage
dexcnbing ¢ common controls uplomcnod across sites and snespecific
cools and umagec rogurcnents that have boen msplemcnted ot the indivadual
stles.

1%4

The AO for & systcm shall be idensfied m Truwod Agest FISMA (TAF). The
CIO shall serve 3 the AO

i%¢

Pr—-

The CTSO shalll cnsare that all new or major upgrades of cxisting seasitive IT
systemss amd metworks ase formally certified touzh a comprebensrve
cvaluation of they masagement. operational, and echacal socurity fesdares

CA4

391

e contificanon. made 3 pout of and m wipport of the ACCIoBIABOn rOCess,

shall determune e oxtent 10 which a partcular design and mplemontanon
plan meets dhe DEES required set of securnity controls.

The CISO shalll cnvare Bt 3 sk sscvasent » conductod whencver sy
wodificatom are made %o semative 1T systams, networks, or 1o S plasacal
caveomnents, starfaces, o user commmnaty. SSPs Jall be updated and re-
certificanon conducied of wamsted.

epic.org
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Policy

™ CRP Policy Statements Controls
m
Accrodit syssoms ot matial operating capabiity and cvery theee years Sereafter.
of whenever a major change ocours, whichever ocomes first. An ATO of uix

39D | (6) months or less mmst secetve an ATO accredenson period wasver from the
DHS CISO before subrzsion 10 the AD for a finad sccreditation decron.

CA%

!kAOmn-UmAWbmmmjhsm
that are underpomg developuacnt sestmg of are @ a prototype phase of
development. A systom must be cartifiod and accredined 0 s Auhornization 1o
391 | Opermie (ATO) kemer price 50 passang the Key Decevion Posst 3 mlevione o PLA
the developmens life cycle.  TATOs are sot sppropeanie for operiionsd sysicms.
The AO may grant 2n IATO for & seccmmsen penod of sox tooeths sed sy
grant coc sk month evcnaion.

I the syssem ts pot fally accredised and bas not received a full ATO by the end
39 | ofthe second and final IATO. the system shall noc be deployed ms 20 LA

operational system
As 2 result of the Office of the lnspecion General (O1G) sndtng

CXPETINE,
19k CBP shall request comcwmence from the DIES CISO for all accredaations for .n
six moaths or Jess.

AN CBP IT systems shall be accrodied wsing the sstomatod sools. TAF and CA-d
590 | mMS. approved by the DIES CISO

AN centificanons and accredmanons for unclessified and collwend chassified
systcmss shall be done following DES Masagement Direcaive 4300 senes CA-L,
3IFm | policacs 3nd procodurcs, in addtion 1o CBP CRA process. SCT Sysicss arc CA-
accredited by the DHS Office of Intcllipence and Anabysn (DHS 1&A).
— <
CISO shall essure thae cnterpnise secunity 1ools are wsed 10 masage CRA CAl
390 | processing and FISMA reporting

CISO shall msatntam a reposstory for all CEA documentation and CA-l
%0 | modificamons

CISO shall cxablish procesvies 10 casare conssitent CRA peocessing across all

I9p | CBPIT systeun CA-

Syviem Oraners shall e the POAKM process %o mamage vulacrabalacs.
$9q | comect deficiencies m security controls, aad remodiate weaknesses in vysiems CA-$

secunry plans.

CHP shall ¢ the ook deectad by the DHS C150 %o document and moosstain CAS
195 | pOARMs.
395 The AD shall formally assune respoasibalry for opersang s isfonsalion CA%

syuices o an scceptable level of mik.  Sywiems operaton Wik seaaitive
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et CBP Policy Statementy —

m
mfonuaton 1 prodibeed withou! am ATO.

ATOs shall ealy be provaded for syvicsss that fally couply wal policy of have

391 | been grasted appropeine exceptions o€ waivens Cae
Antifacts in support of mew ATOs shall not be obder tham 13 mondhs. Obder

390 | artifacts remain valid during e life of 2 curent ATO. ~

39y | The DHS ClO mary revole sy ATO of sy DHS IT syviem CAS

39w | e ClO nuy revoke the ATO of any CBP IT systom CAS

The deration of an ATO tmest be ot leant sax (6) montha sad shall be no losger
19x than three () years. Condwrrence from the DHS CISO shall be roguested for CAS
ol sccroditations bvting loss than sx (6) montin

CBP shall estabiish an mformanos system seOuy review and asestance
program within thes respective secunty organizanon s osder 1o provide

Syu-m-ﬂmmdmmnm_:* CA-T.

I9Y | defaemcucy. and provide recoaumendations for bempmg WAt w10 M-
coupliance.  This socwaty and scvicw assntance is proveded by Soowney and
Technology Polcy (STP)

Cemtafication snd accroditation responsibilitees are provaded below.
Certification and Accreditation Respoasibilities

DHS CI150
o Establishes and enfoeces policy relating 10 the CRA process.
AO

o Determine degree of acceptable residual nisk based ca Departinent s missscn requirements.
o Review the state of the secumity controls for the system and the messcn requiretients of the
Depastnscnt
Assess the commectness and effectivencss of securnity constrols sad idestify the Jevel of ik
retaning (ressduad riak) for the systems = perfornung its operational missson,

Determune whether the residual nsk 1s wythan solerable lumits.

Make a mk-based docmacn 1o (1) grant systom accroditation, (2) grant am méerm
sthonization 10 operate the system for a designated penod of time (systems m
developunent lesting or prototypes only), of (3) demy system accreditation becanse the risks
10 the sysem sse not a1 an acceptable Jevel,

System Owners

Certification Respousibilites:

o Emsure that adoguate resources are budgeted for aad allocated 10 the CEA process.
o Review the results of the Instaation ssd Secunity Certification plase:
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Certification and Accreditation Responsibilities

are provided to identify and implement risk mitigation measures.
Accreditation Responsibilities:

e Assist in determining degree of acceptable residual risk based on agency’s mission
requirements.

e Review the Certification Package and ensure resources are provided to implement risk
mitigation measures.

IT Project Managers/ISSOs
e Ensure that the SecureInfo RMS automated tool is utilized to develop C&A packages.
Certification Responsibilities:

o Ensure that the SSP and risk assessment contain information required by certification
activities.

e Develop the ST&E plan, conduct the ST&E, and prepare the ST&E Report.
Accreditation Responsibilities:

e Complete the final risk assessment, update the security plan, prepare the certification
findings, and prepare a Draft Certification Statement.

e Complete the Certification Package and forward to the Certifying Official.
e Maintain files of the Certification Package.

o Initiate Re-Accreditation activities if any significant changes to the system configuration or
to the operational/threat environment that might affect system security have occurred, or
every three years, whichever comes first.

Certification Agent

e Participate in the early phase to assist the development team in identifying specific security
requirements.

Validate the security design decisions of the development teams and the ISSOs.

e Determine with the data owner(s) and ISSO(s), the minimum-security features for each
unique application.

e Observe the testing of security controls for assigned Major Applications (MAs) and General
Support Systems (GSSs).

o Ensure that the System Security Plan (SSP), Security Test & Evaluation (ST&E),

Contingency Plan, and Risk Assessment contain the information required for C&A.

o Ensure security plans are developed for all information systems. Ensure that the system is
certified and the certification documentation is developed using the DHS C&A tool, Risk
Management System (RMS)

e Review the security documentation.

e Write the System Assessment Report (SAR) and include the Plan of Actions and
Milestones (POA&M) and a list of residual risks.

e Write the Certification Statement, which reflects the state of the security controls, based on
the results of the ST&E and review C&A Package and recommend approval to the
Certifying Official.
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Risk Management System

Risk Management System (RMS) is an automated system that supports the established C&A
process. RMS system is the DHS mandated solution for developing and maintaining C&A
documentation. RMS bridges the gap between regulatory requirements, standards, and local
security policies. This system provides C&A audit-readiness against mandated regulations and
manages the security C&A compliance lifecycle with regulatory content updates. The use of
RMS enables conformance and standardization of the DHS C&A process on CBP.

Through an interactive process, RMS aids security personnel (ISSOs) in identifying the
minimum level of system security controls based on FIPS-200 (i.e., NIST SP 800-53) and DHS
policy. This is accomplished by the completion of an RMS security questionnaire that generates
required security document templates. RMS tracks this comprehensive list of security
requirements through the development of the required security certification and accreditation
documents.

For additional information, training or obtaining a log-on for this tool, contact the STP Branch at

(0)(6) (b)(7)(C)
TrustedAgent FISMA

TrustedAgent FISMA (TAF) is a DHS enterprise-wide application that is a repository for system
identification and security information. TAF also generates Federal Information Security
Management Act (FISMA) reports in compliance with the OMB guidelines. System specific
Plans of Action and Milestones (POA&Ms) are entered into TAF in order to capture and track
the identified security weaknesses with their associated corrective milestones. TAF provides an
automated capability to support required system self-assessment reviews utilizing the NIST SP
800-53. TAF contains data on the number of systems with contingency plans, tested contingency
plans, system security plans, security tests and evaluations, identified weaknesses and
accompanying POA&Ms, certifications and accreditations, IT security training, and incident
response activities.

In addition to the primary tracking capability of TAF, CBP benefits by the accurate and current
listing of operational systems and sub-systems that are recognized by DHS. This system
inventory serves as a baseline for the security performance measures that TAF generates for
component and departmental level security management officials. This data is used to generate
the TAF measures and is reported to the DHS. The TAF data also serves as the basis for
quarterly FISMA reports for OMB.

For additional information, training, or obtaining a log-on for this tool, contact the STP Branch at

(b)(6) (B)(7)(C)}

3.9.1 FIPS 199 Categorization and the NIST SP 800-53 Controls

For DHS, the high water mark requirement is amplified to reflect the actual security
requirements for controls to meet. The high water mark is the concept that the highest impact
level of any of the security objectives (confidentially, integrity, and availability) must be
implemented for the system as a whole, based on the highest impact level of each of the
individual security objectives.

At DHS, the necessary security controls, supporting the security objectives, required for an IT
system will be implemented without the requirement to implement extra controls that may not be
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pecessary, Thas i the munumuns DHS standsed, however, any peogram that wishes to smplement
more thas the stmam controds can il inplemsent thems when appropeiste.  Thas polacy
splification is a Department-level nsk-based decisson that is consistent with FISMA policy
which requires DHS to “cost-eflectively rodace information security risks %0 an acceptable
level ™ The tailorng of controls and use of compensatmg controls s also consistent with
providing the safeguards mecessary %o reduce the risks in a specific operational esnvwomment.
procssianies the “concept of rsk based docsscan ™ The due diigence required by FIPS 199 of
determmmung he exact mupact lovel cach type of mformmation contamned on the sytem, and each of
the secunity obpectives, will lead 1o well defined mupact bevels for confidentality, istegnty, and
svailabality of the systern x5 a whole. 1t i smeportant, when using 2 rk-based decivom 1o
tunioere the security controls, that all of ®e information and the radks 1o that nformation be
clealy defined and docwsented. s that way, the AO can make an informed decision on the
level of risk that & acceptable for the system and its information in the specific operatsoaal
emvronment.

As a result, m the DHS FIPS 199 Workbook (developed from FIPS 199, NIST SP $00-60. and
the DEHS Business Reference Model), mupact levels (high, moderate, low) can be assigned to
cach socunty obgective, Thes moeass, for example, that a system with low mak avaulatality, high
sk ategnity, and Jow nsk confidentiality wall not be required 1o impleusent all hagh controls
acrons the board  Rather the controls that all outt of the analysis will be suglemcnted (1.¢., hugh
levels for integnty coatrols, low for the confidentiality and svailabality controls). NIST SP 800.
§3, Reconwwended Secwrity Controds for Federal Informeation Systems, should be apphed specific
1o the security obyective determuined unpact level.

Foe systems ivolving perscmally ideatifiable information, the confidentality secunty cbjective
shall be assagned an umpact level of o least moderate. A rak-based assessament shall be
performed to determune whether the confidentiality secunity obypective warmants being assagned an
unpact level of hagh for such systems.

The tabde bedow idennafics the secunty cbpectrve(s) (C = confidentiality, T = miegrity, and A =
svailabality ) assigned 10 cach NIST SP 800.53 controd by uspact level (L = Jow, M = moderase,
sead H ~ lugh; » ballet indicates the control i applicable, mnd a check indicmies the enhancement
1o the comtrol o apphicabile). See Amachament M for a listssg of the NIST SP 20053 controds by

unpact level and by secanty objective, and 3t provides saformation on the possible tulorng of
these controls and on the use of compensating controds.

Table 53.9.1: NIST SP 300.55 Security Controls

and DHS-awigmned Secarity Objectives
Security Security Impact
30053 Coutrol and Enbancements Objectives | Level
(C,LA) L M| H
Access Control (AC)
AC  Accows Control Policy and Procederes CIA LR
AC-2  Accoumt Masagpoment C L A
El: Amomaed mechasssns for mamazement of C = B
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300 53 Coatrel and Enhancements

Security Impact
Level
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Security
Objectives
LA

Security Impact
Level

E3: Remoote accews controlled through » masaged
acoss control post

£ Remote access for prviloped faactions

C

L

v

v

"

v

v

AC-18

Wircless Acoess Restncthion

(g ]

El Authentication and cocrypson for protecting
wirehess access 8 the nformstion sysicm

E2: Scannung for nnathorized wineless access pounts

a

S\

AC19

Access Controd for Postable snd Mobile Devaces

AC-20

Use of External Information Sysictm

E1. Prolebit me of eucrnal information syvcm-50-
AKew

el Lol Lel ke

e el

“ e 9 -

Awareness and Tralnieg (AT)

Al

Secwnity Awarcness aod Trainmng Policy and
Procodurcs
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ATS
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ATS
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e |1

AU
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Security
500 53 Coutrol and Enhancements Objectives | Level
€, LA) LM N
E1: Repoe select crmena A g K
AU-S  Time Sueups 1 R
Bl Syschromeation of miomal checks 1 e B B
ALY Protection of Audat laformation 1 L L A
E1. Andt cn wite-one todia I v | v | -
ALLLO  Noo-Repadiation 1 o | v | e
AUATL  Andit Record Retention A LR R
Certification, Accreditation, and Security Assessments (CA)
CA-1  Cenificamon, Accredmation, sod Seounty Assessinest CIA oleoele
Podscics and Procedures
CA-2  Secumity Assesunents ClIA e e o
CA-3  Infeeroanon Syssem Commectons C ® e 0
CA-t  Secmity Canfication ClA L L A
E1 Iadepondent secunty control sscvamcnl ClA el B 4
CA-S Pl of Activs and Milcstones ClA e o0
CA6  Secunity Accreditation ClA LR R
CA-T  Comsmoous Momtonng ClA e ® 0
El hadependent moaronmg of secunty conteol CIA el Bl B
Cﬂ*lrm-\l-w«.'&l)
Configursmon Masagement Polxy and Procedwres CIA e e 0
cu.z Baschne Coafigaranon A L AR
El. Updse baselioe a1 new tustallanos IA -]
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(M6 Confipuratson Scitings C1 LR RE
El° Amomsated contral confligaraton control 1 e ||
M7 Least Panctiomality ClA - | .|l e
El: Reviews fanctionality ClA v | -
CME  Informenon Sysiems Cougponcnt Inveniory CIA ® | e o
E1- Mastenance of mfonuation sysicm compoactts CIA ey o I
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Security
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8
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Security Impact
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Security Security lmpact
300 £3 Coatrol and Enhancements Objectives | Level
LA LiIM| N
El" Recovery and Recomatinazon iesnng A el el B
IdentiNcation and Awtheatication (IA)
1A~ Idcstificalion and Astheutcation Policy and ClA olele
Procodures
IA-2 User Idestafication and Aulcntication C e e 0
E1: Multifacsor suthonticaton C = B
E2 Mulnfacior sthesncanon for Jocal system sccess C = Bl I
E3: Mulnfacior ssthoaticanon for remote sysiem C ey e A7
ACEW
IA-3 Devace Meatificanon asd Asthenncanon C -— | .| e
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IA-S Authermcator Magagemens C L A
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Incident Response (IR)
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IR.2 Incxdent Respoose Traming CIA - | .|l e
El Sumlated cvents C1A e Bl B
E2 Amomated respoase trening CIA s | v | -
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El. Amomated testing CiA o | aa | ¥
IR-4 Incident Handlung ClA e e
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IR-6 Incident Reporting ClA L
L1 Amomated reporting CIA w | 7 ) 7
IR-7 Incadenl Rewponse Avistanxe Cla ® & 0
El: Amomated disanbation CIA = AN 4
Maintenance (MA)
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300 £3 Coatrol and Enhancements Objectives | Level
LA LM N
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300 53 Coutrel and Enhancements

Objectives | Level
(C,LA) L

Jm Security lmpact

E3 Verificasion ool |

SIS Spam Proscction CIA
Bl Ceoutrally mansged IA -

A

C

1

i
e
“le

E2 Amcmatod updates

s Information bepet Resanghions

S0 Informaton Accwacy. Completoncss, Vabdity, and
Auhermxny

Sks11 Emer 1andling CIA e
SI-12  lnfoerasson Outpat Handling and Rescomon C -

392 Privacy lmpact Assesamsent

IT systems involving persoually sdentifiable mformation are roguared by Section 208 of the E-
Government Act 10 bave a Privacy Impact Assessment (PIA). A Privacy Theeshold Analysis
(PTA) 15 st pesformsed 8o deternune whether potestial poavacy data is bemg processed or stored
by the IT system. Systems that ave determmined 1o have privacy concems require a formal PIA

The temmplate for the Privacy Theeshold Asalysis is svailable on the DHS C1SO page of DHS

Online, the i also avaalable doough the DHS Prrvacy Office, and the DHS Compliance
Help Desk can abwo peovade sasvtance 10 obtauung the tetuplase for the
Privacy The PTA template is also scluded in the RMS sool

The PIA seruplate for those systems involveng privacy mformation and requinmg o PLA s
available in the RMS tool. A Microsoft Woed template is also available by contacting the DHS
Comphance Help Desk.

The DHS Certification and Accredianon (C&A) Gudance for SBU Systems. Users Movwal
provadies detmled mformation o the Pravacy Threshold Analysas and om the PLA process

393 E-Authestication

E-Authentcation secunity roquirements must be applied 1o IT systems that allow ouline

transactions. The farst step 15 10 detevmine whether Govermment e-anthentication secunty
requirements apply %o the system. For those systems for which e-authentication security
requiremients apply, two addisosal steps are reguared:

1. Detormume the polental immpact of authenticabion ervors

2. Determune the required assurance level for suthestication.
The E-Authentication Workbook and the mstractions needed for completing the workbook (see
MSMM'CWMikawlMDHSClSOmoIDHS

Online. The DHS Complaance Help Desk <an abso provde assistance m
obtamang these documents
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3.9.4 Risk Assessment

Risk Assessment is the process of identifying the risks to system security and determining the
probability of occurrence, the resulting impact, and additional safeguards that would mitigate this
impact. An initial risk assessment is used to understand the unique system risks and to determine
if any controls are required to address specific threats or weaknesses to the system. The initial
risk assessment incorporates system characterization information, security categorization
determination (see Section 3.9.1), privacy threshold analysis and Privacy Impact Assessment
(PIA) (Section 3.9.2), and e-Authentication assessment (Section 3.9.3). CBP and DHS follows
the overall risk process as described in NIST Special Publication 800-30, Risk Management
Guide for IT Systems. The results of the risk assessment will be used to directly address the
controls that will be documented in the SSP and implemented within the system.

The initial risk assessment is updated and revised and becomes the final risk assessment as part
of the overall accreditation process after the controls are implemented and tested and the
results/corrective actions are implemented. Through the development of the final risk
assessment, the definition of the program residual risk can be determined for the AO’s
acceptance during accreditation.

An initial risk assessment document is generated within RMS when a C&A package is created
and the questionnaire is run.

The DHS Certification and Accreditation (C&A) Guidance for SBU Systems: Users Manual
provides detailed information on developing the risk assessment within RMS.

3.9.5 System Security Plan

The System Security Plan (SSP) provides a complete description of the information system,
including purposes and functions, system boundaries, architecture, user groups, interconnections,
hardware, software, encryption techniques, transmissions, and network configuration. The SSP
also provides an overview of the security requirements of the system and describes the controls
in place or planned for meeting those requirements. In addition, the SSP delineates the
responsibilities and expected behavior of all individuals who access the system. The SSP,
typically written in conjunction with the risk assessment, is refined throughout the accreditation
process.

A template for the SSP is provided in RMS. The template and the RMS Requirements
Traceability Matrix (RTM) provide a basic structure to ensure consistency and completeness in
the finished document. The DHS Certification and Accreditation (C&A) Guidance for SBU
Systems: Users Manual provides detailed information on completing the SSP within RMS.

3.9.6 Contingency Plan

A contingency plan documents the management policy and procedures designed to maintain or
restore business operations, including computer operations, possibly at an alternate location, in
the event of emergencies, system failures, or disaster (see Section 3.5 for more information).
The specific control requirements and level of effort are determined based on the IT system’s
security categorization. The level of resources for the contingency plan is based on the security
categorization for the availability security objective:
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1. For systems with a low impact for availability, the system owner can determine the
contingency plan format and content that is appropriate for the system and its
environment. The contingency plan generated in RMS can also be used.

2. For systems with a moderate impact level for availability, the default contingency
plan template in RMS should be used.

3. Systems with a high impact level for availability should develop a rigorous
contingency plan. The DHS-developed high impact version of a contingency plan, /T
Contingency and Disaster Recovery Plan, should be used. This template is found in the
Additional Documents section of RMS. The high impact plan can be received in RMS
when creating a package, by answering “Yes” to additional documents in the
questionnaire. This template is also available in Attachment K.

The DHS Certification and Accreditation (C&A) Guidance for SBU Systems.: Users Manual
provides detailed information on developing the contingency plan within RMS.

3.9.7 Security Test and Evaluation Plan

The Security Test and Evaluation (ST&E) Plan outlines the plan, the process, and the procedures
necessary to verify that the controls outlined in the SSP are in place and are operating as
expected. The ST&E Plan template provided by RMS is the starting point for ensuring that there
is a plan and methodology for testing and verifying that the management, operational, and
technical controls are in place. The Requirements Traceability Matrix (RTM) generated by RMS
when a C&A package is initiated is pre-populated with sample test procedures. However, the
procedures will need to be tailored to the particular SSP, risks, and system environment, and they
will need to be supplemented with detailed technical methods and procedures.

The complete ST&E Plan includes both the primary document as well as any supporting
material. Typically, this material includes the documented test procedures contained with the
RMS RTM by system.

The DHS Certification and Accreditation (C&A) Guidance for SBU Systems: Users Manual
provides detailed information on developing the ST&E Plan within RMS. Once the Risk
Assessment, SSP, and ST&E Plan are completed and approved by the System Owner and agreed
to with the Certification Agent, the ST&E testing can be conducted as part of the certification
process. The test methods and procedures are documented as part of the ST&E Plan. Results of
the testing are documented in the Security Assessment Report (see Section 3.9.9).

3.9.8 Contingency Plan Testing

Contingency plan testing is the process of simulating an IT security event and the subsequent
activities undertaken to restore and recover the system following the simulated event.

Contingency plan testing is required only for systems with a moderate or high impact for the
availability security objective; it is optional for systems with a low impact for availability.
Testing requirements for systems with high, moderate, and low impact for availability are
provided in the subsections that follow.
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3.9.8.1 Systems with High Impact Availability — Testing required

IT systems with high impact availability shall provide an established alternate site. Resources
for establishing an alternate site shall be identified and made available for systems assessed as
high impact for availability.

For IT systems with high impact availability, a full-scale test of the contingency plan is
preferred. In a full-scale test, the triggering incident shall be simulated, but the detection,
containment, and recovery steps shall be executed in accordance with the plan. This test shall
include coordination with the alternate site. The following objectives shall be achieved:

1.  The test demonstrates that the system can be brought to an operational condition at the
designated alternate site by following the procedures and instructions described in the
plan.

2. Itis important that the plan draw only on resources that are normally located away from
the site where the incident occurs.

3. The test verifies that the organizational units responsible for the contingency plan fully
understand their responsibilities and are able to carry them out in a timely manner.

4.  The test verifies that the system is brought to an operational condition within the
allotted recovery time.

5. The test verifies that system information is restored to the expected state, so that
operations can resume in a synchronized manner.

6.  The test verifies that access to the system information by authorized business area
personnel has been reestablished.

In circumstances that preclude a full-scale test, a rigorous tabletop exercise, with a planned
follow-on for a full test, shall provide an acceptable alternative. The tabletop exercise is
described below in the section on moderate impact IT systems.

3.9.8.2 Systems with Moderate Impact for Availability — Testing required

For IT systems with moderate impact availability, a full-scale test of the contingency plan shall
be encouraged, but not required. A tabletop exercise shall be acceptable for most moderate
impact systems. The most important elements are that the actual individuals involved in the
recovery process are involved in the exercise and that the exercise formally addresses all of the
steps in the plan. The following objectives shall be achieved:

1. The exercise walks through the procedures and instructions described in the
contingency plan.

2. Results for each step are simulated as rigorously as possible.
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3. The exercise makes reference only to personnel and other resources that will be located
away from the site where the incident occurs.

4.  The exercise requires each organizational unit to explain how they would carry out their
responsibilities.

5. A timeline with reasonable times for events is used to illustrate that the system could be
brought to an operational condition within the allotted system recovery time.

6.  The exercise illustrates how access to the system information by authorized business
area personnel would be reestablished.

7. The entire exercise is used as a tool to train the teams involved on their responsibilities
during an emergency.

In a tabletop exercise, the triggering incident, detection, containment, and recovery are
simulated. The contingency plan shall be used to walk though a prepared scenario in order to
demonstrate how system recovery would be achieved. This exercise shall include personnel
from the site(s) where the system would be recovered.

3.9.8.3 Systems with Low Impact for Availability — Testing optional

For IT systems whose availability is categorized as low impact, contingency plan testing is
optional. As a minimum, the plan shall be reviewed and evaluated for feasibility every two years
or whenever significant changes are made to the system. A memo shall be developed that
indicates that “the system is a FIPS 199 low impact system; therefore, the system's contingency
plan is not required to be tested.”

The DHS Certification and Accreditation (C&A) Guidance for SBU Systems: Users Manual
provides detailed information on developing the ST&E Plan within RMS.

3.9.9 Security Assessment Report

The Security Assessment Report (SAR) summarizes the results of the ST&E and the system’s
compliance with the defined security controls in the SSP. The findings in the SAR can state that
the system is fully compliant with the stated SSP and risk assessment or can state that the testing
could not verify the claims in the SSP and risk assessment. If the testing finds that the system is
compliant with the SSP and risk assessment, but residual risk still remains, the SAR must
document what risk and actions will result. The results of the ST&E (updated RTM) are
attached to support the findings in the SAR.

A SAR template is available in RMS. The DHS Certification and Accreditation (C&A)
Guidance for SBU Systems: Users Manual provides detailed information on developing the
SAR within RMS.

3.9.10 Authorization to Operate Letter

The Authorization to Operate (ATO) letter or Denial to Operate letter is generated based upon
the decision of the Authorizing Official (AO). The AO is given the accreditation package to
review.
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A notebook for the AO’s signature containing a printed copy of the C&A documentation must
include the following documents.

1. Security Categorization (FIPS-199 Assessment)

2. Risk Assessment

3. System Security Plan (SSP)

4.  Contingency Plan

5. Privacy Impact Assessment (PIA)

6. e-Authentication

7. Security Test and Evaluation (ST&E) Plan

8.  Contingency Plan Test Results

9. Interconnection Security Agreement, if applicable

10. Security Assessment Report (SAR)/Security Certification Statement

11. Plan of Action and Milestones (POA&M)

12.  Security Accreditation Letter (ATO)

13. Self-Assessment (NIST SP 800-53)

For operational systems, the AO makes a risk-based decision either to grant full authorization to
operate or deny authorization to operate. Authorizations to operate certified and accredited
systems can be granted for a maximum period of three (3) years. Should CBP require a system to
operate in a production environment for six (6) months or less an ATO accreditation period
waiver from the DHS CISO is required. For development testing or for prototype systems, the
AO may grant an interim authorization to operate (IATO). An interim authorization provides a
limited authorization to operate the IT system under specified terms and conditions and
acknowledges greater risk to the organization’s operations and assets for a limited period of time.
A system undergoing development testing or a prototype system is not considered accredited
during the period of limited authorization to operate.

Subsequent to the Key Decision Point 3 of the life cycle development and/or prior to allowing a
system to become operational, the AO must sign a formal ATO letter authorizing the system for
operation in the DHS environment.
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Decision Criteria
Full Awthonization 1o After assessing the results of the secunty certification, of the
Opesate (ATO) Authorzzing Official (AO) accepds the resadual rnk 1o the CBPs

operations or asets, a full asthorization o operate i mvwed for
e IT system. The mfonmation system is accredited withowt any
sapmaficant restrctons of limitahions om sty operalion.

Intenima Authonizaton 1o Aler avsesang the results of the secunty certilication, the

Operate (IATO) (fee Authorzang Official may issue an derin ssthorization 4o
syaters i developenent opersie (IATO) for systenss i developement testing and
sesling and prototype prototype systemms.  The IATO authoruees opetation of the
systens only) miormation sysieus for up 10 6 mosths. Dunag thes penod, the

effectivemess of secunty controls ment be closely moastosed. If
the AO has not officially accrodited the testing or peototype
system by the end of the IATO, the AO may grant a second and
final IATO for a penod of up 1o 6 months. The mformation
systemn most be Sally accredited by the end of the second IATO
m order for 3 10 recerve a full ATO and becoane operaticnal.

Desaal of Authonzation to | Afer assessing the results of the secanty certification, if the AO
Operate finds that the ressdual nisk 1o the CBP's operations or assets 1s
unacceptable, the ssthorization 10 operate the IT system i
demaed. The IT system s mot accredied and should not be
placed mto operation. For am IT system cwerently in operation,
all asctivary should be halted.

The Plan of Action and Milestones (POAKM) 18 another part of the accreditation package.
Weaknosses that will be accepted and not smtigated are docunented 1 the fGinal SAR and agreed
10 by the AO prior 1o operatacn. Ay weakness that s 10 be mutigated & peut of the sccrodtation
process mst be docummented in & Plan of Action and Malestoaes (POASM). The POARM
docuents the weaknesses of o systemn and the comnrective actwoums tal st be taken 10 address
those weaknesses. The POARM serves as a management 100l for addressing sad resolviag
secunty-related weaknesses. It detmls resomrces required 10 accomplish the clements of the plan,
sy midestones i meeting the task, and scheduled completion dates. For detarled guidance on
&tD!lSPOMMmM&K)MMMuM(AMhMI&«WM
DHS Comphiance Help Desk
mmmhmdmommommlumn-dum In ssthorinog »
systom, e AO can stipulate conditions on the accreditation (¢ g . certam POAKM activities
iy need 10 be completod within a specific taneframe, or addmonal compensalng controls tay
need %0 be uuplessented). The AO wirtes the ATO letter (nclodmg any condiions ) or Desaal 10
Operate Jetrer, sagns the Jetter, and forwaeds it 10 the Certifymg Officaal snd System Owner,

The DHS Cernfication and Accredianion (C&A) Guidance for SBU Systems: Users Mawwal
provides detadled mformation oa the accreditation phase aad on the ATO letier.
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3911 Ansusl Sclf-Asessments

NIST Specsal Publicatson 500-53 Revision 2, Recommendad Security Comtrols for Federal
Igformarion Systems, peovades the IT secunity requirements that the DHS Information Secunty
Program west satisfy for the FISMA annual review requiremsents. NIST SP 800-53 provides
gindance for selectmg and specifying secanty controls for infornmation systems.

For FY 2008 and beyond, FIPS 2000NIST SP 800-53 seant be used for the specification of

secunty controls, and NIST SP S00-53A soast be used for the assessinent of secunty comtrol
effectivencis and for the sanual FISMA reportasg

The senual asscissnents aee perfonuod withes the Continmoss Moaitormag Phase of the
sccredetanion, the purpose of which is to provide cegotng oversight and monmonag of the
secunty controls m the 1T systess and %o sdorm the authonizing official or designased
representative when changes occur that may unpact the secunty of the system. During this
phase, the status of the IT system is momtored to ensure that resadual sk 35 kept withan an
scceptable Jevel, and any sigmficant changes to the system configuration or 1o the
operatiosal theeat cnviroseent that maght affect system socunty are identifiod. CBP mmst re-
asccredit therr IT systoms every 3 yoars or whenever » mamor change occurs, whachever occurs
first

TAF addresses the anumal self-asscssments.

310 11 Security Review and Assistance

The Federal Information Secunty Management Act of 2002 (FISMA) requares that a thocough
review of the DHS Information Secunity Program be conducted oo am sl basas. This review
must inclode » report on the degree to wiach secunty regurcmsents have boen implemented,
significant deficioncios dncovered, remedsal actions taken of 1n progress 10 comect delicioncies,
sad level of complisace with NIST standurds.  Anachanent E peovides detaled mioamanon on

the roguered FISMA reporting, inclodeg use of the mandsiod TrestedAgent FISMA (TAF)

satoesated COTS 1ool. (hamps afisa s g0v0)

Policy Relevast
D CBP Policy Statements Coatrols
—
110 | Subennt CHP ifocssation secunty policses 10 the DHS CISO for seview, M-l
3100 | Esodlish an Informanon Sccunty Review and Assissance Program. (;t;

Condact pevicws in acooedance with FIPS 200°NIST SP 800-53, for
specificamon of secunity conmols. NIST SP $00.535A must be wsed for the CA-T,
B10< | avsessment of secunty control effecsrvencss and for quancrly and anoual L1
FESMA reposting.
The DES CTISO shall condanct mfonuation soetaly revicw and ssaiaace viuts
1104 | trowghowt the Department in order 10 moaor the CRI security progeam CA-2
compliance with DES policies and peocodres.
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Information security review and assistance responsibilities are provided below.

IT Security Review and Assistance Responsibilities

DHS CIO
e Designates a full-time CISO.

e Prepares the annual Congressional information security compliance report as required by
FISMA.

DHS CISO

e Coordinates and prepares for the annual DHS Inspector General review of the Information
Security Program.

e Reviews and approves all DHS information security policies.
e Establishes and implements an Information Security Review and Assistance Program.

e Prepares and distributes a review and assistance handbook based on applicable NIST
guidance.

DHS Compliance and Oversight Program Director
e Develops and implements a compliance review and assistance program.
CISO

e Implement an Information Security Review and Assistance Program at the CBP level.

Schedule information security review and assistance visits and ensure these visits are
completed.

e Provide trained personnel to participate in review and assistance visits.

e Coordinate with ISSOs and provide guidance and oversight in identifying and documenting
deficiencies and prioritizing them based on missions, risk, and funding.

e Review and monitor Plans of Actions and Milestones (POA&Ms).

e Ensure POA&M updates to the TrustedAgent FISMA database are timely (i.e., by March
10, June 10, September 15, and December 10 annually)

¢ Coordinate issues with the Compliance and Oversight Program Director.

e Generate candidate information security policies, as the need arises, for CISO review and
approval.

e Review NIST and other directives for applicability to the DHS Information Security
Program.

ISSOs

e Prepare security self-assessment documentation as directed by the CISO.
e Identify personnel qualified to participate in review and assistance visits.
System Owners

e Ensure that ISSOs have access to resources adequate for conducting self-assessments and
review and assistance visits.

e Implement corrective actions for deficiencies found during self-assessments.
Site Managers
o Ensure that adequate personnel resources are available to participate in site assistance visits.
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3.10.1 Review and Assistance Management and Oversight

The scope and complexity of the requirements necessary for the implementation and
management of a successful IT security program requires active participation and oversight by a
senior CBP official with a staff of qualified security professionals. In CBP, the senior security
manager is the CISO. This individual is appointed in writing by the Commissioner, reviews and
approves policy for the IT security program, oversees the CBP Information security assistance
program, and prepares the annual assessment report.

3.10.2 Information Security Assistance

To the maximum extent practicable, CBP shall provide on-site assistance to DHS organizations
in accordance with the Information Security Review and Assistance Program implemented by
the DHS CISO. The CISO shall coordinate with ISSOs and provide guidance and oversight in
identifying deficiencies and prioritizing them based on missions, risk, and funding. The size and
the geographic dispersion of DHS offices and organizations require close coordination and
planning between the DHS CISO, CISO, and ISSOs. Active support by site personnel and
automated system development teams is imperative for the success of the assistance program.

3.10.3 IT Security Reviews

NIST Special Publication 800-53, Recommended Security Controls for Federal Information
Systems, has served as the basis for reviewing and evaluating the DHS Information Security
Program and has helped satisfy the FISMA program review requirements. For FY 2008 and
beyond, FIPS 200/NIST SP 800-53 will be used for the specification of security controls, and
NIST SP 800-53A will be used for the assessment of security control effectiveness and for the
annual FISMA reporting. System and site ISSOs have primary responsibility for completing the
annual review and reporting results to senior management in accordance with the procedures
established by the CISO. The CISO monitors ISSO performance, provides updates to the
TrustedAgent FISMA database, and interacts with the DHS Compliance and Oversight Program
Director.

3.11 Security Working Groups and Forums

Working groups and other forums representing various functional areas convene on a regular
basis. Once the DHS information security organization has been formalized and staffed, various
working groups and forums such as those listed below will be established:

e DHS CISO Board
e DHS Information Security Training Working Group.

DHS senior security management officials such as the DHS CISO and CISO will utilize the
experience offered by the organizations coming together to form the new Department to decide
the composition and missions of security working groups, forums, and committees. At that time
charters detailing the roles and responsibilities of these new groups will be prepared and specific
requirements will be included in this handbook.
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3101 DHS Chief Information Security Officer (CI1S0) Cousncil

The DHS Qloef Information Secanty Officer (C150) Councal ts chasred by the DHS CISO. s
membership comsasts of Component CI1S0s and Component lnfornmation System Secanty
Masagers (ESSMs). The CISO Councel will consider a broad range of IT security matters of
unportance 1o the DHS IT Secunty Program and i a decasiom-makang body.

Policy Refevast
D CHF Policy Statements Conltrols
_
310 1a | The CBP CISO shall actrvely partcipone i the DHS CISO Bosed PL-]

SIRTY The CHBP CISO shall caseme St the DHS CISO » kept appened of all
e periment watiens ivolving the secunty of IT syvienn Pl

The CBP CTSO shall ensure fhat secunty-relmned decissons and information,

310L1c | xcloding wpdaes 10 Se 4300 senies of seceny publscanions, are dismnbuted s PL1
the ISSOs and other sppeopriale persons.

3112 DHS Information Security Tratning Working Group

The DHS lnfoemanica Secanty Training Workiag Group is established to prosmote collaboration
on mformation securty tramimg ¢fforts throughowt the Depastment and to share mfocmation on
CBP-developed traming activitses, methods, and tools, thereby sanvimag costs and avoiding
duphcation. The Information Secunty Traiming Workang Group is chaired by the DHS Program
Duector for Infonmuation Secunty Traming.

"l;" CBP Policy Statemesnts o

51123 A represontatyve shall be apposted 1o the DHS Informtion Secenty Tramsng
' Workmg Geoup

CBP members shall actively pasticipane i the DHS Infonnatica Secunity
Transng Workmg Grosp.

$112¢ Each representatyve shall be respomnible for managng the CBP mformanon
SCCUY MRIMER PIOgIMn

LN2h

512  CBP Infermation Technology Security Pelicy Review Board

The CBP ITSPRB 1s chamred by a member of the Secunty and Technology Policy Teamn. Its
memobenshep comsasts of individuals from the CBP security area and program offices. Its purpose
1 10 provede 3 mechanism 1o recerve 1T secumity policy ssvees, conduct amalywis, mterpeet policy
sad progose revisions 10 Bas handbook.
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Pelicy
1D

a2

CRP Policy Statement

m

OIT chements sholl dosagnaie sepresentatives 1o the Informamon Tockmology
Soecunty Policy Review Bowd

313 CBP Infermation Systems Security Officer Working Group

The CBP Information Sysiens Secunity Officer (ISSO) Workmg Groep s chaired by a messber of
the Secunty and Toechnology Polcy Team Membersdop of thes working group mcludes CI1S0,
the Regional 1SSO Lead and 1SSOx from all regions withean CBP. The paepose of Sas workag
group is 1o work directly with cod wsers and ficld and statioa organizational units to pegotate

CcHyP

; complance

Policy
D

LR X

CBP Pelicy Ststement

ISSOx a0e tndied verifymg compliance and overught of DHS asd CHP
polces.

Rebevant
Controls

RRE)

Information Sccurity Policy Violatien and Disciplinary Action

Endrvadual accountabedity is 2 coenersione of an effoctive secuxity policy. CBP heads are
responsible for taking corrective actioas when secunty mcidents and violations ocomr and for
holding personne] accountable for imentional tramsgressions. CBP must deternsne how 10 best
address each mdrvidual case.

An mformation secunty vickation may result m discloswe of semsitive mformation to

unasthonzed mdraduals or i unauthonzed modification or destruction of system data, loss of
computer sylem processing capalality, or boss o thefl of any Compater SV IEsOWOe.
Inforzation secunty viokshions abwo mclods » fashure %0 adbere 10 DHS o CBP policy with
respect 10 inappropeiste use of CBP comgater pesources. The SOC 5 pormally sesponsible for
mursating sy discaplinary aceom followsng svestigatioa of 2 secunty event by notifyuse
sppeopeiate law enforcement auborities, who pamue e investsgation and reconumnend

discaplinary action, of required.

Policy Refevast

D CHP Policy Statements Contrels
lafocunatios veolatioss ar¢ addrewad in the CRP Secunty

1148 wa.d&cW;a]M(’WﬁrMmdﬁrﬂmr P&
Branch, aod CRP caplovecs may be subpedt 1o dnciplmary action for Bidere )
to comply. whether of not the Gubare resalts = crminal prosecutson
Noa-DEHS Fedend enployees of contractors who fad 1o comply with DES and

1140 | CRP secursy policies are subject 10 haviag thear acoess 10 CRP IT sysicmm and -3
Bxciliies sormmmated, whether or not the fabare revelts i crsninad prosecusion

————- e — ——— ——¢

J1C | Any person whe umproperty dischoses sensitive mformuation & sobject 10 Ps-§

epic.org
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s CBP Policy Statements asesbens

Imlﬁcnﬂpﬂuﬂm, I
Informantion secunty polcy violation sad duciplinary action respossdbelitios are provided below
Information Security Policy Violation and Discipliaary Action Responsibsilities

Users
¢ Be wware of information secunty policses descnbed i thas handbook and s other references

provided by DHS or CBP secunty officials.
o Be aware of sad understand the dsciplinary actions assocsated with violations of
mlomuation secunty polxy,

315 Required Reperting

The Federal Information Secunty Management Act (FISMA) requires that the statas of the DHS
Iaforsmation Secunty Prograss be soported 1o the Office of Mansgement and Budget on &
recwrring basis. Quastorly reports and an senusl sy report ace subauttod by the DHS
Office of the CISO, Office of Information Secunty (OFS) to OMB. Using the TrastedAgent
FISMA automased 100], CBP shall update status information on & contiual basas, Thes data i
collected by OFS aed compaled for the FISMA report and for other status seports. See
Attachunent E for informatson on FISMA Reportmg and Attaclhunent H for the POARM Process
Gude.

Policy Rebevant
D CBPF Policy Statements Cestrols
1154 Collect and subent guarnerly and anmual £S00maion secunty progos stares CA-
data a5 requared by FISMA
1150 | Unlire the amoaated tool appeoved for use by the DHS CISO CAA

Note: CEBP shall salize the TrvstedAgemt FISMA (TAF) prodwct whew reporting Information
Secwrity Prograw stwtws tnformation o the OFS.

FISMA reporting respomsabulinies are provaded below

FISMA Reporting Revponsibilities

CISOVISSO

o Emure that the TAF automased 100l is whilired for required reposting.

¢ Emsure that CRA amifacts (¢.g., Privacy lmpact Assessment, System Secunty Plan, Secunity
Test & Evalustion Report, Contmgency Plan Test Results, Rk Assessment, ATO letrer)
are uploaded meo TAF.

1o
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3.16 Privacy and Data Security

The DHS Privacy Office is responsible for privacy compliance across the Department including
assuring that technologies used by the Department sustain and do not erode privacy protections
relating to the use of personal and Department information. The DHS Chief Privacy Officer has
exclusive jurisdiction over the development of policy relating to personally identifiable
information (PII). The CBP Privacy Office is responsible for privacy compliance across CBP,
including assuring that technologies used sustain and do not erode privacy protections relating to
the use of personal and CBP information.

Various regulations place restrictions on the Government’s collection, use, maintenance, and
release of information about individuals. Regulations also place requirements on agencies to
protect personally identifiable information, which is defined as information in a system or online
collection that directly or indirectly identifies an individual regardless of whether or not the the
individual is a U.S. citizen, lawful permanent resident, visitor to the U.S., or employee or
contractor to CBP. An example of PII is information that can be used to distinguish or trace an
individual’s identity, such as their name, Social Security number, date and place of birth,
mother’s maiden name, biometric records). Also considered PII is information about an
individual’s education, financial transactions, medical history, and criminal or employment
history are examples of PII.

A privacy threshold analysis (PTA) provides a high level description of an information system
including the information it contains and how it is used. The PTA is used to determine and
document whether or not a PIA and/or System of Record Notices (SORN) are required. A PIA is
a publicly released assessment of the privacy impact of an information system and includes an
analysis of the PII that is collected, stored, and shared. A SORN describes the categories of
records within a system of records and describes the routine uses of the data and how individuals
can gain access to records and correct errors.

3.16.1 Personally Identifiable Information

OMB M-06-16, Protection of Sensitive Agency Information, requires that agencies protect
personally identifiable information (PII) that is physically removed from the Department location
or that is accessed remotely. Physical removal includes both removable media as well as media
within mobile devices (i.e., laptop hard drive).

PII is defined as any information that permits the identity of an individual to be directly or
indirectly inferred, including any other information that is linked or linkable to that individual
regardless of whether the individual is a United States citizen, legal permanent resident, or a
visitor to the U.S., or employee or contactor to CBP.

Sensitive PII is PII which if lost, compromised, or disclosed without authorization, could result
in substantial harm, embarrassment, inconvenience, or unfairness to an individual. Examples of
Sensitive PII include Social Security numbers, alien number (A-number), criminal history
information, and medical information. Sensitive PII requires stricter handling guidelines due to
the sensitivity of the information. For more information on handling Sensitive PII see:
Handbook for Safeguarding Sensitive Personally Identifiable Information at the Department of
Homeland Security.

111
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General policies relating to personally identifiable information are provided below. Additional
PlIl-related policies are included in the following sections:

epic.org

Section 3.9: Certification and Accreditation, Remediation, and Reporting. For systems
involving personally identifiable information, the confidentiality security objective
shall be assigned an impact level of at least moderate.

Section 4.8.3: Laptop Computers and Other Mobile Computing Devices. All
information stored on any laptop computer or other mobile computing device is to be
encrypted using encryption that is FIPS 197 compliant and has received FIPS 140-2
validation.

Section 5.2.2: Automatic Session Lockout. Sessions on workstations and on laptop
computers and other mobile computing devices are to be terminated after 20 minutes of
inactivity.

Section 5.3: Auditing. DHS defines computer-readable data extracts as data removed
from any C&A’d system where the process is not covered by the SSP and computer-
readable data extracts are stored on hard drives, including desk top and laptop
computers, floppy disks, compact discs (CDs), digital video disks (DVDs), USB drives,
memory cards, and any other media that may be read or copied electronically.

Section 5.4.1: Remote Access and Dial-in. Remote access of personally identifiable
information must be approved by the AO. Strong authentication via virtual private
network (VPN) or equivalent encryption (e.g., https) and two-factor authentication is
required. Remote access should only be allowed with two-factor authentication where
one of the factors is provided by a device separate from the computer gaining access.
Restrictions are placed on the downloading and remote storage of personally
identifiable information accessed remotely, as noted below in the CBP Policy.

112
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s CBP Policy Statements e

Pl Ball not be ploracally remsoved from a CBP facility without wriften
1161 mthoruzation from the syssom AO or person designated = writing by the AO PL.<
) of i accoedance approved SOPs for handing of compuicr-readable dasa J
SUPS

Pl ramoved from » COP Bacilny oa rapevable media shall be cncrypeed.
31610 | uness the mionmuation & beimg seut 30 the mdradeal as poart of a Prvacy Acter | PL.S
Freedom of Information Act (FOLA) reqeest.

1f PIT caa e plyysically removed from s [T systess (pramoats, CDs, ex), the
L1610 Syvicm Sccurity Phas «Jall documscnt Bhe specific procoducs, taining. sad LS
TS meastees @ pace to crsue romoss use of the data does not

socountabelity
bypass the peotecnons provided by the encryptvoan.

Systcam Bt an gt of soutine besiness remsove P from cec TT sywvicss shoudd
sddvess i e sysiam securnty plas the ks snociaied wil Sy ranoval as
31614 md&sﬁmmhdMMdeﬁb PL.S
: nungane the nsk. Compuner-seadable data exanacts not mxcindod withn ®e
boundanes of a system accreditation mast be logpod and delered after 90 days
undess the extiact s requeed beyood the 90 days.

DHS Prvvacy Office bas published official DHS gwodance regardmg the rogurements and contemt
for PTAs, PIAs, and SORNs. Privacy Comphance Guidance can be found on the DHS Privacy

Office website at waww dis gov povacy.

3162 Privacy Threshold Analyves

The PTA peovides a bagh-level descnptson of the system, incloding the information # contams
sed how t 15 used. PTAs are required whenever a new IT systems s being developed or an
exxsting system is significamtly modified. PTAs ase the respoassbelity of the Systems Owner and
the IT Program Masager as part of the system hfecycle process. The Component Privacy Officer
or PPOC reviews the PTA and forwards it to the DHS Privacy Office, who deteruines whether a
PIA and'or SORN are required. PTA mtafacts expare afber theoe (3) years. DHS MD 04702
defines e rogquurements for the FTA.

13
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Policy

D CRP Policy Statements Controls
m
S 1634 A PTA shall be conductod as paet of new [T systom developmest or whonever PL.S
TETET L s oxnting system s significantly modified )

31620 | APTA shall be comducted when an IT system undergoes CAA -

The CBP and DIS Cloef Privacy Officer shall evalsate the PTA and
30162¢ | determine of o is 2 Privacy Scnsatrve Systom amd of $he systom roguines a PIA [ B
md SORN.

Raformanos vysiem shall sot be despnaed operational wntil e CHP and DHS
Prvacy Ofice approves the PTA

For systams contamuing PIL the confidentiality securiry obgoctive shadl be
misigned an tpact level of moderaie of highet

rie2d

3162e

PTA respoasibalities are provided below.

Privacy Threshold Analyses Responsibilithes
DHS Chief Privacy Officer
¢ Review and appeove the PTA
¢ Determine whether a systemn is & Privacy Sensitive System.
¢ Determune whether a PIA and 'or SORN are rogured.
o Upload validated PTAs to TAF,

System Owner

o Submmt the PTA 10 the CBP Privacy Officer and provide any additonal mfonsation
rogamod by the DHS Chief Privacy Officer 10 asast mn the PTA process

Privacy Officer

¢ Review and subaut the PTA for apgeoval and peovade sy ad&tional information rogured
by the DHS Cluel Privacy Officer 10 st 1n the PTA grocess. PTAs are 10 be casmled 1o
PIAG dhis. pov for validassos by the DHS Privacy Office,

3163 Privacy Impact Assessmaents

A PIA is a publicly released ssacssmnent of the privacy mupact of an infornatos system and
inclodes an ssalysis of the PII that i collocted, stored, and sharod. PIAs are required (as
determmned by the PTA) whenever a pew IT system is basg developed of s existing sysics i
significantly modified. PIAs ace the responssbelity of the System Owner and the IT Program
Masager as part of the system hfecycle process. OMB Memoessdum M-03-22, DHS MD
03701, and the OfBciad DS Privecy Dwpact Assesswent Gaddamce discuss the regeerements for

conducting PLAs at DHS.
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Policy Redevant
D CRP Policy Statements Controls
m
$163a M(u&w_db'hﬂ»nmdmﬂsmmu PLS

whenever an cxistmg syviom 15 vgmficantdy modfiod

Iaformanion sysicms that e CBP andor DHS Prvacy Office has determened
L1630 | require & PIA (as determsined by the PTA) Jhalll not be designaied operational M-S
ustal the CBP and DHS Privacy Office approves the PLA for that sysiom

PIA responsibilitios are provided below,

Privacy Imspact Assessment Rewponsibilities

DS Chief Privacy Officer

o Review IT systems for provacy comoerus. Identaly untigation strategees for prmvacy rsks
and docwmment rinks and metigations i the approved PIA

o Approve all PIAs

o Upload validated PIAs to TAF,

System Owner

o Deaft accurate and complete PIA wsing the DHS agproved template.

o As part of the PIA sdentify privacy nsks and nutigation strategies.

o Subuut the deaft PIA 1o the Privacy Officer for revaew and cotument

Privacy Officer

o Review draft PIAs for possabile prrvacy nsks and nutigation strategios and work with
systemn owners 10 address any provacy cossadertions assocuatod with the sywem

. WIMWMWM‘«WSMM:QOMMWMWMJ
o loclode CBP comnsel i review of PLAs 10 ensure legal complaar

3164 Systems of Records Notices

The Privacy Act of 1974 roquires a systens of rocords notice (SORN) when PIT is masstained by
a Federal agency m a “system of records™ amd the P is retneved by a persoaal identfier. IT
Systems that are considesed a “system of record”™ may not be desipated operational until a
SORN has been publishod i the Foaderal Register for thirty days. The Office of M

ad Budget, specifically Privacy Act Iaplemensation, Guidelives and Responsibilities, Jally 9,
1975, and Crrewlar A-130 inchodmg Appendiy 1, DHS MD 0470.2, and Offickn! IS Guidance
on Syatew of Records amd Syatew of Records Notices ave the beuchimak reforences when
developang SORNs

A “systemn of recoeds™ means a group of any records under the comtrol of any agency fromm whuch
nfonmation is retrseved by the nasne of the indivadaal or by some idestifyng munber, symabol, o¢
other identafying particular assigned 10 the mdividiual. The serm “systesa of rocoeds™ is not
synomymous with an IT system, so 1t is possible to have ome IT systesn with nmltiple “system of
recoeds™ or mltiple IT systems covered by one “systemn of records™.

1S5
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OMB regueses each SORN 10 be reviewed every two (2) years 10 ensure that i accurstely
descrsbes the system of recoeds. CBP shall review and republish SORNs every two (2) yesss (thus
process is calied the Biennial SORN Review Process) as required by OMB A«130. DHS Privacy
Office works with CBP 10 ensure that SORN reviews are condacted every two (2) years

following publication in the Federal Register.
Rebeyant
“,;" CBP Policy Statemeats .

3l64a

— 00—

A SORN 15 required when PUl » mamtained by a Fodoral agency in a systom of
recoeds where informanon sbost an indnidual is setneved by & ussque
persosal idestsficr

ANLR

formation systems contamang P shall ot be dovugnod operational satil a

SORN has been poblished i the Foderal Register for thisty (30) duys.

CA4

Jl6ae

A SORN st be reviewad every two yours 10 cmure that £ scoumely
descnibes e system of recoeds,

3165 Protecting Privacy Sensitive Systems

OMB M-06-16, Protecnon of Sensinve Agency Informanon requees that agencies protect PII
that is phoysically removed from Department locations or that is accessed remotely. Physical
resnoval mcludes both removable meedia as well as modna within mobale devices (1Le., laplop hard

dove)

Pleane refer to the following documents for additiomal mfonmation and policies om protecting P
sad Senunive PII s DHS:

o Handbook for Safegwarding Sensitive Personally Identifiable Igformation ar the Department
of Howeland Secarity:

o 4300 A, Atachunest S, Compildance Framework for Privacy Sersitive Systems; sad

o DHS Policy and Procedures for Movaging Compuser-Readalle Extracts Covspiving

Seusitive Pil
Relevant
S CBP Policy Statements —

3165,

Semitive Ml contained within a boo-routme of ad hoc Computer-readable
vt {CRE) [¢ g CREs not sxiudod withan S bousdanics of 3 sosece
sysiemn’s writien system socurity plam (SSP)) shall mot be removed, pliysically
or otherwise, from a DHS facdley withow wramen authonzamon Soes the Data
Owney and 1 accordance with the DAS Guide o Masaging Compuser
readable Extracts Contointng Sencithe P

1. Ad b CREs mmnt be appeoved by the Data Owner
2 Ad b CREs mnt be docsneniod, seacked and validued every nisety

epic.org
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s CBP Policy Statements e

(90) days afher thew crcanon to eastee either contimed asthorzed use o that
By have boen approgriately destroyed or ansed m accordance wih the DIHS
Gudde 0 Mamoging Computer-Readalle Extrocts Comtaiving Semsitive Pl

Pl and Scosatrve P ecaoved from a DIES Bcility om resovable ssedia, wich
11645 |2 €O DVDs. laptops. PDAS. shall be encrypeiod. unless the information 1s e
e bomng sent 10 She indivadual as part of & Privacy Act or Freodom of Information

Act (FORA) request.

17 PE] and Semnitive PII can be phiysacally removed froms an IT vwsiem (e 5.,
$.065¢ prmtonts, CDx, o), Be SSP alall document e spocific procodurcs, Sainieg.
: and accountabeliry mecasincs m place %0 cnsure remote e of the data docs aot

bypoas Be prosections provaded by the encryptioa

Systcmns that, m powrt of poutine beninews, remove Seondtive PII in the form of »
couguicr-readable exiract, ¢ g routine sYMCT-I0-5YMCI rarmnansaom of
data (rosstine CREs) should address w the SSP the nisks associated with this
removal as part of the SSP.
1. Data Owners® shall cnsure Sat rosnmne CRE's are carmed out with
approgeinie ovenight, socurnty, and &ligence 10 emue that Seasitive Pl »
11654 | proteciod and et CREs s msod and dotroved in accoedmce with the DIFS -
Gaide 30 Momoging Computer-Reodole Exsrocts Comtaining Semyitive PIT and
other establsbed poloaes and procedures.
1. Rownne CREs umst be appeopriately socured dunmg stonage and
Eamaniseon i sccordaace with e Handbood for Safegmarding Semaihve
Persovally Ientifiolle Information ot the Departwent of Homelamd
Secarity,

CREs shalll be ermsed within 90 days maless e indormanon ik loded m the
3165 exracts & roqused beyond the 90 days. Permancst cravure of the exiracts of
) B nood for comtmucd uie of the dats shall be docuncmod by the Syvem

Owoer and andited perasdically by the Comsponenz Pivvacy Officer o PROC

3166 Privacy Incident Reporting

Reporting of privacy meidents and mcidents that may mvolve PII are a special case, subject 10
strict reporting stasdards and tieselines based on roguarcments outlined in OMB M-07-16,
Safegwarding Against and Responding to the Breach of Personally Identifiable Informanion .
These types of incidents are reported nsing the Privacy Event Notafication (PEN).

38‘-‘:;-’-.4.”-!*“ conpuany seadadie axmacts, the Diasa Ower refens 1 she
apencs pregrem s ofSce Mot har respemndality fov and the 1o detrmmme the mlrewile nrer of the dare samarid ar
Pt of & rimiw bv ol baiwt CRE. W3 some tyvives the Dot Ovnar way oluw e e Program Masager, Baiisass Oaner
o Sarwe Ovner.

"7
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s CBP Policy Staternents —
m
AN sinpectod or confinned privacy modoats most coordinmted with the

Provacy Office and e CISO 1o evaluaic and subsoquently report the moxdent

10 the DEES EOC. The DHS EOC willl then trasssenst the seport 1o the US-
CERT wuhin oae (1) hour,

3l66a

The Prreacy Officer. m cooperation with the C1S0, shall jomtly cvaluwe the
31660 | madest. but e CI1SO is pespomnible for reportmg the incadent o e -
CSIRCSOC

CRP persotnel must alo repont unpectad of confinmed privacy moidenss of
J166¢ | mordents mvolving PII 1o theyr Program Masager mumodiately spon D
discovery detection. repwrdiess of the manncr i which # onight have ocoumed.
3.1664 | CBP shall follow the DELS Privacy fncideont Hondling Gutde -
Privacy Incident Reporting Responsibillities

CBHP Pervonnel

o Provades notificatson of incsdent 10 Program Masager

Program Masager

o Prepases prelssmary privacy meident report and passes reporet 10 the CISO or CSIRCSOC

CISOVCSIRCSOC

o Ewvaluates Privacy lncidest; Prepases and Subents Incident Repoet tn SOC Oadine Encident
Handlmg System

DHS SOC

o Notifies Choef Privacy Officer, C1S0, CIO and Dep. CHO, Processes and Trassuuts Privacy
lncadent Repoet to US-CERT.

3167 E-Autheatication

To ensure that caline Government services are secure and protect grivacy, soene type of sdentity
venfication or sethentication (“cauthentication™) is neoded. Each [T systom owast be evalmited
s 10 whether e-authentication requirements apply. Only federated sdentity provaders appeoved
throwgh the Federal CIO Council's Idemtity, Credentsaling. and Access Management s (ICAM)
Trmt Framework Provader Adoption Process (TFPAP) should be wsed. Components should see
waw [Dussagement gov for details regasding the Federal Identity, Credentialmg. and Access
Masagement (FICAM) itsative.

E-autheuticatson gudance s provadod o the followmg.

o OMB M-04-04: E-Awthentication Geadance for Federal Agencies, Decemaber 16, 2000

e NIST SP 300-63: Electrom Awthentication Geadeline, Apnil 2006,
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Soc!'ntbo.393(l~ ~Autheatacation) for addtiomal information.

lm'.l, CBP Policy Statements Coutrols

Detemumac whether o not Govermment C-auleniicalion oty roguircinetts 1A-2

Si67a I 1o the 1 3 ¢ 4 -

Detennse the appropesne assunnce Jevel for e-authenticancs by followsg
J167H | the sicpn doscnibed s OMB M-08.04, E-darhenvication Guldonce for Fodernl IA-2

Agencies

Tmplemcont the tochiucal roquarcmcnts doscnbod m NIST SP 800463,
3167 ¢ | Elecmronic Awhentication Grideline, at She appropriate smsarance kevel for IA-2
thone systems for which c-aulentication roquectnests apply.

Sysicss Owners Jall cnvare that each SSP reflect the c-aebentication s IA-2,
of the pespective system. M2

Prograss comadenng the e of c-aulhentication are rogairad 10 condit & PLS
PTA %0 wetiase the seview of provacy rds and how Bey will be mutsgaied. '

3674

3167

317 DHS Chief Financial Officer ~ Devignated Financial Systems

DHS CFO desigmated finamcial systems are systems that require addtional nuaagement
sccountatality and effective intemal contred over fmancal reportmg.  This section provides
addtromal requirements for these systems based on OMB Carcular A-123, Movagesvent s
Responsibality for fsternal Control (4+125) Appendix A. These requirements are in addinon 1o
the ctber socurity rogquuements establishod wmn thas documment and other CFO developod financial
systomn Line of Business rogquercosents. Wiherever there is @ confiic? Senveen this and ovber
sections of thix policy regarding reguiresents for CFO dexignated finawciol syatess, thix section
tates precedence,

These addimonal regurensents provide a strengthened assessment peocess and management
wswrance on the internal control over finaacial reporting. The stremgthened process requires
mamagement %0 document the design and test the effectrveness of controls over fimancaal
reporting. The system owner is respomsible for essaring that all requirements, incloding securnity
requirements, are unplemented on CBP financaal systems. The CISO must cooedinate with the
CFO's cogamazation to envare that these regquirements ase mnplemented.

Policy Relevast
D Sy B e Focmonmonas Contrah
———————————————————— e e
Systom owncrs ae roesporrsable for ensumng that secaney assessiocets of key
117a secunty controls (1e. STRE & SAR) for CFO Desgraed Systems are CA-2.
' completed anmadly in TAF. This mclndes wpdaomg the STRE & SAR CAT
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“:’ CRP Policy Statements Controls
m
The DHS CFO shall deugnate the financial syssoms St nest comply with
3170 | sddmonal micrmal comtrols and e DES Office of the CTO will review snd -
peblish ths list dhring the fowrth quaner of every fiscal yer

The CISO shall cnvere that sens-snsual valnerabelity sucsssacnts sad
1 17¢ venfication of antical pasch ustallabons are condiuciod on all CFO designatcd RA-S

fisncial systoms. Veloerability assessmcnt shall be performed during the
sccond guarter of cach facal year

Al CFO dcugnaned financial sywcsss sball be avupacd 8 ssinms tapact
1174 level of “mederate™ for conlidentaliey, uicprity. and svailabeley, If RA-2
' waranted by a sk boned assessineat. e iscpnity objective shall be chevated
to “hagh

117e AN secunty sccroditations foe CFO desapnated frsancial sysicrns shadl be
' spproved and ugned by e AD and by the CFO

Systom owmcrs see resporsible for emunng that Disaster Recovery (DR) plans

171 aee cremed for ol CFO dessgmaned financial systens roquaring igh avatlabadey | CP2,
' Mumh'humdnmnhatn&umofm P4

fiscal youe

317g The CISO shall ensure that weekly incident response tmackmg 5 performed foc =4
o2 Al CFO designancd floancald sysicess. .

1173 The CISO shalll cosere that incadents eelated 10 CTO desipnated fisandial R4,
' sysioms are reponied o the CBP CFO IR-6
e ——— -

System owners are sespotrable for cosunng that ek assessmenss for all CFO RA
destgnated fisancial systems ase updancd o least anaadly.

Fmancial apphcation mmsion owners shall update CTO devipated fioncial
1% systoms” Systom Socurity Plans (SSP) af loast anosally. Koy controls that PL2
A3 | address the refevant assersons for a maeriad acarvity shall be identified i the

SsP

317

The CISO vt seqacst 3 waiver from e DHS CISO if 2 key coatrol CA-S.
317k | woakness i ademtified for a CFO desipnated financial system and not CA-Y
remodiated within 12 months.

CFO <ol cuvare that & full-tne dedscated 1SSO & assigned 10 each CFO

designated fiseacial system.  ISSOx sbould sot be sssagnod collatersl dumes
owtude mformation socunty respoasitelitics. Deugnated fimancial syviem e
ISSOs may be assagnod 10 more San one CFO desygnated Smancial system

amn

CA-1,

117w | CFO designaned financial syssem ATOs shall be rescinded if CBP fl 1o CAS
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Policy Relevast
D CRP Policy Statements Controls
i17s CBP CFO sdall work with the CISO 10 approve sy major sysiems change lo CA-L,
' CFO deugnwod Bnancial vywicm idestificd m the DHS tvertory, M-8

OMB A-123, Appendix A defines two types of systems costrols: Informaton Teckmology
Geoeral Coatrols (ITGCO) and Application Comtrols. This policy scoounts for ITGCs whch
address structure, policies, and procedures that apply 10 an “entiry’s’ overall companer operations.
ITGCs are mot thed 10 any one business process, but may be related to o mnber of applicatsons,
avocised techmical infrastrictuse elemsents, and mfoomation systems management organizations
that support the Line of Business processes.

Federal Information System Controls Andit Masual (FISCAM), which provades pmdance om
how to mocrporate robust and secwre finamcial anditing coatrols, 1s used 10 assess [TGCs.
Apphication coutrols, as defined by OMB A-123, which grovide controls over inpet, processang,
aad output of data associated with mdnadeal spphications me pot addressed m thus policy.

Key controls are defined xs a control, of a set of controds, which address the relevant asscrtions
for » matenial activity or significant ik Key coatrols ase required 10 be identified in system
socunty plan and tested as paat of an annual STRE. System owners may pesform rolling
complaance tests that test other (nonrkey) controls annually and controls that were not tested n
the previous years. Documentation and testing artifacts (see Table 5.18) for CFO desagmated
financial systems will be tracked and captured through the DHS nwadated RMS and TAF
compliance systens.  These rogurcments munst be et withen the specafied timeframes. Failure
1o do so will ressdt @ the suspension of the systens” ATO.

Table 3.15: Decumentation and Testing Artifacts

epic.org

121

EPIC-18-07-31-CBP-FOIA-20190517-1stInterim-Production-pt1

Artifact Reqeired Action  Proqueacy  Completion Deadiing Requirementy
Faok Avavaness (RA) A comploss BA Jull Nl A detonnunod by e CISO  Ropont a0 laser than
b comnbacred NLY) Sep Mol
e yvae
Sywiom Scourmry Man The S532 odall be Asssad Dyrmg fove quurser of ench Rgpont NLT Scp 30 of
ssh v abasted wad w v
wpdeed
Koy Scomnty Comtrols. Koy sty coatrols Armms! Dyvrang firvt quanier of oach comgienom
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Artifact Reqaired Action Frequency  Completion Deadline .m. .
of esdy FY. Sevond NLY Dee 31
dung the durd guerer :u-d
wosevment N1 T
M JO

Crrtmsd Paieh brotalisnon  brialleoncn of ordwal v Arewal

As determmsnnd by the CI50O  Regont NLY Sp Mo of

e e e b emd e

318 Secial Media

Social Modia hosts ase public, comumercal, content shanng Web sites that allow mdrvidual wsers
1o upload, view and share comtent such as vadeo clips. press releases. opinions and other
nfonnation. The CBP and DHS Office of Public Affaars (OPA) will publish Terms of Service
(TOS) and gmdelines for posting to these sites. In some cases, CBP and'or DHS will develop its
own and m other case will endorse those of other Foderal agencies. sach as GSA or OPM.

Palicy
1

1l%a

CHP Policy Statrmenls

Ouly CBP OPA designated content managers nury post content. and oaly Sose
indrviduals designated by OPA for this purpose will be gramed access oa
comnmng basts

Rebevast
Countroly

ERER S

Postod content shall be n Recping with the CHP and DHS s Tomm of Sarvice
(TOS) and peadchines for a grvem social modia host (e g . YouTube, Twamer,
enc). Thes comdinon & also met of CBP and DHS endorses asother appropouse
Foderal agency’s pudance o TOS (e.g. GSA, OPM)

LN ¥

Content shall not B¢ posted to amy social modia sise with whoch the CRP and
DS has not apgeoved and publishod final postmg pradelines and TOS,

3154

CBP Costcat sanagers shall review and usderstand the appeopoase DHS-level
Temms of Service (TOS) for the appeopriae social modia host.

115¢

CBP Costent managers shall make » ik decision proe 0 postmg any
mformmation and sball recogaize that social modial hosts aee not CBP o DHS
mionmaton sysiens and thesefore subject caly 0 the CBP smd'er DHS TOS
sad not 10 CBP asd DHS policy. Infornmation, once scleamed o 0o loager wnder
CRBP conmol

epic.org
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N ) ———

319 Health Insurance Portability and Accoustability Act

The Health Insurance Portability and Accomtability Act of 1996 (HIPPA) addresses the privacy

of mdnaduals’ health mformation by establshang a Federal privacy stamdard for health

mformation and how it can be used and disclosed.

HIPAA peolubsts the ww or disclosme of protectod heald sformsation (PHI) for any pespose
other than treatment. pavien!, or health care operations withowt the asthonzation of the
ndividusl or as past of an exception withes HIPAA,

CHBP may collect PHI as pat of sts larger mussion sequirement. (¢.g. law enforcement, tugeting,
o%¢.). This sub-sectiom apphies to all CBP systems and persommel who collect, process, or store

Policy
1D

31%9a

DUIS Policy Statemenis

Any CBP system thae collects, processes, o stores Protected Health
laformation (PHI) Wl covare that the stosed mfonmuation o appeopnancly
protecied and dar accews o disclonre is Bnted 1o the musstan soqiired

Refevant
Controls

3%k

CBP shall work with the CBP Prvacy Office and the DHS Privacy Odlice 1o
casure hat privacy and disclosuee policies couply with HEPPA reguuircmenss.

119¢

CBP shall conawe that coplovees wislh accoss 30 CHP sysicms that collect,
process, of wore PI are esmed on HIPPA soquircmcnts.

3194

CBP shall essablish adimmistrative processes Sat can respond 1o
pequests o corrections of health mformuation, and wack disclosures of PIH.

Yive

When collecting PIH. CBP Sall ivsuc » privacy notice 10 mdnadaaly
concenng e ue sad disclovre of e PN

epic.org
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4.0 OPERATIONAL CONTROLS

Operational Controls address security methods executed by users of information systems, which
may include a business process owner, administrator, and users of information systems. These
controls are put into place to improve the security of a group, particular system, or a group of
systems by requiring a practice or standard of care. This section describes operational controls
required in CBP.

4.1 Personnel

CBP systems face threats caused by the actions, either intended or accidental, of employees or
vendor personnel. Individuals can harm or disrupt CBP systems or the facilities that host them.
This may result in destruction or modification of data being processed, denial of service to the
end users, or unauthorized disclosure of data. It is highly important that stringent safeguards be
taken to reduce the risk associated with these types of threats.

4.1.1 Citizenship, Personnel Screening, and Position Categorization

CBP policy requires that only Government and contractor personnel who are U.S. citizens shall
be granted access to CBP systems processing sensitive information. However, at times there is a
need to grant access to non-U.S. citizens. The Commissioner or designee may grant access to
CBP systems for non-CBP Government employees and/or non-U.S. citizens only when (1) the
individual is a legal permanent resident of the United States or a citizen of Ireland, Israel, the
Republic of the Philippines, or any nation on the Allied Nations List maintained by the
Department of State, (2) all required security forms specified by the Government and any
necessary background check have been satisfactorily completed, (3) a compelling reason exists
for using this individual instead of a U.S. citizen, (4) the exception to the U.S. citizenship
requirement is in the best interest of the U.S. Government, and (5) the DHS Chief Security
Officer and the Chief Information Officer or their designees concur in approving access for the
individual. CBP Attachment J provides an electronic form for requesting an exception to the
U.S. citizenship requirement.

All personnel accessing CBP systems are required to have an appropriate security clearance and
a valid need to know in order to access these systems. All CBP employees must have favorably
adjudicated background investigations commensurate with the defined sensitivity level of the
positions they hold. Determining the appropriate position sensitivity level is based on such
factors as the type and degree of harm (e.g., disclosure of sensitive information, interruption of
critical processing, computer fraud) the individual can cause through misuse of the computer
system.

Another prudent safeguard is to ensure that individuals who support CBP systems are highly
qualified technically and are adequately trained for the position they occupy. This can reduce the
risk of unintentional actions. A major threat to an IT system can be the loss of key technical
personnel. While unintentional acts and accidents cannot be eliminated, effective training can
help to mitigate the possibility or frequency of unintentional user errors.

124
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Position sensitivity levels for all Government positions involving the use, development,
operation, or maintenance of IT systems shall be designated, and risk levels for each contractor
position shall be determined.

Table 4.1.1 provides the investigative requirements for CBP employees and contractors.
Additional information on investigative requirements can be found on the Personnel Security
Website at http://cbpnet.cbp.dhs.gov/xp/cbpnet/ia/bi/

Table 4.1.1: CBP Investigative Requirements

Type of Position Initial Required Forms* Periodic Reinvestigation Required
Investigation Forms*
Critical Sensitive Positions ~ SSBI e SF-86 (3) **Conducted every 5 years: e SF-86 (3)
e.g., BPA, CBO, IA, . . .
%ntil Air and Marine) e SF-87(2) SSBI-PR — includes Subjects with e  CBP-258
’ Top Secret clearances 2)
BI(AG e (CBP-258(2)
Specialist, FCRA (2) e FCRA
I iali °
mport Specialist PRI - includes AG Specialist and O
Subjects with Secret clearances
High Risk for Public Trust BI e SF-85P(3) **MBI conducted every 10 e SF-85P(3)
gpositions (e.g., HR e SF-85PS(3) years: e SF-85PS
Specialist, Budget * SE-87(2) Periodic Rei tieation for Hich )
Analyst, IT Specialist . CBP257(2) eriodic Reinvestigation for High o CBP-258
> e FCRAQ) Risk positions for Public Trust )
e (CBP-257
@
® FCRA(])
e SF-85P(3) e SF-85P(3)
Contractors BI e SF-85PS(3) **MBI Conducted every 10 e  SF-85PS
e CBP258(3) years: (3
e CBP-257(2) Periodic Reinvestigation for e CBP-258
s FCRA(2) Contractors @
e  Criminal History e C(CBP-257
Request (D.C. #))
employment only (2) ® FCRA (D)

® ADP Sheet (2)

®  Non-Disclosure

Statements
Similar Positions (NTEU) BI s SF-85P(3) #*MBI conducted every 10 e SE-85P(3)
. e SF-85PS (3) . e SF-85PS
(e.g., Auditor/0511, years: 3
Gen. Attorney/0905, e SF-87(2) (3)
Paralegal/0950) ® FCRA(2) e SF-87(2)

Periodic Reinvestigation for High ® TFCRA(D)
Risk positions w/ restrictions

* Number in parentheses for Required Forms includes the original and required copies, e.g., (3) = 1 original and 2 copies. All
copies must have the original signature.

** A reinvestigation may be initiated outside the normal time frame should the Personnel Security Division receive information
that raises a question concerning an employee’s or contractor’s continued suitability for employment.
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Policy Relevast
D CBP Policy Statements Controt
—

CHP shall dcsipaare the possion scustrity level for all Goverment and PS.3
il comEacion posttions that wse, dovelop, operate. or masntamn 1T sysious and PS.3
' shall determane nsk levels for cach contracion posiaon.  Position semitivity -
fevels shall be reviewed anmually sad revised as appeopnace
CRP shall coure mncenbents = posstions that wse, develop, operaic, oo PS-2
400n | maints T syssoms shall bave Srvorably adpdicated backpround PS3
mvestigations conmncnsurate with the defimed posunon seassavity levels. PS7
AN Foderal cmployoes shall Bave favorably sdudcaied Rackgrousd
Ravevtigation (BI) en file peser 10 bomg given full access to CHP syvicms.
411 ¢ | Backpound lnvestigations sec &finod in DIS MD 11050 2. Personnd s
Seourit el Solahiln Propros nd CBP HB 140007, Sersanel Secariny
Hanfiond,

No contractor persomne] shall be gramted access 1o CHP symicnns withowt

u«.-wmmmmam- ps.3
LU | DIES MDI 1054, Sagrabdine Scrvembs ._ (o X

Ouly US. Cuiress shall be grasted access 10 CHP sysietms peocessung

sensrrve informaton  Excopsons 10 the US. Citizemdup roguarcment sy be
£ 1.0¢ | pramied by the AO or designee with the coacurmence of the Office of Secunty Psa3
sad the DHS €10, m accordance widh Section 1 104, U S, Corem Exception

Requesss.

Persotmel. whe have Brvonably cosspleted imnitial checks are permod acoew 1o
Local Area Networks (LANs), pemters, clectron messapmg. CBP lotrance
aad the Intermet. However, the mdvidual will not have full compuoter access
LT | unel the mvestization has been conducied and adjudicated. Access will be
allowed % anry For Offical Use Ouly (FOUO) data, bue not Law Exforocmont
Scusitrve documents of dats

With the consent of the business owncr, a000ss 10 Cortan administrasve
systoms and shared drives is avaslable 1o persoanc] who bave saccessfully PS.3

e instial B checks as part of e Bl poocess and who also possess | AC2
writien appeoval of thewr duect supervises.

Noo-CIP perscanc] who access CHP mfonmation syvienn and data (¢ g Psa3
LS werbers of the trade comamuury. local lyw eaforcement, of cmergency

o respomne st be sdentified. Access will be asthorized throsgh AC2
procedures that coapdy with CBP system access policies.

Noo-CBP techmacal support personact who are reqaired %o perforn
maipcsans ¢ oa CBP informanon systeus within CBP-coomoliod facilitics MALS
st be escornad at all seses, uadess they have boen appeoved foe unewconed

sccess i having copleied 3 Bl

‘iz

411

126

epic.org EPIC-18-07-31-CBP-FOIA-20190517-1stInterim-Production-pt1 000139



CTP INFORMATION SYXTEMS SECURETY PORLICIES AND PROCEDURES MANDIOOK
HB 1900.05D. VixooN 10

et CBP Policy Statements Contrits
m
CBP pensomncl. secindag vendor porsosmel. sBall receive penodic secunty AT3

411 |wwarcncss traimng (s koast sammsally) in security practces and Kuldes of
Behaveor. 4 )

Respoasibelinies related to persoaned rwnes are provaded below
Cutizembep, Posstion Cateponzaticn. snd Persoanel Screenmg Respomsatulines
Comminioncr

o Rogoests exceptons 1o the DHS requurement for U S, tizemndep for non-U S, citizens who
rogqune acoess to CBP systeums procesang semsitive msfonmation,
System Owners

o Designate the position sensativity Jevel for all m-hosse or contracton positons thal use,
develop, of operate TT systens.

Security Managers

o Emsure all personssel who use, develop, or operate CBP IT systens have a favorably
adjndicated background nvestigation commensurate with the defined senmitrvaty level
assocsatod with thew poss

41011 Backgrouad Investigations for Gevernment Employees

CBP employees shall underpo the appropniate secunty mrvestigations 50 obtain the neoded
cleatamces for thew positaoss.  The types of secumity mvestigations ¢an be found i CBP HB
190007 Personnel Security Handbook. CHP's Office of lnternal Affass, Perscane] Secanty
Division (PSD) wall initiate and adjudicate pre-cmployinent and resavestigatsons for CBP
desagnaned High Risk, Public Trast of Critical Sensitive Natiomal Secunity. Based on the positon
desagmation PSD will conduct either a Smgle Scope Background Investsgation or a Background
lovestigatiom

For mose detaled mformation oo Secunty Clearances and Background Investigations go to the
Persoane] Secunty Website at hitpc/‘chpmet cbp dhs gov/sp'chpoet sty

4.1.1.2 Backgrouad Investigations for Contractor Personsel

The level of Bl required for contractor personnel accessing CBP IT systems is dependent on the
level of sk associated with each contractor postion:  high, moderste. or Jow. The Table 4.1.1
depicts the mvestigative requirements for type of posation. All CBP contractors mnst undergo a
Bl to deternune satabedity for employment

4.1.2  Rules of Behavior

Rules of Belavior define the scoeptable wie of CEP-owned informaon systems and networks,
and apply to all personmel and contractors using CBP wformaticn systems. Rudes of behavior
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medfolwhbmbmotnmdwm
integnity, and availabulity of sensitive mformanon. Rules of behavwor infoem wvers of thew
responsibilitses and let them know they shall be bedd accoutable for their actions while they are
sccessing CBP systems and using CBP [T resources that ase capable of accessing, stonag.
receiving, of transnutting sensitive mformation. By its very nature, the CBP Information
Secunty Policies and Procedures Handbook establish standards of wse withan the CBP computing
eonvwonment, and as sach, constitute a set of Rules of Behavior,

Reler ant
ey CBP Policy Statements o

e
CBP shall dcfime rules of beluvaor for all IT systems and essure thae users are
4122 | used regarding these nales and are awase of the duoplimary actoos that may L4
result fron violaesg hese mikes

W13k Users shall sign the nales of behavior pror 1o being pranted 1T acoounts oo :;_;

aocess 10 amy CBP IT syssoms or data.

Rules of behavior responsitalities are provaded below:

Rales of Bebavior Responsibilities

Syvtem Owners
o Develop and caforce rules of behanvsor for [T systemns wader their muthonity.
ISSOs

o Advise system owners concernng the establishanent and unplementation of a set of rules of
bebavior for CBP IT systems.

o Envure that rules of behuvior for CBP gencral support systemm and ssajor applications are
wcloded or referenced in the System Secunty Pl

o Ensure wsers read and sign general rules of behavior regardmg wse of CBP systems and IT
resources and rules of behavice specafic 10 the CBP systenis 1o whach they will be given
MO,

Users

o Adbere 10 the geseral rales of bebavior regarding the wse of CBP systems and I'T resources

and 1o the systeupapecafic nules of bebavacr for the IT sywtens 10 whach they have bees granied
ACES

Rules of behanvior must be developed for each astcasated information systems and genenal support
system. These nules mmst clearly delincate responsibiities and the expected belavior of all
individuals with access 10 the system. As such, they form the basis for secunty awareness and
tramung.  The reles must stase the comsequences of moonsistent bebavior or moacomplance.
Rules of bebanvaor must be m winting and mest be made avallable for each wser to read and sign
before that wser s grantod acoess 10 the system.
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mammamm.m,mmthm«mwawm
of beluvior (e.g an mdnvadual LAN GSS rules of bebanvsor tay be smomatseally mcluded s pout
of an crpasezation-wide GSS rules of bebavior to wiuch all ensployees and staff are held
sccountable). The CBP general Rules of Behavsor are detasded in Attachesent G

Ansssal secunty awareness traming remnforces the understanding of CBP stamdaads of wse and the
requirement o comply with policy. Enfoscement actions of CBP Standards of Conduct ae
detailed m the Table of Offenses and Penalties, whach inclades secamnty offenses and thew
ssociated disciplnary actions.  Any penon who is in noncomphance with the rules of behanaos
s subject 10 penaltios and sanctons, nclodng vorbal or witien warmseg. removal of systems
sccess for a specific penod of tane, ressagnescnt 10 other dutves, crimnal oo crvl prosecution, o
leruusation, depending on the seventy of the violation. More mnformuation about these standasds
s the penalines. sociated with soncomplaance o specific violatioss can be found on CBPoet
using the followmg bak:

hittpwww.cbp gov xp'cgovicareersneo_kitadditional sfo/standuds of condect’

For groups of mndividuals who may require elevated pavilepes within the CBP computing
oovwonment, addtional Rules of Bebavior may apply, as determmned by systom

mamapers ' owners aad require additiomal agproval saguatare forms

413 Access to Semitive Information

Sensitive sfonmation is informanon that if kost, sisased, of accessed or modified without
wthonizahon could advensely affect the sational mterest, the conduct of Federal programs. or the
prvacy to which individuals are entitled under the Privacy Act could be adversely affected

To peotect semative mformation and limut the damage St can result from accident, emor, or
unsuthorzed e, the prmciple of least prvilege st be appliod  The pranciplo of least prrvlege
requires that wsers be grasted the mos! restrictive set of prvvileges (or lowest clearance) needed
for perfornuace of authonzed tasks-—¢ ¢, wsers should be abde 10 access caly the systems
resources needed 10 Sl (il thetr Job sespoasibelitios.

Principle of Least Privilege: Roguises hat a user be granted the most restrictive set of
provileges (or lowest clearnce) needed for performance of suthonzed ks

Apphcation of this praxiple ensures that access 10 sensitrve informatson s granted caly to those
users with a valbd need 10 know,

Policy Relevast
™ CRP Policy Statement Costrols
_—nmnn——m—mh ———————— —
4132 | Syvom owners shall cosuee St users of the 1T systoms supporsmg thew nd
prograsss have & vabd roguescinest 10 oo these sysiemes.
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Mtomvmmmwm
Accen 1o Senutive Infauation Repounbibines

System Owners

¢ Ensure users have a valad need 1o koow prnos 1o grastimg access to mformation contamed m
CBPIT systems.

o Ensure users have the approgeiate level of cleamnce prior 1o being grasted access o
sensitrve IT resources.

ISSOVSystem Administrators

o Ensure users have a valad requuretscnt prior 50 being grasted access 30 CBP IT systemn

o Emsure users have the approgniate lovel of clearance prior 8o being grasted accoss to
seusitnve [T resources

Sectiom 5.2, Access Control. provides implemsentation guidelmes regarding access to sensitive
g Foy

414 Scparation of Datics

Sepanation of dutses divides the steps in a critical function among dfferent individuals. OMB
Circular A-123, “Managessent Accountabality and Control ™ requares that key duties and
respousibilitses in authorizing, processing, recoeding, and reviewing official agescy transactions
be separated among mdivaduals. Managers should ensure that mdinaduals do not exceed or abuse
thewr assigned authonity. No single mdinadual showld possess sotal comtrol of the system’s
secunty moechanmsans.  In cases where stnct separatson of duties cannot be fully sepiemented, the
ISSO showdd covme compensating controls are mn place.

Separation of dutses 1 infended 10 prevent a ungle mdnadeal from bewng able to durupt or
cornupt a critical secunty process.

Policy

m CBP Policy Stement Costrols
—
CBP shall &vde snd separaic dunes and revpoasabilities of critcal IT sywiem

414a

All mdraduals rogmring adiministsasor privileges shall be reviewed and

41405 | apgroved by the appropnate AO. The AD may delegate has duty 1o the AC-2
appropriate system owner of Program Masager.

114e Individuals requinng admunistrator privileges shall be assagned

T administrator accounts separate from thew nomsal user accounts.

—
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s CBP Pelicy Statement e
m
Adminstrator accounts shall be wwod cady for performuung required
admnistrator deties. All other functions sot directly tied 1o
aduimistoator daties (checking emasl, accessing the Internet, efc) shall
be performed through individuals” regallar wser acoounts.

4144 AC-6

Respoassbelities related 1o separatscn of dutses are provaded below.
Separation of Dutses Respoassbelitios

System Owners

¢ Emsure personnel work assagmaments comply with CBP policy regarding separation of duties
for senmitrve 1T systemn

ISSOn

o Emure controls aee m place that eaforce compluance with CBP policy m regards to
separation of duties.

. Emnmccmh.e-phmfammousnwbchm:q-nmddm

Assignmment sad segregation of system responsibiities munst be clearly defimed and documented
for ol CBP IT systens.  Segregation of responsibilitses, in addition 1o approgriate access
controls, is intended %0 ensure that po individual has all necessary ssthonity or mformation access
10 be able 10 eagage in frasdulost activity without collusion. For thas reasom, ot 15 exsential that
thoreugh and specific Job descnpteons be docvmmented for every mdinvadual workang with CBP 1T
systoms and sensitive mformaton.

An example of separation of dunies i the scparation of securnsty dataes on & network system. One
ndividual would be responable for backing ep the system, another responsible for the pysacal
sccess controls, and anothes respomsable for the access prvileges

Whenever practical, the posations of secunty admmistrator and systems admaastrator need 10 be
filled by separnie mdividuals. The same principle showld also be applied 10 1SSO and system
admenastrator positions. When baving separate system and secunty adiministrators is not

possible, the system admasastrator will be responsible for mamtaining the system security
configuration of systenns, but will be sebpect 50 penodic andit'configuration review by e ISSO,

Note: If CBP does not have sufliciont ssaniponwer 1esomoes necessary 10 meet stnct sepacaion of

duties requecsents, the AO way suthoriee excoptions provaded that a shortage of persounel
formally sdentified as a residual risk sad compensating coutrols have boen put in place.

4.1.5 laformation Security Awareness, [ralning, and Education

A key obgective of an effectinve mfocmation secunty grogram ensures that each employee
understands his or her role and responsibilitaes and s adequately tramned to perform thema CBP

cannot peotest the confidentialaty, maegrity, and avaalability of its IT systems and the mformation

13
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they contain without the knowledge and active participation of its employees in the
implementation of sound security principles. Two components of this policy that assist CBP
users are initial and annual refresher security awareness training. IT security-related roles also
receive annual training commensurate with their responsibilities.

5 CFR part 930, subpart C, as revised, requires that all users (Federal employees as well as
contractors) of Federal information systems must be exposed to security awareness materials at
least annually. Additional to the annual training requirement, training will occur when
employees are hired (they must receive the training before they are allowed access to systems),
when system security changes occur, when an employee’s work responsibilities change.”

OMB Circular A-130, Appendix III, Security of Federal Automated Information Resources,
requires that persons be trained in their responsibilities and in the “rules of behavior” for using
general support systems (e.g., LANs) and for using major applications before being given access
to those systems or applications. Computer security training must be addressed in the security
plan for each IT system. In addition, the CISO shall prepare and submit to the DHS IT Security
Training Program Director a training plan outlining their plan for IT security awareness, training,
and education for the year. The plan shall follow the guidance in the CBP Information
Technology (IT) Security Awareness, Training and Education Plan template, issued by the DHS
IT Security Training Office.

In 5 CFR Part 930, the Office of Personnel Management (OPM) requires Federal agencies to
identify employees responsible for the management or use of computer systems that process
sensitive information and to provide training to the following groups: executives; program and
functional managers; information resources management (IRM), security, and audit personnel;
automated data processing (ADP) management and operations personnel; and end users. It
requires that employees in these groups receive their required training within 60 days of their
appointment. It also requires that additional training be provided whenever there is a significant
change in the Department’s information security environment or procedures, or when an
employee enters a new position involving the handling of sensitive information. It also requires
that computer security refresher training be given as frequently as determined necessary by the
Department based on the sensitivity of the information that the employee uses or processes.

The Federal Information Security Management Act of 2002 (FISMA) tasks the Chief
Information Officer (or comparable official) of each agency with training and overseeing
personnel with significant responsibilities for information security. Additionally, FISMA
requires that each agency include security awareness training within an agency-wide information
security program. Security awareness training must inform personnel, including contactors and
other users of IT systems that support the operations and assets of the agency, of (1) information
security risks associated with their activities and (2) their responsibilities in complying with
agency policies and procedures so that such risks will be reduced. FISMA also requires each
agency to include as part of its performance plan a description of the resources—including
budget, staffing, and training—that are necessary to implement the program.

NIST SP 800-16, Information Technology Security Training Requirements: A Role- and
Performance-Based Model, provides Federal agencies with detailed guidelines for developing a
robust training program for staff within 26 security-related roles. This document will be used to
the extent that it is practical in developing and implementing awareness and training materials
and courses for CBP employees and support contractors.
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Relevast
s CBP Policy Statements o sdier

e ———————

4183 CHP sball cvaablish s appropruaie lnformation Secuenty Trammng Progean for AT
‘ users of CHP syssoms.

CBP persosnel and contracions acoeviang CBP IT sysicnn shall receive mitial
mu“WMQMMdM AT-S
4150 | secunty peactices. Pensotac] sdalll complete socumty swareness withus 24 ‘“_"
bours of bemng pransed 2 wser account. B She user faals %0 comaply. wer acoess

willl be suspended

CRP persomc] and contracions with sugnaficant secunty sespoaisbilines (e g,
415¢ | ISSOn, systcmn adsmmmistraton ) shall soccive metial specialized ramseng. and AT-3

saursal refroaher trasming thevealior, specific 10 Bewr socunty soxpomabiliies

CBP shall sasntain raiseng recoeds, 5 inchade name and posmon. type of
4154 | muntng recervod, and costs of muimsng 1T awaseness trasing must be AT4
completed before TT accoumts are authorirad

Unless a warver i grantod by the CISO. user accounts and acoess privillopes,
415¢ | nchoding access 30 el shall be drabled for those CBP cmployees who ATl
have not seceived anomal refreshes rming.

CBP shall preyore and vebeat an sl tramang pha, outlmang thea plans for
formation Sccunty Awarcoess. Trainmg aod Education.  Thas plan vhall
L1LAT | Sllow Be pudance i Se CBP Informanos Tochnology (IT) Secunty AT
Awareness, Tratsng and Education Plan terplane, issacd by the DEIS
Iaformanos Seounty Traaing Office.

a  CBPshall progore and submnt Informason secunty swarcness, raimmg.
ad oducation statnhics 1o the DHS lofoematson Socwnty Traming Program
Dwector on a quarterly bases. These statistics shall mcinde:

o Total panier of persoanc] snd sutmber of persommct Ut have recorved
FNMCDESS TAINE

o Total punber of perscanc] wik siznificant seouty responsibility and the
meznber St have reccived role-bancd Eainmg

4153 | ¢ Thecost of ary Deparmment-peovided informsanon securnty g of AT-1
mustersals for the yeas.

CBP shall accoum for Cosnageacy Plas Trumng and Incidess Resposse
Tratsing conducted for Moderme and High IT Systems.

CRP st abso provade:
o Boef descrptions of the awarcncss and wainieg provaded %o personnel

Isformanon concemmmmg how they have explainad policies relating 1o Peer-to-
Peer (P2P) file sharsag 1o all system users.
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s CBP Policy Statements —

m
CBP shall provade cvadonce of traming by subutting copies of traming
RETY schodules, ainmg rostors, trauming ropoets, <6C., wpon rogecs! of the DHS IT AT

Secunny Truming Office, or during onsne validation wisits perfoomed on a
persodac basts

Trammg plans shall mcinde awsecncss of micomad thecats and baac 1T socurty
Praceces.

415 Al=2

IT Secunty Awareness, Trniung, and Education Respoassbalities

Ci1S0

o Establish overall polscy for informanon secunty awarencss, trasseng, and odocanon

o Provide pmdance cm poepaning and attending secunty awareness and traming sessaons

¢ Submut 10 the DHS Information Secarnty Trauung Progrmm Diwvector a training plan
owtlining their plan for Information Secunty Awareness, Tramung, and Edacatson for the
year,

o Analyze, co a quagterly basis, secumity swascness and raning statitics ssbaumed by the
ISSOs and COTRs and submit a seemary of these statsstics to the DHS IT Securnity
Trsesang Program Darector.

ISSOs

o Ensure that all new caployees, inchoding coatractons, complete an initsal Governsasent- o
contractor-spomsored secunty awareness course as part of thew onentation.

Uniless 3 CISO warver 1 ssued, disable all acoommts and acoess prvileges, scluding access
10 e, of those CBP users who failed o complete the amnual secwurity refresher course.

Emsure that all users, inclodmg all contractors. read and sagm rules of behuvior for the use of
systerns and appdications prior 10 Sheir bemng grven access 10 those systeum and apphcations,
Implement ammual awareness refreshers for employees and support comtractons mvolved m
the masagement, use, or operation of IT systems that process sensitive information.
Maintam a recoed of secunty awareness and tramang that inchades the namse and posation of
the person trained, the type of traiming, the date of the training, and the cost of the training.

Subanit 10 the CISO, on a quarterly basts, statistics on matial and refresher secunty
awarencss and taming

[mplement contumaed training for perscanc] when there 15 2 ugnificant change m the vystem
secwnity esvisonment or m procodwes, or when an employee enters a sew posiion
wvodving the handling of sesistive infonmuation.

(A1)
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IT Security Awareness, Training, and Education Responsibilities

COTRs

e Ensure that contractors have their personnel complete an initial security awareness course as
part of their orientation.

¢ Ensure that contractors have their personnel complete a refresher awareness course each
year.

e Ensure that contractors have their personnel sign rules of behavior for the use of systems
and applications prior to their being given access to those systems and applications.

¢ Ensure that contractors provide additional security awareness training to their personnel
whenever there is a significant change in the system security environment or in procedures,
or when contractor personnel enter a new position.

¢ Ensure that contractors maintain a record of their personnel who have completed initial and
refresher security awareness training, with the record to include the name of the person
trained, the type and date of the training, and training cost.

e Ensure that contractor security awareness and training statistics are provided to the CISO on
a quarterly basis.

4.1.5.1 Initial Awareness

CBP must give newly hired employees an initial information security awareness course and have
them read and sign a rules of behavior acknowledgement statement before giving those
employees being given access to CBP network resource or application. The awareness course
and the rules of behavior should be a part of the orientation process. CBP must also provide an
initial awareness course to newly hired contractor staff or ensure that the contractors provide an
equivalent course for their staff. Participation in the awareness course is mandatory. Records of
the training must be maintained and retained to verify compliance; records must include at a
minimum the employee’s name and position, the type of training received, and the date of
training.

The Security and Technology Policy Branch will review the IT Security Awareness Training
annually to ensure the training reflects the evolving and changing nature of computer security
incidents.

Alternative media for providing this initial awareness include seminars, presentations, awareness
videotapes, and computer-based products delivered via CD-ROM Intranet/Internet and/or LAN.

4.1.5.2 Refresher Awareness

Each organization within CBP must ensure that employees and contractors complete CBP
security awareness refresher courses at least annually. Participation in the refresher course is
mandatory. User accounts and access privileges, including access to email, will be disabled for
those who have not received annual refresher training. The CISO may issue a waiver to this
requirement. Records of the training must be maintained and retained to verify compliance;
records must include at a minimum the employee’s name and position, the type of training
received, and the date of training.
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Alernatyve medsa for providing thes refeealier swareness tramng inchode seumnags, presettalions,
avasemess ideotapes, and computer-dused prodacts delsvered via CD-ROM or the

letramet Toternet.

Addtional awareness sessaons should be conducted whemever a significant chasge occurs m a
specific secunty environment or when an casplovee enters a pew posstion volving the handling
of a new category of sensitive mformation

CBP policies relatimg 1o Peer 1o Peer (P2P) file shanng 1o all system users 1s also mcloded m the
SOCUITY AWAICHICNS Eastang

4.1.523 Ongoing Awarcacss Activithes
CBP remforces the swareness message throughout the year theough the use of posters,

newsletters, electrons messages. trinkets (¢ 2. pens, lanyards, notepads) with » secunty
message, and other appropnate commmmecation needia

4.1.54 Rele-Baved Training

CHP perscanc] and contracton masgmed sigmficant mfonmation secunty respoasbilitses such
CAs, ISSOs. petwork administrators, system admaastrators, and the AOQ - must recerve
specialized rmnmg specific 10 their secunty respomsibalines anmually. CBP must ensure
specialized security-selated training also be provided 10 senior mamagers, system owsers and 1T
progect managers. The level of raming shall be commenswrate with the mdividual's duties and
responsibilities. CBP nsast track, by naune and position, the type of the trammmg recerved, the
dates of the trainmng. and the costs of the Eamng.

416 Scparation from Duety

This section addresses the procedares 30 be followed when an caployoe Of contracton lerminates
cmployment of transfers 10 another crgasazation

s CHE Policy Statementy s
-_—_ 0
CBP shall sesplesacnt procodunes 0 cnsure that systemn accesses are revoked

for caployees of contracions who leave the CHP o are reavigned %o other AC-2

4160 dutecy.  Accoumts for personne] on extendad abnences sball be tompocanly
unpendad

CBP shall esaablish procedares 1o casire Shart senvave informanion siored on

4160 | sy media i trasfemed 1o an suthorred indivedual upon tormenanos o sS4
reavapnsscnl of 2 cuployee o contracior

416< | Accounss for porsonned on cxtended absences shiall be tomporanily sepended AC-2

1164 Systems Owners shall review informanon sysicss sccoumts supporting thelr AC-2
prograse ot least assesally o
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Responsibilities related to separation from duty are provided below.

Separation from Duty Responsibilities

System Owners/Senior Site Managers

¢ Implement procedures to ensure appropriate system access privileges are revoked for
employees or contractors who either leave CBP or are reassigned to other duties.

Supervisors

¢ Notify system administrators in writing when employees or contractors no longer require
access to CBP IT systems.

e Retrieve all sensitive data from departing employees and contractors.
Network/System Administrators

e Disable or delete user accounts when notified that an individual’s access to CBP IT systems
is reassigned or terminated.

Site Security Officers

e Change combinations to all locks and safes when an employee or contractor with access has
been reassigned or terminated.

e Collect all keys, badges, and other devices used to gain access to premises, information, or
equipment from employees and contractors who have been terminated or reassigned.

Employees and Contractors

e Turn in laptops, cell phones, PEDs, secure ID tokens, and other Government-owned devices
to the local property administrator in accordance with local procedures when reassigned or
terminated.

In most circumstances, the transfer or termination of an employee or contractor is amicable.
Allowing an employee or contractor to complete his or her duties and obligations through the last
day of employment is normally the most effective course of action.

When the employee or contractor demonstrates resentment because of termination of duties, it is
often better to immediately eliminate the employee’s contact with the organization, including
system access. It is also recommended that the employee be escorted from the premises, and that
personal items be mailed or delivered at a later date. The security office for each CBP site
should assist in creating a prudent plan of action.

CBP must adhere to the following guidelines when dealing with employee separation or
termination:

¢ Revoke all authorizations. All authorizations granted to a departing employee or
contractor are to be revoked. When an employee leaves CBP, personnel paperwork for
resignation or transfer to another Government agency is processed in the personnel and
payroll system. LAN access and other client/server systems must be revoked. It is the
responsibility of the supervisor or IT Project Manager to ensure that these steps have
been followed and the necessary levels of access have been revoked. If the departing
employee or contractor authorizations include the granting of authorization to others, this
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must be reviewed and changed accordingly. If a user is being transferred within the CBP,
it is possible to transfer the employee’s user ID. However, since users are given access
on a need-to-know basis, the supervisor must request that the user’s access privileges be
deleted before transferring. The proper level of access will be granted once the employee
is officially in the new position.

¢ Retrieve hard and soft copy sensitive information. The supervisor should collect all
hard and soft copy sensitive information.

e Retrieve all keys, badges, and other access devices. The local ISSO in coordination
with the site security officer should collect all keys, badges, and other devices used to
gain access to premises, information, or equipment.

e Change locks. The security officer will assist in changing combinations of all locks and
safes known to the departing employee or contractor immediately.

¢ Turn in Government-owned equipment. Employees and contractors must turn in
laptops, cell phones, portable electronic devices (PED), secure ID tokens, and other
Government-owned property to the local property administrator in accordance with local
procedures, and provide evidence at their exit interview that this action has been
accomplished.

e Conduct exit interview. All employees and contractors leaving their positions must
participate in an exit interview. One purpose of an exit interview is to provide
management with information as to why people are leaving. This information will permit
management to make positive changes, if necessary. The employee should return all
CBP sensitive materials, and receive information concerning restrictions on divulging
certain CBP information. There should be a review of any special conditions to the
departing employee or contractor employment, such as the denial of right to use certain
information. The exit meetings should occur prior to an employee or contractor departure
from CBP. Failure to complete this step may make subsequent legal recourse (if needed)
more difficult or impossible. The cognizant personnel or security office should conduct
the exit interview in accordance with local procedures.

4.2 IT Physical Security

CBP security personnel must address physical security as an integral element in the effective
implementation of an information security program. Physical security represents the “first line
of defense” against intruders and adversaries attempting to gain access to CBP facilities and IT
systems. Like other aspects of information assurance, physical security technology is advancing
rapidly.

Physical security must be addressed during each step of the risk management cycle. Physical
security vulnerabilities are identified during the risk assessment. Cost-effective controls are then
documented in the security plan. These controls are then evaluated during the Security Test and
Evaluation (ST&E). Any residual risks must be documented in the C&A package and reviewed
on an annual basis. IT systems must be physically and environmentally protected to prevent
unauthorized disclosure, denial of service, destruction, or modification.

The office of Internal Affairs (IA) develops and publishes the (b)(7)(E)
(DI, which addresses physical security for all of CBP. However, the CBP Information
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Svateses Secarivy Polictes and Procedvres Hamdbdook only addresses the smmimmum plysscad
secunty rogascusents unposed for mfoamation secunty saets,
Section 4.2.1, Gemeral Physical Access, provides general phiysical secunty guidasce for semsative

systemns. Section 4.2.2, Semative Facality, addresses specific securnity considerations for Hacilitees
housing 1T systems that store or process classafied data.

421 General Physical Accens

General phynacal acoess controls restract the cutry and exit of persoaned from an area, sach a5 s
office building, data center, or room contamning IT equipment.  These coutrods protect sgatnst
theeats assocaatod with the physical covronment. I is important 10 seview the effectiveness of
general physacal access coatrols in cach mrea dunng business hours and at other times
Effectiveness depends not only on the chamacienistics of the controls used but also om their
unplementation and operation.

A CHP Policy Statements oo
—

421 Access 10 CHP buddmgs, rootns, work aseas, spaces, sad strecnues bousing IT
- systemss, oquaprnest, and data shall be hmead 10 suthonzed persoanc]

Controls for detormng. detocting, rovcting. aad sepslating 000w 10 senvinve
A21h aoca shall be m place and willl be sufficicn 1o safepuand agaimd possble boss, PES
nanul dsasten.

21 Controls slall be based o the kevel of classafication and ik, determunad in
- scccedance with Dopartmcntal socurity policy.

Visitors s sign o upon cosering CBP facilimes, be esconed dermg thewr

stay, snd sigs out wpou Jeaving Noa-CBP cootracton” sccess shall be lumsied

o those work arcms roquaning thew presence. Visstor logs shall be maintaincd

md avadlable for review for coc vear,

— 4 -

2l These requarcnesss will exiend to CBP assets. locmed ot noa-CBP Bacilines or
. noa-CBP assets and oquipssent bosang CBP data

4214

CBP mformation sysicms and data, when not operational or snder e dwect

421 ¢ | conmaol of an ssthorired indevadual, munst be protected by control systoms and
meastees consntent with the polioies. procodures and standards provaded by MP4
IA

Rooms costaming information yysicun hardware and softwaee, sch o Local
Arca Network (LAN) soows of selephone closets. must be secured and
421z | sccessble by CBP audhonzed personmel caly. PE2

NOTE: Awhovized personnc! is defined as the mdridual who has control of
ot o ; that
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General physical access responsibilities are provided below.

General Physical Access Responsibilities

Facility Managers

e Ensure that physical controls are in place.

e Ensure that environmental controls are in place.

¢ Ensure that physical and environmental controls are in working order at all times.

¢ Ensure that access control logs are maintained and reviewed for the facility and all computer
rooms.

Site Security Officers/ISSOs
e Provide specific security briefings to CBP employees and contractors, as necessary.
e Assess the adequacy of physical security controls as part of the risk management cycle.

e Change combinations to locks on security containers housing sensitive information, funds,
and other valuables that must be safeguarded.

e Conduct periodic inspections of offices and areas under their jurisdiction, during or after
working hours, to ensure sensitive and proprietary materials are being adequately
safeguarded.

¢ Ensure security violations are appropriately reported and investigated, in accordance with
CBP requirements.

¢ Provide oversight of the issuance and return of Service badges, credentials, and
identification documents; ensure proper reporting of the loss or theft of Service badges,
credentials and identification documents.

e Apply the security disciplines to the contractor environment.

¢ Ensure Government-owned and controlled property, funds, and valuables are properly
safeguarded and accounted for.

e Ensure the physical security of IT Systems within their jurisdiction.
¢ Ensure that physical and environmental security controls are addressed in the Security Plan.
e Address physical security as an integral part of the risk management process.

e Ensure that physical security risks are reviewed and evaluated throughout the System Life
Cycle (SLC).

Users

e Adhere to established security policies.

e Display building passes or other ID when required.

e Challenge individuals who are not in compliance with established requirements.

e Ensure that un-cleared visitors are escorted at all times.
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4.2.1.1 Physical Controls

Physical security encompasses the full range of protective measures designed to safeguard
personnel and prevent unauthorized access to, and the loss, theft, destruction, sabotage, or
compromise of equipment, facilities, material, and information. Physical controls include
barriers, badges, guard or security forces, supporting infrastructure, contingency and emergency
support, lighting, facility intrusion detection systems, and surveillance systems. Physical
security protects computer facilities as well as individual computer systems and personnel.
Standards for physical security must be based on an analysis of mission criticality, severity of
impact levels, local criminal and intelligence threats, and the value of the telecommunications
and automated information systems equipment contained within the facility being protected as
well as the value of the data being processed.

Security personnel must ensure that physical security controls are considered throughout the life
of the system. Ata minimum, they should be reviewed in conjunction with the annual self-
assessments and during each C&A cycle. The following in-place and planned controls
associated with the following physical security features should be included in the appropriate
security plan:

e Controlled access to building (i.e., physical building access, guards)
e Controlled access to computer room(s)

e Locks

e Key control procedures

e Keypads and cipher locks

e ID badges (worn above the waist area)

e Visitor logs

e Biometric devices

e Access control logs (to the building)

e Access control logs (to the computer rooms and facility)
e Motion detectors

e Intrusion detection devices

e Property passes

e Additional controls

Normally, not all of the above security features will be necessary for every facility. ISSOs and
site security officers must determine, based on the criticality of the systems and sensitivity of the
data being processed, which security features are warranted.

4.2.1.2 Building Passes

Building passes must be issued and displayed by direct hire and contract employees at all
facilities that store or process sensitive information.
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Building passes should be displayed above the waist and below the neck with the photo side
facing out. Each visitor must be issued a temporary building pass, which must be turned in
before the visitor exits the facility.

Any persons not displaying proper credentials should be challenged. If there is any doubt as to
their authorization, they are to be escorted from the area and local security personnel are to be
contacted. Security personnel and supervisors at all management levels must ensure that all CBP
staff, including contractors, are made aware of this requirement through awareness sessions and
other means. Supervisors are expected to periodically reinforce this requirement during staff
meetings and through emails and other communication methods. Where practical, challenge
procedures should be posted.

4.2.1.3 Property Removal

Removal of items from CBP facilities must be controlled and documented.

4.2.1.4 Loss or Theft of Property

Any missing property, whether lost or stolen, must be reported.

4.2.1.5 Environmental Controls

In addition to the physical security controls discussed above, facility managers and security
administrators must also ensure that environmental controls are established, documented, and
implemented to provide needed protection in the following areas:

e Fire protection, detection, and suppression

e Water damage risk reduction, detection, and corrective measures, and devices for water
hazard prevention

e Electronic power supply protection, to include uninterruptible power supplies for multiuse
systems and surge protectors for stand-alone systems

e Temperature and humidity recording, monitoring, and alert systems (e.g., humidograph)
e Housekeeping protection from dirt and dust

e Combustible cleaning supplies protection (not to be kept in computer areas)

e Appropriate personnel safety features (evacuation routes specified)

e Emergency exit provisions, such as equipping emergency and exit-only doors with hardware
that permits immediate egress in the event of an emergency

4.2.1.6 Fire Protection

Fire protection systems should be serviced by professionals on a recurring basis to ensure the
system stays in proper working order. The following should be taken into consideration when
developing a fire protection strategy:

1.  When a centralized fire suppression system is not available, fire extinguishers
should be readily available:
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a.  Facilities should store Class C fire extinguishers (which are designed for use
with electrical fire and other types of fire).

b.  Fire extinguishers should be located in such a way that a user would not need to
travel more than 50 feet to retrieve a fire extinguisher.

2. Fire drills must be conducted a minimum of once per year in order to ensure that all
personnel are familiar with their responsibilities.

4.2.1.7 Electronic Power Supply Protection

Electrical power must be filtered through an uninterruptible power supply (UPS) system for all
servers and critical workstations. A surge suppressing power strip is necessary for all other ADP
equipment to protect it from sudden power surges. For larger and more critical systems it may
be appropriate to have an electrical generator available for the most critical of operational
requirements.

4.2.1.8 Temperature and Humidity Control

The condition of the air is important to prevent damage to IT equipment. The following should
be considered when developing a strategy for temperature and humidity control:

1.  Temperatures in computer storage areas should be held between 60 and 70 degrees
Fahrenheit. Most systems will continue to function when temperatures go beyond
this range, but the associated risk to data is increased.

2. Humidity should be at a level between 35 percent and 65 percent. Most systems
will continue to function when humidity goes beyond this range, but the associated
risk to data is increased.

3. Low humidity can result in static, and high temperature can melt sensitive
components of computer systems.

Check the system documentation for the proper levels for your hardware. Security personnel
should obtain a device that will sound an alarm and send out an automatic notification (via email
or pager) when the operating environment exceeds recommended boundaries.

4.2.1.9 Housekeeping Considerations

Housekeeping is another important area to monitor.

1. Sub-floors (where installed) should be cleaned on an annual basis.

2. If the computer room has carpet it should be of the antistatic variety. This also
applies to areas that house workstations.

3. Dusting of hardware and vacuuming of work areas should be performed weekly
with trash removal performed daily. Dust accumulation inside of monitors and
computers is a hazard that can damage computer hardware.
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4. Clesmng supplies should not be stored masde the compulter room

4.2.1.10 Personnel Safety Features
The Bality unsager should bovef all personnel on essergency procedures mcluding:

1. Evacustion procodures.
2. Locanon of emergency exits,
3. Location of emespency equapasent such as fire extmgushers and first-aid kats,

42111 Emcrgency Exity

Emerpency exsts should be clearly marked and all perscanc] should be fasssliae with establinbed
CVACUMION Foules.

4221 Semsitive Facility

Facllibes supporting baurge-scale [T operations, such as enterprise servers and
telecommmmacations facilites, require consideration of additional envircamental and physical
controls as determmned by 2 risk analysas

Sectwon 4.2 provides peocoderal gusdance for both gencral pliysical access and semstive Dicilites.

For facilities supporting large-scale [T operamsons, all of the physical secunity featuses outlined m
Secmon 4.2 must be addressed. The nsk assessment shall specifically docussent the ratsoaale for

such controls not incorporated MF
WMMWM sical secunty sssues.

Policy

n CBPF Policy Statements Countrols
_
Facdmes processng. SSImsnng. oF Sonng seosnve mfonnance shall

4222 | mconponee pliysical peotecnion measupes based on the leved of sk, The nsk FE-1
should be detcrmned in acccedmce with DHS aad CRP socunity policy

L Any sensatrve informatzon of dats not uatable for pebli &yvscummaticn vhall be
4220 | secured in cec of the followisg:  locked office, roces, desk. bookcase. file PE?
cabenet. o odher stonge prolubiiing access by madonzed persosn.

CBP mfonmation systems, whalle oporatiosal. toust process, s30e¢, of transans
sensstrve infoematon in buikdings. conmmmecasons Bcilines. or other phywcal PE-3

$22¢ | spaces that are under the exchasive comwol of CBP. Space used but not owned A9
by CBP msent be docemented ia & carrest and validaed Mcmnoondun of "

Understanting (MOU) ce  comtractas! aad bitersl sgrecssents
See section 4.2.1 for sussssary of respoasibilties for seaative facilitses,
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43 Media Controls

Storage media that contaim sensitrve mformaton st be comrolied so that the mformation on
the media is peotected.  Thas section addresses the protection, marking, sanitization, production
wput'output, and disposal of media contaning semsative nformation. Storage medsa inchode bat
e pot lmnted to the following:

I Magnetic storage medsa: inclodag reel and cassette format magnetic tapes,
magnetic dinks, meluding hard dek drives, Oopgy disks sad disketies, snd disk
pocky, mapmetic cands; and magnetic swmory devices, incloding core moemory and
magnetic bubble memory.

2. Optical storage media: mxluding optical cartnidges, laser disks, compact disks (CD),
daprtal video disks (DVD), Magneto-Optical (MO) disks, holograplos devices. snd
optcal tapes.

3. Solid-state ssorage media: inchading Random Acoess Memsory (RAM), Read Only
Memory (ROM), Field Prograsssable Gate Armay (FPGA) devices, Personal
Comgater Memory Card Istermational Assocsation (PCMCTA) cands, Flash cands,
Smart Caeds, and USB removable seedia drives (alwo calliod fash dnves, pasp
drives, and thamnb drives).

4. Had-copy storage media: inchading paper snd mscrofonms (e.g . micvolilm and
mucrofiche).

All CBP data stored on removable of transportable moeda ' devices umnt be encrypted using CBP
or other appeoved cacryption tethod poor 1o leaving CBP-controlled envaronments. Data
owmers are resposssble for determenng the secunty category, handling, and markings for their
data. Where additional caveats are required, they mary be added to the markiegs oo the modia
For example, media labeled For Official Use Ouly media may further specify “Favorably
Adjudicated Bl Required” to hunst access %o the data contamed in such media.
431 Media Protection
Proper storape of msodia cadances peotection aganyt wauthorized disclowsre. There ae
asddtiomal secunty risks soctated wirs the poctabality of removable storape modia. Lo, theft,
or physical dasmage to disks and other removable media can compromse the confidentiality,
mtegnty, or avashability of the data contained in these media.
All media contamang sensitive mfonmation must be labeled and kept 1 a secure location.
Backup and archive media must be sent 10 an off-site kocaton as identified m the appropriate
business comtumaty and 1T contingeacy plans.

et CHP Policy Statements m

302 |ARCBP ¢s and contractorns shall cnsare all that seedia contanmg MP.2,
SCUL | wchudmg hard copy meda. backup modia. and MP.4.
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et CBP Policy Statements b

remmovable moda such as USB dives. are stored m 2 secure bocaton (e2.. 2 PE-l
locked office. rooms, desk. bookoase, file cabinet. or ofher storage poolubeing
socess by usssthorurod persoan) when ot s use

CRP shall conase backup moda aec worad off wie = accondance with then
besiness contmmaty and [T Coatingoncy plas.

CBP pensomne] and contracions e prolubated from usmg sy non govermenent
43.1¢ | msod ranovable medin (USB divves, | porticular) or connecting Sem o CHP | MP2
oqupmest or sctworks of 10 store CTIEP senumve inforssation

LRRR

—————— P
1314 | ABCEP USH daves shall use cacryption as is FIPS 197 (AES.246) A7,
conpliant and has recerved FIPS 1860.2 valdanon SC-13

CRP-owned ramovable media shall ot be comneciod %o any non-CHP
mfommabion syvicm umloss S 1SS0 has determuncd the acceptable level of ik | AC-20,

$3.02 | based on compenating courols. publishod acceptable me pridance and the 2
gundance has boen appeoved by the CISO.

431 ¢ | CBP-owned USH removable modia shiall not be conncctod 1o asy soe-CHP AC-20,
mfonmation syvian »

111 CBP shall follow establshed procedures 10 ensure thae papes and electronx AP

¥ OUrpuRs. fhom) Sy WIeHs CORAINEE SCRSIUIVE IfOnmAton ae peotectod

4315 Users tmd cnre proper prosection of prmted ooput. Prmting of scnsstive 12

documents shall occw only when a trussod person 15 atcndmg the pomter

mling of CHP semitive medu shall follow the procedures

Toapoaation o
4313 | casblidad by DHS MD 110421, Sgfenanding Sexuitve Sar Uncluaiod MP-$
(Eer Offictal Lie Oniy2 Informanion-

Maodia protection responubilitses ase provaded below
Media Protection Responsibilities

150

¢ Establishes and enfoeces CBP policy relating to labeling, stomage, medisa reuse, snd disposal
of CBP equipment.
System Owners

¢ Emsure amy special storage requirements are comununicated 10 the 1T project nssager and
system admemastralons.

System/Netwerk Administrators
o Fasure that sensitive informatson is stoved i a Jocked container of in s area with
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Media Protection Responsibilities

access controls to prevent unauthorized access, disclosure, damage, modification, or
destruction.

¢ Ensure that recipients of sensitive information have a valid “need to know” and proper
authorization.

¢ Ensure that copies of backups are stored at secure offsite locations.
Facility Managers

¢ Ensure that sensitive information is stored in a locked container or in an area with adequate
access controls to prevent unauthorized access, disclosure, damage, modification, or
destruction.

o Establish both onsite and offsite storage locations.

e Establish and maintain an inventory accounting system for all media entering or leaving a
media storage area. Inventory should be verified at least semiannually.

¢ Ensure that backup storage facilities meet the minimum requirements enumerated in Section
4.11, Information and Data Backup.

ISSOs

¢ Ensure that media are stored in accordance with the requirements enumerated in this
handbook.

o Ensure that storage requirements are addressed in the Security Plan and rules of behavior.

4.3.2 Media Marking

CBP processes, stores, and transmits sensitive information, including investigative information,
information that could be sold for profit, information that could result in physical risk to
individuals, law enforcement information, and criminal information. Appropriately labeling the
media containing such information ensures that all recipients of the material are aware that the
information requires protection.

Note: It is important to remember that if information with different levels of sensitivity is
combined, the total package must carry the sensitivity level of the information that has the
greatest sensitivity.

The following definitions apply within this section:

1. Hardcopy Material: printed material, including reports, emails, briefings,
manuals, guidance, letters, and memoranda.

2. Label: apiece of information that indicates the sensitivity level of an object and the
information contained in or on the object. A label can be either internal or external
as follows:
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a2 Isternal Label: -MmMnMMmmdhmenm
the conlimes of the swodinm that contains the mfonmation.

b, External Label: has a visible markang ou the outside of the medium, or a cover
that reflects the sensitinvaty of the mfonmation contamed in or oo the media.

3. Sterage Media: mcludes but is not lumsted 10 sagnetse storage modes such s bard
dok drves and duketies, optacal sorage media vach as CDs and DVDy, sohid-state

woenge tedsa, weluding USB dnves, and hardeopy smatenals, inchading reports,

Bt is reconunended that a labed be affived to PCs, teruunals, and laptop computers and other
mobile computing devices not authorzed 1o process classafied mformation, especially in
esnvwomments where both sensitive information aad classafied mformation are processed. Labels
stating “thes medmam 1 saclasafied”™ ace available from GSA (standard form 710)

Policy CBP Pelicy Statement st

—_— O —

AModa determuincd by the information owner 1o contam scmsitive mfonmahion
4322 | shall be appropnatcly marked m accordance with DHS MD 11042.1: MP.3

Sqfegwirding Sewsivive Bar Unelassified (For Offficial Use Oniyt Informanion.

o Establishes and enfocces pohcy relating %o labelng. storage., rowse, and disposal of media
contassng CBP seustive information

System Owners

¢ Essure that sussion secemty needs based on the semativaty of the miformatos bemg
processed me comummuncated 10 progect mesnagors aad systom aduunistralons,

I'T Project Managens

o lmplement chectionic markang requiressents and wanung basnens for astomated systems.

System Administrators

o [mplement electronic markeg requirements and waming baaners oo thew systems.

ISSOs

o Ensure that sensitive systens and information are appeopniately sdentified and tha
Semsativity and Criticality levels are established for each system

. mekmsmmh.euﬁm«!mh%ﬂmk&ﬂy Plan and that
pliance areas are ideatified.
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Medsa Marking Respomsibilities

Emsure that automated systems and sate pessonnel understand and are adequately trained s
the ideatificatson of sensitve mformancn snd meking instroctions.

Ensure that kg procodures and warming banners are reviewed with CBP employees o
a peniodic basis, such s during ansssal Cotpuier Socunty AWaneness sessions.

Ensure that all users are aware of the value and seasitivity of CBP infonuation.

Ensure that wsers understand thew responsibilsties for safeguardag CBP mformaton and
bow 10 falfill their sesponsibalitien.

Emummmmromumrmmklwmmu

433 Media Sanitization and Disposal

To peotect semsative imnfonmuation from enamthonzed disclosure, moda contaming sensitive
infonnation et be samtized poor 1o reuse (esther withes or cutade of the cagantraton) of
disposition (1Le., disposal or recychmg. retwn of leased media to the owner; retum of defective or

moperable media for repair or replacement).

i/ CBP Policy Statements i
CBP shall exsure that sy mfomuation sysiens sIge modeun Contaming
sensarve informanon is samtired wing approved sannranon methods before it

433 s Snposcd of. romed. recyciad, of retmncd 50 the owner or manefacturcr, Ay MP6
wathorurod CBP povernmnest or contractor persoanc] walh the
techmcal expertne, Background lavestigation (D), and access may exccute the
clouing. sstzmg. and o destnaction peocedures for modia

4330 | CBP shall mantain recoeds of the sanmoraton and disposinon of information M6
shices sonpcmola
Electyonse stoenge meedia shall be sanitized appeopesancly by overwritieg of

$33¢ | deprmnsang. Addmsonadly, CHP sball peniodically teut depaasing oquipmest 0 | agpg

versfy than the equipsscnt » Suxtiooisg properly. Contact local IT security
persomac| for sdditicaal pasdesce

Med oA ibilities are pyovided below.
Media Sanitization Responsibilitees

Site Managers
o Alocate resomroes 10 meet modn sanitzation roguircments,
o Enforce moda samtization rogasements.

C150

epic.org
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Media Sanitization Responsibilities

ISSOs

System/Network Administrators

Users

Develop and implement media sanitization procedures for storage media to be disposed of
or recycled, reused, returned to the owner, or returned for repair or replacement.

Ensure that media sanitization requirements are addressed in the System Security Plan and
Security Operating Procedures.

Maintain records of the sanitization and disposition of sensitive storage media.

Ensure that storage media for disposal, recycling, or reuse are properly sanitized.

Ensure that leased storage media are properly sanitized before they are returned to the
owner.

Ensure that defective or inoperable storage media are properly sanitized before they are
returned to the vendor or manufacturer for repair or replacement. Ensure that defective or
inoperable storage media that cannot be sanitized are physically destroyed and disposed of.

Periodically test degausser equipment to ensure proper operation.

Ensure the safekeeping of sensitive storage media in their possession.

Notify ISSO or Site Security Manager when media containing sensitive information are no
longer required.

NIST SP 800-88, Guidelines for Media Sanitization, provides guidelines for the sanitization of
numerous types of information storage media, including the following:

Magnetic disks (floppies; hard drives; USB removable media such as pen drives, thumb
drives, flash drives, and memory sticks with hard drives; zip disks; and SCSI drives)

Magnetic tapes (reel and cassette format magnetic tapes)

Magnetic cards

Optical disks (CDs, DVDs)

Memory

Hard copy (paper and microforms)

Networking devices such as routers

Handheld devices such as cell phones and personal digital assistants (PDA)

Equipment (copy machines, fax machines).

The NIST guidelines apply to media containing sensitive information. The DHS 4300B National
Security Systems Handbook provides information on the sanitization requirements for media
containing classified information.
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NIST SP 800-88 identifies sanitization options for various IT storage media. Sanitization
options depend on the type of storage medium (e.g., hard drive, CD or DVD, hard copy),
intended disposition of the medium (e.g., reuse, disposal), and FIPS 199 categorization for the
confidentiality security objective (see Section 3.9.1, FIPS 199 Categorization and the NIST SP
800-53 Controls).

NIST SP 800-88 defines sanitization as the removal of data from storage media such that there is
reasonable assurance the data cannot be easily retrieved and reconstructed. Sanitization methods
include clearing, purging, and destruction:

Clearing: the removal of information stored on media in such a way that the
information is irretrievable through means such as robust keyboard attacks or the
use of data, disk, or file recovery techniques. For magnetic media such as hard
drives and diskettes, simple deletion of files is not sufficient for clearing, as the
deleted data can be retrieved by various recovery utilities. Overwriting the
information with random data, however, will clear the media of information and will
help ensure that the information is irretrievable except perhaps by advanced
laboratory techniques. There are overwriting software or hardware products that are
available. In many cases, multiple overwrite/erasure of the drive shall be sufficient
to allow transfer.

Overwriting cannot be used for magnetic media that are damaged or not writeable.
In such cases, the media must be physically destroyed.

Purging: the removal of information stored on media in such a way that the
information is irretrievable through any means, including advanced laboratory
techniques. Executing the firmware Secure Erase command (for ATA drives only)
and degaussing are examples of acceptable methods for purging. For example,
magnetic media such as hard drives and diskettes can be purged by degaussing.
Degaussers expose the medium to a strong magnetic field, which effectively erases
the information (however, a degausser designed and approved for the type of
medium being purged is required). Note that degaussing destroys hard drives, as the
firmware that manages the drive is also purged during the degaussing process.

Degaussing is effective only on magnetic media such as hard drives, diskettes, and
magnetic tapes. It is not effective, for example, on optical media such as CDs and
DVDs.

Destruction: Destruction of media is the ultimate form of sanitization. Physical
destruction can be accomplished through disintegration, incineration, pulverizing,
shredding, and melting. Destruction of media should be conducted only by trained
and authorized personnel. Safety, hazmat, and special disposition needs should be
identified and addressed prior to conducting any media destruction.

Sanitization also requires the removal of all labels, markings, and activity logs.

epic.org
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Steps for sanitizing of media are the following:

e Determine the categorization (i.e., low, moderate, or high impact) for the confidentiality
security objective.

e Determine whether the media will be disposed of or reused (either within or outside of the
organization).

e Use Figure 4.3.3 to determine the appropriate method of sanitization.
Figure 4.3.3: Flowchart depicting the process for selecting media sanitization method

by categorization of impact for the confidentiality security objective.
(Adapted from NIST SP 800-88.)
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e Refer to Attachment Y and Table A-1 in NIST SP 800-88 for sanitization options for the type
of medium to be sanitized

e Validate and document the sanitization of the medium. Appendix F in NIST SP 800-88
provides a sample sanitization validation form

e Refer to Media Sanitization Procedures, Attachment Y of this handbook for additional
procedures addressing Sensitive-But-Unclassified data. Refer to CBP National Security
Systems Handbook for procedures relating to classified media.
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Senmative msodia can be shupped 10 Baalities for cleanng, samtization, or disposal following the
guidelmmes 1n Section 434, Productson, bapat Output Controls

The Naticaal Secunty Agency (NSA) may accept sensitive media for destraction. For moee
W.cmmWWCmmm
Service ot

434 Preduction, Input'Output Contrels

Regardiess of maethod, trmmamrsnon of sensative nformation sbould be effected throsgh means
that limit the potential for unathorized publie discloswre. Unintended recipicnts may mtercept
wnfonuation transtiod over uncoacrypied electronic links (e 2. telephone bmes). Custodians of
seasative information should decide whether specific information warrants a bagher bevel of
prosection accorded by a secure fax, phone, or other encrypted means of commmmecation

Pobicy 1D CIP Pobcy Statcocats st
—

4343 | CBP shall follow estabiished procedures 10 casire Shat seusave mformation s1.12
cannot be aocessed of stolen by uaathoored indivaduals.

1348 | Thoe procodurcs shall addeess not caly the poper and cloctionic outpats from s1.12
syssoms but alwo She tramsportaton of malmg of semitive modia.

Al CBP gencratod and soo-gencracd dats st be proteciod sccording 1o ity
chasification o desipmation kevel as docuncntod m Table 4.3 4 M dhe CIP
345 | Sensitive Secunty Information (SS1) would be detrimantal 1o tramsportation sk
sccunty refer 10 Secton 43,41 nformmtion not owned by CBP most be

goefvelied i accordance with the owner’s bcling.
Had Copy matcrsals will be destroved by sbroddmg. bermang. pulpmg.

4344 | peivenzmg, such as %0 assure destruction beyond recognution and MG
recomstrction.  Afer destraction. menials may be disposed of with nonual

WA,

Pager product contamng FOUO mfonmation will aot be &sposed of in repular
342 | s on secycling recoptachos mless the maserials bave fint boen deswoyed as | MP-6
specified sbove

Removable meda containmg scinitave information (for cxaple FOUO xad
Pl shadl be transported wia US. Postal Sorvice or commmeroad carmers that
4341 | provide tracking capabelines (per DHS MD 11042.1). Each item trasspoeied MP.$
mest be racked  Medsa shall be encrypeed followmg the suadard defincd =
this handbook
Al uploads or doundoads Bom meenframes or scrvers of data files, databancs

4348 | or porsoss theseof must be pant of s officid related fancticn and approved by | SI-12
the indivudual's supervisor befoce the sctwvity is performed

13458 | Remove downdoaded files feom the workstation as soon s they are no longer 512
needed
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Respoasdelitios related to prodection, wpnst ‘outpet controds are provided below,

Production, laput Outpet Control Respoasibilities

150

ISSOs

VM

- Security
;IM

' For Official
- Use Oaly
FOUO)

¢ Develop and enforce policy relating 1o the mput and outpat of CBP mformation
Facility Managers

o Emsure that sensityve mformateon is trassported, transmutted and recerved in accordance with
CBP policy.

¢ Encue that the Secunty Plan addresves transaussson of seusitive saatenal.

¢ Emsure that wers have suthority 10 access caly mforusation for whach they have s vahd
“noed 10 know ™

Ensure that sensitive informatyon 15 trassastted in 2 secure masner

Ensure semsative secunsty mfonmation pertameng 1o traasportaton secunty is transposted =
accordance with the owner's Iy !

Table 4.3.4: Information Handling Policies by Classification Level

Informamon that has been
devenmed, purosant 1
EO. 13526, as asscnded
1OJEre Prodectaon agany
wanbonsod dsclounc
and maekod 10 mdicane s
Classafied stans

The DHS caveat to scanty
e lavahicd sformation of
WIENIIVG Batiae, pot
otherwing cateporized by
sarate of regulason. the
maonzed discloame of
whach could adversely
HOPACT 3 pErven’s peTvacy
o wellare, the conduct of
Fedoral programes or ofher
POORTMDS OF OPCTATIONS

epic.org

esscanial 10 the samonal

_

Data access roques both »
proper securnity cleannce and
AW Auy seodia
comtasming clavaficd
mavienal st be peoparty
siored o a
safe when not in use and
rencraied on accrednod
COBPUICT SyWIcEss

Informanon not releasable o
e poblic Sall be
controlled. handicd. and
procenad %o conare that oaly
arhonzed wsers with a need-
o-know Cam access the dats
(keep stored = o Jock or
key Jock cabinety, of m arcwn
ot accossibie to
waudonzed porsomsct )
adhinosal handlug
poocodurcs as defimcd m the

Depending oo level of
dsmage 10 ool
security, Top Secret,
Secret. Confidentaal.
wadard marking
apphics as defined m
EO 13526 =
amcnded. Secton 1 6

“FOR OFFICIAL
USE ONLY™

Addincaal mebngs
and o¢ disclattnens
oy apply as neodod.
See Law Eaforcemsent
Semunve lnfoemanon
below
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Delimits HHandling
WACT St DHS MD 11042
Law No DS standaed The samac handling Informason
- Enforcement  defisnon Typecally peocedues as FOLO. contanmg specific
- Seusitive et g informanon ypes of FOUO may
(LES) records, TECS NCIC be farder marked
| (Nete- LES s mfoessabon cf¢ mbn:qgl!au:
| a subcategery cavest ¢ 2 "FOR
 under FOUO) e
ONLY™ Thas
docusscnl Coataim
Law Eaforcemcm
Semative
- Frecuremest  No DEES standaed I'he samac handling Matenals comamang
- Semsitive Sctinenon peocodures as FOUO. speatic nypes of
(Note Senunve procurciness FOllolt:?ml;:-ia
Procurcssent nfoessanon tha & revred wcable .
Semsitive f58 10 indivaduals with 3 scod 10 « o
OR OFFICIAL
subcategory Rmow USE ONLY" Thes
under FOUO) ;
‘ document contais
Procesetnent
Semalive
Informaton
- Seasitive Informaton that wouldd b Genenally & same bandhing Informason
- Security Sconmental 0 peocodures as FOUO. See doupatcd. as SSI
Informathen WAHPOTAon secunty (f MD 11056 for specific shall be marked m
(5s1) pubbcly dnclosed and as hading procederes. sccordance welk 49
&lincd in HCFR 15005 CIR 152013 ¢ SSI
) and SSI markong
&nclauner.

4341 Semsitive Security Infermation

Senmitive sformation tay be set via the US. Postal Service, Anuy Post Office (APO),
comemercial messcnger, or unclawified registerod pouch, provaded 1t is packaged s & way that
does not dischone 1ts contents or the fact that ot s semnative mformation (double-cuvelopod)

In data-center cavircmmsents, procedures should be mmpdemented 10 account for the receipt of
nput and output media 10 melude paper and magnetic media. Authorzatios hists should be
mamtained sdentifymg who is authonzed to subuut input for processing and recerve output after
processing.  Logs should be nmantained to docamsent the tramsfer of sensitive data via a third
party such as manl aad courier services.
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Sensitive Security Information, as defined in 49 CFR 1520, is information that would be
detrimental to transportation security if publicly disclosed. Sensitive Security Information is
not classified information, however, there are clear procedures for recognizing, marking,
protecting, sharing, and destroying Sensitive Security Information.

If a document belongs to one of the following 14 specific categories below (as defined in 49
CFR 5020.5, as it pertains to transportation), it is considered Sensitive Security Information
and must be marked and protected accordingly.

e Security programs and contingency plans

e Security directives

e Information circulars

e Performance specifications

e Vulnerability assessments

e Threat information

e Security measures

e Security screening information

e Security training materials

e Identifying information of certain transportation security personnel
e C(ritical aviation or maritime infrastructure asset information
e Systems security information

e Confidential business information

e Research and development

The Transportation Security Administration (TSA) Administrator is the delegated authority
within DHS for the implementation, management, and oversight of the Sensitive Security
Information program. CBP is required to establish a viable Sensitive Security Information
program. These responsibilities are defined in DHS Management Directive 11056, Sensitive
Security Information.

4.4  Voice Communications Security

This section addresses vulnerabilities inherent in voice communications and the operational
controls needed to mitigate the risks associated with these vulnerabilities. Voice communication
security encompasses Private Branch Exchange (PBX) systems, telephone usage, and voice mail.
Note: If encryption is used for voice communication, AES encryption per FIPS 140-2 must be
used.
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4.4.1 Private Branch Exchange

A Prvate Brsch Exchange (PBX) s a computer-based switch that acts as » small, im-howse
phone company for the crganizatson that operates 1. Fashwre 8o secure a PBX system cam resalt
in toll frand as well as theft of propoictary, personal. and confidential mformation. Moseover, ma
attacker could also use the call tracking Seatmres of an unsecwwed PBX for traffic amalysis to
determume possible patterns of response 1o a planned incursion. Protectng the PBX 15 thus a high
pronty.

Private Branch Exchasges (PBXs) and other voste cotnmmmacations switches must be tested
penodically for the exivtence of valnoratalines that would penust smvuthosized accoss 0
scasative mformation or systems, theft of service (folll frand), boss of revenne, or kegal problems.
Depending on the masadacturer of the PBX sad the features avmilable, other vallaerabulitses may
peed 10 be evaluatod. Anmal PBX evaluatsons will be docamsentod i the nsk sssessment for the
overall system.

~ Relevaat
Policy ID CBP Policy Stalcrnents Comtiol
CBP shall provade adogquate plyysacal and IT secuniry Soc all CBP-owsed
141y | P Braach Exchanges (PEX) (Refer o NIST SP 800-24, PRX o2
‘ Vulnerability Analysis, for paadance on detoctmg sad fiung velnerabilities m &
PRX systenn )
4410 | CBP shall evadeate its PEBXs stmually for valneradilities associated wilk wier M2
feanwes.
il mummdmlm»mmm- ACH

CRP commuuacations vis sclephonc, ccll phone, facsimile, vidoo
A1 | decoaference. of voice mail shall 8ot contain informton that is comaderad -4
clasufiod ol securey mformaton

CEP shall have tn place tramsasassacn profectioes that aec couuncuseralc with
$40e | e logheut level of senvmmvity of the mfonmation %o be samauned  Where M6
possible, cncrypted chamncls o hard-wired ickephones are prefomed for
mamnussion of Semtive-Bur-Unclinsified (SBU) wece commuumicanors.

YiCe

AALL | CHP shall mot store sy Sensmrve informanon in vosce mailboes. -4

PBX secunty sesponsbilities are provided bedow,
PBN Security Responsibilities

Ci150
o Provide pmdance conceming appropuiate PENX-related secunity trameng 10 inchade:
- Tmof“mmwwmweﬂm
qunements for new PBX sy g, disablie teut acCoumts, pore

157

epic.org EPIC-18-07-31-CBP-FOIA-20190517-1stInterim-Production-pt2 000170



CBP INFORMATION SYSTEMS SECURITY POLICIES AND PROCEDURES HANDBOOK
HB 1400-05D, VERSION 1.0

PBX Security Responsibilities

and shortcut keys) and for maintenance activities for distribution to vendors.

Site Managers

Ensure that employees and others with access to the facilities have agreed to and signed a
PBX policy statement.

Ensure that the PBX contracts and maintenance agreements include information on disputes,
how they are settled, and the appeals process. Obtain approval from legal team before
implementing.

Explicitly include the requirements for integrity, availability, and confidentiality protection
in the PBX, and directly address liability in PBX contractual agreements.

Develop specific guidelines on acceptable and unacceptable use of telecommunications
within the organization, and specify how the PBX policy deals with actions not explicitly
covered by the policy.

ISSOs

Address PBX issues in annual awareness sessions provided to all employees.

Identify the personnel or position(s) responsible for telephone usage in the PBX policy
statement.

Ensure that agreements with the local exchange carrier (LEC), the inter-exchange carrier
(IXC), and the equipment vendors allow for only authorized personnel to request service
level changes, and to report errors.

Verify all toll calls billed against PBX traffic reports.
Ensure that internal PBX audits include verifying that all records are in electronic form.

Ensure that internal IT auditors complete an audit of each PBX system at least once a
quarter.

Ensure that all personnel with access to the PBX or connected equipment have signed
employee agreements including PBX-related material.

Test audit mechanisms at least quarterly.
Test audit computers periodically.

Ensure external auditors do blind external testing.

PBX Administrators

Identify the personnel or position(s) responsible for telephone usage in the PBX policy
statement.

Ensure that agreements with the LEC, the IXC, and the equipment vendors allow for only
authorized personnel to request service level changes, and to report errors.

Verify all toll calls billed against PBX traffic reports.
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PBX Security Responsibilities

e Ensure that internal IT auditors complete an audit of each PBX system at least once a
quarter.

¢ Ensure that all personnel with access to the PBX or connected equipment have signed
employee agreements including PBX-related material.

e Test audit mechanisms at least quarterly.

e Test audit computers periodically.

e Ensure external auditors do blind external testing.
Site Telephone Technical Support

e Clearly mark circuit numbers on channel banks, CSUs, DSUs, and modems.

checklists to record all changes as they occur.
e Identify third party calls on phone bills and flag them on automated analysis.
e Generate and keep full call audit records in paper and electronic forms.

e Follow procedures to ensure the periodic dump of all PBX parameters and automatic
comparison to the previous dump; report differences to management.

normal part of risk management.

media on backup equipment to assure that they work properly.

completion of remote maintenance.
e Record all transactions in an external computer system.
e Ensure systems cannot redirect incoming calls from outside lines to make outside calls.

e Record and print all call details.

e Store records on a write once read many (WORM) disk for additional assurance.

¢ Ensure that internal PBX audits include verifying that all records are in electronic form.

e (Clearly label main distribution frames (MDFs) and intermediate distribution frames (IDFs).

e Fully document procedures for making PBX software and hardware changes and use signed

e Follow procedures to determine the frequency of the periodic dump and comparison as a

e Store PBX backups off-site, verify the media by reading back in, and periodically test the

e Ensure a complete dump of internal parameters is reconciled with previous dumps after

Potential threats to a PBX include:
e Theft of service
e Disclosure of information
e Data modification

e Unauthorized access
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e Denial of service
e Traffic analysis.

PBXs are sophisticated computer systems that share many of the threats and vulnerabilities
associated with general purpose operating systems. There are, however, two important ways in
which PBX security differs from conventional operating system security:

1.  External access/control. Like larger telephone switches, PBXs typically require
remote maintenance by the vendor. Instead of relying on local administrators to
make operating system updates and patches, organizations normally have updates
installed remotely by the switch manufacturer. This requires remote maintenance
ports and access to the switch by a potentially large pool of outside parties.

2.  Feature richness. The wide variety of features available on PBXs, particularly
administrative features and conference functions, allow for the possibility of
unexpected attacks. A hacker may use a feature in a manner not intended by its
designers to eavesdrop on sensitive conversations. Features may also interact in
unpredictable ways, leading to system compromise even if each component of the
system conforms to its security requirements and the system operation and
administration are correct.

4.4.1.1 Maintenance Vulnerabilities

PBX manufacturers may include features useful when on-site maintenance personnel cannot
resolve problems. For example, the manufacturer could instruct the maintenance personnel to
configure and connect a modem to the maintenance port. Use of such remote connections must
be controlled (only made available as needed in response to a particular problem), logged, and
supervised. The manufacturer may then be able to dial in and use certain special features to
resolve the problems without sending a representative to the customer’s location. Use of such
remote connections must be controlled (only made available as needed in response to a particular
problem), logged, and supervised. These types of features must not be accessible via accounts
held privately by the manufacturer. Proper password procedures must be enforced, with the
exception that passwords should expire in a shorter period (e.g., 30 days) or be single use (e.g., a
secure remote access device). All such access and changes to the PBX data and configuration
must be logged.

Examples of these special features include:

1. Database upload/download utility. This utility allows the manufacturer to
download the database from a system that is malfunctioning and examine it at their
location to try to determine the cause of the malfunction.

2. Database examine/modify utility. This utility allows the manufacturer to remotely
examine and modify a system’s database to repair damage caused by incorrect
configuration, design bugs, or tampering.
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3. Software debugger/update utility. This utility permits the manufacturer to
remotely debug a malfunctioning system. It also allows the manufacturer to
remotely update systems with bug fixes and software upgrades.

These features are subject to intrusion, and could provide dangerous access to the PBX, if known
by the wrong persons. To mitigate the risks associated with these vulnerabilities, ISSOs and site
managers must:

1.  Ensure that remote maintenance access is not operational. Whenever possible, some
involvement of local personnel in opening remote maintenance ports is required.

2. Install two-factor (i.e., two different mechanisms) strong authentication on remote
maintenance ports. Smart card-based systems or one-time password tokens, in
addition to conventional login/password functions, make it much more difficult for
attackers to breach the system’s security.

3. Keep maintenance terminals in a locked, restricted area.

4.  Locate the PBX equipment in a locked, restricted location, which does not indicate
what it contains (e.g., do not post a sign saying “PBX room”).

5. Turn off maintenance features when not needed.
6. Verify that non-U.S. citizens do not perform maintenance.

4.4.1.2 Software Loading and Update Tampering

A PBX is particularly vulnerable to software tampering when software is initially loaded and
when any software updates/patches are being loaded. An adversary could intercept a software
update sent to a PBX administrator. To mitigate the risks associated with these vulnerabilities,
ISSOs and site managers must:

1. Make passwords resistant to cracking by automated tools.

2. Understand that conventional error detection codes such as checksums or cyclic
redundancy codes (CRC) are not sufficient to ensure tamper detection. Strong error
detection based on cryptography provides better protection.

3. Ensure that PBX boot disks, utilities, logs and records receive more protection than
that for typical office software. Strong physical security should be provided, and
these items must be appropriately labeled (see Sections 4.3.2 and 4.11).

4.  Shred printouts and sanitize media before discarding.

4.4.1.3 User Features

The many features that make PBXs easy to configure and use have led to an expansion of
vulnerabilities. These features include:
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e Attendant console/override/forwarding/conferencing

e Automatic call distribution (ACD)

e Override (intrude)

e Diagnostics

e Feature interaction

e External/Remote access (e.g., remote vendor maintenance)
e Undocumented maintenance features

e Voice mail features

e Access to administrative databases and terminals or consoles
e Wiring closets and PBX facility

e Dial-back modems

e Live microphones

To mitigate the risks associated with these vulnerabilities, ISSOs and site managers must:

1. Connect the attendant console to the PBX with a different physical connection than
that of the telephone instruments.

2. Use a line configuration feature if the attendant console connects to the PBX in the
same manner as the telephone instruments. Such a feature could require specific
line configuration for use with an attendant console. This would prevent the
replacement of a telephone instrument with an attendant console to gain access to
administrative features.

3. Ensure that only essential features are activated.
4.  Log any changes to the configuration (software, database or physical) of the device.
5. Activate and periodically check any logging facilities provided by the device.

6. Perform periodic reviews of security facilities, confirming proper configuration and
proper correlation of manual logs, device logs and other records.

4.4.2 Telephone Communications

CBP unsecured telephones shall not be used to discuss classified security information.

Moreover, care must be exercised in discussing sensitive information. Adequate protection of
sensitive information requires cognizance of the various risks related to telephone equipment and
conversations. CBP shall ensure that users are cognizant of social engineering techniques used
to obtain information over the telephone, including passwords and access codes.

162
epic.org EPIC-18-07-31-CBP-FOIA-20190517-1stInterim-Production-pt2 000175



CIP INFORMATION SYXTEMS SECURETY POLICTES AND PROCIDURES MANDIOOK
HB 1800.05D. ViRaon 10

s CBP Pelicy Statement e

m
CBP shall develop padaace for discmsing semsative miomation over the
tekpbone. Guidaace shall be approved by 2 semsor CIP officsal sad 1 subyect PL
1o review and approval by the DHS CIS0. Under 8o cecusssiances shall

Clriifod nanonal socury inforssation be discinsed on wmocured ickephoscs.

442a

Telephone communications respoasasbalities are provided bedow.
Yckepbone Communicatioay Revponibilities

150

o Extablishes and enforces secanity policy relating 1o ckepbone commmications.
ISSOs

o Ensure that users are aware of the telephone commmmaucations securnty policy.
Users

. Mbhmmmmpkym}bmchm&d

The followag valoerabilstics of wasocured tclephone systesns can resull @ unintestsomal
transuissecn of classified or sensntive information Comsoaly sccepiad best peactices dictate
that users be made aware of these vuloerabilsties and exercise extreme caution when disomssmg
semative nformation oa unsecured phones. Unsecwed phones shall not be used 10 discuss

I, Telephones that are “oa-hook™ com mbercept voioe commmmicatsons by design,
modafication of attachinent of mosstonng devices.
2 Condless selophones generate signals that cam be moasored
Speakerphones can pick up nearby conversations contaming scasative material
4. Telephone ssawering devices can be accessed 10 retneve senvitive saformation.
S, Call forwasding opticas can be usod 10 redirect senstive mesapes.

6. Improperly comfigured or physically unsecured PBXs aad computenzod telephone
systemns (CTS) can allow interception of sensitive Vo108 COmmMICIons.

These nisks justefy the policy restrction on the use of ielepbones. The bawe elepbony concepes
bedand these valoerabilities sre beyond the scope of ths document. Resarcting the use of
deskrop oquepusent (¢ ¢ . condless telepboses, speakerphones, asawening devices, call forwardsag
options, ¢fc.) us areas where sensitive informaton will be discussed nutigates somse of the nisks
ssociate with these valnerabulities. Followsng the procedures and padance m NIST SP 800.24,
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P&\MM:& rmm»rmpmmmmnm will
mtagate others. Fumally, where tclephomes must be used 1o discais senvitive mforssanion,
sddtiomal guidance com be obtained from the NSA sad DOD regarding telephone models that
reduce of elimumate the vulnerabelities ksted i this section.

443 Volce Mall

Seustive mfonsation s 0ot 10 be stored on vowoe sl systems. Sance secure esnnl will be made
mailable, vore mul should be ssthonred caly by excepticn fon personne] whone resposadbalies
require it

Sace it o possible 10 perform traffic analysss or demial of service amacks on telephone systeass
by abusing vesce mail, sy user of voice manil should enable password protection for voice mail
soess. Voroe maal passwoeds should bave no fewer than four characters, and no comsecutively
repeated characters. Passwords should be changed at least every 90 days.

For more mformation, refer %o Section 4 4.1, Private Branch Exchange

e CBP Pelicy Statement

4435 | Sonatrve informton shall aot be comummmcaled over nor siored m vosoe sl )

Voxce mail responsibilitses ase provaded below.
Volce Mail Respoasibilsties

ISSOs

o ldeatily the perscane] or posihion(s) respossable for telephone usage m the applcable vosce
couununications policy staemsent.

PBX Administrators

¢ ldestify the perscanel or position(s) respomsible for telephone usage in the applacable vosce
cotunumcalions policy stadcument.

o Emure that selophone systeus a0 confligured 10 enable enforcement of nunisumn password
rogqurements for vorce mad

Telephone Users

o Create secwre passwords that adbere 10 at least the mummmun vosce manil password
e crenily

4.5  Data Communications

This section addresses vulncrabelitios ssherent 1n data comummumocations and the operatacaal
controls neoded 10 nutigate the nsks ssociated with these vulnerabaliies. Dats commmumcations
emcompasses ielecomumuneations, vadeo tcleconferencang. aad voice over data metwork

technology.
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4 S0 Telecommunications Protection Techaiques

Extreme caution should be exercesed when seleconumunications protectson techniques are being
comsadered as allernatives %0 the use of encryption. Whale such techoologies may regeesent a
lower-cost approach, thew abality 10 protect information may not peovide an adequate level of
protection. Dunmg the procurement process, emphasss namt be placed om the effectivencss of the
tool or approach selected.

Ey CBP Pelicy Statement et

CBP shall carcfullly scloct the tchocommmmac amons prosoction sochnigacs that
meet the secunty neods. in e most cost-effectrve maaner, consisaont with
151 Deparnmental and CBP IT poboses. Approved pusded modia techanqoes of M2

spproved protectad setwork scrvices (PINS) sy be used a8 cont-cffectve
Acrnatives 10 the wne of eacryption for seasitive information roquinng
tehocomumuacations profection

Telecomumumeations protestzon responsibilibes ase provaded below
Telecommunications Protection Responsibilities

150
o Advise DHS progect managers in the selection of telecommummecations peotection techamsgues

that would serve as s altermative 10 cacryption for dats transmission protectson techniques.
System Owners

o Sclect the Ickcommmuucarzoas protection technsques ful mweet then secuty seeds
consistent with DHS security policses in the most cost-eflective manner

Although scaative data may be contamed entirely within & PNS, there sull exasts the possibilaey
that a disgrentied, malscions, or subversive individual ssry be able 10 access thas mforssanion
theomgh devices of software that captare data tesveling across the network. This is ofien
sccomplabed by “staffing™ software, which wses low-level dnver commands 10 tum & Network
Baserface Card (NIC) o & “promiscucus™ mode. Normally, Nleody-e«-plmbcm
directed 10 them and ignove information that does not have their address. A prommscuous NIC
collects all mformation from the network 8o which i is attached. regaedless of the mtended
address.

There ave tools hat are capabile of detecting NICs that bave been placed m a “promuscuons
mode.” The scanning of systems referred fo n Section 5.4.9, Testing and Vulneratahity
Masapement, can detect software prograsss on DHS systems that are capable of enablag this
mwode. Scanning 100ls can also detect software operaiing in the peotiscuous mode when it is
collecting data from a NiIC.

A malcions indivadmal can make mformation unavasdable by rendering the network unusable.
Thas 1s conunonly known as o demial of service (DoS) attack. An individual can imstate a DoS
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stack by broadeasting larpe ssnounts of data, by phywically comprosssang setwerk components,
or by taking advaniage of some of the mherest weaknesses of the TCPTP handbaking process.
lotrusion detection system tools exist that can detect most types of DoS attacks (see Secticn
$4.4. Puewalls). Proper configuration of server systemns can also mutigate these attacks by
altering the default TCPIP software configurahion settmgs.

An addional vulnerabality exmts with respect 10 the accwacy of the mformation transmatted.
There s an entire class of attacks known as “man in the nuddle™ attacks. In these types of
stacks, an indiviadaal receives mformation, alters 51, and tansuts the alterod sfonsation 10 its
ongmally mtended rocipient 1 voch a maseer that the recipicnt behieves that the mformation was
seot daectly from the cnginad destination.  These attacks can be nutigmed thromgh the wse of
message digests. Message digests calouliate a foved Jength value from any amount of text. Thes
fixed lemgth vadoe s very difficedt 1o sepeodace. Also, encryption and digital sigrang make the
task of altering data difficult or safficicntly time comsmmsng that it is of little use.
NIST SP $00-1 38, Felecomwammications Secnrivty Gielines for Telocommmuications Mawagemont
Nenwork, outhnes these and other secunty consderations mvolving elecommmamcations. NIST
contends that 65 percent of the compromises regarding avmlabality, mtegrity and privacy’
coafidentsality are comumitted by employees theough “errors, camssions and malicions acts ™

452 Facshmiles

Facsimale technology was developed for scanning and transmitting documents of pages.
Althongh facsimile 1s tradiionallly a telephomy-based application, the technology bas evolved to
addeess the transmission of text or image files. Standards are under development for Internet-
based fax wsamg store-and-forward protocols and real-timee connectivity between [Pconnected
Bax gateways.

Facsmle inherently 5 mot a secwre means of comumuncation, and faves can eaaly be utercopied
sad decoded.  Fax protocols provade neither ssbentication nor non-eepudiation servaces, which
allows fax traflic 10 be semt 10 of teceived by mguoper recipeents. The conumonly wsed Geoup 111
fax protocol mupletscnts vappont foe propretary sad undocumentod data exchange wang a
featme called nosstandaed facilsties (NSF). Therefore, fax servers or fax modems attached %o
petworks peovide a potential means for network mstrusion and penctration.

Several proactive steps muat be takem 1o ensare adberence 4o CBP facsimmle polacy. Thas policy
is desagmed %o prevent wmauthonzed paths mto the protected network, commonly referved to as
“backdoors.” For example, “fax polling™ featmres must be desabled  Fax polling allows a remole
fax machine 10 access 2 fax machane sad retneve any data wm soemory wasting 1o be delivered

Relevast
s CBP Policy Statements .
SC-1.

CHP shall mplomont and enfoece techmical comteols for B seclmology and

4522 | sysooms (incheding fax machmes, sorvers, gateways, software, and prosecols) g;‘
that wansaut and 1eConve semitive mformation SC.9
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s CBP Policy Statements —
m

153n | CBP shall configare fax servers 1o cmune that incomung lines canoot be used lo
o acoess the actwork o smy data on the fax server

Facsumule respousibilitses are provaded below.

Facsimibe Responsibilities

Ci150
o Establishes and enfoeces polacy relating %o the use of CBP Gacsamile saachises.
System/Network Administraters

o Fooure that facvinmde machines connected to CBP IT resources are protested and configured
10 prevent mishandlang of seavtive sformation.

Facility Managers

o Emure that appropoate phasecal security requirements are unplesented S Boamule
machanes.

ISSOn

o Ensure that applicable IT secunity requirements are applied as necessary 10 facsamale
wachanes.

Plam addresses facsamile machines conmected 10 CBP IT systems.

Agry fax machine wsed 10 et sensiteve mnformanon needs 10 be placed i a Jocked roons tha
only trested individuals may access. The fax mackane should also be placed i such a faskoon
that any documents bemg seat of retrieved are not visible to un-trusted mdnaduals.

Axyoue sendmng sensitive mformaton should venfy the recipient’s secure fax number
munediately before sendimg.  They should also ascertam that the meended recgoent (or trusted
subordinate) will be present to receive the fax as soon as it is sent, Sensative information should
never be sent 10 2o unatended fax maclane. Sesutive matenial should be seat fromn & machne
that Bas the “memory™ features barned off, 5o that the infommation cannot be accessed or
retransuniied (posssbly 10 s un-tnsted rocipeent) o1 & later e, All docummonts that are being
transuumted shoudd be approprately labeled (see Sections 4 3.2 and 4.11 of thus hasdbook). The
reverse procodure should be used of the mdividual o recenving. Al docunents transatied or
received should be imumsediately removed from the fax mackioe room and appropnately stored.
Extremely sensitive or classified faxes require more strmgent controls, sach as transmission over
trusted links (as opposed 10 the Public Switched Telephone Network (PSTN)). 1f soch a fax
must! be seut via the PSTN. encryption devices should be used

Becawss » fax machine o operated m » semslar sanner 10 3 copying machme, transtmission of
extreznely scasstive of clawafiod data should be Sollowed by using the msachine in copier mode 10
process several copees of a test patiern of some unclassificd data 10 remove the smage of the
scmnative data from the fax machine's imagsng spparafs.
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453 Video Teleconferenciog
Video teleconferencing permets CBP personnel 1o cagage in live exchanges of information
without the lost tene and high cost of maveling 10 attend a face-to-face meeting 1o a distamt city.
learnmg. data collaboration, lage and small meetings, and mformational broadcasts.

Policy Rebevant
D CHP Policy Statemenis Contreh

CBP shall msplemcont coatrols 0 coare that only sshonzed mdraduals wre ACS,

34a shic 10 purnicipaie in each vadcoconlerence. PE-3

CHP whall conme approgmale tramsmassion protectom, conumenstrate with the sC-8
4530 | highost semativity of mnformation o be disowssed. are i place throughost any .S(‘-O'
wvidoo tcheconderance.

Video scleconlerencing oquipenent and software shall be diabled when ot = AC-3,

as3e | PE-3

Video ickeconferencing responsibilitios are provaded bedow,
Video Teleconferencing Respomibilities

AO

o Cagefully weigh the nsk assocated with the wse of video teleconferencing equipment
connected 1o CBP IT systems prior 1o accreditation.

C150

o Advise CBP personmel i the selection and secure use of video seleconferencing
teclmodomies.

Supervihors

¢ Establish procedures 10 easure cnly authonzed attcadees particapate s teleconferencing
SHINONS.

o Essure procedures sre m place 10 duable vadoo seleconferencing ogupascnt when 8ot i use

o Emsure procedures ase m place 10 label and siore vadeotages recorded dunng the
teleconferencmg

ISSOvTeleconferencing Operators

¢ Emsure video telecomferencing 1s addressed m the Secunty Plan if the ogapasent 15
connected 10 2 CBP IT systom

¢ Epsure video teleconferencing equipment s desabled and secure when not m wse.

. Mwmmmwmmwmmmlhhw
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Video Teleconferencing Responsibilities

Users

¢ Shall not discuss information during a teleconferencing session at a higher level of
classification than that established for the conference.

Two basic mechanisms allow video teleconferencing to take place. The most basic uses
professional quality video equipment, which displays remotely on television monitors or similar
projection devices. The second uses inexpensive video devices, which are attached to computers
and display on computer screens using protocols such as H.323 over IP networks. The
transmission medium for both can be within a protected network, across the PSTN or across an
internal or external (Internet) network connection.

The first approach allows the equipment to be controlled, operated, and secured by trusted
individuals with specific responsibilities for the teleconferencing equipment. Operators can
assure that any recording of information is labeled and secured according to its sensitivity (see
Section 4.3.2), properly disposed of when no longer useful (see Section 4.3.3), and secured
during transmission by use of proper encryption (see Section 5.7.1) or tunneling. They can also
confirm that the broadcasted information is being sent to the proper location. It is recommended
that, to the degree possible, such conferences occur in a point-to-point manner between two sites.

The second approach is not authorized. This technology introduces all of the vulnerabilities
associated with sensitive data transmission across an IP network (see Section 4.5.1), as well as
the vulnerabilities associated with other devices, which may unwittingly make sensitive data
available to unauthorized parties (see Sections 4.4.2 and 4.6.3). The ability of an individual to
easily eavesdrop on such communications or record them on media for improper dissemination is
an unnecessary risk.

The design of the video teleconferencing capability and facility must be approved by the CISO
before purchase and installation. CBP shall develop standard operating procedures for the
operations and maintenance of this capability. These procedures must specify that:

1. All participants must have the appropriate clearance and need-to-know
2. The video conferencing must be disabled when not in use

3. Any videotapes created of the teleconference must be appropriately labeled with the
highest classification of the information contained on the videotape and secured in
accordance with established media controls

4.5.4 Voice over Data Networks

Voice over Internet Protocol (VoIP) and similar technologies move voice digital networks.
These technologies use protocols originally designed for data networking. Such technologies
include Voice over frame relay, Asynchronous Transfer Mode (ATM), and Digital Subscriber
Line (DSL).

169
epic.org EPIC-18-07-31-CBP-FOIA-20190517-1stInterim-Production-pt2 000182



CIP INFORMATION SYXTEMS SECURETY POLICTES AND PROCEDURES HANDIOOK
HB 1800.03D. Vizaoni 10 _

4540

CHP Policy Statemenis

Praoe 1o any saplomcntation of voice over data actworks, & mpoeous socunty
ek asscssmont. socumity 1ost and a busmess pstification that mcindes 2
detaled sechaical sodution shall be conducted before appeoval 1 peocesd is
goated. Any IT sywacss than esploys this technology munt be comiSed and
sccredned for this prepose with reudeal reks clearly sdentificd m the
Accreditation Package

SC.19

4540

Securty of vosoe commmumacations scrvice within CBP mest mchade sufficsnt
redundancy m Be cvest of catastiophic cutages that mepact scowork [P-Based
Commmec Ao and clectne power. and 10 cusare Bt network cutages do not
reslt in the Joss of both voste and data Commmmications.

SC-19

454¢

CBP shall esswre appeopriate idestiBicanon and suthentcation coatrols. ads
logzing. and mtegnty coutols are suplomcted on cvery componest of thew
voece over dasa petworks.  Ensure that saditing s coabled and ands logs ase
revewod om 3 rogular bovus,

SC-19

1544

CBP shall cowe tha plysical access 30 voace over data network components
i restncned 10 smathorred personnel

SC-19

1542

A detailed enginccring dcvign of 8 VolIP service st addross tumdwidth,
secunty, sad Quality of Service (QoS) featmwes. This ¢ffoet s sddevary 1o
cavure Bt both data and veuce traffic om the actwork Bave adoquate
bandwidi for effective performunce and secunty coatrols commensurse weh
the socurnty categonization of @e network. (See FIPS PUB-199.)

SC-19

Vol networks st mchnde o911 sarvice

Dryvamacally openod ports for voice commmmications must mumodiately and
properly chose upon sexsion dscomnect

SC-19

SC.19

VollP services will be subject 10 the same bevel and type of secunty monitoring
o data sorvices on CBP networks. That 1 1o say, there shall b¢ no expectanon
of privacy for any mformatson ramaued aross e network

SC19

Vol network solutions st sspport the key CBP secuty objectives of
confidestiality udegrity, svailabelity and son-scpadistioa

SC19

Menn ficanon sad suthesticason conols shalll be seplemenied s bodh device
sead nerwork levels.

SC-19

VolP shall use cacryption mechanesans that peovide a commensurae kevel of
protection for vosce traflic that & oqesvalent 1o that provided Sor data on Be
unn-uwut.tlaekvdt-kiundcn.tg:uuwumﬂ-ﬁn-un.

handled wwaletn s the he &

154]

SC-19

VolP networks must snplesscnt stateful feewall mnpection. whach mderstands
VolP, specrfically HL 323, the ITU specification for andio and vadeo
COmmMEICHIOn Meoss the packetized networks. (Such fisewalls can read

SC-19

epic.org
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Policy Relevast
D CRP Policy Statements Controls
H325 mevsapes and dynamscally open e comrect ports for each chanmed as the
protocol moves theoagh its call setup process )
Socunty of vosde commacations sernce Withias CTEP st sacinde sbcrnne
4 540m | commmmicatom sysicus in e cvent of catastrophic cutapes that mapact SC-19
network IP-based

Responsabalities related 8o voioe over data metworks are provaded below.

Voice Over Data Networks Responsibilivies

150

o Formally review techuncal documentation for any proposed VolP system before gramtung
approval 10 proceed with the SLC and spletnentalion processes.

o Essure that ngocows security testmg of the VoIP w an uiegral past of the CEA process

o Emsure that VolP network solutions suppost the bey CBP secunity obgectives of
confidentiality, usegnity, avalabilsty and noa-repadiation.

I'T Project Managers

o Emsure the design of voice over data network suplementations have safficient rodumdancy
10 ensure network outages do not resul s the Joss of both veece and data commmmscatsons

o Ensure that a detnlod engmecning dessgn of & VoIP service sddresses bandwidih, secunty,
and Quality of Service (QoS) features. VolP networks maust also include e-911 service.
controls are unplemnentod on every component of thewr vosce over data networks.

ISSOs

o Prace 10 sy umplementation of voice over data notworks, ensare any inherent ks are
clearly identified m the Accreditation Package to mclude & business justification that
uludes a detaled tochmical solution.

Ensure that VolP services are subject 1o the same level and type of secunty moniforing as

data services on CBP setworks, That is 1o sy, there shall be no expectation of privacy for
any mfoanaton trammetied across the network

Emsure physical access %0 voce over data network components is restnicted 1o asthorized

perscane].

Ensure appropniate sdentification and authentscation controls, sadt ozgmg, aad imntegnty

controds are implemented oa every comsponent of their vosce over data networks

Ensure that auditing s coabled sad sudt logs are reviewed oo a regulas basss.

Ensure IT systemns that employ VolP techmology have been centified and accredised for this
. with residual nsks clearly identified and addressed in the Accreditation F .
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Voice Over Data Networks Responsibilities

Network/System Administrators

e Ensure appropriate identification and authentication controls, audit logging, and integrity
controls are properly configured on every component of their voice over data networks.

¢ Ensure VoIP networks implement stateful firewall inspection, which understands VolP,
specifically H.323.

¢ Ensure that dynamically opened ports for voice communications must immediately and
properly close upon session disconnect.

e Ensure that VolP implementations employ encryption mechanisms that provide a
commensurate level of protection for voice traffic that is equivalent to that provided for data
on the same network.

Facility Managers

e Ensure physical access to voice over data network components is restricted to authorized
personnel.

Voice over data networks cannot yet be considered a mature technology. Although various
standards are currently being promulgated, there is little assurance at this time that systems that
incorporate these capabilities can be adequately protected. Moreover, there are hidden costs
associated with their use that make their implementation suspect on technical grounds other than
security considerations. These include interoperability issues.

The implementation of these technologies is thus discouraged. Prior to implementing voice over
data network technology, CBP must conduct rigorous risk assessments and security testing and
provide Department business justification for their use. Furthermore, any IT systems that
employ this technology must be certified and accredited for this purpose with residual risks
clearly identified in the Accreditation Package. Redundancy can be accomplished by
establishing major (trunk) links in a load balancing fashion. This concept involves having
multiple pathways, which appear to be a single pathway in terms of addressing or routing. If one
of the alternate pathways fails, the share of traffic that it was handling is distributed to the other
pathways. If there is only one other pathway, the situation is known as “fail over.” Such a
failure should show an indication on the network monitoring tools. Technicians could then be
dispatched to repair the failed component and return the link to full operation.

Information integrity is a significant security concern is information integrity. Frame Relay,
Asynchronous Transfer Mode (ATM) and Digital Subscriber Line (DSL) facilities are usually
provided by commercial entities. The fact that these links are not directly controlled by CBP
staff mandates encryption of any data (including voice) that traverses these links. The
contractual arrangements with these suppliers must specify that only United States citizens shall
be involved in the maintenance and operation of these links.

Authentication controls and audit logging can be provided by the same technologies that provide
these capabilities for digital data traffic. VoIP standards also include (among others) a
specification of a Media Gateway Control Protocol (MGCP), which also collects audit
information.
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Voice over IP (VoIP) is a relatively new technology. As with most new technologies, there are
numerous vendor-specific protocols and numerous standards in development. Many of the
security issues related to VolIP are dependent upon vendor selection and architecture design.
Rigorous testing and clear business justification should be completed before the AO approves the
use of this technology.

4.6 Wireless Communications

Wireless communications technologies include the following:

1. Wireless systems (e.g., wireless local area networks [WLAN], wireless wide area
networks [WWAN], wireless personal area networks [WPAN], peer-to-peer
wireless networks, IT systems that leverage commercial wireless services).
Wireless systems include the transmission medium, stationary integrated devices,
firmware, supporting services, and protocols.

2. Wireless portable electronic devices (PED) capable of storing, processing, or
transmitting sensitive information (e.g., personal digital assistants [PDA], smart
telephones, two-way pagers, handheld radios, cellular telephones, personal
communications services [PCS] devices, multifunctional wireless devices, portable
audio/video recording devices with wireless capability, scanning devices, and
messaging devices).

3. Wireless tactical systems, including mission-critical communication systems and
devices (e.g., include Land Mobile Radio [LMR] subscriber devices and
infrastructure equipment, remote sensors, and technical investigative
communications systems).

4. Radio Frequency Identification (RFID).

General policies pertaining to all wireless communications technologies are provided in this
section. Policies more specific to wireless systems, wireless PEDs, wireless tactical systems, and
RFID are provided in Sections 4.6.1, 4.6.2, 4.6.3, and 4.6.4, respectively.

The DHS Wireless Management Office (WMO) must be notified within 30 days of all wireless
communications systems acquisitions. CBP shall follow the procedures outlined in Section 1.10,
Waivers and Exceptions when requesting waivers or exceptions.

CBP must implement and enforce a key management plan consistent with DHS PKI Policy
Authority when employing encryption on wireless technologies. The key management plan shall
clearly define the practices, procedures, and techniques used to enforce the key management
policy and functional requirements. Representative guidance may be drawn from the draft NIST
SP 800-57, Recommendation for Key Management — Part 2: Best Practices for Key
Management Organization (2002).

For wireless technologies classified as general support systems or major applications, the key
management plan must be addressed in the System Security Plan (SSP).
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"m.‘, CRP Policy Statements Contrels
, .

Wirchess commmmcatons secinologes ave penerally protubeted from use

46a | within CBP unless the approprate AO specifically apgooves a tochnology and | AC1S

spplcanca

Whes uung PRE-basod encryption on wirckess systems, wircless PEDs, and 1A
460 | wiechess tactical systcon skl implement and maintam 3 koy managemont plan SC
approved by the DHS PRI Polbicy Authornity

Wirchess commmancatzons responsibilitees ace peovaded below

Wireless Communications Responsibilities

PRI Policy Authority
o Establishes and enfoeces the secunty reguesesnents detailed i the key management plas
AO

o Specifically approve of prolubet the wse of wireless comumumeations techmodoges withan
CBP.

o Approve the unplementation and use of the bey management plan at accoptable mak levels

¢ Emaure appeopriate and effective security measures are incladod m the bey masapement
plan.

o Approve umgrahion plans oo transiomng lepacy wireless systemms

e Notify the WMO aad the DHS Exterpnise Architecture Center of Excellence (EACOE) of
any approval action

DHS CI150

o Review wasvers and excoptions o wireless systenm policy
o Vet waeless secunty-related issues 10 the WMO.

150

o Advise systemn owners and 1T peoject masagers concenming the mplementation of key
manszement plaos.

o Enforce CBP key management policy and peocedures
ISSOs
¢ Emsure key npmagensont secanty controls sad functions roguurcssents are nsplementod

o Emsure secunty assessmnents are comducted 10 evaluate the effectivencss of secanty
obgectives and controls supported by the key management plan
em” Administraters
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Wireless Communications Responsibilities
o lmplement sad enforce techaucal security mechanisms specified in key management plan

Managers, Supervisors, and Employees
o Adhere to CBP policy coscermng e use of wircless commmumcations 1echnologees.
o Adhere to CBP policy comoerning management policy and pec

461 Wireless Systems

Winreless systems mclude wireless Jocal area networks (WLAN), wireless wide asea networks
(WWAN), waeless personal area networks (WPAN), poet-to-peer wireless networks (1o, ad hoe
wargless networks), and IT systenss that keverage commercaal wirgless services

Wirchess systoms allow mobsle devices, wired devices, and other devices 10 grocess, store, or
transaut sensitive eforusation nuang eadso frequency (RF) or ifrared (IR) capatulines. Wireless
systesns are valnerable 10 a number of traditional atacks sed mtacks specafic to wiseless
technologies. These attacks fall into the following categonies: wmauthonzed access, denial-of-
oo/ Tanise. slise) tatocilaieameideonsd ; gy
message modification. The wse of apgeopnate comtermeasures will help ensare that wireless
systenns %0 be deployed will comply with CBP sfonmation secunty policy.
Attachment Q1. Wureless Systens, pronade pmdance for CBP 10 use m developmg and
unplementing secunty for wireless sysietss.

Policy Relevast

D CBP Policy Statements Ceontrols
—
Antrsal secuity susessascnts shiall be condectod on all approved wircless
C60a | systomes. Wiochess socunity assessnents shall commmerate vulacrabalitics, nsk CA2

Risk protgaton plass sball be developed 1o addicss warchess soounmy
4610 | veinerabilities. These plans shall peioemtire Comrectve actions and CA-S
npdomcntation sulovioncs i accordance with defined mk keveh,

Costef¥octive commtermeanes 10 donmad-of.service sttacks shall be wdeantiod AC-19,
sad cusblished praoe 10 & weless syvicm bemg approved for ese SC-§

Sysacma Secunty Plans shall adogt & defonse-mn-depth wrstegy that mieprales
furewalls, screcning routers. Wirchess IANmIcs Aection SysIenn. anavius
4614 | software, encrypison, strosg sshentication, sed cryplogrphs key Si3
MARAECICHT 1O e secunity sodations and seoure Connecons 10 exiermal
mierEaces are comaiensly enfoeced

Lepacy wirchess systams that are not complast with DHS mformation socwrty
46.0.¢ | polscy shall implement » mizranion plan 1o cutlise the provisom, peocodses, | CA-S
sad resurictions for mnumonag these syviens 10 DHS complunt secunity

461¢

175
epic.org EPIC-18-07-31-CBP-FOIA-20190517-1stInterim-Production-pt2 000188



CIP INFORMATION SYXTEMS SECURETY POLICTES AND PROCEDURES HANDIOOK
HB 1800.090. Vinaoei 10 _

CHP Policy Statemenis

secheoctmes. Openaton of Bose noncomplant sySICTs rOQuercs an appeoved
WRIVCT OF exception 1o policy from the DIES CESO. as approgeinie.

1611

Wireless iechnology suplementations willl be cvadaated by the Securiry sad
Technology Polcy (STP) Beanch co 3 progect-by-propect banis and soquare
approval by the CISO prior % fimal apgroval by the CBP AO.

AC-1%

461z

AL & mumirrean, ol wirhess designs st mndergo CRA in scoedance with
foderal, DHS aad CHP policy. Conplmnce with wirclons syvicm cosfigueation

md hardenmg puadelines (¢ g, NIST SP S00-48) 15 ssandatory and shall be
detarled @ the CRA docmnentation

AC-13

1615

CBP data masst ot be tramsastied, usprotected over a wircless network.

A1

161

AR clemcnts of CBP mast sock appropnaic ssivimce foms the STP Boach
pooor to placung any CIP operational data onfo 2 winelow device

4461

AC.19

Control mexsures vach as cad-10-end encryption and siroag (nwo-facr)
muthesiicanon see roqused when there i 3 sood 10 st CBP production

dota via » wieclows petwork

161k

AC-13

Excryption of CBP unclassafied data for transsstsson o and from wioeless
devices i requised. Al 2 masiroann, data cacryplion seust be iplenenied end-
to-cnd over an aseeod chasee] and e onlly Cryptogeaphic modules Bhat are
FIPS 197 (AFS-256) consplasnt and bave received FIPS 140-2 validason

AC-13

15611

As part of the CRA process, wirehess 4evices must undergo nporom secunty
mm»mmwrmuum

461m

AC-19

Due 10 the mberent nsks wvolved with wirchess sechmologies. Srogaent nsk
mscvsanent and secenTy testing and evaluation of vysicm controls s be
condiucted for deploved wireless technologies.

AC-13

461w

Stroag arhcntcaton. icatificanon. and noo-repodanon are roquered for
wiwchess acoess 10 2 CBP sfonuation system in accosdance wieh published
CBP and DHS policy and peocedures.

AC-13

16le

Wirchesws mevsaging devices must be configrred 10 bock out lopon amompts
afier ten wnvaccessful ogon ancupts.

461p

ACA19

Wirchews devices shall pot be used for stonng, processang, of nanusinng
fassifbod inf

AC-19

16149

Coumenneasures shall be takien 10 sutigae denial of service attacks. These
meavimes shall addrows cxtonal thyeans and potcutial micrfcrence Soms fcadly
SORICEA

AC-I%

| —— 1

46 1r

Wirchess techmologies devices wsed 90 store, process. and o trasmt
mformuation shall sot be opermed tn arcas whese classified mformuation s
cleconscally sored. processed. of nnsasined.

.-

AC-19

epic.org
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Policy Relerast

D CRP Policy Statements Controls
m
The Wrcless Persosal Arca Network (WPAN) capability st be removed of
phoyscally disabled from a device undess cryplognphec modsles are FIPS 197
4615 | (AES-2%6) compliamt sad have received FIPS PUB 140-2-valdarmion. AC.13

Excepticas ssay be granod 0o & case-by-case baas caly & desermned by e
AO

4611 | On wirchess mevsaging devices pin-10-pen mcssagmg potentially persuts AC-19
uncacrypled messazing between wireless devices and mnst be disabded.

The CBP STP Brasch shall actively scroom for wircless devices. Active
clectromagnets scmsang ! CHP or confracton promiscs %o detoct pecvent
4618 | unsethorized access of CBP information systems shall be pesformed by the AC18

CBP warcless devices and sctwork coafigurations shall ket access %o the CBP
A6LY | petwork to suthorized devices and asthorized users ooy by enabling Modia AC.13

Access Coatrol (MAC) fikering
161w | The Service Set Idemtificr (SSID) tecadoat featare shall be diabled jorodcs | acus
of the access sdenfier to the .
46 1x | CBP-owned wirches dcvices dhall be confligared 10 caable wclon AC-19
_ iy | : b
Stmiega placement of CBP wireless access pottins and sulerma atfcnusson
shall be dewgned 1o musamnize 1sks of cavesdropping o socess by
461Y | unvarhorired usen. Buibfing comstruction and locanon cas impact comrol of | AC-IS
wircloss techaology and st be consadicred and 1ovicd compechensively for
pay wwcless implomentation
4602 | CBP sywem sdsunivesions shall ssaiotain scoursie bibclag sad imvestonas of | Ac.19

AR wireless oqupment and softwase st be under Configunativa AC-1%
Masagement (COM)change control %o cnuure that softwase seleases for secunty
1610 | caluscemcnts sad parches foe valneradilities are properly musaged sceons the | -2

catarpene. Patch updates must follow the paadeline set forth m section 4 9 § $3.2
Vulnerablity M

Wirclews devices mmst be masaged o the device level 0 enfosce secunity
L6 | confipuramon. use of sirosg pasverceds, and %o cnabic remote et down of AC-19
devaces m cane of thef Toss and deleticn of samaitrve dats on device memory
STP Brsach shall mosstor wireless industry for pew prodects and clasges o
161 ¢ | sanded tor cahunce secunty feanwes and evaleate them for inclusica mthe | 4013
CRP Secarity Archatecture Solstiosn Catalog and B¢ Tochnial Referene
Modsl (TRM)
Should an IT resowsce (¢.g.. laptop, wiseless devace, smnancaed) be lowt of
46048 | golen, inmedinely report the Boss or thefl 1o the Rafonmation System Secunity | AC-19
Officer (ISS0), sugpervivce wsasger 3nd the CSIRC_ Afier the CSIRC b
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m
been coutacted. the CSIRC staff wall covare that the mvestigation, asalysrs.

documentanon. and resolumon of the reportod incsdent e coaductod

Questions regarding mtroducton of wireless 1echnologses into stasdard uses as a standalone or
as pant of a petwork project shall be addressed to the CISO & SeauntsPolisyia dhs gov

Wircless system responsibibities are provided below.

Wireless System Respoasibilities

AO
o Approve the use of standaeds-Lased wireless system techmologses.

o Approve the msplementation and wwe of wireloss systenms o a specified nak level dunng e
CEA process

¢ Emsure approprate and effective security measures are inchaded m the Systemn Secunty
Plan

Ci1so

o Advise Systems Owners and IT peoject masagers concerning the mplementation of wireless
teclmodopies.

o Endorce CBP policy concenmsg wireless systemns,

o Enforce CBP poly concermmg the reposting requirements for wireless secunty
valnerability suessmments.

System Ownerv/TT Project Masagers

o Develop sk mstigation plass for poontineg commective actions and implementation
mlesiones

o Develop mgration plans that ostline provwsaces, procedures, and restnictions for
transihoning legacy wireless systems o DHS-<ompliast secunity archatectures.

ISSOs

o Emsure wireless systems secunty controls are peoperly implemscated and configured and are
addressed m the System Secunity Plan.

¢ Encure rostine secunty assewancnts are sccompinbod on wireless systens 10 identily
wauthonzed wireless devices, backdoors, and other systemn vulneratalities, and o
enumerate valoerabilines, risk statements, sk Jevels, and comrective actions.

o lmplement rnk sutigation plans for prontizag comective sctxous snd achicvang
unplemsentataon medestones

. lwbmumpbhtmlmmm po«d.« and restnctions fos
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Wireless System Responsibilities

System/Network Administrators

e Ensure wireless system security controls are properly implemented and configured in
accordance with the System Security Plan.

e Ensure routine security assessments are accomplished on wireless systems to identify rogue
access points, backdoors, and other system vulnerabilities, and to enumerate vulnerabilities,
risk statements, risk levels, and corrective actions.

Managers, Supervisors, and Employees

e Adhere to CBP policy concerning the use of wireless systems to process, store, or transmit
sensitive information.

e Adhere to CBP policy concerning the use of wireless systems in areas where sensitive
information is being discussed.

4.6.2 Wireless Portable Electronic Devices

Wireless PEDs include personal digital assistants (PDA), smart telephones, two-way pagers,
handheld radios, cellular telephones, personal communications services (PCS) devices,
multifunctional wireless devices, portable audio/video recording devices with wireless
capability, scanning devices, messaging devices, and any other wireless clients capable of
storing, processing, or transmitting sensitive information.

NOTE: There is currently no DHS-approved encryption software for PEDs, although CBP may
be using products that provide adequate protection. As DHS or National Security Agency (NSA)
standards are established, they will be discussed in this section of the handbook.

Personally owned PEDs are not authorized to process, transmit, or store sensitive or classified
information. Personally owned PEDs may not be connected to sensitive or classified systems or
networks.

Government-owned PEDs can be used in conjunction with CBP networks or systems (to include
any downloading of data from a user’s workstation to these devices) only if the current C&A
documentation specifically addresses the inherent risks associated with their use and the AO
evaluates and accepts any residual risk. Re-certification and accreditation are required if these
issues are not currently addressed in the most current C&A documentation.

System owners and IT project managers must identify and implement as many countermeasures
as appropriate to strengthen the security of wireless PEDs. These countermeasures include the
use of passwords, personal firewalls, and antivirus software; the monitoring of malicious
activities; the use of modification detection software and of software that will allow the device to
dynamically identify and adapt to each wireless mode of operation; the tracking of data and
assets; and management protocols. Countermeasures should allow the system administrator to
maintain a user and community profile through unit identification and validation, which would in
turn allow administrators to remove data, update software, and log and track unauthorized
removal where appropriate.
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Bocawse of thet portabalsty and mobadity, m-cmmww»mmwm
dassape, send loss—all of whach could lead 10 compromsese of information.

CBP shall develop and maintain a property wvestory list of all PEDs authonzed for wse. Thes
lest is %0 s lude senal munbers and ‘or seat mumbers, user sames. use, and location of all PEDs

for accountatality parposes. Each CBP-cmned PED 15 1o have an asset tag. whose snsaber s
wcloded n the wventory list. Rules of behanvsor for PEDs meast be pablished and enfosced.

CBP Amachment Q2 (Wirelexs Portobie Electromic Devices) peovides guadance for CBP 0 wse m
developang and saplemscnting wireless PED secunity,

Policy Relevast

™ CEP Policy Statements Costrols
—
The e of wirehess PEDs and accowsory devades i arean whete seniative of

£623 | chosifiod informaton is discussed 1s profubsed mmless specilfically authonzed ":‘;':

by the CBP AO in wramg.
4620 | Wirchess PEDs sBall not be consected physically or waselessly 10 the CRP- AC-18,
wired core network without wiiticn consest from B AO. AC-19 |

Wirchess PEDs shall pot be used 10 store, process, of tramsins combinations, AC-19,

4625 | persoual identification sumbers (PIN), or scnssrve informanon in unescryped | 1A-S,
formars. IA7

Wirchess PEDs vach as BlackBerry dovices and sssarphooes shall seplemncnt AC19.
strong identification. astheosticason. data cacryption. and Sramanivaon AT,
1624 | eacryption technologses. Portable electronik devices sach xs BlackBerry SC.8.
devices aad snarphoscs shall be passwosdpooteciod, with a security oot SC-9.
persod established. For BlackBerry devaces, the seounty timeons shall be set o | g0 13
10 mummsies

. Sywicm Secunry Plaas shall proamsdgate the provisions, procederes, and
462¢ | pesarictions for wsing witedess PEDs 1o download mobdde code i an appeoved Jo
HLAECT

Wirchess PEDs shall be operated oaly when currest CBP Technucal Reference
1621 | Model (TRM)-appooved versioms of ativires sofrwase and software pasches o
ave smstalled.

162 | Cosiictive comtanmemincs 10 dosial-ofscrvice attacks stall be identifiod -
sad cuablished pevor 10 3 wircless PED beng apgooved for e,

4628 | Acures iventory of all approved wirchess PEDs in operation shall be
muramed

Wirchess PEDs <hall be cleared of sl information before being rewsed by
162 | mofcr mdmdual, office, or before they see varplmad, wirclows PEDs that are
being dnposed of recycliod, or retarned 10 the owner o mansdsc ey shall

fust be sumared wang appeonved procedares
462y | Lemacy wirehess PEDx that ave not compluat with CBP mformation secursy .
poby dall unglemnent 2 mugration plan that cuthines the provruoss,

epic.org EPIC-18-07-31-CBP-FOIA-20190517-1stInterim-Production-pt2 000193



CTP INFORMATION SYXTEMS SECURETY PORLICIES AND PROCEDURES MANDIOOK
HB 1900.05D. VixooN 10

et CBP Policy Statements —

m
procedures. and restctions for tamsatioaing these wieehess PEDs to DHS-
comphiant securey architectwres. Operation of these noscompliag sysioms

reguires an approvad warves of exceptica fromn the DHS CIS0. o sppeopriate
1621 | Porsonally owmed PEDs shall not b usod 10 process, wioes, of trasesant AC-19,
senserve CBP informason PE-1%
4621 | The AO skl spguove the use of Governmscnt-owncd PEDs %0 peocess, sore, s
ar . ¥ : .
The e of addcn devices such xs camerns and recorders is mot suthorized AC-19,
162 | umles approved by the AO. Fenctions that ¢an econd of Irammindt scrsive OM-7,
mfonmution via video, IR, ce RF Jalll be dsabled in aseas whese sessitive PE-15,
mfonuabon i dncussed SCT

For data ot vest, all wireless Porable Electronx: Devices (PEDs), mcindng
4620 | Porsonal Digiall Assisaats (PDAS) and laptops, shalll use file encryption thas AC-19
wc FIPS 197 (AES-256) compliant and have reccived FIPS 14022
roqur caseTity

Wircless portable electronss device responsitalies are provaded below.

Wireless Portable Electronic Device Responsibilities

AO

o Approve the use of Government-ownod, DHS-approved wireless PEDs and accessory
devices 10 connect, process, store, of st sensitive mformation.

¢ Emure sppeogmate and effective securnity measines are inchadod m the System Secwnty
Plaa

o Authonize the use of Govermment-owned wireless PEDS and accessory devices in arens
where sensitive mformaton is discwssed

o Evaluate the nsk assocsated with sethonzmg wireless PEDs to coanect, process, store,
transuut, of access semsative information and systems dunmg the CEA process

o Approve disapprove the use of mobale code (e.g., ActiveX)

System Owners 11 Project Masagers

o Develop mok stigatscn plass for pnontineg comrective achions and nuplementation
mlestones.

o Develop mgration plass that ostline provmsces, procedures, sad restrictions for
transihomng legacy wareless PEDs 10 CRP-complaant secomity archatectures.

o Maintam an wventory of all approved wireless PEDs in operabon.

C150

o Enforce CBP policy on the use of wiseless PEDs and sory devices in areas where
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Wireless Portable Electronic Device Responsibilities

sensitive information is discussed.

e Enforce CBP policy concerning the use of wireless PEDs and accessory devices to connect,
store, process, or transmit combinations, PINs, or sensitive information.

e Develop procedures for implementation of strong identification, authentication, data
encryption, and transmission encryption for wireless PEDs to protect sensitive information
from compromise.

e Enforce CBP policy concerning the use of mobile code and antivirus software on wireless
PEDs.

e Identify and establish cost-effective countermeasures to denial-of-service attacks for
wireless PEDs.

ISSOs

e Ensure wireless PEDs are not permitted in areas where sensitive information is discussed
unless authorized in writing by the AO.

¢ Enforce CBP policy concerning the use of wireless PEDs to process, store, or transmit
sensitive information.

e Enforce CBP policy concerning the use of mobile code and antivirus software on wireless
PEDs.

¢ Implement cost-effective countermeasures to denial-of-service attacks for wireless PEDs.

e Ensure that all information is cleared from wireless PEDs that are to be reused or surplused;
ensure that all information is sanitized from wireless PEDs that are being disposed of,
recycled, or returned to the owner or manufacturer (see Section 4.3.3, Media Sanitization
and Disposal, for approved procedures).

¢ Implement migration plans that outline provisions, procedures, and restrictions for
transitioning legacy wireless PEDs to CBP-compliant security architectures.

e Enforce prohibition of add-on devices such as cameras and recorders.
e System/Network Administrators

e Ensure wireless PED security controls are properly implemented and configured in
accordance with the Systems Security Plan.

e Ensure routine security assessments are accomplished on wireless PEDs.
Managers, Supervisors, and Employees

e Adhere to CBP policy concerning the use of wireless PEDs in areas where sensitive
information is being discussed.

e Adhere to CBP policy concerning the use of wireless PEDs to process, store, transmit, or
access combinations, PINs, or sensitive information.
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m&ﬁammwm%’mmmhubu-mummmm
el calendars, text mesagmg, Itcrnet capabaliios, and other services comverge on mlegraed
PED platformss.  These peoduct innovatioas - whale they mupeove mobility, fexibelity,
portability, and economies of scale—are subject to all the threats, veloerabilities, and secunty
risks mherent in evolving wireless technologies.

4621 Cellslar Phones

Collulae phomes used 10 aeeas where sensibve mformation o discussed have the same mberemt
vulnerabilatics as cordiess telephones sad speakerphoncs as discused i Section 4.4.2. They
potentaally allow a discussion of semative information being held i the same area 10 be
overheand by a third party who would not nonmally have sccess 10 such informanon

As is the case with traditscnal telepbomes, cellular conmmmications can be mtercepted. However,

the moerception of conversations oves tekepbones requires the msertson of a monioneg device:
the mterception of cellular communications does not, aod information tramsaetied by cellular

phones can be intercepted ot reasonably grest dstances. An individual could be in 2 nesghboring
bulding or u the strect outvde the bulding and mosator comvenations that are withes the reach
of the mucropbose m the cellnlar phone. In fact, collular phome credontials can be clomed 10 other
phones, allowing the “cloned™ phone %0 masquerade as the ongmal phone and allow covert
wonitormg of conversanons near the ongasal caller.

Pelky CBP Pelicy Statement

CBEP shall develop puidance for discmaing sessitive mfonuaton oo cellalas
163 1 | Pooes. Guadance shall be approved by a sensor CBP official and is subgect to Lt

= review by the DHS C150 and fc DIES Wirchess Manapomscnt Office. Under
no arcusaamces shall clasifiod informanon be discussed on cellelar phooes

Cellular phose respomsabalities are prosided below.
Cellular Phose Respoasibilities

Managers

o Emure cuplovers me aware of CBP policy probebsting e discussson of sensitive CBP
informatscn while using a wireless telephone.

Users

o FEsoure semative CBP mloonmizon i not discwssed while wan

4622 Pagers

Text pagers can semd toxt messages up 1o 110 or 160 characton long, depending on the camer,
Text messages also can be sent Fom » cellular servace provader's Web page, of from Web sites
that allow users 1o send text messages for free. Pagers have the same sberent valoerabilises s
cellular phones with respect 10 exposare of sensitrve infoemanon 1o unassbonzed rocipicats (soe
Secton 4.6.2.1).
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T«lmn'youlhemwep«m&r smmt.lucaummﬁd There 1s thus no
sameaace of the secunty of these servaces. Moreover, text-mesaage devices can be spassned
with text messages wntsl the user’s mailbox is full and the user can 2o longer receive new lext
messages untid peeviously stored messages are deleted.

Pagers shall not be used to trassamat mformaton that is exphicitly labeled as senstive or
chssified [In addition, pagers should not be wsed %0 tramsat mformation on computer or
network problems or status.  Thas mformation could be mtercepted and used to identify the
configuration and possibly the location of IT assets, which coudd be then be targeted for amack
by an outader or untrastworthy insder.

A peeferred alermative 10 amsastiing tex! messages i 10 page an mdividual with a phone
number and requare the individual to call Shat munber wsmg o traditional (1.¢, noo-celiular ¢
pon-msobile) telephone s a Jocation where the conversataon could not be msomstosed by others m
the mumediate area and where sensitive informaton can safely be discussed

Policy Relevant
D CBY Policy Statement Centrels
462 2a | Pagers shall not be wsed to ot sensitive infonmamon L

Pager Responsibilities

Managens
o Emsure cogplovees ae aware of CBP pobey probebating the transumussion of senstive CBP

o Emsure semsative CBP mfommatson is not trassmstted 10 po

4623 Mulifusctional Wireless Devices

Wirehess devices have evolved to be mainfunctiomal (coll phones, pagers, and radios cam surf the
kdernet, retrnieve emaal, take and tramann! pactures, ¢5¢), and most of these fmctions bave no
secunty.

Where there is & strong basiness justification foe thesr use, CBP.owned wircless devices can be
ogupped o allow syncheonization with approved CBP owned compaters. Data is emcrypted or
decrypted, as neoded, for syncleonization with compuer based personal mformation masagers
(PIMs) and other programs.

The sk assessament for multifunctional wireless devices is 1o inclode an assessinent of the nsks
msociated with all the functions, mcloding mfrared (IR), radio frequency (RF), and video. The
AO must sgpeove the associated rinks adentifiod by the rnk ssessient. Based on the sesativaty
aad clasafication of the data and the sssociated ok froms the rak ssesunest, the AO may allow
the v of multsfuncisonal wirchess devices.
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should be probubited waless specafacally roguered Sor am sadnadual s duties. Unssthorized
recordings of sessative coaversations of tnages of semsative oqupasent could be used to

compeonise the secunty of the CBP.

Policy Refevast
D CBP Policy Statements Coanirels
AC-19,
162134 Funcoons that cannot be encrypied usiag spproved cryprographic modules SC.8,
- shall 80t be wied 10 prodess, 0re. Of tanemil sesailive miDnuaticn. SC9,
SCA12

Funcosons that amaut of receive video, infiared (IR), or madio frequency (RF) | AC-19,
sigmals Ball be disaldod in areas where seasimive informuation o dncussod PE-15

Shoet Message Savice (SMS) and Multmsodia Mossapmg Sorvice (MMS)
462 3¢ | shall not be wad %0 peocess, sore. or transal sessitive mformation. asd shall -
be dnabled whenever posuble.

Mulhfunctional wiredess device responsibulitses are provaded below

46230

AO

o Approne the uuplementation of mmltfunctiooal wiseless devices ot an acceptable Jevel of
ek

o Ensure that the System Secunty Plan adequately addresses the peotection of sensitive
natorml accossed and vored on selitifimctional wireless devices gmor o accreditation

IT Project ManagerySystems Owners
¢ Emsure secunty roguroments for mmitifunctional wirckess devices are commmmacated 1o the
IT progect manager and systemn aduunistrators

System' Network Administrators

o Pasure that multifemctional wireless devices are coafigured peoperly with encryption
enabled to prevent wanthoreed access, disclosure, dumape, modification. or destruction of
data

¢ Emsure multsfunctsonal wireless devices are penodically scanned for rogoe access powts
and other valmerabilitses.

ISSOs

o Ensure that the System Secunty Plas addsesses the protection of sensitive matenal sccessed

o Ensure that secemity requiretionts for ssulnifimcetional warcless devaces are addressed s the
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Multifunctional Wireless Device Responsibilities

System Security Plan and rules of behavior.

e Ensure routine security assessments are accomplished on multifunctional wireless devices to
identify rogue access points, backdoors, and other system vulnerabilities, and to enumerate
vulnerabilities, risk statements, risk levels, and corrective actions.

4.6.3 Wireless Tactical Systems

Wireless tactical systems include Land Mobile Radio (LMR) subscriber devices, infrastructure
equipment, remote sensors, and technical investigative communications systems. Because they
are often deployed under circumstances in which officer safety and mission success are at stake,
wireless tactical systems require even greater security measures. To ensure secure tactical
communications, CBP must implement strong identification, authentication, and encryption
protocols designed specifically for each wireless tactical system.

Wireless tactical communications systems are also subject to issues such as technology
advances, standards, and functional convergence. As their use of wireless tactical
communications systems evolves, develop and implement plans for migration to the new
technologies. The AO must ensure that these migration plans are consistent with CBP policy and
that appropriate waivers or exceptions have been obtained.

LMR systems are the primary means of wireless communications. Security and risk
management principles must be included in every phase of the LMR system development
lifecycle. LMR network communications traffic should include encryption and security controls
such as those specified by NIST Federal Information Processing Standard (FIPS) 140-2, Security
Requirements for Cryptographic Modules (May 2001), and FIPS 197, Advanced Encryption
Standard (AES) (November 2001). LMR subscriber units can periodically update and rekey
encryption protocols manually by using a handheld key variable loader (KVL) or automatically
via OTAR techniques. With OTAR technology, radios can be rekeyed within seconds over the
air from a remote location—allowing for easier and more regular rekeying, and resulting in
improved security. In addition, the OTAR channel can be used for digital voice transmissions in
the encrypted mode for emergency interoperability.

LMR security and policy guidelines and standards defined by Project 25 (P25) should be
implemented where appropriate. The primary objectives of the P25 standards are to promote
interoperability among digital or analog LMR equipment used by various levels of Government,
support backward compatibility with legacy LMRs, enhance spectrum efficiency, and maximize
economies of scale. Therefore, all CBP LMRs shall be built on P25-compliant platforms or shall
be capable of interfacing with P25-compliant platforms to ensure homeland security
requirements can be satisfied in a timely manner. Waivers or exceptions to this requirement
must be approved in writing by the DHS CISO. (See Section 1.10)

Wireless tactical system policy and procedures are described more completely in Attachment Q3
(Wireless Tactical Systems) to the DHS 4300A Sensitive Systems Handbook.
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s CBP Policy Statements —
m

4613 AOs shall be tamedoncty notified whes any secunty featwes wre dnabled m M3
) ICSPOENE 10 HIDSACIONT, misson-<racal madonss.

ws
163D Wirchess tacncal sysicmes shall msplesscnt wsong idconfication, ssthenmcaton, IA-T,
. sad eacrypticn SC.8,
SCH

Coumtcnmemines 0 dessal-ofservice
163 Cov-elecuve © attacks shuall be ideanfiod SC.$

sad cuablibed pesor 1o & waseless eactical sysiem being approved fof e,

1634 A current inventory of all approved wirckess tactical systcms i operation shall
' be mamtuncd

Lepay tactical wircloss sysicms that are ot cotupliant wal CBP IT scownty
polixcy Ball miplernest & mapration plan 0 cutlae the proviom, procodises,
463c | sad covictions for tranvimoteng thewe sysicnn 0 CBP<compliant secwity -
wchroctares. Openanon of $hese poocompiant sy e roguecs an appeoved
WIver of exceptson from the DHS sad'or CESO. (See Section 1.10)

The secunity coufipuranon of Laad Mobilke Radio (LMR) subscriber sty whall
44631 | be vabdated via over-the-air-rekeying (OTAR) or lood reley ming & crypee- SC-12
penod o losger tham 150 days

AR LMR syssemss shall comply with Project 25 (P25, ELATIA-102) seounsy
standieds where spplicable

463z

Wiscless tactical system respossbelities are provided below.

Wireless Tastical Svitem Responsibilities

AO
o Approve the use of wwehess tactical systems teclmologies.

o Approve the implementation and use of wireless tactical systemss 10 process, sioee, of
transut sessarive informanion st acceptable nisk levels duneg the CRA process.

o Emure socunty mesames are inchuded i the Systems Secunity Plan

o Evaluate and submst waivers and exceptions 10 the CI1SO for wincless tactical systems when
comphance with CBP mformahon secunty poly could potentsally compromase tactical
urvestigations, endanger personmel safety, or pat the public st nak. (See Section 1.10)

System OwnervTT Project Managers

lq»&auucmwﬂ«mvs«uﬂymwm-hﬁms«mty?hnmm

187

epic.org EPIC-18-07-31-CBP-FOIA-20190517-1stInterim-Production-pt2 000200



CBP INFORMATION SYSTEMS SECURITY POLICIES AND PROCEDURES HANDBOOK
HB 1400-05D, VERSION 1.0

Wireless Tactical System Responsibilities

e Ensure the AO is immediately notified when any security features are disabled in response
to time-sensitive, mission-critical incidents.

¢ Ensure allocation of resources to support security requirements and enforcement controls
specified in the System Security Plan.

¢ Ensure tactical wireless communication security requirements are communicated to ISSOs
and system administrators.

e Develop and implement migration plans that outline provisions, procedures, and restrictions
for transitioning legacy wireless tactical systems to CBP-compliant security architectures.

e Maintain an inventory of all wireless tactical systems used to process, store, and transmit
sensitive information.

e Ensure all LMR systems comply with Project 25 (P25, EIA/TIA-102) security standards
where applicable.

CISO

e Enforce CBP policy concerning the use of tactical communication systems to process, store,
transmit, or access sensitive information.

e Develop and enforce CBP policy concerning mitigation measures for denial-of-service
(DoS) attacks.

e Enforce LMR system compliance with Project 25 (P25, EIA/TTIA-102) security standards.
ISSOs

e Ensure the AO is immediately notified when any security features are disabled in response
to time-sensitive, mission-critical incidents.

e Implement DHS policy concerning the use of tactical communication devices to process,
store, transmit, or access sensitive information.

e Ensure that any tactical communication devices used to process sensitive information are
not permitted in conference rooms or secure facilities where sensitive information is
discussed without written authorization from the AO.

e Perform security assessments and validate the security posture of land mobile radio (LMR)
subscriber units via over-the-air rekeying (OTAR) or hard rekeying using a crypto-period no
longer than 180 days.

¢ Ensure that all information is cleared from wireless tactical systems that are to be reused or
surplused; ensure that all information is sanitized from wireless tactical systems that are
being disposed of, recycled, or returned to the owner or manufacturer (see Section 4.3.3,
Media Sanitization and Disposal, for approved procedures).

Managers / Supervisors

e Ensure the AO is immediately notified when any security features are disabled in response
to time-sensitive, mission-critical incidents.
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Wireless Tactical System Responsibilities

o Essure cuployoes sme aware of CBP policy sad procodure for discsaang semnitive
mformation whale using tactical commmmacation devices

Emplovees

. M»QPMdmmhdemmm
Pess, (HOCESS, S100¢, Of tramsamst sensitive miocmation sd system

464 Radio Frequency Identification

Radso Froguency Mentification (RFID) enables obgects 1o be sdennfied wirelesaly over
significant distances. Because of the computing bnitatsons of RFID tags, 3t often 15 not feasible
10 nuplement masy of the secunty mechasssms, sach as cryplogrply and strong authenticanon
that are commonly supported on personal workstations, servers, and petwork infrastructure
devices. RFID secwrity controls can sspport Departinental and CBP privacy obgectives, mitigate
risks %o bamess processes. and prevent the disclosure of sensitive data

CBP Amachasemt Q4 Seraivhwe RFID Syatems, provades gindance for CBP 10 use m Seveloping
od mmplementing RFID secamnity,

i CBP Policy Stateiests -

—

When inplcmenting KFID sysicins assess the lazards of clecromagnctic
4642 | dasoo o fucl ordimance, and persosmed before deplovinens of the RFID PE-1%
technology.

Ltst data stoved on RETD tazs 00 the gremest extent possibie, recoeding
mfonuaticn beyead x sdmnficr caly when requucd foe e applicanon
misson. When data beyvond an identaficr 1s stored on a tag. e tag's memecy ACH.
4645 | shall be peotectod by acoess control. 1 Persosally Idoatifiable Information PL.<

(PID) 1 n amy wary porsistod on the RFID tag or chup. the Asthorirmg Offical ’
CAO) willl cemnify that Dhas 15 an eperatonal necessity which cannot be sansfiod
m any other way,

Program offices shall dovelop a comtingency plan. yixch as the wse of 2 faliback
164c wenmfication techmology. 1o unploment i case of an RFID secunity beeach or pe
sysicss fashue

Program offices shall sdcunfy and msplemcnt spprogeisic operatonal aad
1644 | techmcal controls 1o bt wnandonzed incking or tepetng of RFID-agged AC14
memss when Bhese items are expected 8o travel cutsade CBP's plrysical
persneter.

When the RFED syssom is commecsod 10 & DHS data nctwork, CRP shall
164 | mploment network secunty contiols o approgeaiely seprepaie RFID setwork M6
componcnts such as RFID readers, maddicware, and databases fhom other son-
RETD network bowts
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Policy Redeyast
D CRP Policy Statements Coutrols
—
When mnplementing RFID technology. Program Offices shall deternune IA-2,
4641 | whether or mot tag cloming is a significant basiness k. 1f soch » sipnificant RA
rrsk exrsts. then taz ransactions shall be cryplognplacally sudhenticated
Compliance walb RFID systcmn coufipuratson and haudenmg geadchines (e 2.,
4645 | NIST SP $00.9%) 1s mandatory and shall be detailed in e CRA AC-1%
doCunenianon

47 Overseas Communications

Overseas comuntmasations bave difforost secunty requirements than domeshic CommmmEne ations
The Departiment of State has pablsabed a senies of Foreign Afairs Manuals relevant to ths
requiretnent

Policy Redevast

CHP Pelicy Staiement Countrols
_
Where roquecd or appropriate, all ovenseans comamumcations sball be
47a | sccordance with the Departinent of State Foooygn Affams Mamsal (FAM). 12 =
FAM 600, Iormasion Secwity Tevhnslogy

Overseas comummacations responsibilities are provided bedow.

Overseas Communications Responsibilities

DHS CISO
o Extablishes and enfocces pohicy relating 50 overeas conmmumicalnons.
C150

o Emsure CBP IT systcoms under thew purview conply with Departinest of State 12 FAM 600,
Informanon Secarity Techuology, for systems that commuuncate with overseas locations,

I'T Project ManagervSystems Owners

o Emsure IT systoms under their control or under development that will comumumucate wath
oversess locatoas comply with the requircusents of Departiment of State 12 FAM 600,

Informanon Secarity Teclmology
System/Network Administraters
o Emsure that IT systems under thesr control that wall comummacate with overseas locatsous

are properly configured and mamtaned 10 comply with the requirensonts of Departinent of
State 12 FAM 600, Informanion Secarity Techmology.

ISSOs
o Fmsure IT svatems under e control iBal consttumcale with overseas Jocations ¢o
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Overseas Communications Responsibilities

with Department of State 12 FAM 600, Information Security Technology.

Wireless communications are highly vulnerable to interception and monitoring. CBP employees
overseas must be informed of the risks and the appropriate precautions they should follow when
using wireless devices overseas. Use of secure wireless devices overseas must be approved by
the CISO.

The following 600 Series Foreign Affairs Manuals are provided for reference along with their
current Internet links:

12 FAM 610 Organization and Purpose of Computer Security (COMPUSEC)
http://www.foia.state.gov/masterdocs/12fam/12m0610.pdf

12 FAM 620 Unclassified Automated Information Systems
http://www.foia.state.gov/masterdocs/12fam/12m0620.pdf

12 FAM 630 Classified Automated Information Systems
http://www.foia.state.gov/masterdocs/12fam/12m0630.pdf

12 FAM 640 Domestic and Overseas Automated Information Systems Connectivity
http://www.foia.state.gov/masterdocs/12fam/12m0640.pdf

12 FAM 650 Acquisition Security Requirements for Operating Systems and Subsystem
Components
http://www.foia.state.gov/masterdocs/12fam/12m0650.pdf

12 FAM 660 Communications Security (this subchapter has been designated Sensitive—
NOFORN and is not available via the Internet; contact the Department of State for a paper
version)

4.8 Equipment

This section addresses the use and maintenance of computer equipment. It stresses the
importance of individual accountability in protecting these resources. Equipment security
encompasses workstations, laptops, other mobile computing devices, personally owned
equipment, and the maintenance of these items.

The emergence of new technology always seems to outpace policy developed to regulate its use
in the CBP environment. Therefore, any new technology must first be assessed for inclusion in
the CBP Enterprise Architecture (EA) managed by the Technology Architecture and Engineering
Branch and, for consistency, with the Enterprise Security Services (ESS) Architecture. Devices
approved for use in CBP will become part of the Enterprise Architecture (EA) and listed in the
Technical Reference Model (TRM). The EA Repository enables reuse by documenting the
existence and characteristics of reusable artifacts and provides users with a reference mechanism.
The TRM and the EA form the foundation for CBP information technology insertion standards.

As part of the technology assessment process, each proposed product should be investigated to
determine the extent to which it:

e Has been independently security tested (e.g., by NSA or NIST)
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o Meets the relevant secunity requirements incloding sts potential adverse umpact on the
stality of méerconnected products 8o meeet their securily requirements

o Is consistent wul the secunity psandaies s thes handbook

o Provides reasomable and appropraate secesity within the defined context.

The followmg sub-sections addrens the accoptable e and mantenance of computer technology
sad the snportance of individual accountabality in protecting these resowrces.

4851 Servers

A server 1 a compuler specilically confagured 1o commmemcate thyough a network and peovade »
service 10 one or meoee idividuals. Server managemen! mvolves coatrollng user access,

sefting mamtaimng secunty measures in place. aed monitorng server configuration and
performance.

The owmer of 2 server ts responsible for the managemment, operation sad secunty of the server. At
» s, the owner shall assure the server is phiysically secured, electromsc access 10 the
server is propesly costrolled, and server configuntion is muintained within specified secunty
pasmmeters. The owner of a server may have to place additional regercments beyond the scope
of thas policy 10 ackueve mamdated regulatory complsance and 1o protect amy designated povate,
confidential, sensitive, or otherwise protected information maintamed or archaved in the server.

'ﬂ“’.’l CBP Policy Staterments cu.N.I
All servers wall have the standard CBP tools mstalled for proper sosttonag and
musagcment of the hardware, operating systam. and agnificast applicalioss and
procewes. In cortam cases. where the standard CRP 00l 20¢ a0t sullicacst of ar¢
4512 | mphusble 10 mplomant (epecally in the case of specific applcations), o
custom ool based om the apphication architectre may be wsed i bow of standard
CBP wools.

The following nssitm roguircincnts will be followed for Server Momstoning: o
.il)ﬁwmw:(nmm-dﬂ)wﬂkﬁww.
The following momsonng checks are recommended be followed

+ Hardware checks (redundass power faluses. RAID disk faidares. and odber

4516

T {physical and viroml) utilizatica. ' 18D
o Network conmectnon state (up'down)
o Significent application peocess stase (g database. web server, emadd server
wpdoun), and
Pencticaal applicaton checks (¢ g webnite content check, applicanon login
chock, and cunnil relay check)
1514 leMhmﬁbMMMwmm 8D
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R

an €8P Policy Statements
iy

q'n«imunu-u-nl-munUCnu-ntl-n-liaﬂbl-ﬂdo
BOL NAC AN APCTH 0N A SCTVET

48 1e

Appropainie idcntificanion sad sithooration. sadst logging. and segnty conwols
‘mw»kwﬁmmmhm.

<

as0r

All server andit and socurrty log data shall be made accesuble to the CRP
Secunity Operasons Cemter (SOC) via sstomatic forwarding to SOC log systans
for any pocessary secunry smalyses and for secunty log reteanon

E

151z

All sexvers shall Bave adoguate backugs 1o cosare the recovery of clecmoax

mformation i the cvent of 2 fahae.  The server backup policy smntmomn
roquires all production systenn be performed &y mcremeontal difforcntial and

-uﬂylﬂhuhpahnﬁwkgunnnnmd\utqndnntem-n-ld

451h

Server Masagement Policy shall comsply with all Federal or DHS/'CBP
seplaons pertaming %o koag-tenn seiention of vanom types of mfonmaticn (¢ g
financal recoeds resoation, o) s dctarmmed by the Business Ouner of e
mformation and in accoodance with the Recoed Masagemest Program

LR AR

All server equipmsent shall be remsoved and replaced by the end of o life
expectancy o dictated by the Chuef Techaology Officer (CTO). Ay technology
refroshes et adhcre o DHSCHP target archatecture and Sollow B¢ approved
procewses and moct the aecewsary standards. Any replacement sorver ssust be
scntifiod withan Se CBP Tochmcal Reference Model (TRM).

451y

All sew servers shall be bult wek the ket appeoved security baseluoe
coaligreations which are batlr, sevtod, and sentained with the Estcrpore
System Fagincering Growp.

421k

Server Masagers and Adminsraons shall abide by existing CHP Password

Policy; specilfically they shalll NOT share passwords for specd perpose acoounss
wach as “voot™ and “sdsstoarater”

4511

“Root” and “adminmstratoc™ passwoeds shall be secorded for cmengency access
and ssored 1 » locked, mosstosed Socanon (¢ £ sade m the OIT dataccuier. k).
Ay passwords stored choconscally shall abede by cxnting CBP password
polcy aad be encrypted wasg FIPS 180-2 complunst encrypison sad never wiored
= plais text.

*

:

1£1m

Vudnerabdlity scans of the servars shall be parformed o least once a quarter.

Ay wdentified vulncratalty shall be remodied within 30 days. The vulnerabality
soan recoods shall be stored and accessdle via the DHS EOCOnlise Poral.

4%51n

Server swstcmn shall nes an appeoprancly hicensed verion of sa operatmg vyvioss
Bt supports approgriate Infcrmct comummications protocel

1510

All addimoaal softwise and services must be bioemed as appeoprune 1o the
sechmology and mary not violate licensmg sesancions.

ixlp

Scrvers shall nm osly secowary services. After it lon boen deternmncd whsn
wrvices e poodad, all unecewsary services shiall be diabled mad docwmnented

1514

lSa“sdnlhw!dhktﬂun«n-pamunt&hn'n-nlnudaannng

8|8|8|8| 8

epic.org
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- e

Policy ID

CBP Policy Statements

what defamlt accomnts e roqued. have all ofher defamlt accommts disablod.

450

-

Servers shall have the atest sysoem Jph: secunty updates applied
upiﬂynu-nuwnimnuqdnm ISVM's that are put forth @roagh the
DHS SOC shall be pachod and remeodiod withes the specificd tsecfame,
Sysicm ouners sy apply service packs, OS updaes spdate solbagn, bot-fines,
and feamure packs m nocessary. The rospoasadility of tosting nom-socurity-sciated
‘wpdates remains the respoassbility of the systom owner' sdinmistraeor.

481

Servers shall sutenncate all wiers 10 cavise only suhorred wiers Ca accews the
sesource. Supplementary sutheniicanos mochanisans wdall be consadered for

.w»n-nunpnn«»uwwnlnuhuaukdol«-mhxuﬁumnhu

451

Electronk conmmmumcations mary. M tunes, we uscacrypood chamnels. for
cxample, between servers within the same secunty 2one context. However, in ol
cases, Al austhenticanonm must be conductod over an encrypied channe] usag a

FIPS-sppeoved encrypticn algorithes regardiess of securnity 2onecontext. Thas
apphicable for both chent-to-scrver and server-1o-4rver Commamcalions.

4%1lu

Sorvers shall enfoece password policy incleding roqunsg penods passwocd
hoages Sor all users within 180 days () and demying logan aller & specified
stusber of alod login atcuspes.

451w

Servers whall have all ol mer accounts terminatod prossptly (noemally withen
five working davy). A clear deadlne shall be estabinbod for acoount fermuination
of persoss oo loager affiluned with the CRP.

181w

Servers sball have vines prosection softwase italicd and ssastained Current
with astivines Scfimstions 0ol saore (s weves days from the corvent date Wiere
possible, anti-vings shall be contrally managed and updated by mernal CBP anm.
Vines menagomcnt sysicms. for compliance. reporting and mesagemont
purpenes.

4% 1x

Sarvers shall Gptire and archive antical mer. network, sysiem aad seounty

_«mlkusum.bknnﬁwclqunnduaﬁlh«nﬁn-dn«wuyp-unn

:

181y

Servers sy not fusction s a relay for SMTP or ether meass of relaying nos-
CBP relwod comul, usdew otherwnie sppeoved by the Chief laformtion Security

lfgiul«JSQN-dCGNlnubd

:

1512

Sarvers are probebited Som bong used a5 a workstation (1.¢. web beowsng.
chockmg cmals, ofc)

4512

Adoquate sudit logpmng umst be in place on the vyviem and st log bodd
waccewses and Dulures of cvents such s accomt logon, secunty poly changes,
accoun! manapomcnt, sysioms chasges. This 1 apphcable 10 all Bvyers indindug
the operating system. databancs and apphicanons.

epic.org
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e A - -

Server Ownenls)

o Shall work poatntly with the team i charge of moanorng aad managcument i order 10 emure that the
server s monttored and ssanaged as required

Server Manager(s)

o Fanwes anyooc avagned 1o manape & server i qualificd %o perform teckaical datics, has sdoquate daa
backep = place. 3nd recaves resources nocevsry. including approgeiaie traning o mstrction, 1o comply
with the roguircments of S and all other applicable DEHS and CIP policies.

Server Admmuistrstons

o Admmistrators shall control and coafigare sorvers | compluomce wieh $¢ roguramnenss of She owney and
|___cnsune all apphicable DHS and CBP policies are enfoeced.

45011 Special Servers

ko addition 10 above server requirements, the following requaremnents apply 10 special servers that
process of store mssion critical or sensitive mformstion.

WDI - CBP Policy Statements m'"'-'
450 1s | Servers dcsignancd as Specal Scrvers aee prohubutad from being wed for NA
.wmm»mm«mum
A5 LD | Servers devigneced as Speoml Servers shall matain » password Mstoey 10 NA

prevent the rewse of secent passwonds, and shall be capable of sesang user
ponawoeds for cay guesing (dictioaary words, cosumon acroeym, ¢ )

45 010c | Servers dovigmated a5 Spocaal Scrvers shall be pliysacally secwed and have an NA
approved fircwall or third party firccwall software installod o Bardwaee firewall

device 10 safeguand agams! mappeopriate access fhoai%o the lnscrnet sad prevent
wnaurdonzed access, thefl, and Seunxnon

45104 | Sarvens doupmancd as Specaal Scrvers shall Bave a losated sumsber of wer NA
accosnts wyl adminmtration povilkepes. All clevated accounty shall be
documenned and reviewed every six months 10 detemmine 1f access 1 sull

sequred

4801 | Servers dcupnancd as Specad Servers prodabe use 3 dal-aw dial-ont modess for NA
remote aoess umloss specifically appeoved by the server Chief Information
Secunty Officer (C1S0)

45111 | Servers dosignancd as Special Servers shall have file backup rools and devices NA
lmuwnmm-ﬂu‘mm
45100 | Sorvers dovigmated as Spooal Sarvers shiall oacrypt remote adsinivation traffic NA

and Ball accept remote aduomsstraton commands caly from an authonticated
adsvinnitrnor sad ooy approved bhosts.
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482 Workstations

All users st be mstrocted 1o bog off or Jock thewr workstation any tume the workstation is left
unattended.  As an added precaution, wsers should also use a password-protected screcasaver.
The screensaver should activate affer o move than 900 seconds (fiffeen munutes) of mactivity as
dictated by OMB Federal Desktop Core Congliancy.

The 900 second (15 memate) screcnsaver lmeout pohicy may adversely unpact some CBP job
fmctions. These mclnde those in situation rooms and froot lae workstatioms. Extending the
SCTOSTAMVEY Bsaoount 10 30 pesates, 60 pemtes, of N0 tmecut a1 all willl be consadered by the
ISSO and CISO 0 alleveate these sames. Mitigateng controls must be m place arcund these
workstations 10 memmize thetr rak to the CBP coterprise.  Requests that inchade the workstation
nasse Toust be made tlwough the sppeoprnate Informatsoa System Secursty Officer (1550) and
CISO 10 the AO s wiitang theough an screcmsaver policy exceplion request

Retevast
"l;" CHP Policy Statementy o

——————————————eeee ety e e
Worksanot Jall be confligared 10 calier fog off of activaie & passwoed.
T protecied Jock, or password proteciod sorecmanver, within 900 soconds (fifieen | AC-1L,

muamaics ) of wacr mactivaty as dictatad by OMB Foderal Desbiop Core CM-6
Complancy.
4520 | Workstanous shall be protected from theft -
482¢ | Users shall cvlher bog off or ok thew woekstanoss when maticndod -

Scoecnsaver policy exoopaon requests shall be sebastied Sirough e 1SSO and
CISO to the AO for appeoval for any workstations coasidered 10 be adversely
apaciod by the 900 second (15 suirmte) screcmanver tanoou! policy. The
exception requet shalll inclade massion pestificaton. workaabonds) memc(s),
sad mitipatng secunty controls in place 10 nuissmu e thee risk w0 the CHP
cnterporse

4824

Workstatsom responsibilities age provaded below.
Workstation Respoasibilities

Authorizing Official (AO)

o Cotader for approval any screcssaver timecut policy exception roquest memsorandum based
oa the recommendation of the CISO,

150

o Comader for apgpwoval any screomsaver imeout policy excoption roguest imemorandum tased
om the reconuneadation of the 1SSO.
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Workstation Responsibilities

servers) from theft.
Site Security Staff/ISSOs/Supervisors
e Enforce CBP policy to secure workstations when unattended by users.
Information System Security Officer (ISSO)

¢ Consider screensaver policy exception requests based on the potential adverse impact to
certain mission positions.

o If determined justified with sufficient mitigating security controls present, submit
screensaver policy exception request to the CISO that includes the workstations name.

System/Network Administrators

¢ Ensure workstations are configured for automatic log-off, or with automatic screensaver
activation after 900 seconds (15 minutes) of inactivity where possible.

Users

o Adhere to CBP policy by securing workstations when unattended.

System administrators and ISSOs must ensure that all users are educated in the proper
procedures for logging off and for configuring screen savers. Specific procedures for logging
off, locking workstations, and enabling password-protected screensavers are found in
Attachment X.

The following guidelines apply to the protection of workstations used to process or store
sensitive information:

1.  Workstations must be adequately protected from theft.

2. Only licensed and approved operating systems and applications can be used on CBP
workstations.

3. All default vendor or factory set administrator accounts and passwords shall be
changed before installation or use.

4.  All equipment shall be marked with the highest level of classification of
information that has ever been processed or stored on the device, if there are any
devices authorized for processing National Security information in the vicinity.

5. Equipment must be housed in facilities authorized to process sensitive information.

Comﬁuters must be used in a secure Type II facility (b)(7)(E)

and, if necessary, must be physically secured to the work
area with a locking device.

7. No unauthorized software may be installed or downloaded onto production
workstations or laptops. Users must request installation of approved software from
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MTMWCM«&thMm lmullm
of softwase applications not curvently approved for use m the CBP setwork

enviromment is strctly probsbated (e.g., games. utilities, and “demso”™ software).

453 Laptop Computers and Other Mobile Computing Devices

CBP rehies heavily on laptop computers and other molule compatng devaces for conductng its
busioess. The mobihity of these devaces bas increased the productivity of the workforce, bat 2t
the sane tane has woreased the sk of thefl, umsuthoneed dats disclonae, and virus mfocton. B
is thus iuportant 10 cesploy sddtional safeguard measures 10 protect these resomrces. Thas
inclodes the kaptopn and ctber mobede computing devices themmelves s well as the data
processed and stored on these devices.

Many cagloyees use o laptop or sotebook compater whale traveling both m and out of the
Unnted States. Traveling with a laptop computer automatically places cxnplovees and comtractors
unhh-c-tw-lm Tampering bas ocomred with laptops taken overseas. To minumize such

nsks, compliance with the followmg practices s reguired:

e CBP Policy Statements i

————— e e e e
Al CBP lagtops or other mobile computmg devices shall use encryption tht i
FIPS 197 (AES-256) complant and bovs recerved FIPS 1802 vahdatson for ALC19.
$33a | date rosading on 2 Pasawords ssd sersrt cands shall not be stosed on or with IA-2,
the lapeop or other mobile compating device This standed soffware protects SC-12
CRP mformation shoskd the laptop Gl mio the haads of ooo-CHBP individuah

Laptop companers shall be powesed down whes ot s use (due %o volanle AC1S,
memry vulnerabalmees) FLA

4830

Laptop compuncn aad other mobede compunmg devaces i offices «Jall be AC-19
seoured when maticndod via & locking cable, locked office. or lockod cabiect '
or desk.  Never leave a laptop unationded. Koop the laptop under your PLt
phoysacal coatrol.

Exsployecs shall obtain the wisiicn approval Som e office director befire AC-19
4854 | aking » laplop competer or other motsle computing devices omide e United M'
Stancs.

483¢

£83¢ | Donot dispose of amy diskemes whale mavelng Renum them for disposal i M6
government offices

I 2 bapeop needs 10 be repasred while on travel do not 20 %0 2 kecal Bality o
531 | have it repassed. Comnact the LAN adussistrator, U S. Emibassy of Mmaché’s AC19
offce for avsstance.

185g &m.:‘lywm‘bamqaw-pdkmm
Meports and comumarcial arcnd
483% muqumu-ﬂmwwmma

Ei’l
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Policy Relevast
D CRP Policy Statements Controls
m
cary Be laptop on the plae with you
When powng Beough 3 securnty checkpomt, ask the secunty officer 10 prevent
1550 | ihe Lapoop Soms parsing ecagh e scmocr sntil you are physcally oo the -4
other sde 1o 1etncve 0

I there are two of icee people mavelsg topether, one indvidual should cater
1533 | thyoegh secunty first m cedicr 80 remieve the lapoogrs) oe other govermencnt -
. groegh t v

Troanspon sancands sod Caed readens scparsiely fhom Be lapoop or mobile
1E3L | congpuneg device. (Sasarcands ase wmall enough %o viere m 4 pocket of -
wallet )

Exsiwe thavt sy other card devices such as modem cads, pomters, ok we also
4531 | secured separately from the haptop. Do mot store login sames and passwoeds L4
oa the Lageog

Abways e 3 CBPapproved operatmg syviom that has bocn mntalbed and
483m | configured tn accordance with appeopnane secunty pndelines. Do sot akier M6
pwned CHP configuniions.

At least moolly. cnsere Bat each Lapeop s spdated with the batest antivarus

453 | software and secunty patches by coanecting % the CBP nctwork of contacting | 533
your EAN adrsastracor.

1850 | Pmmodancly repont boss of theft of any laptop 1o your masager, the belpdak, LA
CSIRC, your SA, o ISSO

Whes you 8o loager need your laptop, & shoubd be meaed e any other CBP
stonage modia oquipasent thyough your Local Propesty Oficer. o ooder 0
539 | protect somsitive mfonmation St is stored oo the laptop, you must follow fhe MP-6

process for Cheansang sanitiziog B modia and then re-assigning of releasing
the equipment using CBP Form 7610, (See Astachanent Y )

Respoassbelities related to laptop computers and other motale compunag devices are provided
bedow

DHS CIS0

o Establishes DHS pobicy regaeding the use of laptop computers and other mobnle computing
devices,

150

o Enforce CBP policy regasding the use of laptop computers and other molnle computmg
devices

o Pronude techmocal expertise and evalaate the effectrveness of encryption msethods for laptop
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Laptop Computer and Other Mobile Computing Device Responsibilities

System/Network Administrators

¢ Provide technical expertise and evaluate the effectiveness of encryption methods for laptop
computers and other mobile computing devices.

e Ensure that encryption technology is installed and properly configured on laptop computers
and other mobile computing devices.

e Assist ISSOs in implementing technical requirements for laptop computers and other mobile
computing devices.

ISSOs

e Ensure that security of laptop computers and other mobile computing devices is adequately
addressed in the Security Plan.

e Ensure users are aware of their responsibilities to adhere to the rules of behavior for laptop
computers and other mobile computing devices.

e Ensure users are trained in the use of encryption for laptop computers and other mobile
computing devices.

e Ensure physical security controls are in place for laptop computers and other mobile
computing devices.

¢ Ensure the unique requirements of connection of laptop computers and other mobile
computing devices to the network are addressed in the System Security Plan.

¢ Ensure that encryption methods employed on laptop computers and other mobile computing
devices provide the protection required in the Security Plan.

Users

e Obtain written approval of the office director before taking a laptop computer or other
mobile computing device overseas.

e Comply with the rules of behavior for laptop computers and other mobile computing
devices.

e Utilize encryption technology provided for laptop computers and other mobile computing
devices.

e Physically secure laptop computers and other mobile computing devices when not in use.

e Read and adhere to the laptop computer and other mobile computing device policies and
procedures in this section and Attachment X.

e Make supervisors and managers aware of any problems encountered in implementing laptop
computer and other mobile computing device guidance and procedures.

The increased risk of theft of laptop computers and other mobile computing devices is both a
security and a cost issue. There are significant costs associated with replacing the physical
hardware as well as the costs of restoring the information residing on the device itself. The risk
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s A - -

of dats discloware 1 also & menjor secunty concers.  Thus, case must be taken 1o gused agmnst
theft ot all mmes. Moroover, fundunental secunty peinciples mast be followed when using
laptop compaers and other mobde computing devices. For example, a user’s passwoed should
never be written down and stored with the device.

Laptop computers and other obile compating devices cammot be conmected 1o CBP networks or
systems madess the network or system ws certified and accredited for that functacaality. The
Security Plan st adentify She devices that cam be ssed 10 acoess the network or system, the
purposes for the socess, and the secunty controls 1o be etuployed for the cosmoction. In addihion,
aay laptop compmters or other mobile computmg dovices Bl process semative dats (whether oe
pot they are connected 10 2 CBP setwork) st etiploy vanes prosection. ALl disketies must be
scanned preot 10 use 10 cosre they are vines-fiee.

Rules of behavicor for laptop compatiers and other msobile computing devices must be published
ad enforced. Attachanent G provides guidance on nules of bebavicr, inclodag rules for laptop
computers and other mobile computing devices, and provides sample rules of behavior.

Fally, laptop computers and other mobile computing devices that process seusitive data e

omploy escryption technology. Encryption pohicses and procedures are addressed 1 Section
5.7.1. Encryption,

454 Governmest Furnished Pertable Electronic Devices

Use of Portable Electrosse Devices (FEDs) peesents secunty risks, particulaly i an SBU
eovwonment. Therefore, careful consideration will be given 10 any decision %o permst them in
CBP. Praor to usage of any of these technologies m CBP, such devices may be subyect to secunty
amalysis and testing, with vesules and recommmendations peovided to the CI1SO before approval for
use w granted

e CBP Policy Statements

1542 | VSB-dased worage devices must cmploy encryption of stoced data, FIPS 1802 | aep s
spproved cacrypticn s required.

Appeoval 10 e these devices must be grassod by e CISO. Desaal spproval
AEAD | for use may be based cn the partcular CBP covironment in which e device is | MP2

proposed for use. s well as the rvtare of the data to be stored om the device
$84¢ mwm_mmemh AC-19
commectod 10 noa-CRP devices or msed for classaficd data

CBP-owned cellular selepbones and PDAs can oy be used in compnction
wuh CHP nevworks of systesss (1o include sy downloading of data from a
1844 | coupmer workuaton 10 hese devices) if the cumrent CRA documentatioa AC-19
specifically addresses the inberent ks associated with e wse. Use of vch
devices mmnt be specifically auhonzod by the AD. who cvabsates and makos
the doctsaon 1o accept the rendual sk of use m S CBP caveonment.
$84¢ | Covermmcut-owned PEDs sy te ined for SBU CRP inforsation AC-19
Government-ownd PFD may be comectod 1o 3 CRP compuscr wyviem tht
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Policy Refevamt
D CRP Policy Statements Controls
m
processes sensanve informaton. bat not classafied informaton. to perfoem fide
q«mumam
454 | ANPEDs mest have tmeout mechanmans acovaiad Sar smoanatically proept | ac. 19
the wser o coter 4 password afier » ponod of mactivity
484 | PEDs that bave sndio, video recording, snd'or mssuision ae AC-19
protabited wibout e spgecval of the Auhonizing Officl (AO)
PEDs that are conectod directly to a CBP wired netwoek (¢ 2. via a hot sysch
LEAN | comectson 10 8 workstation) shall not be perssned 1o operme wiselessly while | AC19
directs .
Antivinus software shall be used ca wirchess-Capable PEDs and workstations
4545 | that are used 1o synchrossre twammnit data. The serwork sfastruchare shall AC-19
update aoti-venes software for all applacadle PEDs and thew supporting
deskrogn.
Government-ownod PEDs must be treated as amy other comprater sysiom o
and be cuther accsedned or sciuded tn the Techmacal Reference
4545 | Model as part of fhe rechnology msermon process in sccoedance with DHS and | AC-12
1R4L mnmmmmmwmdmm AC-19
parsuciers and sehings
e wformanon dored on mdmideal PEDs will be evalumod dermg the
sccreditation peocess 10 desenuine the seasitiviry of the mformation 10 be
AR41 | goved. 1 the AD comsiders the informanion 10 be highly semsitive, the AC-19
MmuWummMMI”
mmmmmmﬁhmwmm
1845 | pemed by ssother sdividead of office withis CBP of befoee thewr disposal AC-19
Refer to Amschinest V for modia nsmtion procedares

4858

Governssest Furaished Removable Media

CBP approved remsovable medsa (e.g. thamsb drives, extersal hard dnves, SD cards, etc) are

spency. Users must ooly use the CBP agpeoved removable media s

located m the CBP TRM, unless a warver bas beem granted by the CISO. If a warver bas been
granted. the waiver 1s valid for six mouths oaly.

Policy
1D

4852

CHP Policy Statementy

— OO

Appeoved removabtie moda (¢ 2 Sumb drvves externad bard drves, SD cads,
e ) shall wse encrypoon that & FIPS 197 (AES-2456) compliam and bas
feccived FIPS 140:2 valudaticn,

epic.org
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Policy Redevast
n CRP Policy Statements Controt
m
AN CBP aggeoved semovablie modsa (¢ 2 Sausb divves, exiormad bard divves,
230 | SD cands, oic) should be stoeed securcly. s addition, all content ou themb MP-2
drives man? be eacrypied
Competcr sorage modia, 1., tapes, dnks, remsovable &rves, oic containimg

$35¢ | FOLO mformation will be marked “For Official Use Oaly”™ ~ per DHS MD MP-2
110421

1854 | Any syvom wiach movablec moda s connocied 1o st have the Asolen s | 0.6

| v

AN CBP thasb drives moet be contrally tracked and sawvt be asugned 10

485¢ | ndvidual, and ot a group of users. For groups requining the use of themd Mp-2
dnves approval of e CISO iy seqaared

486 Personally Owned Equipment and Software (Not owned by or costracted for by the
Governmest

)

Users shall not use personalily owned oquipment (¢ 2 . laptop cotpaters, PDAs) or softwase o
process, access, or More semative mformation. Such equipment also inchades plug-in and
wireless (e 2. BlackBerry) penipherals hat may enuploy resaovable media (e g . CDs, DVDs).
Also mecluded are USB flash (thumb) drives, extermal drrves, and diskettes. Additonal policy
ad gidance pertamang 8o the protection amd disposal of perscmally owsed equipment and
software 18 addressed m Section 4.3, Media Controls. CBP shall conee that thus policy s
reflected in appeopanate rules of belavior documents and remnforced duning peniodic secunity

e
Relevant
':;’ DHS Policy Statements Coatrols

156a

—

Pervorally owned oguipmscat snd softwaee shall pot B¢ mad 10 procesi, accew,
of siore semsitive mformhon wibost the writien priog approval of the
Authorurmg Officad (AO). Amy approved personally owned USB-baned
stomage devices weed shall use encryption that & FIPS 197 (AES.2%6)
compliant and has recerved FIPS 180.2 vabdanon

SA6

1560

Equipmcnt that 1 not owsned or keased by the Foderal Govermment, or operatod
by a contracior on bebalf of e Foderal Govermment, shall not be connecied to

CBP equipment of petworks withous the wiinen prior apgeeval of the (150,

SAH

156

CBP persornc] Ball not tntsodoce say 1T asset mio the CBP competing
enveommont and of [T mirasracome. nor shall they process aay CHP d&aa on
sy IT asset of resosece device that bas boom obtained by DHS, CBP or any
other DHS componost. of aay other govamenental of noo-govermmmental cotiry
theoegh the mecians of civil o crisinal auct Sorfeitwe.

epic.org
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Responsibilities related to personally owned equipment and software are provided below.

Personally Owned Equipment and Software Responsibilities

AO

o Carefully evaluate the risk associated with authorizing the use of personally owned
equipment or software.

CISO

e Enforce CBP policy prohibiting the use of personally owned equipment to connect, process,
store, or access sensitive information and systems.

ISSOs

e Enforce CBP policy prohibiting the use of personally owned equipment to connect, process,
store, or access sensitive information and systems.

e Conduct reviews, at least semiannually, of all equipment and software in their respective
offices to ensure that only Government-licensed software and equipment are being used.

¢ Ensure that rules of behavior address policy regarding the use of personally owned
equipment and software.

¢ Ensure that security awareness sessions address policy regarding the use of personally
owned equipment and software.

Users

o Adhere to CBP policies prohibiting the use of personally owned equipment and software.

No personally owned equipment is to be connected to CBP equipment. Exceptions require
written approval from the AO. Exceptions shall be made only when the AO deems that the use
or connection of personally owned equipment is essential to the mission. The AO shall accept
any risk associated with personally owned equipment and this residual risk must be documented
as part of the C&A process.

CBP shall conduct reviews, at least semiannually, of all equipment and software in their
respective offices to ensure that only Government-licensed software and equipment are being
used, or that appropriate exceptions have been documented.

4.8.7 Personally Owned Portable Electronic Devices

A Portable Electronic Device (PED) refers generically to the broad array of small, mobile
computing devices, which include personal digital assistants (PDAs), cell phones, text messaging
systems, and any device that records, stores, or transmits data or images electronically. A
significant risk of using these devices is the limited availability of encryption technology needed
to protect the data processed by mobile computing devices.
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s CBP Policy Statements e

_—-—-——
157 | Persoanally owned Portable Electrosoe Devices (PEDs) shall notbeused | 4019

fo process. stose. of transmut sensitive CBP mformation
Perscaally ownod Portable Electrosne Devices (PEDs) sball not be
comnected 10 2 CBP computer sysiens that processes sensitive
LETh | forsation 10 perform file sharing or for the update of calendars. This | AC-19
specifically inchoades wse of the Universal Senial Bus (USB) port o
upload or download daa 10/ from a CBP-owned device

Use of these devices may be appeoved on a case-biy-case basts by the
AO. Any persosally owned PEDs used shall have eacryptsca that s
FIPS 197 (AES-256) compluant and receive FIPS 140.2 vabdation,
However, approved persoaal PEDs used with seasstive CHP systens
4575 | st have all files sanitizod as part of the persounel exit procedure AC9
when leaving CBP employment. Semsative files will also be sanatized
when s emplovee changes position to another duty posation that does
not require the sensitive data stored on the PED. Refer to Attachasent Y
for medsa samatatyon procedures.

1874 | PEDs that bave sadso, video recording, and/or trassaission capabalities AC-19
are protubited without the approval of the AO

AO shall appeove the use of other add on devices, sach as cameras and

187¢ |recorders. Functions that can record o transmit seasative infonmation AC-19
via vadeo, m&red(tﬁ).an&oﬁw(m’)hnbewknln

areas where scosative | 15 discussed

4838 Hardware and Software

CBP mmst be cognizant of the threats and vulnerabalities associated with hardware and softwase
installation and maintesance on IT systems.

DHS bas preblndbed secwme baselawe conlfipaeation guades for several operating systets, the
Ouacle 91 database imamapetent sysieus, aad CISCO routers (see DHS 43004, Enclosure 1), and
will provide additional configuratson guides as regquaed. These hardening gusdes peovide system
s database adiministratons with a cleas, concise set of procedures that will covere a miniaum
baseline of secarnty s the antalistion and coafiguration of the hardware sad software. These
baselines represent the nuninsmm coafiguration requirements. CBP 1s authonzed 1o maplement
more onerous confignnnon guides. These baselmes were developed using a vanety of secunity
guidelmes from the Natooal Secunty Agency (NSA). the Defease [nformation Systems Agency
(DISA), NIST (NIST SP 800-70. “Secunty Configuration Checklists Program for IT Products -
Guidance for Checklists Users and Developers™), and other Federal agencies and from vendor
recommmendations.

Waivers 10 the requirements contumed m the hardening gedes should be roguested unng the
Waivers and Exceptacas Roquest Foem (Atachment B).

205

epic.org EPIC-18-07-31-CBP-FOIA-20190517-1stInterim-Production-pt2 000218



CIP INFORMATION SYXTEMS SECURETY POLXCTES AND PROCIDURES HANDIOOK
B 1800.03D. Vinaoni1 0

Relevast
e CBP Policy Statements sdier

—

CEP shall conure that the untallanon of leedware and software products mechy M2

4552 | the roqurcmcnts specifiod in applscable DS secure taschine configunation M6
gndes.

4880 | CBP shall bt access %o sysicm softwase and leedware 10 suthornured AC-3,
II!”"II' m‘s
CBP shall sest. authonze. and appeove all scw and revised software and M2,

455¢ | hardware poor 1o suplementation 1 sccordance with thewr Conflgunesa OM.3
Mussremncsd Plan
CRP shall sasape syviomn 10 rodnce vialnerabibies theosgh valnerabalry M3,

B34 | renng peoagpdy mstalling parches. and elimnating of disabing usnecessary RA-S
services. if posuble.

488¢ | Mamtemance ports shall be dissblod and shall caly be enablod Gurng MA-L
HAIACMK ¢

asng | Syvem liteancs dall be manaped snd mamtancd o peotect privilepod $3.7

prograun and 1o prevent of menimese he infroduchon of usathorred code

1835z | Componcns shall develop maumesance policy aad procedures. MA-I

If <leared matsicnance pervorme] are aot svadlable, a ranted DHS caployee
with weflicicnt techmncal knowlodpe to dctoct and prevent snaushoized
medificaton o S mformanon syviom of oy ietwork sball moanor sed ewont

185N de 14 Thes hall MA.S
onlly ocour i exceptional cases. CBP shall take all possible steps to compe thae
rested mamscnance persoanc] ae avalable
Maintcnance mang » &dfferest mer's ideutity may be performed culy when the

4583 user 15 prosent. The weer st Jog s and obscrve the maindemance actions at all MAS

nmes. Users shal nov share thelr anthennication Mrmation with meintenance
periowwe!

Emploves shall not s porvenally ownod oquipmcnt or softwarg 50 process,
155) | access. or vore sensivve information without e price writien appeoval of the | AC-20
AO_ This mclndes laptogs. PDAs. portable data storage devices. and software.

A property pass trest accosspany all oquaprnent that enfers of leaves e
sxak | Namonal Data Conter, repredicn of ownendap of the oquipmcnl. Detadled PE- 14
mformmation can be found in the CB2 Phosical Secunty Haadbook (HB 1 800.
02A)

| Hardware and Sofltware Respomsibilities '
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Hardware and Software Responsibilities

DHS CISO

e Provide guidance in the preparation of secure baseline configuration guides for hardware
and software; CISO approves secure baseline configuration guides.

AO

e Ensures new hardware and software products have been approved and documented in the
C&A documentation.

ISSOs
e Ensure adequate security measures are in place to protect access to hardware and software.

e Ensure new hardware and software products have been approved in accordance with the
configuration management plan prior to installation.

Network/ System Administrators

¢ Ensure hardware and software is properly secured.

¢ Ensure maintenance ports are disabled when not in use.
e Ensure unnecessary services are disabled when possible.

e Scan system periodically to identify vulnerabilities and take corrective actions to reduce
vulnerabilities.

e Test software security patches on a non-live system prior to implementation on active
production systems.

e Ensure new hardware and software products have been approved in accordance with the
configuration management plan prior to installation.

Facility Managers

¢ Ensure adequate physical security measures are in place to protect access to hardware and
software.

e Ensure access control policy is enforced.
System Owners/IT Project Managers

e Ensure that the installation of hardware and software products meets the configuration
requirements specified in applicable DHS secure baseline configuration guides.

System maintenance requires either physical or logical access to the system. One of the most
common methods hackers use to break into systems is through maintenance accounts that still
have factory-set or easily guessed passwords. War-dialing techniques will also reveal
maintenance ports that are not protected.

Only authorized personnel are to be granted access to system software and hardware in CBP. All
authorized personnel must have appropriate security clearances prior to receiving access to
system software and hardware. This requirement includes maintenance personnel.
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Msﬂmuc»hb&hdmhfonwhpt.ndw“mm
of seftware duneg tsatenance se 10 be logped. Al mew of revaved software and hudwaee
must be tested. suthonzed, and approved in accordamce with the configunation masagement plan.
New hardware and software st be docussented in the CRA package and approved by the AO.
Following [T system wpgrades or consolidations. ssrplus equipment nust be secured until it has
been peepared for smplus.

As cuthined in Section 5.4.9 vulneratality testmg st be conducted regularly to identify existing
vulnerabibtios.  Patches are 10 be matallod, afler sestimg i & moo-live cavromment, & they
become svmlable  All snecossary services provaded by the operating systems ment be doabled,
i posaabile. Fusally, mamtenance poets st be disabled sad caabled caly dunag musasiensace.

489 Personal Use of Government Office Equipment and DHS 1T Systems/'Computers

This section discusses CBP policses applicable 10 the persomal use of Governument office

oqupment and CBP IT systems'compaters. Policies poverning personal use are derived from
several DHS mamagessent directives and U S, Castoms Dawective 5230-031:

e CBP Policy Statewnrats -

—_——
CBP coployees may wse Govermment office oquipment and CBP IT
systoms Compaters for authorured parposes caly. ~Auhonzed wse™ nchades
Renned personal e w described in DHS MDD 4600 |, Persomal Use of
4892 | Government Office Equipment. and DIHS MD 4900, lndnidal Use and -
Opcration of DHS [nformation Systcmn/ Compaters and U S, Cusdoan
Deective $230-03 1, Lamsited Personal Use of Government Office Equupanent
mcinding Information Techoology.

Limited personal use of CBP conadl and Internet services & auhorized for CBP
caplovecs o lomg o5 this uie doss ot iaerfoee with officaal duses or Canse
depradation of network services. Speaifically prokibned acavities sxinde
stremsmang of sudio or vadeo, social sctworking. pecr-to-poer netwerking.
software o music sharsg puracy. caline panusg, webmul, bestant

(M), hacking. md the wwewmng of porsograplry or other offensive commest.
CBP users mst couply wil the provisioss of DS MD 4500, DS E-Mad
Usage, and DHS MD 44001, DHS Wb and Information Systetus and U S
Custors Darective 4230031, Limwted Pernomad Use of Govermment Office

Equipmcnt ik Inding Informaton Tectmolozy

CBP wsers 8o not have sy nght 10 of expectamon of privacy while ssing
4592 | Government office equipmsent sad'oe CBP IT systems/'coaputers, isclodng ACS
; ) comail ser\s

The use of Government office ogupment and CBP IT systeus Compusers
COmnuies Conent 10 moaitoning and saditing of the oguipencnt'sywicess ot all
4894 | nmes. Motstoring inchedes the tracking of sicraad trasactions and cxsermal ACS
texanactaonms vach as Joscenct acoess. 11 also inchades saditing of siored dats o
focal and norwark storape devices s well as semovable media

4590
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Pelicy Relevast

n CBP Policy Statements Controb
CBP wsers are voguaired %0 sign rulles of belavior prors 10 bewng pranted [T

189¢ | mocounts or access o CBP IT syssoms or data. The s of behavior shall L4
ot & “Consent 10 Moaior™ provisson and s acknowledpcment that the
uset bt 0o expectation of privacy

Coatractors of other non-CBP cployecs e not sushorized % e
Governmsent office equapsacnt o IT systenn computers for personal use,
unbess limsted personnl wse is specifically permaned by ®he comtract o
4390 | memorsadam of sgrocmsent. When w suhorized, the hmstad personal use -
polcics of ths section and the provivions of DIES MD 4600 1, DHS MD 4900,
DS MD 4800 1, ad DHS MD 45001 U S, Custonn Dyrestive S230.05)

shall apply

Responssbalitios related to personal wse of Govermsent office equipment and CBP IT
systems 'computers are provaded below

Personal Use of Government Office Equipment and CHP I'T Systems'Computers
Respomibibities

DHS CIOCISO

o Provade policy aad guidance concernang appeoprale e of computer resources

o Establish aad unplement appropriate enforcemnent policses for nomcompliance with
COMPUICT TEsOmee tsage pobcies.

Asvsistant Commissioner, Office of Finance

o Establish policy comcerming the masapenent and wie of Customs office oguapsacot

Awsistant Commivsioner, Office of Infermation and Technology (OIT)

o Establish policy for the management aad use of CBP IT equipment. OIT wall monitor
Internet activity, document usage contrary %o fhas policy and advise the Office of lntermal
Affaus

150

o Emsure that controls, mcluding awareness sanmg. are m place 1o mumimise or peevent
wanthonzed use of Government resouwrces

Office of Internal Affsirs

o lnvestigate alleged violations of this policy as cnmmmal activity or senions masconduct.

Superyvion

o Enforce personal use pobicies, s luding remedial training and other sanctsons.

o Prosspdly report umanthonzed use of Governument resources in acoordasce with CBP
mcidest repocting procedmes (see Attactunent F).

ISSOs, Network/Systema Adminkstrators
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Personal Use of Government Office Equipment and CBP IT Systems/Computers
Responsibilities

¢ As needed, remind users of their system responsibilities and the potential penalties for
misuse of system resources; remind users that they do not have any right to or expectation
of privacy while using Government office equipment and/or CBP IT systems/computers,
including Internet and email services.

Users

¢ Be aware of the personal use policies described in this section of the handbook and in other
references provided by DHS and CBP security officials.

o Adhere to personal use policies established in this section and in other references provided
by DHS and CBP security officials.

e Promptly report unauthorized use of Government resources in accordance with CBP
incident reporting procedures (see Attachment F).

e Be aware of and understand the disciplinary actions associated with violations of
information security policy, including the unauthorized use of Government resources.

e Should NOT have any expectation of privacy in the use of Government computers or
computer systems.

Contractors and non-CBP Employee Users

e Understand and abide by the personal use provisions of the contract or memorandum of
agreement with CBP.

The use of Government-furnished property, including but not limited to office equipment,
supplies, computer equipment, software, telecommunications devices, networks, and IT systems,
is for official, authorized purposes only. Some limited personal use is allowed, but only when
such use:

1. Involves minimal additional expense to the Government

2.  Takes place during the employees non-work time (i.e., time when the employee is
not expected to be addressing official business)

3. Does not reduce productivity or interfere with the mission or operations of CBP

4. Does not violate the Standards of Ethical Conduct for Employees of the Executive
Branch

5. Does not allow for intermingling of government and personally owned computing
systems. Employees are permitted to use a government system in its standard
configuration only.

In addition, any limited personal use must be appropriate. Examples of inappropriate use include
the following:

210
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10.

11.

12.

13.

Use of Internet sites resulting in an additional charge to the Government.

The creation, download, viewing, storage, copying, or transmission of sexually
explicit or sexually oriented materials, materials related to illegal gambling, illegal
weapons, terrorist activities, or any other illegal or prohibited activities.

Use of government office equipment for activities that are illegal, inappropriate, or
offensive to fellow employees or the public (e.g., hate speech or material that
ridicules others on the basis of race, creed, religion, color, sex, disability, national
origin, or sexual orientation).

Use for other than official Governmental business that results in significant strain
on CBP’s computer systems (e.g., mass mailings or sending or downloading large
files such as programs, pictures, video files, or games).

Any otherwise prohibited activity, such as sending out solicitations or engaging in
political activity prohibited by the Hatch Act.

Modify equipment, including loading personal software or making configuration
changes to accommodate personal use.

Use of government systems as a staging ground or platform to gain unauthorized
access to other systems.

The creation, copying, transmission, or retransmission of chain letters or other
unauthorized mass mailings regardless of the subject matter.

Use of CBP systems for commercial purposes, in support of “for-profit” activities,
or in support of other outside employment or business activity (e.g., consulting for
pay, sales or administration of business transactions, sale of goods or services).

Engage in any outside fund-raising activity, endorsing any product or service,
participating in any lobbying activity, or engaging in any partisan political activity
prohibited by the Hatch Act.

Use of CBP systems for posting agency information to external newsgroups,
bulletin boards, or other public forums without authority. This includes any use that
could create the perception that the communication was made in one’s official
capacity as a government employee or representing the government as a vendor.

Any use that could generate more than minimal additional expense to the
government.

The unauthorized acquisition, use, reproduction, transmission, or distribution of any
controlled information including computer software and data that includes privacy
information, copyrighted, trademarked, material with other intellectual property
rights (beyond fair use), proprietary data, or export controlled software or data.
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14, Open anaclunents when sccessing aoa-CBP mel systesss. Opensng attackanents i
2 non-CBP masd system presents a secunity risk of introdecing varuses, Tropans, of
other malicious code into the CBP network

15, Use of official emadl addresses for other than official CBP business
comunumcations and signing wp of registening for wsapproved malings of services,
A moee complete list of mappropraate wewes 15 contained 1w DHS MD 4600 1 sad US, Custons
Darectrve 5230031
ksappropriate use is considered a secunty mcident. Depending om sts severity, the meidest sy
be deemed a security violation and, as such, be reportable wader the CBP SOC/'CSIRC peovisions
of Section 4 9 and Attachment F.

Failure 10 adhere 8o CBP persomal use policies can also result m sanctons. CBP employees may
be subject to discaplinary action for faakare %o comply with CBP secanty policy, whether or not
the faalure resalts tn criminal peosecution. 1T secunity-selated violations sre addressed on the
CBPoet, under CBP Standards of Conduct and Tables of Offenscs and Pesaltios webnate, URL:
hittp www cbp gov xp'cgovicareeryneo_itaddinonal o standuds of condect’. Addimosal
violatioars are listed 1 the Standards of Fitocal Condact foe Fruployees of the Executive Branch.

Employees should NOT expect prrvacy when using Government resowrces. To the extent that
cmployees wish their privade actinities to remsain peivate, they should avoid using CBP comsputer
systemas for sach activities. A banner message indicating this policy will be desplayed on the
login screens of CBP compaters. Thes mformation will alxo be mcluded n the Rudes of Behavior
that wsers are required %o sign on s anmsal basis.

The use of Govermment resowrces constiites an unphied comsent 10 mosstonsg and soditing of
the equipmoent/ systems at all nmes. Moastoring meludes the tracking of mtermal CBP netwoek
transactions sad extermal transactions such s Imernet acoess. [t alswo inchades anditing of soeed
data on Jocal and network stomge devaces as well as resovable media. For example, the CBP &
sarborized 10 access emasl messages of other documents on Govenuuest cotmpuier sysiems
whenever it bas a legstimate Govermmental purpose for doing so.

Contractors are not authonzed 1o use Governmsent office equiptnent or IT systenss'computers for

personal use under sy circumstances, unless hassted persomal use s specifically permitted by the
contract. When so ssthorized, contractors shall be governed by the bmted personal use policies
of Shas section

48,10 Wircless Settings for Peripheral Equipment
to allow wireless access to these devices. Although convessent, wircless aocess comes with
asddtiomal rsks. In pevesal, wireless access 15 not allowed on CBP networks.

e CBP Policy Statements s
—
15102 | CBP shall cosue that wechess capabilitics for perpbenal equipment are M9
disabied Thas agplics all w peripherals comnected so auy CBY nerwoek or %o
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s CBP Policy Statements e

sysooms procossing of hosting CBP sensstrve data.

Ia Cmes where valid masicn rogquiscincats of oquptoesl lirstatom pecvent

45100 disabling wircless capabibines, CRP shall couply with all sequarcascnts M7
‘ owthned n Section 4.6, Winclews Commmmacatnon and obtam a waives o

exception 1 accordance with Section 110, Exceptions sad Wavers.

49  DHS and CBP Information Secarity Operations

The DHS SOC 3 the central coordimating and reporting authonty for all Setsative and Natsosal
Secunity computer secunty mcidents theoughout the Department. The HSDN SOC wall report
mcadents 10 the DHS SOC tlwough appropeiate chasesels 10 protect data classification. The
HSDN SOC is subordusate to the DHS SOC, acting as the central coordinating and seporting
mubority for all SECRET competer security incsdents throughout the Department.

Over the last decade both the Government and prvate isdustry bave become increasingly reliat
on compuier and networkag resources. At the sasne tsoe, attacks agains! these astoamed
systemns bave increased dramatically. As relsance om compater resources bas increased, the
systenns St process the mformation cntscal o tese organizations have become more vulnerable
10 sttack, viruses, system fmlure, and user error. These probless Bave occumed watlun both
hugh- and kwgeofile organizations and have oocurred regardiess of the sensitivity and crsticality
of the data being processed

Encidents can be accadental or malicious, can be consed by cutsade intraders or wternal
camployees, and can comse significant doruptions 10 mission critical business peocesses. These
scmative information, and dmninish the integnty of cntical data. The effects of secwnity ncidents
can range from embarrasament, sterruption of service, maltality 1o Smction, and, potentially, o
loss of hunwn hife. Accordmg 10 3 Gemeral Accounting Office (GAO) October 2001 report,
Information Shanng: Practices that Can Benelfit Crtical Infrastracture Prodection, a sigmificant
conoern 1 That terronats or hostile foreign stases conld severely damage or diseugd cratical
operatons, resultmg m hasm 10 the public welfase,

To belp combat the disnaparve shoet- and long-term effects of secunity incsdents, daection from
higher authority sequares that cach Goversesent agency tmplemsent and mamtain a secunsty
ncident reporting and handling capabality, Examuples of thas deection inchede the followag:

OMB Cucular A-130 specafies that Federal agencaes will “Ensure there is a capabulity to provide
help to users when a secunty maident cocurs m the system and o share mformation concerming
comenon vilnerabalitios and theeats.”

The Federal lnformation Secunty Management Act of 2000 (FISMA) directs that » peograsn for
detecting. reporting, and respoading 10 secanty meidents be establisdbed in each Department
FISMA also requires the establnbencet of a central Federal mformation secunty meidest center.
This cemter 1 the U S, Computer Exsergency Readiness Team (USCERT), established = 2003
within DHS.
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o addition, OMB M-06-19 (Repoatang Incidents Involving Persomally WM
sad Incorpocatmng the Com for Secunty m Agency Information Technology lavestients)
requires that agencies report all incidents involving perscaally identefiable information to US-
CERT wythin cae bour of discovery of the incsdent. Al mcidents mvolving personally
identifioble mformation n electromc or physical form are %0 be reported, and no distmction is to
be made between suspected and confinmed beeaches. US-CERT will forwand all agency reports
to the approprate Identity Theft Task Fosce poant of contact also within cne bour of notification
by an agency.

Policy
10

49»

CHP Policy Statemenly

3 s the polcy of CHP that conployees and contractons have 2o prmvacy
expectations associated wi the use of sy CBP perwork, system, or
spphcation. Thes policy 1 further exsended 10 asyoone who is gramted account
BO0CS 10 any serwork, syvicss, of application @ wi¢ in CBP. By complenng
the acconnt log @ process the acoount owmer acknowlodpes their comant %o
maoeng.

450

The SOC shall be operationally subordisane 10 e DS SOC.

49¢

The DHS SOC o CRP SOC shall lead the cocedmancs and adssnivration of
departinest and CBP policy enforcemont points. sach as focwalls.

194

The DHS SOC shall moplement the Department logging strategy. cocodnated
with the CBP SOC, 10 enable cadposst visibulery and Deparmmental situational

ELE 3 Lt

49¢

The CBP SOC shall have the capabeity 1o process imacibzence mformmtion af
the collmeral level o abowe. CHP SOC shall have the cagability 10 receive
TSSCT mfonmatcn. The DHS SOC and CBP SOC shall kave the sbdity 0

R4

491

The SOC shall cnsure that persommct are appeoprscly cleased 1o access
JWICS. mm—nﬁ‘mm»mumuwa
personnel %0 be cleared, bun ot least coe clessed persom should be available per
shuft. (Thus person may be on call ) A govermment officer capability shall be
svailable contimmomly Sor madent revponse sad suanapemcnt

19¢

The SOC shall establinh and mattam » forcasic capability as outlined m the
Deparmment of Homeland F (DHS) Secunty Operatons Concept of
Openmons (CONOPS) (1 )

IR.7

a%h

Department soomty operations shall provade 3 vulnorababty smaapement
capability. wssocm-mms«m\m

Si4
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s CBP Policy Statements ek

—

CISO shall camawe that the DHS CIS0 s kept appenad of all pertment maatiens

49i mvolving the socwrty of mformation systams and that scosney-eclated $1.4
o decrsions and mfonnation are disanbased 10 e ISSOs and oher appeoprune !
persons.
49i CISO shall excrcise oversaght over all Component socunity operations -1
J fenctions, ncloding the Component SOCs.

Secunity incadent respose and reporting respoasibilitses ave provaded below

Security Incident Respense and Reporting Respoasibilities

DS C1O

o Determines whether or ot security incsdent mformatson is releasable 10 the public.
DUS CI1S0

o Mansges the DHS SOC/'CSIRC and the meident reporting peogram.

o Advises the DHS ClO cm status of ssignificant incadent activity.

¢ Advises the DHS ClO ca the owcome of mcidest mmvestigations.

o Duanbutes mewdest reports 10 each Component,

DHS SOC/CSIRC

o Scrves m the focal pomt for all DHS scident response activaties, 10 inchade roporting,
s idest rosponse. and remediation

150
¢ Emsures complance with DEHS moadent reporting and violation bandling polcies
ISSOs

o Ensure that system development and site perscamse] submat incident reports as specified m
this section of the handbook.

o Ensure that systems development personnel and system wers are tnined i the peoper
procedures for recogminng aad reporting secunty incsdents in accondance with the
regquarements in Attachmeent F, locident Response and Reporting.

System/LAN Adminkstrators

¢ Prooeptly report computer secunty mcidents i accordance with DHS incadent reporting
yroceduwes (see Attactanent F).

Users
hoqdynwﬂm&nmmmtymdmmmhcemmmls-cwm
F).
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49.1 DHS Security Operatisns Center Organization

The Secunty Operations Center (SOC) organization, illasteated 10 Figure 491 veflects its
operational strocture. The DHS SOC reports to the DHS C1O, while the DHS CIO and the DHS
CIS0 peovide semior nasagement pusdance and duection to the DHS SOC, which m tem

provades gmdance %o Component SOCs, (inclodmg CBP)
Figure 4.9.1: DHS Security Operations Conter Organization

TR

49.2 Legging and Monitoring

The DHS SOC shall masstain viabidsty sto secunity operations by wang logging sad monitonng.
The DHS SOC Jogging strategy can be beoken into two main components - real-tmse Secunty
kncident Masagemsent (SIM) logaag and monitonng. and archive kogging designed for offbae
processang and bter retrieval m the event of a security incadent

Effective DHS secunty event logging capabulity requires the SOC and component asset
ntegzation, roquisste event visibility, retention, storage considerations and dwection foe

componeuts to provade logging events mio the DHS SOC 1oolset and relevamt secunity policy
reference.

Departiness logging guidance is documented in the DHS Logging Strategy m the Departiment of
Homneland Security (DHS) Secunty Operatsoas Concept of Operatsoas (CONOPS).

493 Authority and Mansgement

Secunty operations oversight and masagement i mborently a govermmental respoasibelaty, mot
one that cam be cutsourced solely 10 contractors. Whale the SOC may m-source secunity
operatsca capabalitios froms contractons, the respomability sad ulssate suthonty west be with »
poversmnental authonty. The govermmental authonty, commonly assigned 10 a foderal SOC
mamaper and one o more Watch Officers, swst have the abality 10 make deczaons on bebalf of
the government to respond 10 the ever-changeg cyber theeat laadscape. This is not an seboanty
that cam be delegmted oul.

The federal SOC manager and ot least one governasent Wasch Officer must be cleared to TS'SCL
Kdeallly all Watch Officers willl be TS'SCI cleared. This is necessary 10 receive theeat intelligence
updates at TS and above.
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As cyber operations ase a conlinnous activity, governmental sahonty must be available
contssaously. Thes conunonly i handled i the creation of theoe of moee watch officers on as 8
hour shift retation, o governmental authorsty passed from one SOC to another 1o cover their
watch area during off-hour operatioss. A DHS Watch Area must never be without govermumental
oversight withan the cham of ssthority.

494 Forensics

Computer Forensics 1 . the examination of computer systems and the digital mformateon
muduudummbmwﬂmm:wotn
vestipanon’. " Whenever & sysicm Compromsse occurs, A compater forensic mvestiganca will
reveal whether of not the petwoek o system has becn usod m the commisaon of becote the
target of a crome. [t wall also potentially reveal vectors aad methods to protect agasmst future
inced

The DHS SOC, m coopenation with CBP, wall conduct compmter forensic exanunations as
deemed necessary in accordance with the incident respoase gmdelines detadled in Astachenent F.
The DHS SOC will coordmate support frous CBP with appeopriate capabalities for supgport in
handlag medents requirmg compater forencs.

Anry mvestigation that reveals potential cruminal sctrvaty st be turmed over 10 the apgpropraste
sabonity. Forensic mvestigatscns will nocmally comnest of three Biers, as depected i Table 494,

Table 49.4: Forensk Investigntions Tiers

N L g i N
! v.

Toer | The CBP or DHS SOC ‘I'InCBP«DHSSOCc«wkmtbc
1 expettive, saad saboaty
Toer 2 CBP or DHS SOC In cases where no cramumal activity s found,
Hvestagatons contact the the SOC mvestigatons will complete their
DHS SOC Forenaacs mvostigatson and report yesalts 10 the DHS
Response Team foe SOC. Becanse the natare and complexary of
proceduml, legal, oo IVeSgAlons Vagies, it is inposaible to
forenswe capalnlity advice | establnd a standsed nmeline for completion.
A5 DECEISATY. lovestigators must make all attemges 10
complete mvestigations as quickly x
without sacnificing thosoughmess.
Status updates shall be provided 1o the DHS
SOC durmg the weekly conference call.
Toer } DHS SOC mvestigators In cases of potemtial crmmamal activity,
discover potential criminal | wvestigators will notify the Forensics

1T Secnrisy Archiecrws Guadancs Vodwme )
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xtmly-dpnﬁ l!cwl’e--ldrﬁlmm
mvestagation jo the nsmapement 10 the leam.  The appropeiate
spproguiate sathority Mier | organzational teamn bead will asswme
coordmating with the DHS | responsibality for the svestigation based on
CIO sad DHS CIS0, the mature suspected crinunal actnvaty, CBP
and DHS SOC wvestigaton will pronade
Cxpertise & appeopose.

495 Valecrability Managessent

Vuloerability memagement 1s 4 combaation of detection, assessasent, and mitigation of
weaknesses within a system.  Volnerabdlities may be identified from a mumber of sowrces,
inclodmg reviews of previos risk assessments, aadit repocts, valoerability lists, secanity
advinonies. and system secanty testing such as amtomated valmerabality scanmng or secunty tests
wod evaluations (STRE)

The DHS SOC/'CSIRC 1akes » proactive spproach 1o vulnerabality sanagement inchodng
detecting vulnerstalities Quough testmsg, reporting heough Informancs Secesity Valaerability
Masagetnent (ESVM) tmessages, and conducting vulnorabality assessments (VA)

A core element of valoerability masagemscnt 1s mitigating the discovered vulnerabalinies, based
on a risk management strategy. This strategy accoumts for valinerabality seventy, theeats, and
msets o rak. Risk calowllation wall allow CBP 10 prioaitize remediation actions, m accordance
mﬁmﬁcmﬂlﬂmw Remedsation actions will be captured
CBP's pasch management policy.

4951 Information Secarity Velnerability Management

The DHS SOC'CSIRC wall sty sbweast of curvent system valnerabilitaes sad provade
recomesendations to CBP deough Information Secwnity Valoerabiliey Managemsent (1ISVM)
messages. DHS SOCCSIRC will forward advisonies from US-CERT, as apgpeoprate, and ensure
that each CHP s alerted. 1o cases where the alent, advisory or waming is tuse critical, the DHS
SOC/CSIRC may also mform the ClO and POC via telepbone. The CBP POCs will be asked 0
reply 10 the DHS SOC'CSIRC within a specified tame penod for mstances requineg response 1o
extermal orgamzations. Within CBP, the CISO = the POC.

These soessages will take feoe foemm:

1. Information Secunty Valnerabibty Alert (ISVA)
2 Information Secwnty Vulnerabilsty Bulletm (ISVDB)
3. Techmical Adviscey (TA)

The chamnctenstics of the vulnerabilities, messages and the roguired actioes are outlined in Table
4951
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Table 49.51: Information Security Valaerability Mansgement Requirements

L ISVB TAF
Rk Severe Mz Low
Yeu No
C Yes Yes
| Complaance Conlitmatcn Yesu No
w«m:wv within the Component

Amyone withi DHS may be added %o the ISVM distnbution list. Those wishang to be added
st provade 3 DHS emasl address and obtan nssapemendt approval  1SVMs contam sensilive,
"For Official Use Oaly. ™ sdformation and st not be forwarded 10 noa-DHS emanl accomts

Although ISVM messages ¢am be sent 10 savone, ouly the CISO or hew'her desigsated
representatives may ackesowledge recept of inessages, report comgphiance with rogescsnculs of
notify the granting of waivers,

ISVM messages will have the same geseral format and wall contaim the following sections, as

o Message numbey
o Voo
o  Relwted Conumon Valserabilities and Exposures (CVE) munbess
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e Contact information
e Revision information
See Attachment O for the ISVM Message Template.

Correspondence regarding ISVM notices should be sent via email to dhs.soc@dhs.gov.

4.9.6 Security Incidents and Incident Response and Reporting

The DHS SOC is the central coordinating and reporting authority for all Sensitive and National
Security computer security incidents throughout the Department. The HSDN SOC will report
incidents to the DHS SOC through appropriate channels to protect data classification. The
HSDN SOC is subordinate to the DHS SOC, acting as the central coordinating and reporting
authority for all SECRET computer security incidents throughout the Department.

The DHS Homeland Secure Data Network (HSDN) Security Operations Center (SOC) operates
as a separate component, though subordinate to the DHS SOC, in a similar manner to the SOC.
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Figure 49.6: Incident Reporting Process
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4942

CHP Policy Statemenis

CBP shall estabiinh sad maintam 2 contimons. SOC midont respoase
cagability

1960

CBP shall ncidcnts 1 Be DES SOC as 3000 as possibie via
plooe et ot bader than one bowr from “vabdaton™ (c.g &
secunty confinned a2 socurity inoadent). Ofher moans of
commumcanon. such as the SOC ONLINE portal (htyps seconlme. dis gov)
(Accessitie only via the DHS Insranct), aad the HSDN SOC ONLINE portal,

sec acceptable, best the CHP 1 respomsibie Sor posstively venfying tha the
notficanon s reccived and acknowledgad by te DIS SOC

IR-6

49462

Sigmficant HSDN incidonts shall be docamontod with a prclimmary repost thae
shall be provaded to the HSDN Govermmest Waich Officer or DHS SOC
within one howr. An sl report detadl shall be provided to DHS SOC a
S000 as posssbie bet pot later than ose bowr fhom “valkdation™ via secure
Commmaacanoms.  Subioquest updates sad stans scports slall be provaded o
DHS SOC every 24 hours via HSDN SOC ONLINE ustsl incdent sovolution
or when new mformation is discovered  Sspmficant midents are reportied

drndually on a per incaient basis and shall pot be repored @ the moathdy
susnary report. Attachunent F Section 3.0 for pmdance.

IR-6

1964

CRP shall repoet muinor ncidents on syvicmss = the woekly mcidens repont.
SBU systeuns may report viar the DHS SOC poetal (hips: Vsoconline dhis gov)
(Accossabie only via the DHS laranct). I there 15 00 portal acoess. CBP shall
PepOrt munor inchdents Vi cxnoel to divs socfidis gov. HSDN incsdents or
mcidenss with SECRET mformanen shall be decumented & 4 sunmary repont
via the HISDN SOC ONLINE poral

IR6

196¢

AN regorts shall be chvasifiod at B¢ lughest classification kevel of the
mionuation coatained i the document. Unamitized reports are % be marked
sad handled appropeastely. Refer 10 Amachesent F for pusdance.

%61

I there are Do inchdcnts 1 repoet for a gives week, & weekly “No lacidensy™
peport shall be sont via the DHS SOC portal (heps - socoshine dhs gov)
(Accossablie only via the DHS lotranct). 1 there 1s po portal acoess, CBP shall
peport memor mcadents via cmad sent 10 dhs so0it din. pov.

IR-6

1962

The DHS SOC shall repoet ssadents 10 US-CERT, m sccondance with e
Dxpartmcnt of Homeland Socanty (DHS) Secunty Operasons Concept of
Operations (CONOPS) (unchnsifiod <lassified), as they aoc reported. CBP
shall not send ncidont repocts duectly % USCERT.

IR-6

196N

The DHS SOC shall recenve chmlied spillage mcudent reports, sad suppont
the DHS Chief Secunty Oficer (CSO) for contamment and clcanup, a8
docementod in Anachmest F, Section 6.0 All classafied spallages are

sigmi Bcant incyients.

IR-6

epic.org
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s CBP Policy Statements

m
CBP shall dcvelop and publnh micrmal compstor socunty imdadant pospomne
1961 plams and inoxdont banding procederes. and peovide copaes to DHS CSIRC .1
' These procodures shall inchade a denmlod CM process for moddication of
secunry device coaligueations

Comrective actsoms sholl be Sakom when socurty mosdonts and violabons occur

1963 | and personnel shall be held accountable for imeationad trmsgresssous. A
CSIRC shall sepoet mcidents caly 1o e DHS SOC and % 0o other exicmal

496X | spency of ceprmization we
CIS0 shall caswe Incidont Respoase Tosting and Exercnes are condocsed I®.3

1961 sauvsally m coordination wrd the DHS CISO

49461 CBP Compuler Security Incideat Respoase Center

CHP established a formal Computer Socunty Incadent Response Center (CSIRC) cegamzantion.
The CSIRC charter requures detection and prelimunsey investigation of all known or ssspected
secunty violations posing o threst 1o CBP. These theeats could be froms enther mtemal or extermal
sources. All incsdents of msuse of CHP systetns st be reported 10 the CSIRC. NIST SP 800-
61 defines a compater security incadent as “a violation or imminent theeat of violation of
compater secunty policies, acceptable use polacies, or staadard secunty peactices.” This
definion can be expanded %0 “am event that 15 m violation of explicst or imphcnt secunty
policies.”

Should a compater secunity incadent be suspecied or detectod. munodiately contact the CSIRC
aed notify your supervesos masager 1f # 1 a significant incidest. (See Attachment F for detals
on meudent reposting procedures and definitions of meadents. Table 4.96.1 provides contact
infonuation 50 report secanty mcidents.

Table 49.6.1: Computer Incident Reporting Contact Information

CSIRC _ Coatmeacus

CSIRC Exail Address CBP.CSIRC@dhs gov

| DHS SOC/CSIRC foi6) (b7 xC | Coatizmous

Once the CBP CSIRC bas boem contacted, the CSIRC stadl wall envese that the myvestigatacn,
ssalysis, documentation, and resolution of the seported mcident are condaciod
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Security Incident Response and Reporting Respoasibilities

150

¢ Emsures complunce with CBP ncsdent reporting sad viclation kandling policses.

o Advises the CIO on states of sigmibcast mcident actinaty.

o Advises the CIO on the outcomne of maident investigations.

SOC/CSIRC

o Serves as the focal pount for all CBP maident respouse activaties, to inclade reporting.
i ident response, and remediation.

o Advises the CIO on states of significant mcident activity.

o Advises the CIO on the cutcomm of meident mvestigations.

ISSOs

o Emsure that systems developanent and site persomme] submat incadent roports as specified
s section of the bandbook

o Emsure that systemn developunent personnel and system wsers are trained m the peoper
procedures for recognizing and reporting secunity incsdents i accordance with the
rogquarements in Attackament V Virus and Mahcious Code Procedures. SystemLAN

i

o Promptly report computer secunty mcidents m acoovdance with CBP moident reportng
procedures (Attachment F).

Users

o Prosptly seport IT secunty meidents m acccedasce with CBP mcident reporting peocedaes
as documented above.

49.7 Law Enforcemsent Incident Response

The DHS SOC shall notify the DHS Cheef. Imernal Secunity and lavestigations Division, Office
of Secunity (CISID-OIS) whenever an incadent rogures law enfoecement mvolvessent. Law
enforcensont shall cocedimate with the DHS SOC, the CISID-OIS, CBP, and other apgeoprate
pasties whemever a crme 15 comumitted or suspected.

o CRP Policy Statements v

CBP shall coordinase alll external law enfoscament imvolvement through the
DIES SOC. Excoptions are oaly made dunng anenponces where there s nsk
4972 | tolife, lmmb. or destraction of peoperty. In cases of emergency noafication. IR.6
CEP shall soufy the DHS SOC & soon & possadle, by e most expedbont
means svatlable.

214
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- N N e e -

s CBP Policy Statements e
_

Secunty Incsdents may mciode a law caforcoment (LE) or cosmter unclliponce
(CT) clement. such as mamtaiming » chain of costody. All ncidonts contammg

a3 » LECT aspect shall be coordinmed with the DHS Ohief Secarny Officer s
(CSO) teough the DHS SOC
CHP shall obtain geadance from the DHS SOC before comtactmg local law

497¢ | enforcement excopt where there is sk o hife, health, or dostnaction of R-6
progesty.

Whenever a chain of custody requiremsent 1s sdentified, the DHS Chief. Internal Secunity and
Bervestigations Division, Office of Security (CISID-OIS), will lead the effort and peovide chain of
cutody gudance. Excopt m cases where tune s ontscal 10 peotecting lives, CBP should sot
report dsroctly 10 lvw enforcensent without first obtaining gudance from the DHS SOC, e CSO,
or CISID-OIS. For foremae mnvestigations, the DHS SOC will follow the theee-tser process
descrbed in 494,

495 Definktions and Incident Categories

A secunity event is » notable, bt smassessed, cocurrence that may affect a computng or
telecommmmecations syvtem of network. Events mary result from mdentsonal or unintentonal
sctions and iy mclode the sapguoprate wwe of CBP cotmpuier resomces. A even! iatees
o 2 mcident after it has boem assensod. The axsesstient puocess sy be performed by the
CSIRC, or the SOC, dependiag upon its nature asd cirommstances. Events ase wvestigated
individually, but the CSERC/SOC will review thesa globally for patterns sad tendencees thae
could idestify system velserabilitses.

An mformation secunty mcident 15 an assessed secanty event. It mary even be a sumple,
madvertent sitiation that can be rectafied by employee tramang. S«mtynod«m:mhkh
magpeopnate wse of CBP compater resoseces.  Exangldes inclade

I Useof lternet satos that pesuslt s an additional chagpe 10 the Goversment.

1 Obtaming, veewmng. of transmithing sexually explicit masenial or other matenial
mappropaate 10 the workplace, thes maght be considered to contnbute 1o a hostile
work enviroament for somse cuployees.

3 Use for other tan officsal Governsental business St result m sigmificant straun om
CBP cosmpater systems (¢ g, mass mashings or sending or dowsdoading larpe fles
such as prograsss, pectures, vadeo filles, of gamnes),

4. Any otherwise prolubsted activity, such as sending out soliciations or engagang
political activity probsbeted by the Hatch Act.

Sometimes, the secwnty incident is a clear violation of an exphicnt or inpleed security policy m a

computing of Seleconummmications system or metwork. DHS has sdentified several categonies of

2253
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computer security incident and defined them in Attachment F, Incident Response and Reporting.
Examples include:

1.

10.

11.

12.

13.

Unauthorized attempts to gain access to information
Introduction of malicious code or viruses into an IT system
Loss or theft of computer media

Categories of incidents include the following:

Unauthorized Access (Intrusion). Unauthorized access includes all successful
unauthorized accesses and suspicious unsuccessful attempts.

Denial of Service. Denial of service attacks include incidents that affect the
availability of critical resources such as email servers, Web servers, routers,
gateways, or communications infrastructure.

Malicious Logic. Malicious logic includes active code such as viruses, Trojan
horses, worms, and scripts used by crackers/hackers to gain privileges and/or
information, to capture passwords, and to modify audit logs to hide unauthorized
activity.

Misuse. A user violates Federal laws or regulations, Departmental, and/or CBP
policies regarding proper use of computer resources, installs unauthorized or
unlicensed software, accesses resources and/or privileges that are greater than those
assigned.

PII Incident. Incidents involving personally identifiable information in electronic or
physical form, including suspected and confirmed breaches.

Probes and Reconnaissance Scans. Include probing or scanning networks for
critical services or security weaknesses, also include nuisance scans.

Classified System Incident. Any incident that involves a system used to process
national security information.

Alteration/Compromise of Information. Any incident that involves the
unauthorized altering of information, or any incident that involves the compromise
of information.

Multiple Component. Any incident involving events considered significant
incidents in more than one of the above categories.

4.10 Documentation (Manuals, Network Diagrams)

Documentation of IT systems involves the collection of detailed information, including
functionality, system mission, unique personnel requirements, type of data processed,

epic.org
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Mddmp .mm.mwmumuww
systemn and setwork disgrams, 0ot of asets, sysiems commmmacations and facilities, sead sy
sddtsomal systemn-specific information. This information regeesents the foundation of the
coafiguration bascline of the systemn. All proposed changes 1o the configuration baseline naust be
amalyzed and tested to determine if they have secunty muplcations. This includes all peoposed
configuration chasges %0 operating systems, operating system security featares, applications,
cntcal system files. amd system devices. Changes maust be approved theough a formal
configuration chasge control bosd sad documented before they are muplemented

Policy Refevamt
D CHP Policy Statemeniy Coutrels
CRP shall coame that IT systems and networks are agpwoprancly documsented
4102 | n such a way as % allow others %0 understand sysiem operation and OM.3

configuramon.
OM-3,
4100 | Documcntation shall be updated whenover 2 systom change occun. CMS,
SAS
410¢ Docusmsentation salll be Kept on hand and be accessble 10 suthorured pervenncl oM
' (eachadiang DHS andnons) o ol tmes
Syviom documcntation my be categonsod as Somitive of decmed approprene
4104 | by the CISO. Thus category shall ot be used as 2 moans 10 7eStngt a00ess 10 M3
wadnoes or other persoane]
Documentation respoassbalities are provided below.

Decemeptation Respopsibilicies

150

o Enmsure that secwrity issses are formally documented and tracked duneg the SLC grocess.

IT Project ManagervISSOs

¢ Ensure that change control procedures are documented and mmplemented for all proposed
configuration changes to IT systems.

o Emsure that all peoposed configuraticn changes 10 operating systems, operating system
secunity featwres; applications, critscad system files, aad system devices are
approved by the Change Couotrol Board and documented prior to the change being
unplessented.

o Maintamn a capability to quickly approve and muplement tune-sensitive secuwnity patches
reaction %0 late-breakung secunity velserabilitses ideanfied by the DHS SOC.

o Emsure that all apgeoved changes 10 the conflignration baseline ae documentod, reviewed
for accuracy, aad that secords are mamtained for each IT m for both the current and all

227

epic.org EPIC-18-07-31-CBP-FOIA-20190517-1stInterim-Production-pt2 000240



CIP INFORMATION SYXTEMS SECURETY POLICTES AND PROCEDURES HANDIOOK
B 1800.05D. ViRaon 10

Documentation Responsibilities

o Emsure that formal system conliguratson reviews are perforsed.
. Mhmcu)mmmdmﬁmmhpmwlou&d
bacve lines

Chamge coutrol polcios mwadt take mio acooumt and bave provmsscas for quickly testing and
agpeoving tane-sensitive chasges that result froms newly released vulneratality informaton
Often m soday's climate, severe pew vulneratulities guckly present themselves and the sk of
pol mnodsately smplementng the vendor-supphed patch exceeds the rak of matalbag
untested vendor patch. CBP swet be able 1o seact quackly as these critical pasches are sdentifiod
sad released by the DHS SOC. Documentation of the IT system also encompasses its secwity
feanwes. The software, fnuware, alporithans, data stroctures, processes, and other design
mechanisass that satsafy » set of documsented secunty requiscascats represent the security
baseline of the system. Praoe 10 the system being placed in the operaticnal coviromment, defaule
settings of the security components are 10 be set to the most restnctive mode for operational
systemns.

Adequate records of chamges 10 the configmration o secunty baselsme mmst be reviewed foo
accuracy and maintamed for each system. A historcal Jog of chamges for the cwrent and all
Pprevious confipurations et be mintaned. Penodic conliguration reviens ¢ 1o be conducied
0 compunction with penodic mak sssessients

411  Isformation and Data Backup

Adbermg to requirements regarding data backups can signiicastly reduce the nsk that data will
be compeomised or Jost in the event of a disaster or other mterruption of service. A Backup
Operatioos Plan oomst be inchaded m the Contmpency Plan, & ducussed in Section 3,52,
Informmtion Technology Contingency Planning.

e CBP Policy Statemeuts b

—_—_— m————

il The polioacs i this document. inchadmg CEA rogquiroments. apply %o any <
device Sat process o host CBP data

The CISO shadl determune whether of 8ot sstomatod process devices should be
mclnded as part of an IT sysicn’™s CRA rogquircmsents, e

AN data mll be backed vp dally %0 avesd Josing crincal data roquared to
suppont the CBP nmsion. CBP shall msplement and enfosce backup

procederes a part of ey contispency plmnmg  CBP dats dackup strategies o0
sad gradance s detatled mosecthons 401 ) and 4 112

411b

41
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Information and data backup responsibilities are provided below.

Information and Data Backup Responsibilities

CISO

e Establish and enforce backup policy.

e Provide technical expertise and evaluate the effectiveness of backup approaches.
Certifying Official

e Ensure that a Backup Operations Plan is included in the Contingency Plan.
System Owners

e Ensure that a backup strategy and procedures are established, implemented, and tested in
accordance with the contingency plan.

System/Network Administrators

e Ensure that regular (daily, weekly, monthly) backups are performed in accordance with
system requirements.

e Ensure that analyses are performed to determine the volume of data to be backed up,
frequency of data modifications and updates, and access needs of the user community.

e Maintain a proper rotation strategy for backups.

¢ Ensure that all backup tapes are properly labeled in accordance with the highest data
sensitivity level assigned to the system.

¢ Ensure that on-site and off-site backup storage locations are available.

¢ Ensure that on-site backups are stored in fire and water-proof containers.

e Ensure that at least one backup copy of system software is retained off-site.
ISSOs

e Ensure that a Backup Operations Plan is included in the Contingency Plan.

e Ensure that the Backup Operations Plan is tested at least annually and more frequently if the
risk and magnitude of loss is sufficient to warrant doing so. Ensure that timely corrective
actions are taken to address deficiencies discovered during testing.

¢ Ensure that on-site and off-site backup storage locations are available, that on-site backups
are stored in fire and water-proof containers and that at least one back-up copy of system
software is retained off-site.

o Ensure that users are apprised of their responsibilities with regard to backing up any
sensitive data residing on their hard drives.

e Review the Contingency Plan as part of the accreditation process.

e Ensure users and system administrators understand their responsibilities and are aware of
negative impacts that can result from failing to adequately back up critical data

229
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Information and Data Backup Responsibilities

e Ensure the Contingency Plan, including backup procedures, is tested at least annually and
that timely corrective action is taken to address deficiencies discovered during testing.

¢ Ensure that all testing is formally documented and ensure that records are maintained as part
of the system history.

Users
e Understand the critical nature of backing up sensitive data.

e Never keep critical data on individual hard drives unless a backup copy exists, preferably on
the network.

e Keep supervisors apprised of projects in which critical data may not be adequately backed
up.

4.11.1 Backup Strategy

Development of a data backup strategy begins early in the life cycle when the criticality/
sensitivity of the system is first considered. The following factors (derived from the Risk
Assessment and documented in the Contingency Plan) will drive the data backup strategy:

e Application restoration priorities based on CBP mission criticality

e The maximum amount of permissible downtime before CBP mission requirements
are seriously degraded

e The amount of data updates that can be lost between a service interruption event and
the last data backup

e The amount of changes in system configuration settings that can be lost between a
service interruption event and the last data backup

¢ Interdependencies with other systems
e  Who the system owners are
Elements that must be considered as part of the backup operations strategy include:
e Specific needs of the site
e People, their roles, responsibilities, and skill levels
e Hardware requirements
e Communications considerations
e Supplies required
e Location and availability of an alternate processing site
e Transportation requirements
e Space requirements of the recovery site

e Power and environmental requirements
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e Backup documentation requirements.

The frequency of backups will depend upon how often the data processed by the system(s)
changes and how important those changes are. Again, the risk assessment will drive this element
of the backup strategy.

Data backups will be stored on-site temporarily (not to exceed 30 days) in a waterproof, fireproof
safe for media until the tapes are sent off-site to a secure facility where they are to be stored in an
equivalent waterproof, fireproof safe. For Type II or Type III secure facilities, as defined by the
CBP physical security handbook, CIS HB 1400-02A4 a fireproof and waterproof media safe with
a UL class 125 1-hour fire label is required. Local LAN Administrators should determine the size
of safe needed by calculating the backup tape storage space required for 30 days on site and the
retention period off site.

Data backup and restoration procedures must be tested annually, as a minimum, as an integral
part of testing the overall Contingency Plan. This will include testing backup copies to make
sure they are actually usable for restoration. More frequent testing may be required
commensurate with the risk and magnitude of loss or harm that could result from disruption of
information processing support. Testing helps ensure that each person with data backup
responsibilities understands and is able to technically fulfill his or her backup and recovery
duties. Testing of data backup and restoration procedures needs to be formally documented and
records of testing need to be retained as part of the system history.

The same principles that govern backup of system data also apply to individual users. Virtually
all CBP employees and contractors will frequently possess critical sensitive data that resides on
hard drives on Government-owned personal computers or laptops. Hard drive crashes combined
with a failure to save critical files can result in a negative impact to the CBP mission or, at a
minimum, result in additional costs and lost time to recover or duplicate lost data. Critical data
should never be kept on individual hard drives unless a backup copy exists. The backup should
preferably be stored on a network drive where frequent backups are made. CBP system
administrators do not have the responsibility or the resources to assist users in recovering lost
data resulting from hard drive crashes unless the system owner deems that said data is critical to
a CBP mission.

4.11.2 Local Area Network Backup Guidance

System and Local Area Network (LAN) administrators should adhere to the following practices
when performing LAN backups:

1.  Each CBP office will perform and maintain backups for their respective LANs. A LAN
backup includes only file/print servers.

2. All CBP email will be backed up in the common store database and retained
indefinitely to meet [A requirements to recover messages for case building.

4 The standards contained within the 1400-024 shall be applied to all Customs and Border Protection facilities; owned, leased,
or occupied space. Compliance is mandatory for all new construction, renovation and relocation projects. Existing CBP
facilities are not required to be upgraded unless a risk assessment determines otherwise.
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CBPoMMI.AN:memMn\IMWLANsmn
daaly Bersis sod masstam these backep tapes for three months before recycling

In addition 1o the required daily backups, CBP offices will perform weekly full backups
regardless of which LAN system(s) they utslize.

Multiple mcremental backups on the sune tape sre allowed. It 1 geeferred, however,
that cretental daaly Backups be stored off-sate, whach would peevest saltaple
wcreznental backups on the sae tape.

Omn a monthly basis, all weekly fiall and moathly full LAN backep tapes will be moved
to am offsate tape storage Bacality. The weekly tapes will be maintamed offsate for |
month and the moathly tapes will be retaned for | yeas. A reciprocal storage
srangement rather than use of a commercial storage site s an acoeptable solution (12,
a Field Office might use the Port Office for thewr off-site tape storage and the Port
Office could use the Ficld Office). Such a reciprocal armangement would require s

appeopnate number of Greprool waterprood safes for storage of these tapes

When roguased ousite, LAN administrators (past tme, full tume, Field Office, or

collaternl daty), will perform LAN backups, backup tape storage, and file restoration
for thew respective CBP office.

412 Converging Techaslogios

Advances m sechaology have resslted in the availabality of devices that offer mmltiple functaces
Magyy devices such as multifemctional deshiop compasers, copiers, facsimale machines, sad

heating, ventilation and as conditsonmng (HVAC) systemm sy contass sensitive dats and sy
alvo be connected 10 data communications networks

These devices shall be configured 10 ensure that scoming lines cannot be used to access the data
network o any information retained i the memory. CBP shall use caly minfunctiosal devices
that have been evalmted and validated thoough accredited comumercial laboratones or by NIST
(e.g.. the Natsonal Secunty Agency (NSAYNIST Natsonal Information Assurance Partsenhp
(NIAF) Evalsation and Validation Program).

Policy Redevast

™ CHP Policy Statements Costrols
The policaes i this docament apply %0 amy networkod devices Shat contam

4122 | mfomation sechnology. isciodng copeors. facsimile machmes. sd alann e
couwold systoms.
CRP shall conure that pctwork pramten and fcunule sachines are spdwed 10 M2

4025 | e Iatest versson of thew finrmare softwase at least sammmallly e
CBP shall exsure that network copiers, and facsimale machunes shall

L12¢ | be conthgused for beast mqlar:::-ly o7

epic.org
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s CBP Policy Statements —

CBP shall cmare that each network prioser, copier. and Bacsmule sachioe »
4124 | wthin the system definmon of » DES information systoms Shat bas a et M3
ATO,

CHP shall conuse tha semote mamicnance of network pristers, copeers, sad
Bosimale machmes 1 conducted oaly from withas DHS nctwerks. If

412 | puaitesance does not inchode porformmg remote mamtcoance, CBP A4
shall comee thae remote mamitcrace Cagabilites ace dnabled
CEP shall emure that nerwork pristers, copiers, and Dacsimde machines are MA-S

L0 | coufigurad 1o revinct sdiminestianor scoess 10 suthorured individuals of groups

CBP shall eosure that mauncssace disposal 1s perfonned om network

peincr,
4122 copeer, or Dacsumale machane approved for senstive seproduction oaly whitk a MA.S
properly clemsed perom excons Bic maisicnance soclencian,

CRP shall coasre that memory and toed drives do not Icave She Bcilaty, they
4120 | e 1o be replaced and the obd pant destroyed as seasitive modia

CRP diall Jocane nctwork pomters, copiers, and Dsumide machines sppeoved
2124 | o proces semsitrve mforuationg @ arcas wWhere access can be controliod whes PE-1%

paper cutput is being cremod

CISO shall determaine whether or not somaned process devices need 10 be
4123 | incinded as part of an IT system’s CRA requirement.

CA2

Respoassbelitics related 1o convergsg technologies are peovided bedow.
Converging Techaologies Respoasibiilities

ISSOn

o Ensure that noatraditiomal [T components connected 10 sensitive systems meet the secanty
roquarcanents detailod m thas Mandbook sad e certifiod and accrodned for that puspose.

¢ Ensure meda stomge devices sacluded in copiers, Dicsumile machines, printess, e, ase
properly samtized before leaving CBP coatrol

o Ensure sadt logs are mamtained sed reviewed for sontraditsonal 1T components that store
of provess seasitive information.

NetworkSystem Administrators

o Protect and mosstor network cotmectyons 1o noutraditional 1T devices such s (acsmule
machanes and coprers.

Facility Managers
otxfy and coorduuaie with the ISSO when Bacality «
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Converging Technologies Responsibilities

require connectivity to sensitive systems.

e Ensure proper physical security is afforded to infrastructure equipment that processes,
stores, or connects to a sensitive system.

The use of nontraditional IT components without appropriate safeguards presents risks to CBP
organizations in part because these devices are typically not thought of as IT systems.

Wireless devices must be secured as specified in Section 4.6, Wireless Communications.

Copiers with the capability to process sensitive documents must be secured in the same manner
as facsimile machines (see Section 4.5.2). Sanitization of media included in high-end copiers (or
other devices) must be carried out in the manner prescribed in Section 4.3.3, Media Sanitization
and Disposal. If the device is a multifunction device, the facsimile functions must be secured in
the same manner as stand-alone facsimile machines. Printing functions must be secured in
accordance with the provisions in Section 4.3.4, Production, Input/Output Controls.

HVAC, fire suppression, and power equipment (including emergency power backup) are to be
secured in accordance with the requirements specified for PBXs, as described in Section 4.4.1.
If these do not have internal auditing functions, manual audit/access logs are to be maintained by
a trusted employee who accompanies any individual who performs maintenance, upgrade or
repair on the indicated systems.

The devices discussed in this section that have the capability to process or store sensitive data,
whether or not such devices are connected to CBP networks, shall be clearly documented in the
Security Plan and certified and accredited for that functionality. The risks of using such devices
shall be identified along with countermeasures employed to mitigate these risks. This
information shall also be included in applicable rules of behavior and addressed in awareness
training orientation and refresher sessions
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50 TECHNICAL CONTROLS

The dossgn of 1T systems that process, store, of tramsamt sensitive mformation shall mclude the
sncesated socurty features of techaical coatrols discussed in this section. Secunty safeguards
shall be 10 place 10 enaure that each persom who has access 10 sensitive IT systenss = sadivudually
Techmacal controls focus on secanty costrols that a computer system executes. These controls
can provide smomated protection from wanthonzed socess or mususe, facilitate detection of
secunty violahioos, and support secunity regarements for apphications and data. For example,
user access 15 coutrolled and hmsted based ca positive wser sdentification and authestication
mechanmass that supgpoet the s roguiremsents of access control, least prvilege, and
sysiem smdegrity.

51 Identification and Authentication

Identification s the process of telling a system the sdentity of a sebgect. Usually thes ws done by
eafening a nune of presenting a token 5o the systems via a smaet card. The identity of each user
must be establadhed prior %0 authonzing access 50 the system, and each system vser st have his
or ber own vmaque User ID.

Awthemtication 15 the process of proving that a subgect s who the subject chaims to be
Autheuication is & saeasure used 1o venfy the chigability of 2 sulyect and the stulity of that
subject 10 access certain mivamation.  There are theee ways of authesticating caeself.

o  Something you keow (¢.g . password)

¢  Somethang you have (e.g., » st caed)

o  Somethang you are (¢ g, 3 biometne soch as » fingerpresdt)

CBP systems must be destgned 10 ensure that each wser i authenticated before nccess is
permitted. Comcurrent logins 10 the same system or application wsing the same suthenticanon
crodentials are not allowed. unless a specific busmess o operational need 15 documented and

appeoved by the Authorizag Official (AO).

R (P Policy Statements —_—
——_— —_—
Exsuwe that user access i commoliod and lumited based on positive wser A-1
S1a | Wenmficanon and sudentication mochanisess Sat support the minisus IA.-Q
roquircments of accews control, beant privilepe. and system micpnty.
sib For IT systemes roquanag ssthesticanon controls, the IT sysiem shall casure IA-1,
2 that each waer is astheuticatod before [T syvicm acoew ooom 1A-2
$1¢ famﬁhmhhmm objective, disable 1A

user identifhers afler 90 days of mactwvity mﬂm.‘!
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Policy Relevast
D CRP Policy Statements Controls
m
nnpacts for the conlidentsaley socunty obyective. disable user idostifhiors after

A% days of macavity.
Users shiall sot share idestification o sutheaticarson ualersals of any ind noe
S04 | shall any wscr allow any other porson %o operate any CBP syvicm by cagploymg | [A-S
the wer's Mentity.
AN user sushenncanon materials shall be treated m semitive material and shall
S1e | beratod a8 high as the level of the meont sermative date to whach St uer s IA-7
granted access usmg hat suelenticaios
P—— p—
CBP shall mplanont swoag sthesticanon oo scrvers. for systam
S | sdmmustrators and sspmficant secunty persoasc]. withm sox (6) monhs of the IA2
CBP's tmplesscntation of HSPD-12.
User-EDs and pasywords st be removed by the syvicss adsstnvraios
5 whenever 3 waer is Samderred. departs the work arca for more thom sinty dwys, | PS4
-y has a change i neod-20-know, sermumates enployiness. of 5o Jouger malmaies Ps.t
the requred BL
User aodentishs (wser-1D plas ment be waque for each syviem %o
S0h | which a uwser is gramted access I 1D s reguuired as the wser-1D for IA-2
cach system, then the password for systom must be snigque.
S11 | Guestguest accoums aoe probtubsied from bemg ssstalied. AC-2
<1y No accosnts willl be samed ssomymeoms, fip. tcinet, www, host, sser. b, AC2
v nobody . et 2
S1k AN User IDs manst be revalianed ot Jeast saomally by the [T sysicm owser of AC-2
HAAARCY . o

Mentification and authestication sesposssbalitios are provided below,

Identification and Authentication Responsibilities

150

¢ Esuablishes and enfoeces identification and ssthentication policy.
o Provedes techzocal expertise and evabanies the effectsveness of sdentification and

authentacation approaches
Consaders and assosses technology opportmsties that bave the potential %o enhance
compliance with identafication and suthentication requirements.
. tmnﬁnq“ummbmdakmuﬂam-dmof“

epic.org
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Identification and Authentication Responsibilities

System Owners/IT Project Managers

¢ Ensure adequate resources are budgeted for information assurance; assess identification and
authentication technology opportunities for potential application to CBP systems.

System/Network/LAN Administrators/Field Technology Officers
¢ Ensure that the system identifies every user as unique.

e Enforce strong passwords or other more effective means (e.g., PKI-based keys or
smartcards).

e Secure and administer privileged accounts using authentication technology stronger than
passwords.

ISSOs
e Brief users on identification and authentication procedures and protection requirements.
e Monitor/enforce compliance with identification and authentication requirements.

e Review and approve the initial password distribution plan which must be contained in the
system security plan (SSP).

e Shall obtain a list of users containing Username and Full-name as part of the system self
assessment to determine compliance with the approved initial password distribution
mechanism.

e Perform system audits to verify compliance.
Users

e Comply with identification and authentication guidance, specifically guidance pertaining to
password management (see Section 5.1.1.1).

e Report violators of identification and authentication security policies as a security incident
to the CSIRC and notify your supervisor/manager if it is a significant incident. (See
Attachment F for details on incident reporting procedures and definitions of incidents.)

Privileged accounts are to be secured by authentication technology stronger than that based only
on a User ID and password. All actions taken by privileged users with respect to systems and
applications should be encrypted to prevent “playback” attacks; they must also be logged for
auditing purposes. All passwords, algorithms, keys, certificates, codes, or other schemes that are
used by the system for authentication purposes must be stored in a manner that prevents
unauthorized individuals from gaining access to them. A system can be compromised without
proper, secure storage.

5.1.1 Passwords

The least expensive method for authenticating users is a password system in which
authentication is performed each time a password is used. More sophisticated authentication
techniques, such as smart cards and biological recognition systems (e.g., retina scanner,
handprint, voice recognition), shall be cost-justified through the risk assessment process.
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B -

A passwoed 15 » soguence of charactons used for sathennication purposes. Passwords ase ofien
used to sethenticate the identaty of & syvtem meer and, m somee viances, 10 grant of dewy sccess
10 pravate o shared data. Passwords are unportant becanse they are often the first hne of defesse
sgainst hackers or insiders who may be trymng 1o obtass unsshorized access 10 a computer
system. Passwosds provide a reasonable degree of autheatication that the entity s the authornzed
user of the User 1D, usermname, or logon ID. They are one of the most comumon methods used for

controlling system access. To be used effectively, strong password policies must be
unplementod. and wers and syvtem aduunstrators must follow the CBP password guadelmes

(specafic pwadelines are provided s Attachinent L),
Policy Refevast
m CEP Policy Statements Coutroh
Is those sywictms where user sdcntity 1 asthenmcated by password, the vwvicmn
S10a | ISSO shall descrmune and enforce appropeiate measures 10 castre fhat strong IA-S
passwords are used
S11b The ISSO shall deterstine and caforce Bie appropnate Bogqacncy for chanpug IA-$
' pasywords but @ 0o case shiall the Froquency be less oficm o cvery 90 dns
R ]
e Users shall not shase personal passwosds. They shall net peovide thewr 1A-S
o passwords 10 ayose. inchading syvices network TAN admresrsions of FTOs
Geoup scoounts ar¢ oot pentiod.  For operational necesaty or crmicality for
mison sccomplinlacnt. grosp passwoed nage may be conadared’ Use of a
$1.14 m%bﬂpmdmkmﬁhﬁ(l&oﬂhm‘n 1A~
foomsal policy exception request and docuneated within e System Secunity
Pl (SSP)
S0 e | Peavwoeds are probidated from bemg embedded m sonps o sowce code IA-S
s11f Passwosds mary not be stored = clear text. Prsswords stoeed on CBP sysicms IALS
e willl be encrypled.
$11g | Peswosds may not be eownod for at least § neratiom. IA-S
———————— ﬁ
S11h Logtn account passwords may not be used that o the same sing as e User IAS
i 1D or that contaims the User 1D,
Users miay not have moee San oo User-dD and pasywoed for a single systamn
S0 | sad et pot log mio the sysiom moee San coce, poncrving concwront AC-10
SOVWKRS

£ The we of 2 persemal pasvword by wmore thon coe tndovadvel 1t prolubised hrosgbost CRP. Hovwever, 8 11
recogatond thet, s corteme coreamisonces wwok ax the aperation of crists mamagesent or operofiens cewry, watoh
v wod other dvty pevsommel ey reguive v soe of groap User 1Dy and pesywsndy

epic.org
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sy

CHP Policy Statemenis

-—_——-——

When possible. metaad distritution of passwords should be accomplished =
persom by the admmuistrator or @ belp dosk porsoomcl. When this & not
possibie aad the innal password must be provaded either over the sekephone o
via el the following policy should be considered

o Viendor deflt passwords shoudd never be med as mutial passwosds,

o Buanal pasvword should be programmmed 1o expare afler & 72 hour period.

o As possble, matial password should be devigned as one-time ouly
password thar sucenancally mpgzers the wser 10 update by creanog thew
Dew pasword.

o As with all passwords, the mitsal password st be ecrypted whether in
trassit of storage.  The exocption i cac-tene passwords that may be
disarrbaste i Chont text a5 Joag &5 there is 00 Msocuniod user 1D contamed
0 e cune mevape

o When immal password is disanbuted by cmanl, ouly the wser should be
addvessed with no one else carbon copead

o The il yystom pasyword sthould be randomly gencrated 1o conform 1o
poliy.

I e mutial pasywoed mant be provaded over e ickephons. the syviem
sdummistrator o8 belp desk malyst mest seck 10 matheaticase the wer sdentry
by requinng citber the vendficanion of Bhe wer’s sdenufy by the wser's
supervisos of manager OR by having the user saccessfally amswer two
questhions tanod oo Sher profile

IA-S

Sk

Passwonds mry never be set ogual 10 the sull strmg which & equvalent to so
passwoed st all

IAS

L1101 Selecting Strong Passwords

Users omest select well-comtructed passwords. When selecting a password, use the following
mmm“mn«muupmuan-mmmr

requirements.  For gmdance om bow 10 change pasywoeds for a vaniety of CBP systen, (woe

Attachunent

epic.org
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Required Action Benefit Galmed
Passwords shall-- These requirements make it moce
o Be  leamt i bength diﬂ’ndfw;:;mdmn‘;«:o?ﬁ
« Comtain a combimation of alphabetic, numeric, | 'l.‘"h.‘ hl:::t:: Za

and specal characters. ovide xhure 30 defeat & &
« Not be the same as the previous 8 passwords | sack oo
Passwords shall not contam any dchionary woed Prevents dichionary type of attacks.
q
Passwords shall not contam anry proper moun or the | Helps prevent a password guess based
mane of any persom. pet, chuld, or ficthiomal om a hacker's persomal knowledgpe of the
chacacier. Passwords shall not contamn any uwer.
barth date, phose meuber, of any mformatson tha
could be readsly guessed about the creator of the
passwoed.

' 4
Passwords shall not contasm any sample pattern of | Prosects agasat dictionary attacks
Betters or sembers, such as “qwernty” or “xyz1237,
» * F

Passwords shall not be any woed, nown, or same Prosects agasst dsctionary atmacks

Pass pluases, of used in sddinion 1o of nviead of Conststent application of guidelnes.
passwoeds, shoudd follow the sause guadelines
Pasawords shall not be the sune 2 the User 1D Risk of unssthorized acoess i reduced,

as hackers smtially try “obasous”
passwords such s username and User

SL12 Resubts of Weak Passwords

Weak passwords can allow internal users and external backers, who achieve access to the
mternal network, 10 gan greater access 1o CBP systems.  Becamse hackers and other
unauthorzed wors know thal passwords are the key 10 gamung access 10 systenss, there bave
been a vaniety of methods and tools that have been created 10 crack pasywords, including

RUCsung.

Hackers have access 10 a vaniety of passweoed-cracking tools. While 100ls provide a messs for
hackers to obeain passwords, often password informanion o given daoetly 1o hackers. For
exauple, a backer may be able to disguise hamself as an authonzed user and call the wser's
systemn administrator of help desk and ask that a passwoed be reset. 1f the systemn administrator
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and/or help desk staff has not implemented stringent user identification controls, it would be very
easy for a hacker to gain access to an authorized user account with the new password. As a
result, the authorized user will be locked out of his or her own system because the hacker had the
password changed.

Brute force attacks involve manual or automated attempts to guess valid passwords. Simple
password-guessing programs can be easily created and there are numerous password-guessing
programs available on the Internet. Most hackers have a “password hit list,” which is a collection
of default passwords automatically assigned to various system accounts whenever they are
installed. For example, the default password for the guest account in most UNIX systems is

“guest.”

Many hackers will try to guess passwords using personal information of a user, such as the birth
date, name of spouse/children, pets, employee ID number, etc. Often, hackers will practice what
they call “social engineering,” which involves talking with employees to find out things about
the systems in their office, and, more importantly, personal information that will help them guess
passwords.

Users tend to choose passwords that are easy to remember such as the name of a family member
or pet, a birth date, or a word that may mean something to the user. Unfortunately, these types of
passwords are the easiest for others to guess.

People are the key to constructing good passwords. Poorly constructed passwords make it much
easier and faster for someone to find out a password. The longer it takes hackers to get a
password, the more likely they are to move onto other methods of gaining access to the system.

It should be noted that many computer systems use auditing features that keep a record of actions
initiated by the users while on the system. Thus, once a hacker cracks a password and gains
access to the system using the appropriate User ID, the system audit logs will record that the
User ID was used in taking harmful actions on the system. Authentication is the basis for control
and accountability of the users on the system.

5.2 Access Control

Network and system administrators ensure that access controls operate as intended. The
authority delegated to these roles to add, change, or remove component devices, dial-up
connections, network addresses and protocols, or to remove or alter programs should be tightly
controlled. This authority should be divided among more than one administrator, supervisor or
root password holder.

Users are responsible for protecting all CBP information to which they are granted access.
Access controls restrict access to system objects such as files, directories, and devices based
upon the identity of the user, or the group to which the user belongs. Subverting access controls
violates this policy (more in Attachment X). Access controls protect against the unauthorized
disclosure, modification, or destruction of the data residing in these systems, as well as the
applications themselves. They offer alternative means to restrict activities of the general user
population.

Automated systems are vulnerable to fraudulent or malicious activity by individuals who have
the authority or capability to access information not required to perform their job-related duties.
Access control policy is designed to reduce the risk of an individual acting alone from engaging
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muﬁﬁm&uaﬂmb&m The Pancaple of Least Povilepe states that seers
should caly be able 1o access the system resomrces neoded 10 flfill the wver's jobs resporsabnlitses,

Principle of Least Privilege: Roguares ot cach mcr @ 2 vysiem be grastod the mosl seatncive sl of
pevileges (or bowest clearance) noodad for performmmce of audhorized taks

The application of dus prmciple Masies tie domage thar con resnls from an accidew, errer, or
amsarborized we

"!;" CRP Policy Statements Relevant

CBP shall meplemont access control mcaaucs thae provide protecton fom

52s uswathorwred aliceation, Joss, tmavarlabulary, of disclosiee of mfonmation. AL
Access control shall follow S¢ princples of keast privilepe and separation of AC-2
$2b | detaes and shall roguire users o we umagee idostificrs.  Sacial Secwriy (A}

Numbers shall nov be ased as login 1Ds.

Users shall pot provade thew pasywoeds 10 anyooe, inchedung

sysicas tetwork LAN adnisatranon andor Field Tecknology Officers. IA-S

Emcrponcy and tomporary access authonration shall be stnctly coatrolied and
$24 | weent be appeoved by the CBP Chief Infoomation Secunty Officer (C150) o AC2

hisBer designec prioe 10 bemg graated
$2c¢ | Syvom Ouncrs vhall conare that mers are asugnod snigue accomnt sdcatificrs. ﬁj
<2 f The Lock Worksaason bumon should be used 10 Jock the comsprter when AC-11

leaving the wockstation snanended, except for overnight. (Se¢ Anaclasent X)

Screcn savers imsegral 0 the operating systom may be wsed 1o Festnct acoess 1o
£23 | worksutions aad servers. Users must eagage the password protection feasare AC-11
of thew screen savers when leaving workstasoms of servers snanended.

$3h Servers using scrocn savers are advied not 1o me open JGL-type scroen
: savers that use am 1dec anoust of ProCesing TOMONICes

<24 CBP sywieses with a FIPS 199 confidestialiny categonuzation of lugh shall luest AC-10
o the seamber Of concurment seviaonn for Ay user %0 oae (1)

ACI

Access control respossstulines are provided below.
Access Control Respoasibilities

o Establish aad esdorce access control policy.
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Access Control Responsibilities

e Provide technical expertise and evaluate the effectiveness of access control approaches.
o Certify that adequate access controls are in place.

e Directly approve, or delegate authority to a strictly controlled group, emergency and
temporary access prior to being granted.

System/Network/LAN Administrators/Field Technology Officers
e Ensure that access controls are in place and functioning as intended.
¢ Ensure that access controls provide the security features outlined in this document.

¢ Ensure that systems prevent users from having multiple concurrent active sessions for one
identification unless the AO has granted authority based upon operational business needs.

ISSOs
e Ensure that access controls are in place and functioning as intended.

e Ensure that access controls provide the security features outlined in this document.

System/network/LAN administrators/Field Technology Officers and ISSOs are responsible for
ensuring that access controls are in place and operating as intended. It is especially critical that
the authority to add, change, or remove component devices, dial-up connections, and network

addresses and protocols, or to remove or alter programs be tightly controlled with access limited
to only a select group of authorized personnel.

e Initial User Access

Users who require access to CBP systems and networks must have completed a Background
Investigation (BI) prior to being granted access. However, users with a Limited BI may be

given access to email, the Internet, and Development and Systems Acceptance Testing (SAT)

environments.

The user’s supervisor or government project manager must determine the system user’s need
to access a system and the levels of access required. User access will vary depending upon
the position held. This authorization becomes critical to maintaining correct security
measures. The system owner or designated representative must approve user access
privileges.

e Review of Access Privileges

User data access requirements will change over time. Therefore, supervisors or ISSOs should
review access control lists to verify that they reflect who has access to what data and ensure
that access control list are up-to-date. This applies to vendors who support systems and other
non-CBP personnel with access to any systems. These actions are reviewed as part of the
C&A process and during annual self-assessments.

Access control policies and procedures need to be written down and stored in an off-site
location. They need to be accessible in the event of an emergency. This information also
needs to be included in the Contingency Plan.

Terminated and Departing Employees
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Systesa Network/ AN adunnisteatoes and [SSOs st ensure that all depoatang coployees
have thew access povileges fernunated sumediately. No forsser etnplovee should have any
ability 10 access system resources after their term of enploymsent has ended. Procedures vary
depending on whether the separation is vodmtary o invodetary. Terminatsoa of access
prvileges also applies %o employees whose job fiunctions have changed such that they no
lomger require access 10 the level of sensitive mformation to which they were previously
gramted. See Section 4.1.4, Separation of Dutses, for detaled guidance on this subject.

*  Secure Remote Access

Hardware secunty tokens, sach as cryptogmplec smastcands, can be ssned 1o CBP
cmployees and coatractors who have a vald need to remotely access CBP systemas and data.

S21  Automatic Account Lockout

CHP shall configure each IT system 50 Jock a user’s account for a specified penod following a
specified munber of cousecutive fasled logon attesges. Users shall be locked froe iheir accoum
foe & mmne persod of 20 puantes afier throe comsecutive failad logon atserupts dunog a 24
hour tene penod. CBP shall configure systems %o reguine the system admmastrator 8o unlock a
user’s acconsdt after thece consecutive fuled logon attempts for systenss rated as Hagh or
desagnated as finamcial systems. All failed logon atempts must be recosded in 20 andit log and

penodically reviewed
Rebevast

Palicy

n CRP Policy Statements Costrol
D
CBP shall meplemcnt and enfoece an account lockomt policy St L the
nezuber of consecetive fuled logon ancropts 1o Bree dunng » 24 howr nane
S22 | perod Systcms should lock out a wser acooust afher theee consecutive Buled ACT

logoo smempts. All fatled Jogon amesepts tmst be reccediod i an sadit bog sed
penodically reviewed. (Soe Attachmacnt X)

CBP shall configure systems 10 lock a user’s account for 2 ssinessus of 20
risates afer theee consecunve fatled logon amesspts.

M‘?

CRP shall configere vyvican 1o roguire the syvicss adssnrraion % mmbock »
£210c | user's account alber Sree consecumrve Dallod lopon aticinpts for sysienn raned ACT
m High or dovigsated as fimancial systams.

Amomatic account lockout respoesitalities are provided below.
Automatic Account Lockout Respoasibilities

150

o Establishes and enforces automatic account lockout policies.

SystemNetwork/LAN AdminkstratoryField Technology Officers

o Essure that systens see confligured 10 Jock & wier's sccount for 20 sumtes after 3
umseccessful logon attempts dunsg a 24 hour tame penod.

o Unlock a user’s account aller theee consecutive fadded

2u
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popnly Mndmdumwtmmduﬂaﬁadnmmkdafm
Syt

ISSOs
o Ensure that systems sre configured 10 lock a wser's account for 20 mumates after 3

5.2 Automatic Session Termination

A session refers 50 a connection between a termunal device (workstation, laptop, PED, etc) and »
networked application or system. (This does pot inchade a direct conpection 8o a CBP petwork,
such as authenticatmg from a device that 5 deectly connected 8o a CBP network ) A session
also vefers to accessing an apphcatson or system through the CBP network, such as a database o
networked apphcation

Each CBP IT system shall be configured 10 deactrvate auy user session smediately and
sstoasanically Sollowssg 20 mumnies of mactivity, in such & way that will sequise the wser 10 re-
mubenticate hes sdentity before resumung mternction with the system. The session is not
tenuenated, but the user will need 10 Jog co again in cader 10 activase the session. Sesssons shall
asomatically be terminated after 60 nunutes of mactivity.

For IT systemns Shat require move than the 20 nunute messmmms b0 run geenes o complete other
famctions, the system owner and ISSO may subumit an exceptaon to policy request Justifymg the
extended peniod necessary and inchading other secwnty comtrols s place to safopaud access
control.

System owners and'or ISSO muay establish 2 msore stringent sstomatic session Jockou policy
thae the nuniumm CBP 20 nunute it

Policy Rebevant

CEP Policy Statements Costrols
—
Network applicansom oe sysienn shall be conligared 10 sutomancally
£22a | deactvate or bock amy waer sevaon following 20 sty of mactmty. (See AC1

Amachment X for details )
$220 | Locked sessions shall sernats locked vl ®a¢ mey se-aathenncaes. AC-11
£22¢ | Sowoas whall astomatxcally be sormmmated aficr €0 munsstcs of mactivaty AC-12

Amtommatic sesuon lockout responsalnlitees are provaded below.
Autematic Sewvon Lockeut Responsibilities

Ci1s0

o Establishes and enforces amtomatic session Jockout policies.

* Approve any request for policy excoption to extend astomatic session Jockout 10 any penod
bevond 20 uunies for specific 1T svatetn with tission justification.
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e Automatic Seusion Lockout Responsibiliches
System/Network/LAN AdminktratorsField Technology Officers

o Emure that systets are configured 10 deactivate of Jock any user sexsson that has renassed
wdle for 20 minutes.

¢ FEmsure that systenss are confligured 10 tenminate ey tser sevsacn that has remsaned idle for
60 et

ISSOs

o Ensure that systems are configured 1o deactivate or Jock any user session that bas remasmed
dle for 20 mimues.

o Emsure that systenss see configured 10 fenminate sy user sessacn that has retsadned idle for
60 mansates.

. Schnlmmu‘apolnymbukd“nmhckwlbmm

523 Warning Banser

The DHS CISO masdates that & warsang banser stalcment be displayed on all DHS IT systenss
durssg logon. mmcumuhqnuna.bewmmm!s(tso:uvbppoows
Ounline located st il , 34 The appeoved
Dl&wmhnmhpnpunhouddedn‘nca??dnyboubbw

The use of the warmng banmer serves as a remsmder 1o all users that the computers they are
accessing are Govenument computers and must be used m accoedance with good secunty

practices.

Reter ast
s DAIS Policy Statements s

<332 IT systcuns acoessible 00 the public shall provide bodh a secunty and privacy ACS
X SIACTIICTA M CVEry Cunry poant

IT systens isermal 10 the DHS and CBP network shiall display the approved
depanmmess warsing basner.  This notificanon st tafooss potential wsers
that:

o Yow are accessing @ US. Govermwent bgformanion syssem, which ineludes
(1) this compwier, (2) this companer nerwork, (3] all compaiers commecred
10 Mis wetword, and (4) all devices and siorape media attacbed 10 this

$230 netwerk o 10 a compuler om tiis network  This information tyatew iy ACS

provided for US Govervment-awthorizod sae owly.

o Uncarborized o lmproger nse or access of this system may reanlt in
discipiinary action, as well 21 ¢ ond criovine! pesalies

o By nsing this bnformarion system. you madersiond and consent 1o the
folloswing
2 JYou ave wo reaaomalle expectation of privacy whew you ase thiy
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DEIS Policy Statementy

m

Iglormanon system, s e iwtes o commamicanons o dovo
travsivng or stoved on this formanion system A7 awy e, ond for

any lowful povernwent parpore, the govermmwent mey, withow
potice, moniior, Iwtercept, tearch, ond 1elze any commumication or

date tromuitivg or wored ow v inbrmation rvitew
o Ihe goverwment may disclose or vse any comwnications or dots
ransiing or stoved on this Iformanion system Gr gy L

Lorervment parpose. bnolinding bat o limitedd 20 bive
poTposes.

o Yow are NOT awhorized fo process classified information ow this
Information syatem,

$23¢

CBP IT exsemally facing webnites sccessibie by the pubic shall display a
witing bassscr durtng Jogoa and befoee gramning mers sysicas sccoss. This
notaficanion st mfonm poscanial users that:

Yow are abow o access @ Dvparowent of Homelond Securiey compater
system. This compuser systems and dota therein arve property of the U S,
Govervment ond previvied for official US Governmenw: inGrmation and
ure. There is wo expeciation of privecy when you e this compater
ntew. The wie of o pasiword or any ether secarily moinre does ned
extaliinh av cxpectation of privacy. By aulug tivs sysdems, you coment jo
the serms set forrh i this motice. You may wot process classiffed sational
secwriy nforwation on ks compaster system. Access 2o tiés system b
restrivied 10 awthorized ssers only. Unawshorized access, sme, o
wodificanon of this system ov of dan contodned Aeresn, ov (w ransir

o froey this sysdent, may comitinuie o viedation of section 030 of nirde |8
of the U'S Code and ather crimimal kwx. Amyome who accenses @
Federal compater syviem withoat authorizanon or exceads accers
avihortry, o odtains, aliers, dswoges, desrons, ov discloses mformanon,
or prevents antharized we of Informanion o the compater sy stem. may
be salyecs 1o penalies, fines or imprisosment. This computer 1ysiemw aond
vy rviated equipment &1 svlyect so mositaring for adwinistranve
overighe, law enforcement, crimival Sveiigative parposes. ingairies
mw alleged wrompdaieg v mitase, and 10 enswre proger performosce of
applicedle secwrity fennwres ond procedwres. DHS way condact
monioring octhvities wishoat fiwther notice

AC-S

$234

The curvest hanguape for Secret and Top Seceet Conmputer Log-On Barmens
can be found on the DHS-CISO's web page on DHS Ouline located at
LMOMIAE- 2002950000

)¢

CBP approves the IT system use poasfication message before its use in
production

AC-S

SN

The systam use potificanon message ressans on the screen wnmil the wer takes
exphicn actions 10 Jog on 10 the mfoemanon sysem

ACS

epic.org
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Warning banner responsibilities are provided below.

Warning Banner Responsibilities

DHS CISO

o Establishes and enforces the use of appropriate standard Warning Banner for all internal
DHS and CBP IT systems.

o Establishes and enforces the use of a standard Warning Banner and Privacy Statement for
display at all publicly accessible entry points to DHS and CBP IT systems.

CISO

e Establishes policy compliant with DHS policy for use of appropriate standard Department
Warning Banner applicable to all CBP IT systems

System/Network/LAN Administrators/Field Technology Officers

e Ensure that internal IT systems under their controls are configured to display the approved
Department Warning Banner.

e Ensure publicly accessible IT systems under their control are configured to display the
approved Department Warning Banner and Privacy Statement.

ISSOs

e Ensure that internal IT systems under their controls are configured to display the approved
Department Warning Banner.

e Ensure publicly accessible IT systems under their control are configured to display the
approved Department Warning Banner and Privacy Statement.

53  Auditing

A fundamental computer security principle is that each person is to be individually accountable
for his or her actions while using the system. By providing the ability to track a user’s activities
while accessing an automated system, auditing tools are an effective method of enforcing this
principle. Audit trails maintain a record of system activity by both system and application
processes as well as by individual user activity.

CBP personnel shall use system audit features to review CBP system and network events and
security activities recorded in log files for unauthorized or inappropriate activities. The type of
security events contained or captured within the audit log must be reviewed annually with
additional security events being considered as necessary.

Audit trails maintain a record of system activity by both system and application processes as well
as by individual user activity. In conjunction with appropriate tools and procedures, auditing can
further several security-related objectives including:

¢ Individual accountability

e Reconstruction of events
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e Intrusion detection
e Problem idenndficanon

Anda tails can track the sdentity of each subgect
date of access, and the tune of bog off. In addition, audit trasls cam capture all activities

atternpeing 10 access the systen, the tune and

performed durmg a session and can specifically sdentify those activities that have the potentaal to
modify, bypass, or megate the system's secunity safeguards. The anditing teclmogoe used must be
ade 10 support afler-the-fact mvestigations of bow, when, and why nonmal operations ceased
Aunda trml recoeds mast be masstained onlne for at least 90 days, thereby allowmg rapid access
10 recent informateon. Aodit trails should be prescrved for a persod of seven years as part of
masaging rocords for each systern 10 allow audit mforusation 10 be placed online for smalysis
with reasonable ease. Prescrvation of the sndit mfocmaton should be part of the IT Contingency
sed business continnuty plans, so that events preceding a disaster or mterreptaca of service can be
reconstructed
The need %0 review the information captured by the aaditmg process s of paramount importance.
To be effective, andit traals mmst be penodically reviewed and amalyzed. In many cases, it s

only through the review process that incadents of unanthonzed access. modification, or

destruction are umeovered.  Audit teaals alvo need 10 be secired 1o prevest tampering and hacked
up regeilaly. Procedures that support CBP ssdst polacy are detalod m Attachosent T.

Pelicy
D

$3a

CBP Policy Statements

—

Ands recosds shall be sufficicnt in detal 10 Bxcilitate the reconstiction of
events ff compronmse of talfuscnons oocws of 18 Ands recoeds
shall be reviewed as specified in the IT System Secumity Plan (SSP). The andn
recoed shall coomuin o least the Sollowiag sfonuation:

o Mcotity of each wser and device accessang of attciptng to access a IT
sywvem

o Tamc and daie of the accown and B¢ logoll

o Acwvities Bhar mgln modify, bypass, or negate IT secunwy salegueds

o Scountywoehevamt actions associated with processng

o AN actsvilies perfoerned winiz a0 sdrumistianor's idessry

Relevast
Controls

$3b

Aude recoeds for financial sysicms or for sysscmns bostmg o processng PIl
shall be revsewed by Be system aduusestranor monthly. Unesaal activry or

unexplanad access ancmpts shall be reponed 1o the sywiem owner. CI1S0, and
the SOC

3¢

CBP shall cxsure that thew ande recoeds and andit Jogs ace protected from
unwathorred modification. access, of destnction.

5§34

CRP shall conure that sadat logs are recondod and retsmad & accordance with
the CHBP or DHS's Recoed Schodule. At » tmanmsn st teul secords shadl be
mainesmed onling for ¢ leant 90 davs of B 3 tune persod necovary for the

AL

epic.org
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CHP Policy Statemenis

review of events when systom compeonse occur. whachever is Jonger.

Sle

The systcm sk associated with extracts of PII feom databases shall be
cvaluvied 1€ he ik s dcscrnmned 10 be sufliciently high, a procedare dhall be
developed for logging compuicrscadable data cxtiacts. If logging Seve
oxtracts is not possible. this determumaton shall be documonted. aad
compensating coutrols idevadied in the SSP.

ALLL
AU-2,
AU3

S3r

The Componcat Sccunty Opcrations Conter (SOC) shall suplcssent bolh
peoeral and tlecat-spocific bogung

$3g

SSH for mdrvadual apphications mast speadically addeess asdit roguircmenss
aad retenmon penods for system Jog files. Ande roqueenenss for indivadual
sysiemes meay speify more detatled mfonmation than e musttoum Isted above

Computer-readable exmacts (CREs) mvodving PII shall be ensed withan 50
days usless Be information mcluded m the exiracts is sequared beyond &e %0
days. Pormsncnt crare of the cxtracts of B¢ noed for contmmed use of the
data Sl be docrmcnnod by the Syviems Ouner and andiead penadically by the
CHRP Privacy Officer

g P

CRP sysaerm ssust provide maochaniss 50 avocae an indrvadusl wah 2
single, wugee dentity, whnch abho awociates a wser with seounty-echovant
cvents

A3

System admausaraions should be assignoed one accomt for root systam tasks
aad a second account for routine acoess.

53k

Andst trail sogutroments Camnot be warved eXOopt in CXICIE CICOMISING s,
sad then only by the Assivaat Commuisssoner of Office of aformation and
Teclmology (OIT). Where thes roqurement is warved, othey seounity coatrols
sich as mner suthesticanon, file pasywoods, sagactc med conmol
procederes, and & logpmg mochamman 1o 1ecord Sermmal wiage st be
venfiod suplcmecnscd

AU-2

Auditing Responsibilities

Assistant Commissioner, Office of Infermation Techaology
o Authooty 10 waive Andit Trml rogquarements, only m extretne curcumsiances

150

o Ensure that all CBP [T systesns maintan an audit recoed sufficsent 1o recoastnict secunty

elevaat

evenis

. l-.nlmmduqmqnmm badget for and select appeopnate suditing tools.
o Establish fou of sadu

epic.org
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Auditing Responsibilities

e Ensure auditing is performed independently of system/network administration.
System Owners

¢ Ensure adequate resources are budgeted for implementing and maintaining an effective
auditing capability.

e Work with IT managers to identify critical functions to be subjected to auditing and keep
apprised of auditing findings.

e Ensure auditing is performed independently of system/network administration.
System/Network/LAN Administrators/Field Technology Officers

e Maintain an audit record sufficient to reconstruct security relevant events.

e Ensure that the audit record includes:
o The identity of each person and device accessing or attempting to access the system.

o The time and date of the access and when the user logged off.
o Activities performed using an administrator’s identification.
o Activities that could modify, bypass, or negate the system’s security.
o Sufficient detail to facilitate reconstruction if compromise or malfunction occurs.
o Security-relevant actions associated with processing.
e Protect audit records against unauthorized access, modification, or destruction.

¢ Retain audit records for a minimum of 90 days or in accordance with the Security Plan and
ensure that audit records are regularly backed up.

ISSOs
¢ Ensure that the Security Plan addresses accountability and auditing.

e Ensure that the risk analysis documents the rationale and justification for any CBP IT
system that does not implement an auditing capability.

¢ Ensure that audit records include all required elements.
e Review audit records at least once per week or in accordance with the Security Plan.

¢ Ensure that audit collection and review procedures contain adequate separation of duties
provisions.

e Report security-relevant events to the CSIRC.

5.4  Network and Communications Security

This section addresses vulnerabilities inherent in network security and the technical controls
needed to mitigate the risks associated with these vulnerabilities. Network security encompasses
remote access, network monitoring, external connections, boundary protection, Internet usage,
email security, and vulnerability scanning. This section focuses on CBP policies governing
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security of network access, devices, and usage. (Refer to Attachment U for procedures and
details.)

5.4.1 Remote Access and Dial-In

Remote access technology allows trusted employees to access CBP networks by dialing in via
modem or accessing via the Internet. This allows mobile employees to stay in touch with the
home office while traveling away from their normal work locations. However, there are
significant security risks associated with remote access and dial-in capabilities. Proper
procedures can help mitigate these risks.

Note: Remote access solutions that do not comply with the requirements of FIPS 140-2 are not
authorized.

Virtual Private Networks

Secure Virtual Private Network (VPN) communications access capabilities must provide strong
identification and authentication, audit logging, and integrity controls; and they must be
implemented using a CBP-approved session level encryption mechanism designed to protect the
identification and authentication process as well as data transmission. Remote access request
forms are found in Attachment W.

VPN are alternative methods for access to CBP networks and are permitted under specific
circumstances, which primarily consist of an assurance that the FIPS 140-2 standard is followed
and encryption will exist to protect data transmission across unsecured networks into the CBP
network. CBP-owned desktops and laptops using VPNs require CBP-approved personal
firewalls to be installed. (See Section 5.7.1 on Encryption and Section 5.4.4 for details on
Firewalls.)

VPNs are primarily designed to assure secure transmission between a client desktop or laptop
and a server inside CBP. Where possible, the elements of this arrangement must be owned and
operated by CBP, not by a vendor company unless specifically contracted for that purpose and
with prior approval of the CISO. Under such circumstances where VPNs are used to connect to
external networks, an Interconnection Security Agreement (ISA) is required (See 5.4.3 and
Attachment N). All VPNs require a technical review by an ISSO, Certification Agent (CA), and
approval by the CISO.

Other Remote Access Methods

Other methods to secure communication within and to CBP networks are authorized. The use of
Public Key Infrastructure (PKI)-enabled smartcards, proprietary tokens (e.g., PassKey or
SecurID token), or similar methods is authorized for use. These remote access methods must also
comply with both CBP and DHS policies regarding standards-based encryption methodologies
and management. If the chosen solution is PKI-based, the appropriate federal standards (e.g.,
FIPS or NIST) must be used in its certification.

Alternative forms of remote access methods are not authorized. Remote access methods that
include either hardware or software solutions not approved by CBP, and which have not been
documented and certified by the appropriate federal authority, are also not authorized for use
within or to the CBP trusted network.
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S40a

CHP Policy Statemenis

Data commmunacation counccmons via modans shall be lumeed and shall be
nghely controlled as sach coanoctions cam be used to cocumevent secunty
cotols ncaded 10 protect CBP petworks.  Dita Commuumacanion Coasectiom
soc not allowed wmless they have been ssthorized by the CISO.

ACH,
AC-17,
ALL2
SC-7,
SC-8,
SC-9

S4Lb

Componcots shall cnvare that romote access and appeoved dial-m capabiitics
provide srcag sutheaticason snd asccess controd and st and peotect scastnve
mfonmation Beoughoest Exmuniveon (o addmon, 1es0ie A00es soluton
shall comply with the cacryption sequircsscuts of FIPS 140-2, Secarity
Requirements for Crypvographic Modw'er. Dual-up comoections shall te
comtrally 1o comue insegney of network secunty. Strong
watheaticamon Sor remote access shall wse two-facior mathentcanon

AC,
AC-17,
AU-2
SC-7.
SC.8,
SCo

bR RS

Remote scoess of PUE shall comply walh all CHP roqeasctnenty for sénsitive
syvicen, mxinding virong ssthentication.  Strong ssthentcation hall be
asccompinbod via vutual peivase nctwork (VPN) or equivalest encrypoon and
two-factor asthentcaton. CBP has an immsedune poal Shat remsote access
should caly be allowed with two-Ha10r asshenmcation whese coc of e facion
i poovidod by a device sepaaie from Mhe COmpalcr SAIag 0Cess. Anry Two-
Bxcior suthenmcation shall be based on CRP<ccatrolled comficaes of hadware
tokems 1snad daoctly %o cach ashorized user.

AC-L
AC-17,
AL.2
SC.7,
SC-8,
SC9

S414

Remote access of PII shall not permut the downdoad and remote siceage of
mfonuanon wnless the sequiresscnts for the we of removable media wi

scrrve informanon have been addressed. All downdoads shall follow e
convept of least prilepe and whall be documented with the SSP

f41e

CBP syssems shall not be commected 10 ary noo-CBP systems via modens.

ACA7,
AC-20

SAanrs

The Puiblic Switched Telephone Network (PSTN) shall sot be comnected 1o
OueNet o any tine.

S4lg

The Risk Assesuncnt and SSP shall docussent anry remote sccess of PIE and
the remote access shall be approved by the CISO, CBP Prvwacy Officer, and

AO prior 10 mplamecttation.

epic.org
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mub-qmwmpkmmﬂynhmﬁmo(mhu&am?«ww
opetatsag within of sterfacing with son-CBP-owned systerns and covirotmnents.

o CEP Modem Pelicy Statements s

_—r———————— ——————
For all dalap coancctions. use a CHPappeoved sesaonslevel encrypticn

mechanssin such a+ 2 smarscard. designed 1 protect both the idostification and
SALM mutheaticanon process i well as dua mamnnsios. Usencrypood kegacy dial- AC-17
up sysicms, of 1 cusience, st be seplaced.

Workstasons that have a pliysical cosnection 10 sy network, mamfeamne,
server, of other CBP device st not be waed 10 Salap 50 non-CHP sysicus, .
SALN | unless vach 3 dial-sp s performed through & secured modem-pool suthoeized | AC]
in writing by the CISO.

If 2 roqurcinent cunty %0 e an ou-booed modem for dial-up capabuley, caly »
i standalone workstation that docs Dot contam scusative informraton and that 9
SA13 | willl never be phiysically comectod %0 amy odher CBP systom of network sy AC
be med

Whaen located ot a0 extormal site, stsadalone systams with their oun dial-ost

cagability 1o a CBP sysicms requise an Istcsconncciion Secunty Agrecment

S 41k | OSA) subonrag s incscomnecthion. As ISA templve i available Som the AC-17
DHS Risk Masagemcnt System (RMS). Conact your sysiem™s [SSO for

details and avastance o obtuning Be lcuplase

Remote access and diad-in respossibnlitaes are provaded below
Remote Access and Dial-In Responsibilities

Ci1s0
¢ Esmablish sad endorce remote access comtrol policy for CBP,

o Provude techmecal expertise and evabavie the effoctrvensss of remsote access control
approaches
System/Network/LAN AdminktratorsField Technology Officers

¢ Ensure that remote access controls are in place and functioning s mtended.

o Ensure that semote access coutrols provide strong sdentificanon and authestication.
ISSOs

o Emsure that remote access coatrols are in place and functoaing as mtended.

¢ Ensure that remote sccess controls provide the securnity featwes cuthined in this document.
Users

o When remotely accessamg DHS systems, ensure that the oqupment ssed 10 gain access 15

pootected from vuuses and other maliceous code and that the protection software 1s bept
Curyent
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qummmmemmmm I untrasted of
unclessed persons obtan unsuthonzed access, they can violate the mtegnty, confidentulity, and
availabelity standaads of CBP. An unsecured modem o other dial-in facality could provide a
backdoor for unauthonzed users (sade or outside of CBP) to the entire CBP network.

There ase commercmlly available products that can be used in conjuncton with other network
profection mechamasms %o reduce the nisks of unasthonzed access. These require the use of
ssbentication methods stronger than passwoeds and user [Ds. Ouly appeoved hardware and
software products already contamed withun the Techsocal Review Model (TRM) can be
purchased and epermed without the need for additonal apgeoval of the CBP Aschutectere review
fusction

542 Netwerk Securicy Monitoring

secunty of CBP mformation systesos. Monitormg and anakysas s hinited fo observing network
actmaty for ancssalies, mlicions actrvatios and fleeat profiles. Comtent analysas is not withen the
soope of network mouonng

CSIRC Jeads the ¢ffort in mosstonag network secunty. CISO, ISSOs, and systeus ' metwork LAN

asdessvtrmons Tield techaclogy officers respoad 10 and pasticipate 1o wtrusion alerts and
SOC/CSIRC Jed incidest response mvestigations.  They also evabanie the tmpact of each event

on the system and mmplement any necessary commections.

4o CBP Policy Statements i

The CBP SOC ol provide coutisnous monilonisg of their nerwoeks for
socuiity events of ouisosrce dhis sequaressent o the DHS EOC. Mosstonng
s lodes mtcrocption and disclosure s roquared for the rendition of sorvice or
€433 to protect the Deportinent s or Componcnt's rights or property. Service $34
. observing or nndom monsonmg shall ot be wed cxcopt for mochamical of x
service qualty control checks. (As per the Electronx Comammucatons Privacy
ACt) In this wsasnce, “righes” refers 10 ownerslop o catitlemnents oe property

of informatson & 10 wiclloctual property
o CBP SOC shall adussister and moanor Compoocnt EDS sensors and secunty
420 " sid
€42¢ The CRP SOC Bl report ary cvont that i 2 sotumity incadent %o the DS S3-4
s SOC.

Netwaork securnsty mosstoring respossatalities are prosaded below
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Network Security Monitoring Responsibilities

e Provide guidance, as needed, when responding to intrusion alerts from the DHS and/or CBP
SOC.

SOC
e Monitor CBP systems and networks using various network security technologies.

¢ Initiate computer security incident procedures when incidents are discovered.
ISSOs/System Administrators

e Respond to intrusion alerts when notified by DHS and/or CBP SOC.
e Participate in SOC-led incident response investigations.

e Evaluate the impact of the event on the system.

e Implement necessary corrective actions.

5.4.2.1 What Is Intrusion Detection?

Intrusion detection is the art of detecting inappropriate, incorrect, or malicious activity. Systems
that operate on a host to detect malicious activity on that host are called host-based intrusion
detection systems (HIDS). Those that operate on a network are referred to as network intrusion
detection systems (NIDS). Intrusion detection is viewed as an integral part of a layered security
model/defense-in-depth strategy.

Intrusion detection operates on the principle that any attempt to penetrate a system can be
detected in real time as opposed to actually stopping the penetration, as is the case with firewalls.
This principle is based on the assumption that it is virtually impossible to close every potential
security breach. NIDS are designed to identify break-in attempts and stop them, in some cases
working in conjunction with firewalls to alter the access control lists to halt an incursion. HIDS
can offer the equivalent of a software firewall installed on the host, stopping or preventing
would-be intruders.

Intrusion prevention systems (IPSs) are closely related to IDSs. Some IDS technologies
currently provide intrusion protection by halting malicious data transmissions and disconnecting
communication from the host from which they originate. Others take the additional step of
reconfiguring firewalls to permanently block attacking hosts from sending data into the network.

Firewalls are designed to prevent unauthorized entry, but firewalls can fail or be compromised
by an intruder. Intrusion detection systems supplement firewalls by alerting the organization that
an attack may have occurred or be occurring. Firewalls are also incapable of protecting a
network from internal compromise, but IDSs can alert network and system managers of such an
attack.

5.4.2.2 Methods and Techniques

The most common approaches to intrusion detection are statistical anomaly detection and pattern
matching (signature) detection. Statistical anomaly involves tracking system use and
establishing a baseline of what is “normal” and setting an acceptable range of parameters to
which the system normally adheres. When the system goes beyond the statistical ranges, an
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tntrasion sy have oocunred and an alas o grven. Pattens nsaichng s sumply what ils nasoe
unplies. Pasterns of known amacks are part of the 1DS datsbase. Attack pattenss for densal of
service astacks. buffer overfiow attacks, and backdoors are well koown. These are known as
signateres. When these sigmatures are detected, an alanm is given. When alanms are gives, those
monitonmg the [DS wvestigate fo determine if aa mirusion bas in Bact cocurred and react
swcordimgly. Evest correlahion systems can compase miormation from vanous secanty devices
aad reduce the bkelibood of unmecessary response 1o “false posatives,” which may anse from an
atack sapmatre matching allowed activitees. Such systemns can also reduce the likeldood tha
the momitoring stafl i destracted from sotcing an actual attack by a Dy of alanms rassed by
relatively mpocuous activilees,

S423 Network Monitoring

The Computer Secunty Incsdent Response Center (CSIRC) shall accomplads the mosstonag of
(‘B?s)m-dmuh Upon recept of an alanm, operators shall investigate to determine

the validity of the alarma. Once confirmed. the operator shall notify the I1SSO and 'or the system
sdmemastraton for coarective action. [ the problem is devmed cntacal, semior managesoent shall
be notified and mvolved to determine the appropriate course of acton

543 Netwerk Connectivity

A system interconmection is the dwect coanection of two of moce information systems for the
purpose of sharing data and other mformation resomrces. This applies o systems that pass data
between each other via a dwect system-to-system interface withoot bumoan idervention. Amy
physical connection that allows other systems $o share data (pass thru) also constitetes an
intercommection. even if the two systems connected do not share data between them. It does not
mchode nstances of a user loggmg on 10 add or retneve data, mor users accossamg web-enabled
apphcations heough a browser.

A sasbey of managemnent, operational, and tecluneal controds smpact setwork connectivity.
These sclude sdentifscation and authentscatson controls, sadt logamg, nlegnty controls, and
peniodic peviews of progratns/ systens 30 ascertam whether of not changes that could adversely
affect secwrity have occured.

Policy Refevamt
D CBF Policy Statementy Controls

—
AC-1,

$43a | conmods, andit Jogpng. and access controls are implementod on every network AU2.
Componcnt. AL,
A2

Ietcrcouncctions between CIP and noo-CRP IT syvicumn Jhall be eviablinhod
sa3h | commoliod wecrfaces shall be accredaed at She hughest secunty keved of CA3.
mfomuation on the petwork. Comnections with ofer Foderal agencies shall be
docunesied based on micrapency agrecmscnts, memonads of undersiandng.
service level agseements oo sercounecton scomity agreemests. The
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CHP Policy Statemenis

_—_—-—-—-—

document vebecke chosen mast still coutam such mfonmation as the mterface
chanacienstics, sooury roqurcmonts, nanee of mfomation comummmcated and
meaiioriag procadues for verifymg caforcoment of secunty seguircssents

43¢

CRP shall documcnt o macscoancction 10 the DHS OneNetwork (OneNet)
with an Iatcroonncction Soownty Agrecment (ISA ). signed by the OneNet AO
and by the CBP AO.

CA-}

$434

ISAs shall be rosssood every throe years or whoscver soy sipmificant changes
have been made %0 any of the inderconnectod systems.

CA3

L4535

ISAs shall be reviewod and spdatod s aooded as a part of S anmual FISMA
sclfassewsmem

CA3

SAXMS

CRP saay complete » masier ISA, (wWihich imchudes all sramanomag sysicues ) a4
part of thew ssitial OneNet anubon. Afer tramamon, cach additional sysiem
of GSS sall be required %o have a separate BSA. sterconnections between
CBP snd other DHS Components (not i iadmg DIES OueNct) shall sequire aa
ISA winever these is a diffesence 1 the seounty categonzations foe
confidestiality. unegniry. and availabebty between the sysocmss of when the
syvicmss do ot share the saane secuety policcs. In this comenr, “seourity
polacacs” efon 10 Bhe set of rulles that controls & system’s woeking coviroamcnt
sad not 10 DHS mifommtion soomty policy. ISAs sall be vgnod by each

OMEAZAton s Fespective AO.

S43g

Coanccticns wik other Foderal agencies shall be documnensed dased on

micragensy agrocmcnts, memorands of wdentanding, wervice kvel

aprocscuts of the microonmachion secunty agrecioents. A ungle ISA oy be

used for nmitipk connoctions provided that the secunty accreditation is the
sane for all connecuions covesed by that ISA.

CA-)

S43h

CBEP shall documsent suercoumecnons between e CBP network and exiernal
(Noa-DIES) networks with an ISA for each commection

543

CBP shall
Potats, as
Secmon 5432

2 Trust Zone with DS twough Polxy Enforcement
e DES Secunty Aschimecnee and Socussented in

CA-)

SC.7

$A35,

e socuwe Nune Address resodution sarvice. DNSSec

DUES OneNet shall
' 2s e DHS service soluton.

s been

SC-20.
SC21.
sSC.22

$43k

AN DEES systcns consectod 10 OneNet and operating & ssoderaie o high level
shiall utilize secme Name' Address resolation service provadod by DHS
OneNet

SC-20,
SC221.
SC-22

5431

The sppecpniate CCB shall cavere St docusncntanion sssocsncd with aa
an \ " [

epic.org
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s CBP Policy Statements asesbens

bascline. CBP systoms that wacrface with OneNet shall also be subpect to the
OneNet CCB

Istcrccancchions Berween fwo accredned DS systcus do net roquaee an ISA
W the imfcrface characicrnlicy, womrly roquecineady, natuc of mformation
S4im commumicared and motetonng procedarcs for venfymg enfoscancnt of CAS
) seCuney e accomnted for m Bhe SSPs o are descrnibed = another

formal document. such as an SLA or conmract, and the rsks have been mssessed
sad acceptad by all svelved AOw

Geantmg the atelity %0 log mio one DHS syvicm theough another DHS system
$A435m | (such as theough OneNet trust) does not roguire an 1SA. wikn She roguircmnents —
from Sectiom $.4.3.1m are met

Network compectinity responsibilitses are provaded below.
Network Conpectivity Responsibilities
AO or Desigasted Officisl
e Review, apgeove, aad sign the Intesconnechion Secunity Agreemsent (ISA).

o Ensure that ISAs are retsssed every three years or whenever significast changes are made %o
any of the merconnected systemns.

150

o Provade gesdance and enfoece nunagement, operatiomal, snd techmcal controls that apply 1o
petwork sed syatemn secunity configuration and mossioniag

e Evaluate the nsks assocsated with extermal connecthions,

¢ Review progrems 'systemns penodically 10 ascertam of changes have occurred that could
adversely affect secunty.

System Owners
o Establish the requrctent for the extermtl connection and assess the sssociated ks

o Emsure that all commections to the system are sdentified and addressed by am active [SA
document.

Network Administrators

o Emuge tochmical controls poversang use of the extermal connechion remams m place and
function peoperly.

o Asiadt m development of the ISA as necessary.

o Emsure that any pew connection and ‘or system access was pastified and validated by the
system owner and the system ISSO.

o Fmsure that there 15 a valid ISA = p
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Network Connectivity Responsibilities

Certifying Agents
e Review Mission ISAs developed by the ISSOs before the ISA is sent for signature approve.
ISSOs

e Coordinate with the external agency in development of the ISA.

¢ Ensure that a validated list of connections and supporting ISAs is included in the System
Security Plan and is also available as necessary by CISO in support of Secure Internet
Gateway (SIG) requests.

e Assist in preparation of both Trade and Mission ISAs and ensure all external connections
are documented in the System Security Plan, Risk Assessment, and security operating
procedures.

e Review ISAs as a part of the annual FISMA self-assessment.

e Monitor compliance.
Users

e When connecting to CBP networks, ensure the equipment used to access these networks is
protected from viruses and other malicious code and the protection software is kept current.

5.4.3.1 Interconnection Security Agreements

Proper management of network connections is vital to ensuring the confidentiality, integrity, and
availability of the data processed by a system. Interconnections of systems must be established
in accordance with NIST SP 800-47 (Security Guide for Interconnecting Information Technology
Systems). An ISA is required whenever the security policies of the interconnected systems are
not identical or the systems are not administered by the same entity. The ISA documents the
security protections on the interconnected systems to ensure only acceptable transactions are
permitted. ISAs must be reissued every three years or whenever significant changes have been
made to any of the interconnected systems. CBP ISSOs must review their ISAs as part of the
annual FISMA self-assessment.

All external connections must be identified and documented in the System Security Plan, the risk
assessment, and other C& A documentation as necessary. The risk associated with these
connections must be addressed during the C&A process.

An ISA should address the following areas:
1. Purpose: This section should explain the rationale for the interconnection and contain a
one- or two-paragraph statement that justifies the need to interconnect the two systems.

2. Interconnection Statement of Requirements: This section documents the formal
requirement for connecting the two systems. The following items should be addressed
in this section:

a.  The requirement for the interconnection, including the benefits derived

b. The names of the systems being interconnected
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c.  The type of connection (Frame Relay, T1, etc.)

d.  Physical location of connection equipment, including addresses and room
numbers

e.  Primary Points of Contact (POC) for both systems
f.  The agency name(s) or organization that initiated the requirement.

3. System Security Considerations: This section documents the security features in place
to protect the confidentiality, integrity, and availability of the data and the systems
being interconnected. This includes such areas as incident reporting and personnel
clearances. Technical representatives from each organization need to discuss the
contents of this section and come to a mutual agreement as to which items are to be
included.

4. Topological Drawing: Each ISA must include a topological drawing depicting the end-
to-end interconnectivity in a clear and readable manner. The drawing should include:

a.  All data communications paths (not program system paths), circuits, etc., used
for the interconnection beginning with the DHS-owned system(s) traversing
through all interconnected systems to the non-DHS end-point

b.  The logical location of all components (mainframe computers, host processors,
hubs, firewalls, encryption devices, routers, frame relay devices, secure frame
units [SFU], communications service units [CSU], data service units [DSU], and
customer personal computers).

5. Signatures and Comments: Each ISA must be signed by the CBP AO of each
connecting system and/or organization or by the official designated by the AO to have
signatory authority for ISAs. This section acknowledges that the ISA is subject to
change, will be reviewed annually, and will be modified as circumstances warrant.

This section must include a statement that the ISA may not be unilaterally modified and
that any changes must be reviewed and jointly agreed upon.

Details on completing an ISA are contained in Attachment N, Preparation of Interconnection
Security Agreements.

5.4.3.2 Trust Zones

Information and services sharing between the DHS SOC and CBP occurs through Trust Zones.
A Trust Zone consists of a group of people, data systems, and networks subject to a shared
security policy or set of rules governing access to data and services. (For example, a Trust Zone
may be set up between different network segments that require specific usage policies based on
information processed, such as law enforcement information.) The DHS SOC must be aware of
CBP-security requirements, as defined by Trust Zones, to accurately perform DHS SOC duties.

DHS Trust Zones have the following characteristics:
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1. A set of setworked hosts protected from sscomtnuned access by one o more secunty
perimeter devices

te

Provide the basis for placement and configuration of fisewalls. Virtual Private

Networks (VPN), and remote access profection devices

3. May comiast of » samgle howt, e o more LANS af a site, or 2 group of metworks
conneciod v 2 petwork peovader or backbooe

8. OmpeNet provades a layer of tnest Shwough ssbactting, fieewalls, and other polcy
caforcement mechanisims

S, Network Admassion Control perunts dynames assagnusesd of mnformation systems and

users 10 banse Trust Zomes, Mediun snd High ssvurance ssodels are amother

e haneem that pernts assagmement 90 Trust Zomes

Apphication based Trest Zones perust orgamzanon masaged Trust Zooes

$4233 Domain Membership

Thas pohicy s requured 10 improve the nasageabslity and secunty of Windows deskiops and
devices commectod 10 the network. Adberence 10 thas podicy shall ensare that CBP 15 1 2 posihion
10 detect and sexpediate vulnerable windows systems, Workatations are the larpest attack swface
witlun DHS and require ey controls 1o conure they are properly masaged. Thes has bocome
even mose cratical in the wake of recent attacks, & sasssaged systesus are casy %0 exploit via
well-known avemoes. These explosts have subsequently caused segsaficant disraptaca 1o the CBP

HS5200
Policy Refevant
D CHF Policy Statements Costrols
AR compuners and modtle devices mmaing 2 Microsof! Windows openting
sysietn commectng 10 CHP's Networks shall be rogquseed 10 join onc of the five
manapod Wisdows Dosssens, which see Jivsod as follows
Ouly “spproved” CRP Wndows (Waorkstatnoss Servers) veraom Jhall be
54330 permitiod Plcase note that the roquecoont o jom one of §e CBP manaped TBD
domatns docs pot grant appeoval for mauhonzod operating systoms. software
of confizunnon theren
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et CBP Policy Statements b

AR computers and mobile devices that arc mambers of the Active Dectory
Windows Domam sholl have the 'Domon Aduum” growp as a member of the IBD
local Adminraraions groep. Whes Windows compeaters join the domain, this
100 i sncenatically added and o st 2ot be removed.

S433c¢

o canes whore compaters aad mobile devices &0 mot roquire access 10 contral
resources sach as file or print servers. omail or Imamet access. then an
axcmption 10 domain membendup needs 10 be sought Grough he asszned
5431 g | Mnformation Sysem Security Officer (ISSO) and'or the Secunty and TED
T Technology Policy Branch. Sich an excngtion would be conditicaal wpon the
departnest wnohved accepting sespoenabalaty for muamtaaning sdoquane
parching and virws profecton levels. Excrption ey alvo be condtonad upon
the lmmtanon of network A cess 30 the non-domsam compuier cqupnat.

NooCBP cqupment Shat cmot jom e Active Directory Windows doman
shall Be subyect 10 a separate Warver covenag the respoaabilitics of the
5433 e | deputinest o owner.  This Jovel of accens 1s roguired m codir %o venify THD
service pack amd parch kevels, vinws defimitions, software veraoos and (where
DECCSSArY ) 10 pUEpe OF remove virms infections.

544 Firewalls and Policy Enforcement Points

Witkan the CHBP, boundary peotection of IT resources is accomplished by the istallation and
operatson of firewall systenss.  Fieewalls, whes used s concert with & variety of additscanl
secunty controds such as intrasson detection systems, personmel background checks, secunity
guasds, data encryption. and physical secunsty barmiers, provide an added level of assurance that
unauthorized personnel will be umable to access CBP's astomated systems.

Polcy Esforceument Pownts (PEPs) separate Trust Zomes as defined by the DHS Secunty
Archmtechue, Bosmdary protection betwoen DHS and external oetworks 1s mmplemsented by
firewalls o Trusted Enternet Connections (TICs) and other approved direct system mnter-
connections. DHS TICs are provadiod by OneNet sad monitored by the DHS SOC. CBP SOC
may protect CBP boundanies acrons the DHS Trawt Zooes

By mackmg and controllng data, sed deciding whether o not 10 pass, drop, reject. or encrypt the
data, frcwalls have proven 10 be s effective means of secunng a network.

Policy Rebevast
D CBF Policy Statementy Controbs
CBP shall sestnct phyysacal access 10 firewalls aad Policy Eaforcement Poants AC-L

SA44a | (PEP) 10 ssthorured personnc] snd consme e all fiecwalls arc located only = » SC.7
pharsically secure area
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Policy Redeyast
D CRP Policy Statements Controls
m
Sa4b Componcnts shall uplcanent idowalicahion and swoag sstheoacaton for ACH,
S sdmmistration of the Secwalls and PEPs SC.7

S44¢ | Componcnts dall cocrypt remole ssainicnance patln to the firewalls sad PEP “s::;

Componcuts shall conduct quanaly firewall and PEP sevimg o cosawe that
$444 | coswee Shat most recont polcy changes have boen inplomcnned and that alf SC2

spphbed policics and controls mre operatemg o usendad

Compoocnt SOCs shall contwe reports on secunty operatons statos and
$A44¢ | imodont reporting are provided to the CISO Secunty Operations Program IR6
Duwpecion as soquired.

AN Deparmncat and Cossponct ficwallls and PEP shall be adummisicred in
SAAL | cocedmation with DHS secunty operation capababncs, teough the DHS SOC SC-7
of Componeat SOCs

AN DHS Polxy Enforcemsent Potnes (PEP) shall peovide protection agams! SC.§
SA4E | denual-of-service amacks

CRP shall &tcrmene protocols and services permstiad Srough the COP PER

$84h CBP may resinct radlic sources and destmanons at the CBP PEPs SC-7

s4.4) | The DHS SOC sball oversee all enterprine PEPY, mcluding the CBP PEPS —

Cortfication and or acrodtanon m accordmce with &¢ procedures CA2
$AAE | cuablished m this handbook

AC6,

Coafapred 1o prolulbet any peotocol of service that is not explicitly permunied CM-3,

SALY | by CBP LAN standards and socurity certifiod configptration s

M7

The DHS SOC peovades a cenmal coordination aad seporing posnt 5 tanegome
the effoess of CHP and other component SOCs (inclnding the HSDN SOC),

S 44 |cvcating 2 “commumity of the whole “ Whale SOCs wre Jocalized. spoculized, -1
sad openatiosald withm cach Component, the centnal reporting viracture cnables
Departmacnt-wide coordimaton aad collaboration

Auds capabilities of the sysiess mast be enablod 10 collect the Sollowieg
mformuabion, & 8 (i

se4s | ¢ Sowceand dostuation [P address AUL2
o Tomc and dvic of cvem

o Uniform Resource Locwer (URL)

264

epic.org EPIC-18-07-31-CBP-FOIA-20190517-1stInterim-Production-pt3 000277



CIP INFORMATION SYXTEMS SECURETY POLICTES AND PROCEDURES MANDIOOK
HB 1800.090. Vinaoei 10 _

CHP Policy Statemenis

o Acoess Mrespes 10 nerwork services

o Roecsod somnco-rontod addrovses

o Use of Imemet Control Message Prosocol (ICMP)
o Roedwects

S440

Asclaved sadit Jogs will be mautsmed for & s of five years

AU-N

S4ap

Provade mntrusion detection capabelny, cvder as an micpral pont of the firewall
o theough a separate, add-on applnce. This Intrusion Detection System
(1IDS) mmst peovide for a scalable respoase 10 attacks and remote sotificanon

ACH.

S44q

The Sywiom Adsuosstraee (SA) for say CBP-owned fucwall of server
sccevable from the Inmernet of s Extranct should not be B¢ same person that
s the SA for the micrsad system of network commectad 10 the loscrnet or the
Extrsct by the firewall or server.

AC-S

SAa0

e trasmmsion of CRP-ouncd. son-pubdc infomabon from » CIP server
over prvate networks, S lnforact, o Exiranct 10 amy Ssct sl B¢ 3 Wome

protocol St provades FIPS 1402 complioat cryptographic peotection

SC-1}

S44s

Any CBP-owncd firewall or server for witich lisernct or Extranet comnectiviey
i approved st prolebet the login of » SA from e Intcrnct o Extranct

SC-1

S44rx

Any CBP-ownod firewall o server acoessble from the [ndermnet o aa Extranct
st peovide an tairesion dctection Capadiliry that will provade an mnodiate
mlert when an aTack or aticmpt 10 bypass sysicm seOMRy oCoes.

Sk Sk

S44s

Any CHP-owned firewall of server accewsable from the Imemet of 2 Extranct
st savmtain asdit secords of all wamactions. and such reconds saust be
stoved on tampor-prood media or roused 10 a host that s pot accossibie Bom the
RBatcrect of Exaanet.

44y

The operating syvicm and sl svocssiod software of sy CRP-owned focwall
or server acoessble from the ldemet or any Extramct st be kopt curront with
pespect to seounty-eelated patches. modificamom, fixes. ctc. Pasch updates
mrnst follow the pudcine set fords withum the lsformation Secunty
Vilncoabality Masagessent (ISVM) notice publnded by DHS-SOC. The
Chasge Conmsol Boaed (OCH) price %0 &cploymess ! approve sll paiches. [n
the case of concrgency patches 1o suatigate 3 known, muncdiate thacat 10 the
CHP actwork, the CCB sy be bypassed with writien apgeoval of the CISO.

M2,
Si.2

S44w

The mplementanion sad use of Common Gatewny lsexface (CGI) scrpts on
sy fcwall of server mmest be moanored and costrolied. Scripts ssust pot
allow wners 10 activaie command-leved wviracmons of 10 porfonn asy sysicm
asdummistrator fancton. Al scripts mrend be awtod 1o performng thew

e tioas from withas thes own Srectory with all Sarver Sade ncludes (SSh)

SA-9

epic.org

265

EPIC-18-07-31-CBP-FOIA-20190517-1stInterim-Production-pt3

000278



CIP INFORMATION SYXTEMS SECURETY POLICTES AND PROCEDURES HANDIOOK
HB 1800.05D. VixooN 10

Rosposasbelity for the ftare deployvaent aod masapement of farewalls will be deternmned a2 a
later date. Geweral resposaatalitios are incladed below

Firewall Revpoasibilities

o Develop procedures and schodales for deploying Grewall systenss.

ISSOs and ADP Suppert Personael

o Assist CBP teams in the sstallation and configuration of faewall systemns.
Site Masagers

o Emsure that the installation Seam recenves pecessary support dunog and after firewall
ustallation.

SOC

o Manage firewalls m acoordaace with DHS and CBP firewall policses.

o Maintxin change control over frewalls sed masntan proper firewall configuration.

SA4401 Firewall Bavics

A firewall 35 a systom o group of systemns that enforce an access control policy between two
networks. The actual moeass by wihoch this is sccomplabod vanes wadely, Associased wih the
banse capabilaties of access comtrol, frewalls can authentacate the source and destination of a
given data parh peovade nerwork addeess rasslation (NAT) and port addiess amslatson (PAT)
sad log all traffic passing tuough them. The logging & either done on the machine on whach the
firewall software nuns om, of 1s logged 1o & separate machane for audit and mtrusion forensic
amalysis.

Fuewalls are often associated with filtering devices, which screen incomsmg (and possibly
outgoing) data traflic for viruses and malware i the form of mobile code. By offloading these
responsibilitaes 10 ancillary machanes, the firewall can allow higher rates of data Sranesamssion.

Molnle (downloadable) code 55 software that s transuuttod flom & 10mose SOWCe ATOSS 2
petwork 1o a Jocal system and then execwted on Shat local system (e g, personal cosspaster, PDA,
wobile phone, Internet appluance). Examples nchude ActiveX controls, Java spplets, script nas
within the browser, aad HTMI, caxuil. Adbough mwobile code is a Jegitimmate sacthod for
distnibuting application software, ot is most frequently assocmted with “malicions mobille code™
(e.g., viruses, worms, Trogan horses) that excecutes without the permussson of or sy explicit
action by the local system's owner wser

Faewalls also have two facets with respect 10 encryption. A freqoently used mechanisan is the
SSHy2 protocol (Secure Shell version 2). Thas facality cam provide for aathentication by a digital
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certifscate of & two-factor suthentication mechantan, as well as strong eacrypticn. Such a
connection should caly be allowed fom the protected (sernal) sade of a fisewall, so that
unauthorized cutssders are waable 1o affect a change.

Fuewalls often have the capability to unplemnent encryptod data commmmacatsons.  Although thes
approach meght be shghtly more economical, it & moce pradent 1o bave a system that functions
as a fmewall serve a smgle purpose. A separate encryption server (belund the fzewall) s
affonded the extra protection of being shickded by a firewall. Encryption, moreover, mvolves a
substaatzal smncunt of computatosal power, winch would slow dommn the operation of the
Grewall Lastly, of the firewall systom i compromesed, the cacryptaon Hrcility s not
sstoesahically comprommised Mt the same e

NIST SP 800.10, Kevping Yowr Sie Comorsably Secare: An Introdwenion 1o Internet Firewalls,
sd NIST SP 80041, Goidelines on Firewalls amd Firewall Policy, offer guidance with respect
to firewalls and the functons they cam serve

S442 Firewall Deployment

Frowall systeuss bave been deploved 10 vanoes CBP sites, and additional systetns are scheduled
for deployment as part of the contimung <foe! 10 provide pecessary securty safeguasds,

Frewalls are not used solely %0 peovide boundary protection from the outsade world o
comenercial enviromments, for example, the fiscal processing systemss may be peotected from the
reqsinder of the petwork by firewalls. In a similar poescr, CBP com use fleewalls 10 segment
systoms that have vanous levels of sensitinaty, unless they are so classified that counection %o the
network should be probebeted

S4423 Firewall Management

All Grewalls for unclassified and collateral chassifed systenss shall be under the control of the
DHS and CBP SOCs, who are resposssble for providing direction and gusdunce for firewall
seatings and nule sets. The actual apphication of all firewalls shall be under the DHS SOC

S444 Unsuthorized Firewall Protecols and Services

All uused fiwewall and gateway ports wall be disabled. Use of the following firewall geotocols
ad sorvices a0 wathorized, and the sssociated ports will be disabled

Table S4.4.4: Unantherized Firewall Protocels and Services

L nanthorized Firewall Prodocols and Scrvices

‘\67
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'nagthorized Firewall Protocols and Services

Link POP3 Syslog

LPD Pottinag GOPHER
Noaane RCF uoce
Nethoon RIP X Protocols
ICMP Redirects NIS R Conmnands
UDP Boot Services RIP Dacaxe Routed FIpP

TelNet

Use of any waawhonzed service must bave formal approval of the AO. A warver or exception
must be obtamed before muplementing any of these services. Approval may not be granted unless
it can be desnomstrased that the selected firewall configuratiion provades adoguate secunty m
sccovdance with CBP Cartalication and Acoreditation (CEA) secunty rogurcssents and CBP
system bardenng gudamce m accoedance with CBP-developed protection profiles

SAAS Authorized Protocols and Services

Secure protocols and services, such as Secure Shell (SSH). Secure File Tramfer Protocol
(SFTP), and Tramsport Layer Security (TLS)®, may be permstted where it can be dessonstrated
that they do mot pegatively mgact the secunty of network operations or other mterconnecting
systemns. Hasdening guidedmnes mmst be followed for smupdementation and masstenance of sach
systemns. Use of such protocols or services must be appeoved by the AO and fully documented m
C&A documentation of systems employing these technologies

SA46 Virtual Private Network Persoaal Firewalls

CBP.owned laptops or deskiops roguning lroadband commections nut be equipped with a CHP.
sppeoved perscaal frewall The required secunty coafiguration of the personal lieewall st
inclode the followmng features:

| The persomal firewall shall block externally ongaasted incomong network roguests. An
exception is permitted for TIVOLI and CBP trusted secunty-monitoring systems.

 In accordonce with NIST pesdelines (5 300501 Fromport Laver Secwsty v 1.0, whew preperly confipsred &1

apgvennd Sov e wirdh Sodevad fovmatan. Sonvee Sockers Laver 1.0 1551 v 1.0y 1v mor apgveved fov federa
mov manon Secasse the on prograpgive alpor oy wred are v FIFS- Approved
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10.

Users will not have the capability to disable the personal firewall. Any command line
scripts associated with firewall activity shall be hidden from user view or access.

The personal firewall shall be used with and within the DHS/CBP trusted networks.

An outgoing Virtual Private Network (VPN) connection is only permitted via personal
firewall. Incoming broadband connections to the host are permitted only through a VPN
tunnel.

Personal firewall outgoing, IP-initiated communications shall be permitted only to
DHS/CBP trusted sub-nets. An exception is permitted for Dynamic Host Configuration
(DHCP)-initiated requests required to establish the VPN tunnel.

The personal firewall must operate with CBP network firewall systems.

The personal firewall shall not allow users to initiate communications directly to the
Internet. All Internet communications, if any, shall be established through direct
connection with the LAN at a DHS/CBP trusted site or through the CBP VPN.

The personal firewall is required for the broadband VPN overlay product on the
certified CBP Standard Desktop Operating System.

The personal firewall will be initiated when the desktop or laptop system is powered on
and remain on until the system is powered off.

CBP systems using broadband VPN must be configured to automatically disable any
capability to bridge traffic from other network connections via modem or wireless
access points. Users must not have the capability to change this configuration.

5.4.4.7 Firewall Exceptions and Waivers

Exceptions and waivers for CBP firewall policy and the configuration requirements in this
section require formal written requests to and approval from the CBP AO and the CISO prior to
changing currently authorized configurations to operate unauthorized ports and services. Any
such changes to approved configurations must be fully documented.

Requests for an exception or waiver must be first submitted to the CISO and must provide the
following information:

1.

2.

3.

4.

A description of the desired exception and waiver
A detailed business case to justify use of the unauthorized service
A risk assessment associated with implementing the service

Actions taken to mitigate identified risks

Exceptions or waivers that have been approved by the CBP AO must be included in an updated
accreditation package reflecting the new services and their associated risks. New services must

epic.org
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not become operational until the CBP AO has re-approved the system and granted Approval-To-
Operate (ATO) with use of those services.

5.4.5 Router Device Management

The following practices should be followed in order to maintain the security posture and
availability of the CBP networking devices:

10.

epic.org

Communications between devices must be secured by restricting communication to
known authorized IP addresses at a minimum.

All network management ports must be disabled except those needed to support the
operational commitments of the site.

The router administrator will manage devices through out-of-band or direct connection.
If out-of-band management is not feasible the use of “in-band” management will be
limited to situations where the use of out-of-band management would hinder
operational commitments or in an emergency situation. The CISO will approve the use
of ““ in-band” management on a case-by-case documented basis

All security-related patches applied for out-of-band access will use the currently
supported version of Secure Shell (SSH).

Where management of remote site devices is impractical using the direct connection
method, secure dial-up method via an encryption utility is acceptable. Termination of
the secure dial-up must be at the Terminal Access Controller Access Control System+
(TACACS+) server inside the secure enclave.

Authenticated access control using out-of-band management must be used for access
via remote access devices. This will be enforced with strong two-factor authentication,
encryption of management session, and auditing. This method ensures only authorized
network administrator access via remote devices.

Due to bandwidth limitations, use of “in-band” management will be restricted to a
limited number (less than 10) of authorized IP addresses, including the System
Administrator (SA) and his backup. This may be accomplished through the vendor’s
Network Management System (NMS) or by using an access control list.

In-band connections will use strong two-factor authentication for all managed
communications devices.

Where port management and port protection services are available on communication
devices, they will be activated on all authorized port connections.

Banners warning users that their computer activity may be monitored must be displayed
on all network management devices allowing Hyper-Text Transfer Protocol (HTTP)
access. All devices that do not support warning banners must be documented.
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546 Isternet Security

Over the past few yess, goversanent, private isdustry, and acadensa have developed secuny
techniques, practices, and sools 80 reduce the ever-growing nisks assocated with intercoanected
networks. The policy contamed m thas section establishes muinimuumn-security requirements to
connect CBP mformaton systems with the Internet, the CBP Intranet, and any Extranet. In sowe
cases, business needs will determane the necessaty of more strmgen! connectivity requirements.
Any CBP-ovned Internet Web site provadng public mformation, regaedless of the ownendsp of
the service provader, st comgacuondy diplay the Secunity Notifscaton, docvesscnted in
Secton 5.2 3, either s Sall text on the first page o with & bamion contamng the words “Legal &
Privacy Notwces™ Jocated conspicuously on the first page.

This section peovides specific CBP techumncal policy regarding the use sod peoper configuration
of firewalls and the masagement of diak-up connections and other peotocols.

Rekevamt

Policy ID CHP Polcy Statemonts Coatrols
<46s Any direct commecnon of CHP petworks 10 the Insernet of 10 extrancts sust SC.7
. occur theough firewalls and PEPs tha have becan cermfied and accredned 3
M.7,

S46b Fucwalls and PEPs slall be confiped o peobubet any peotocol or service tha SC.7.
R s oot explicitly permuniod SC-8,
sSC9

CBP shall conure that all executable code. mchading mobele code (¢ .
ActrveX. JavaScnipt). » revicwed and approved by an appeopniate semor
official prsor 10 the code betng allowed 1o execuse widin the CBP

$46c caveommest. [Nose: Whes the iechoology becomnes svatlable and code can be SC-18
: vetied for secuney, the policy willl be “Enare that all approved code, ischading

mobile code (e g ActveX, JavaScript), is Ggially signed by the dovgnancd
mﬂ;'wuuhqwmsawbmumn
SYMoms

Teloet shall not be wied 10 connect 3 sy CBP companer. A compection 2’.‘:7’
$464 | protocol vach as Secure Shell (SSH) that cphoys secure suthosticanon (fwo | 270"
Bxcton, oxrypied. key exchanpe, o ) and o apgroved shall be wod mstead. sc.s;

File Tramsder Provocel (FTP) shall mot be mied 3 cosnect 10 or from say CBP | 00!
S46¢ | compuier. A commtaon protecol thar cugploys secuee suhcnicatica (Iwo S(‘:C.
Bxcior, eacrypied. ey exclange. o ) and b appeoved sall be wed mstead. SC.9

Remote Deskiop connections, such as Microseft's Remote Desktop Prosocol
SA6S (RDP), shall sot be used 10 comnect 10 of from sy CBP coaputer without the | AC-17,
o use of 3o aushamtication cthod St caplovs secume audenhication (wo- IA-2
Botor, eacrypiod. key exchange. o).
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Peticy ID CBP Policy Sttemesss e
To cosure the securty and availabelity of CHP mfornation and mfoomation
s46 systoms the CBP C1O or CI1SO mary direct for spoafic Intomet websites of 2o
. 10 be Blocked at the CBP Trusted Imemet Comections as advised
by US-CERT, the DHS and CBP SOCs. o other repunable sources.
AN usors acoessmg Totornet Hypor-Text Tramdor Protocol (HTTP) sites maast
use a CHPappeoved avaskable HTTP browser. Such beowsers st §
all vendos-provided secunty patches, modificatsons, fixes. cic. Pasch
S46h wrest follow the pusdclne st forth witlus the Iaformsation Secunty SC.7
) Vulnenabairy Masagessent (BSVM) sotice publoded by DIIS-SOC. All HTTP
browsers will be confipured securcly acconding %o CBP secunty standiads w1
by the CISO. Securny settmgs on HTTP Browsers are not 1o be modified by
CBP wsers af anry tume for any reason.
AR fides obaaned froms the Iaternet or an Extranct st be scannod vpon
S463 | recapt Before they s openod of med. CBP-appeoved and properly updaied Si3
sti-vine scannmg ad detection softmare mnt be wsed
S46 CBP-owned semsitive mformation shall pot be stoved oa or @stnbuned via MP.1
A3 | peblicty sccessible Wb bosting
Electronss mail waflic between the Internet and micrnal networks must be
SA6k | wplomcntod with contrally managed Sanple Mail Traasfer Protocol (SMTP) AC-13
galcways.
SAGL | Proxy applcamons tsest be usad 10 rowne maul thoough flrewalls. ACA
No CBP dvta (o any form mchadmng “meil box™ data. other than the acconnt
S46m | mionmation accessary 1o operate the systom) will be Jocated on application ACA
gatewnys of Seewnll devices.
PE-L
AN petwork ywitch ports (¢ network jacks) in peblic spaces such s prssary L
S46m | aad secondary mopection arcas mes! have socunty controls 10 prodube PE-3,
unvathorwred access. and
PE-T
Any CBP-owned [nternet Wieb wte provading publc mformaton. regaedion of
the ownership of the service provider, must compacoomsdy displry the
s46o approved begal and privacy notces. It st be displayod erther m full text om ACS

the first page or with & bemos costasung the words “Legal & Privacy Notices™

located conspacucanly on the first page.  The accepied kmguage 1 localed i
Secmea S 23
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Internet security responsibilities are provided below.

Internet Security Responsibilities

CBP AO

ISSOs

Network/System Administrators/Field Technology Officers

Ensures all external network connections are protected by a firewall and possibly other
boundary protection devices that have been certified and accredited at a level commensurate
with the sensitivity of the information to be protected.

Ensures dial-up connections are addressed in the C&A documentation.

Ensure all external network connections are addressed in the risk assessment and System
Security Plan.

Ensure all external network connections are protected by a firewall and possibly other
boundary protection devices.

Ensure all boundary protection devices are properly configured and monitored.

Ensure dial-up connections are properly configured and secure.

Ensure all boundary protection devices are properly configured and monitored.

Ensure firewall ports that allow file and printer sharing, whether through Microsoft
NetBIOS, Common Internet File Service (CIFS), Network File Services (NFS), or TCP
SMB (Server Message Block) protocols, are closed.

Ensure firewalls are configured to prohibit any protocol or service that is not explicitly
permitted.

Ensure the following are prohibited:
o Telnet (clear text) connections.

o FTP unsecured (clear text) file transfers.

o SNMP protocols that can be used to monitor and control systems
o Cross boundary routing broadcasts

o Address Resolution Protocol (ARP) messages

o DNS communications across the boundary (by using split DNS with zone transfer
authentication)

o Unsecured file transfers

o Mobile code (e.g., ActiveX, JavaScript) that has not been reviewed and digitally
signed by an appropriate DHS authority.

Ensure dial-up connections are properly configured and secure.

Sound network security practice dictates that all network connections are identified and the
threats and vulnerabilities associated with these connections be analyzed. The guidance
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provided in Section 5.4, Network and Communications Security, specifically with regard to ISAs,
also applies to connections to Internet and extranet connections.

An extranet is a private network encompassing that portion of an organization’s intranet that it
chooses to securely share—via the Internet and the public telecommunication system—with
external suppliers, vendors, or customers. An extranet requires security and privacy and may
involve firewalls, digital certificates, message encryption, and virtual private networks that can
tunnel through the public network.

All external connections, including extranets, must be identified and documented in the Security
Plan, the risk assessment, and other C&A documentation as necessary. The risks associated with
these connections must be addressed during the C&A process. Additionally, external network
connections are to be reviewed annually by ISSO and documented in the annual information
security assessment.

Adequate protection requires the proper selection and installation of firewalls and other boundary
devices, Intrusion Detection Systems, and ancillary encryption or filtering devices. These
devices must be certified and accredited prior to their use on DHS networks. Implementation
guidance for firewalls is discussed in Section 5.4.4. Intrusion Detection Systems are covered in
Section 5.4.2.1 and encryption is addressed in Section 5.7.1. The adequacy of these devices
must be monitored and reviewed as part of periodic information security assessments.

Firewalls must be configured to prohibit any Transport Control Protocol (TCP), User Datagram
Protocol (UDP) service, or other protocol that is not explicitly permitted. Of particular concern
is the need to close ports that allow file and printer sharing, whether through Microsoft NetBIOS,
Common Internet File Service (CIFS), Network File Services (NFS), or TCP Server Message
Block (SMB) protocols. The use of file and printer sharing is associated with numerous
vulnerabilities related to everything from enumeration of devices and user accounts to
anonymous control of systems without authorization.

Telnet, which is prohibited on CBP systems and networks, is a utility program and protocol that
allows one computer to connect to another computer on a network. After providing a username
and password to login to the remote computer, a user can enter commands that will be executed
as if entered directly from the remote computer. Telnet transfers all information in “clear text”
(human readable text), which allows Internet service providers (ISPs) and other users on the
Internet, intranet, or LAN to intercept the traffic it creates. This could allow unauthorized users
to get user IDs and passwords, capture information or commands that are being sent, and
potentially alter the information in the telnet connection. Telnet uses a commonly known port,
which makes it easy for someone to “sniff” telnet traffic. The approved solution for this
functionality is to use Secure Shell (SSH). SSH is an IETF protocol that provides encrypted
connections and supports authentication with digital certificates and other secure methods of
authentication.

FTP is a means of transferring files from one computer to another. FTP transfers all information
in clear text (human readable text), which allows ISPs and other users on the Internet, intranet, or
LAN to intercept the traffic it creates. This allows unauthorized users to capture information or
commands and possibly alter the information in the FTP connection. FTP generally uses a
commonly known port, which makes it easy for someone to “sniff” FTP traffic. The approved
solution for this security risk is to use the Secure File Transfer Protocol (SFTP) component of
Secure Shell (SSH). SSH is a FIPS 140-2-approved Internet Engineering Task Force (IETF)
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protocol, which provides encrypted connections and supports authentication with digital
certificates and other secure methods of authentication.

Use of the following is expressly prohibited:

Telnet
File Transfer Protocol (FTP)

Simple Network Management Protocol (SNMP), which can be used to monitor and
control systems

Address Resolution Protocol (ARP) messages

The following have significant risks and shall be used only in conjunction with appropriate
countermeasures and risk-reduction procedures:

Cross boundary routing broadcasts

DNS communications across the boundary (by using split DNS with authentication of
zone transfers)

Mobile code (e.g., ActiveX, JavaScript) that has not been reviewed and digitally signed
by an appropriate DHS authority.

Implementation guidance for securing dial-up connections is addressed in Section 5.4.1, Remote
Access and Dial-In. If a dial-in connection can be justified, it must be strictly controlled.

5.4.6.1 Securing Internet Connections

Internet connectivity exposes CBP systems to damage caused by adversaries exploiting CBP
vulnerabilities (e.g., malicious code). In order to limit the risk, users at a minimum must follow
the Rules of Behavior listed below:

epic.org

CBP Internet connections are for official business and use of the Internet must be
within the scope of duties of the individual unless access has been approved for Limited
Personal Use. (See Section 4.8.9)

CBP equipment capable of providing Internet connectivity will not be used for any
activity that would adversely affect the confidence and public integrity of the CBP
service, even when used for approved "Limited Personal Use."

The STP Branch reserves the right to review, audit, intercept, access, and disclose
information on all Web sites visited by any user during his/her Internet connectivity.
The page contents of Internet Web sites obtained for any purpose may be disclosed
within the CBP domain without the permission of the employee. Supervisors are
responsible for ensuring that employee use of CBP-owned office equipment for non-
government purposes is in accordance with the CBP Limited Use Policy.

CBP sensitive information must not be transmitted via the Internet without using
approved security controls, such as encryption, and obtaining authorization.
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Users may accept session "cookies,” which are small text files that some Web sites
store on your hard-drive temporarily. Government sites will provide clear and
conspicuous notice that "cookies" are used, but these are deleted at the end of the
session.

Browser configuration settings will not be set to accept permanent cookies unless
explicitly approved for official purposes by the CISO.

The Internet should not to be used to send (upload) or receive (download) copyrighted
materials, trade secrets, proprietary financial information, CBP law enforcement data or
similar materials without the express permission of the data owner. The confidentiality
of Internet traffic is not guaranteed.

CBP users are not authorized to download copies of data or software systems from the
Internet unless the activity is associated with an approved/official procurement process
or approved by the CISO. All authorized downloads must be scanned for viral infection
before installing the software.

Remote Desktop connections, such as Microsoft’s Remote Desktop Protocol (RDP),
shall not be used to connect to or from any DHS computer without the use of an
authentication method that employs secure authentication (two-factor, encrypted, key
exchange, etc).

The following Internet, Intranet, and Extranet activities are unauthorized:
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Table SA46.1: Unsuthorized Network Activities

| Chat/Instamt Messaging Secwrity Valnerability

1CQ - “I Seek You™ - Intermet chat paging Secwrity Vulnerability

program
IRC - Internct Relay Chat Secunity Vuloerabiliey
mIRC - Windows online chat program Secwrity Vulnerability
Net Meeting Secwity Viulnerability
Realvideo Excessive Bandoudth Usage
Quick Time Excessive Bandwidrh Ussge
Peer-to-Pecr (P2P) File Sharing” m&:m‘::\‘m

CHP-owned stadalone computers may be wsed 10 conmect 10 the lssernet if the computers do not
contain sensitive information and will not. at any tune, be connected 10 a CBP network. bn sach
cases, they are exengt from the Internet inter-<onnectivity policy. Other than standalone
computers, the following rules apply for any counectivaty of a CBP-onned system or network to
the Internet or an Extranet

1. Any conmecton of a CBP-owned systems of metwork 10 the Endernet or any approved
Extranet st occur Sheough an O T-provadied secure gateway of firewall

"

Connection of sy CBP-owned classifiod system 20 the Intenset or Extranet ws stnctly
forbidden

1 Aay CBP-owned Intranet must be ssolated and safeguarded from connectivity 1o the
Retermet of any Exiranet

£ Auny CBP-owned server that stores son-gable information for whach an Internet oe
Extranet cosmectson s appeoved must perfoom wser sdentification and suthestication for
cach user before allowing access. Mdentification sad asthentication will be performed

’mumw,&- waratanans Notwort Sle sharng may b approved |f ¢ @ puanfod and bocvamansnd
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a secure manner not subject to disclosure or capturing. All passwords must be
encrypted across the Internet or any Extranet.

5.4.6.2 Securing Web Clients

Web technology is the part of network communications that allows parties to communicate using
Hyper-Text Transfer Protocol (HTTP) or some variant of HTTP. Many of the security
requirements of network communications apply directly to the use of Web technology, because
Web technology is essentially an enhanced form of network communications.

The Web client and associated workstation must be appropriately configured to provide adequate
security. At a minimum, the following requirements must be met:

1. All certificates must be protected with passwords that adhere to guidelines provided by
the CISO. (A certificate is an association between an identity and a public key).
Certificates are used as a way to verify the authenticity of an organization or individual.

2. Only certification authorities approved by the CISO may issue certificates that are
installed on information systems that process sensitive or classified information. (A
certification authority is an organization that issues public-key certificates.)

5.4.6.3 Securing Servers

Various Web technologies provide a convenient means for sharing information. Such
technologies are examples of push/pull technology, which allow one entity to push information
into a location and another entity to pull it from that location. Documents that an organization
wishes to share with other organizations could be placed on (pushed out to) an external web and
then anyone able to access the server could download (pull off) the information. Documents that
an organization wishes to share internally could be placed on an internal (within an
organization’s system) Web, allowing authorized individuals within the organization to access
the server download (pull off) the information. All servers must follow the guideline set forth
within the Information Security Vulnerability Management (ISVM) notice published by DHS-
SOC.

Servers can be separated into two broad categories: public or general access servers and
restricted access servers. Descriptions of both types of servers are provided below.

Public or General Access Servers

Information placed on a public server is available to anyone authorized to access the Internet,
Intranet, or a Local Area Network (LAN) on which the server resides. General user accounts are
not permitted on public or general access servers.

Restricted Access Servers

Data placed on a restricted access server will only be accessed by authorized and authenticated
users. In addition to the requirements stated earlier in this section, restricted access servers must
also implement the following security requirements:
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1. Ataminimum, the underlying operating system must comply with the DHS security
requirements for confidentiality, integrity, availability, and non-repudiation.

2. Strong authentication is required for all users accessing restricted servers; and all such
accesses will be audited.

3. Web servers shall support secure Web technology. Unapproved web services on any
device supporting such services shall be disabled in accordance with approved,
standard CBP security configuration.

4.  Web servers may not be enabled on routers, switches, printers or workstations that are
not authorized web servers configured to CBP standards. Any such operational web
servers identified shall be disabled.

5.4.6.4 Mobile Code

Mobile code is Web-based code downloaded onto a user’s client and run by the user’s browser.
Examples of such Web-based mobile code include Java, JavaScript, and ActiveX. A large set of
mobile code normally involves an explicit decision to execute, either by the user or by an
application. Examples of mobile code directly executed by the user include: Perl, TCL/TK,
REXX, Python, VB, Java, and platform-specific executables, such as those with the filename
suffix “com” or “exe.”

Indirect execution of mobile code presents a significant security risk to systems connected to the
Internet or external systems. Users may not even be aware that a separate executable has been
downloaded on their machine. Examples of mobile code indirectly executed by an application
include MS Office macros, ActiveX, PostScript, and FileMaker. Hostile mobile code or
executable content can introduce viruses or other malicious code to modify programs, allow
unauthorized access, corrupt data, or deny service. Hostile mobile code or executable content is
completely different from the more traditional malicious codes, such as viruses and worms.
Moreover, they are probably not as detectable by standard antiviral software. Therefore, to
reduce the risk of introducing hostile mobile code to the environment, CBP must implement
security controls and policy for this technology.

Per DHS policy: “All mobile code (e.g., ActiveX, JavaScript) shall be reviewed and approved by
an appropriate senior official before it is allowed to execute on DHS IT systems. [Note: When
the technology becomes available, the policy will be “Ensure that all approved mobile code (e.g.,
ActiveX, JavaScript) is digitally signed by the AO and that only signed code is allowed to
execute on DHS IT systems.] “

The CISO has approved a mobile code policy that enables web-based access to external
government (e.g. federal, state, and local law enforcement) systems that use mobile code when it
enhances the user’s ability to perform his/her job. This can be accomplished by adding the
agency owning the web application to the user’s list of trusted sites. However, these systems
must undergo a review of their security controls. This could be accomplished via a review and/or
testing by the LAN Engineering Team. In addition, an Interconnection Security Agreement (ISA)
must be in place with the external government agency owning the web-based application, which
documents the security controls.
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The tabde below categonzes types of mobile code based wpon decreassng sosociated ok, with
Category | representang the lughest 1k

Table $.4.6.4: Mobile Code Risk Categories

Modiile Code Hisk Level Description CBP Authorization

Calegory

Category 1 Most dangerous Inclodes ActiveX aad Neot allowed unless

wrpt laaguages smithorized by CBP
wterpreted ot the management and
Operaling sysiems sdditsosal secunty

cotmand bevel as well  controls are s place.
as newly cmerging code
IOA Y Culegortznd. st:dmmmn?m e

Category 2 Moderately [nclodes Java mobele Asthorized hinuted wie,
dangerous code, PoarScnpt, sed s poruunted by
VANOUS serpling workstatiom
lassguages nunmng configmathion secunty

witllun the confines of . stadards

deskiop spplicaca.  ¢id code caly, when
technology s available

- Category 3 Leant dangerous Includes Shockwave Anthorized houted e,
Flash comtent, PDF, s pomunted by
VEScapt, and ECMA workstation
script-vanant scripting  configuation secwnty
languages uerpreted standards.
withan the confimes of a Signed code only, when
bwovrser. techmology s available.

1. Molule code i new apphications should be wnitten and controlled so it can only be
mvoked as mtended

L4

Eternet Exploror must be configured 10 provent the executaon of mmageed Active-X
code

3. Use of mobele code m appheation developasent rogesos secunty review carly m the
desagn phase and potentially the subauttal of a detailed request with pstificancn to the
Director, Secunty and Technology Policy (STP) Branch. The CISO will review the
associated reks with the designed unplementation of this code and roguest approval
from the AO, of appeopriate
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5.4.7 Electronic Messaging and Email Security

All CBP personnel are reminded that there is no right of privacy in any CBP computer network
system. CBP may access and disclose the contents of any electronic messages without consent of
the owner/user when there is a legitimate business need, including but not limited to, the
following circumstances:

1. In the course of an investigation or inquiry
2. For the protection and safety of CBP personnel
3. To prevent interference with the CBP mission

4. To locate information required for CBP business that is not more readily available by
some other means

Email Bulletin Boards

Email Bulletin Boards are an approved method to provide information and notices to CBP
personnel. Informational notices may include general notices, training seminars, facility
information (e.g., power outages, system upgrades, training), office information (i.e., parties,
death notices, leave share), medical services (i.e., flu shots, blood drives, health screenings),
employee benefits (i.e., Thrift Saving Plan open season, Combined Federal Campaign), and
Equal Employment Opportunity. The Help Desk, Technical Operations Division, will provide
any assistance required in the operation or maintenance of a Bulletin Board.

The CBP email gateway provides email monitoring for spam and virus activity at the gateway.

A relationship has been established with the SOC to enable communications. SOC personnel
shall be trained to respond to incidents pertaining to email security and shall assist the email
Steward as necessary.

Email is the most commonly used application for exchanging data electronically. The email
process can be divided into two main components: (1) mail servers, which deliver, forward, and
store mail, and (2) clients, which interface with the user and allow them to read, compose, send,
and store messages.

Instant messaging (IM) and “I Seek You” (ICQ) tools provide similar capabilities to email, but
are inherently less secure; the technology to secure IM and ICQ tools is still being developed.
IM and ICQ tools possess all of the risks associated with unsecured email, including the
capability to install software or malware on a recipient’s system without their knowledge. If IM
and ICQ tools are to be used, they should not include or communicate with publicly available IM
or ICQ tools provided by several Internet Service Providers. Any such tools employed need to
be capable of blocking any format except pure text. This specifically includes blocking
executable code, Web links, video or still images, and audio. The use of Instant Messaging and
ICQ is not currently authorized for use on sensitive systems and networks.

Second only to Web servers, mail servers are the host on a network that is most often targeted by
intruders. Mail servers are targeted because they communicate, to some degree, with untrusted
third parties. Additionally, email has been an effective method of passing malicious code
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Policy Relevast
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Electronic Mewagiag and Email Revponsibilities

150

o Establishes pobcy 10 secwre CBP emsanil systoms.

o Advise oo methods for securnmg CBP cmail systems.
o Enforce CBP enwnl secunty policies

Certifying Agenty

o Certify that adequale security controls are in place for emanl systems.
AO

o Ensure that adequate el secunty controls are in place prace 10 socreditation of the system
System/Network Administraters

e Emsure conail secunsty countrods are in place snd fimctioning as mtended.

¢ Emsure conail securnsty controls provide the secunity featases outhoed m thas document.

o Comrectly secanng. installing. and confapering the underlying operating system
o Correctly secunag, installing, and configsring masl server software
Secunang and filtenag coaail costent

Updating and patchng software mmst follow the gumdelme set forth m the Vulneratality
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Electronic Messaging and Email Responsibilities

e Perform regular backups as required by the system security plan.
e Protect email systems against malicious code.

e Deploy the following network protection mechanisms:
o Firewalls

o Routers

o Switches

o Intrusion detection systems.
ISSOs

e Schedule semiannual/quarterly appointments with the SOC or IV&V team to scan the email
system with a vulnerability assessment tool.

¢ Ensure that email system security controls are in place and functioning as intended.

e Ensure that email system security controls provide the security features outlined in this
document and the system security plan.

e Ensure a tested IT Contingency Plan is in place.

Securing a mail server is a two-step process. The first step is to secure the underlying operating
system. Many security issues can be avoided if the operating systems are configured
appropriately. The second step is to configure the email application. Administrators must
configure their servers to apply the organization’s security policy. Securing a mail server
includes the following steps:

e Apply patches as they become available after first testing them in a lab environment
e Remove or disable unneeded services and applications

e Configure user authentication

e Scan the operating system with a vulnerability assessment tool.

Components must consider encryption technologies to protect their email systems. Most
standard mail protocols default to unencrypted user authentication and send email data in the
clear. Sending data in the clear allows a hacker to compromise a user’s account and/or intercept
emails.

When a PKI system is properly integrated into the client email facility, it is possible to “hash” a
message to determine that it has not been altered or otherwise tampered with. It is also possible
to encrypt sensitive data in an email using the employee’s digital certificate encryption key and
digitally sign an email using the digital certificate’s signing key. This establishes integrity,
confidentiality, and non-repudiation with regard to sensitive information.

The infrastructure that supports the network plays a vital role in the security of the email system.
The network infrastructure is the first line of defense between the Internet and a mail server.
However, network design alone cannot protect a mail server. The following steps need to be
accomplished on a regular recurring basis:
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¢  Review and analyze log files
¢ Back wp data dadly (or = accordance with the system security plas)
o  Protect agaimst malicions code (e.g., vinses, worms, Trojan horses)
e  Have a recovery plan in the event of a dasaster
o Test and spply pasches @ a tumely msanmer
*  Scan the system for valnoratalities with a veloerabahity-scammang ool

NIST SP 800-45, Guidelines ou Electrowic Maw Security, and NIST SP 30049, Foderal SMIME
V3 Cliemt Profile, have valuable suforsation detalng bow 1o secure cusul. NIST SP S00-45
gives detasled techmical paodance for Macrosoft Exchange, Linux, and UNIX maal services and
contains penceal gusdance on how 1o secure maal servers.

$43  Personal Emadl Accounts

As discussing sentne informaton on a oell phone m » crowd cam expose the mfonsation 1o
untrested cars, sendmg semsative cxnail 1o a peronal account cam expose that mformmtion 1o a
large munber of unsathonred mdividuals

e CBP Policy Statements ot

—
The¢ use of Internet webmmanl (Gasanl, Yahoo. AOL., o5 ) or other personal
£455 | ol accounts 1 ot auhorized over DHS fumnded oquipment or setwork e
CONMCCTRONS.

When sending conil 10 an addeess outude of the gov o uul domasn, usen
SARL | shall covene that any senstive infoenation, paeticululy privacy data, 1 -
amachod as am encrypeed file.

$45¢c | 1wl poe prowade personal or offioml DS nformation solicited by ol -

Persoual emal respomssbalities are provided below.
Flecironic Mewaging and Personal Email Respoasibilities

C150
o Establishes polacy concenmmg the tramsamittal of sensitive CBP mformation.
o Evaluates the nsks assocated with the tramsaattal of sensitive information.

o Evaluate the risks and reconunend solutioos 1o counter the risk of Sasosmtting seusitive
DHS information.

System Owners and MasagerySupervivon

o Enforce CBP policy profubsting the transmittal of sessative CBP mformaton to personal
emanl accounts.

System Administrators
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Electronic Messaging and Personal Email Responsibilities

e Ensure technical controls are in place and properly functioning to prohibit and/or deter the
transmission of sensitive CBP information to personal email accounts.

ISSOs

e Ensure technical controls are in place and properly functioning to prohibit and/or deter the
transmission of sensitive CBP information to personal email accounts.

e Monitor compliance.
Users

e Comply with CBP policy prohibiting the transmission of sensitive CBP information to
personal email accounts.

Sending email to a personal account has the following vulnerabilities:

1.  Because personally owned computers are not authorized for use in CBP, they are not
likely to have the appropriate encryption software installed, resulting in information
sent in “clear text.”

2. Because the route the email travels cannot be predicted, untrusted persons at ISP sites
may read the sensitive information.

3. Because the email travels over unprotected communication links, it can be “sniffed” in
transit and read by an unauthorized user.

4.  Web browsers are often used to access private email accounts. Such access is
inherently not secure.

5. Many worms and viruses (which could exist on the employee’s personal computer)
propagate themselves by mailing copies of existing emails or other text on a victim’s
computer to unknown individuals.

6. Instant Messaging and ICQ channels are a frequent source of viruses and mechanisms
for attack of personal computers.

7. So-called “spy ware” programs transmit information from personal computers to sites
unknown to the computer’s owner. Many programs (both freeware and commercial)
install these programs to harvest marketing information and other information from a
user’s computer.

Any unauthorized person who acquires sensitive information in this manner could post it on the
Internet, deliver it to a news bureau, or forward it to individuals who could use the information to
compromise national security.
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549 Testing and Vulscrability Mansgement

The DHS and CBP SOCs take » proactive approach 1o vulnensbelity management mcluding
detecting vulnenabalities thuough testimg. reporting theough Information Secunity Valoerability
Masagement (ESVM) messages, and conducting Voloerabidity Assesssnents (VAL
Vuloerability mssmagement 1 3 combumrtion of detechion, assessasent, and suligation of
weaknesses within a system.  Vuloerabslitios mary be identafiod fromm a mamber of sowrces,
mchndmg reviews of previous risk assessanents, aadit reports, valnerability bists, secanity
advinooies, and system secanty testing voch s amomated valserabality scanning o¢ secanty tests
sad ovaluatioss (STRE)

A core element of valleerability mamagement 15 mutigating the discovered vulnerabalities, based
on a risk management strategy. This strategy accounts for valserability seventy, theeats, and
msets ot sk, Risk calculation allows Components to prionitize their remediastion actions, i
acordance with therr specafic situation and nsk management strategy. Remediation actions are
captured in each Component's patch masagement policy.
The DHS Informaticn Secunty Valoeratality Masagemnent Progeass (ISVM), masagod theomgh the
DHS CSIRC, provides the CISO and secunty and oparational perscanedd (¢.g.. CAs, ISSOs, LAN
Adusnntrators, System Admumstivions, Freld Techmology Officens) with bulletams, alorts, and
techimneal adviiones related 1o coscrging valnceabelaies and deeats. The ISVM is modelod on e
Department of Defense’s Infonmation Assuosoe Vidnerabeity Assessment (IAVA) jrogram but
pencrally does not peescribe the putszation options mor centrally manage software pasching. The
following ISVM tools are avmlable:
¢ CHP Top 20 Critseal Vulnerabelitios 1ist
o  DHS Vuloerability Assessment Team (VAT) - Red Team for Components withowt internal
cagabilitees and for independent venfication as necessary
¢ DHS Vulnenability Assessment Request Form (see Antachasent O)
The DHS Vulnesabality Management Program is descnbed m Attachment O. Testing and
vulnerabelity assessanents can be accomplished by a combasation of scanning and masual
techomques. Plans call foe DHS 10 Hiedd an sutomated CEA tool with a bault-in volnerabilsty
assessinent Capabality. In additiom, Plans of Action and Malestones (POAKMs) will be prepared
wod used m conducting penodse valnerability testing and assessiments of informaticn secunty

controls sad techmqoes.
Reler ast
e CBP Policy Statements _—

—_——
CBP dull conduct valnonbility assesuncots and or testing %0 wdoatify socunty
velnerabilites o IT systoms contmmng sewitive mfomnuation ammally of
whenever sapmaficant changes are miade % the IT systonns.  Ths shall i inde
scnnmg for unathorred wireless devices. Evadence that anomal assessmenss
have Been conduactod sball be incloded wilh Secunty Asseviasent Repoets
(SAR) and with anssal socurnty control ssscsncnts.

$49%5a

$40b The CISO and the SOC shall appeove and masage all activimes relstmg o —
Fye roquests for Valnenbility Assessment Team (VAT) assistance i support of
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Policy
D CRP Policy Statements Costrols
mcidents, micral and external assessments. and on-gotng SLC support.

Anyone within CHP sy requcst 10 be added 10 fhe ISVM dstnbetion hist
Those winhung %0 be added mst provade & DEES conil address and obtun
management approval.  1SVMs contain seasitive, “For Officaal Use Ouly *
mfonuation and must not be forwarded o pon-DHS cooall accoamts. sh4

o Akhough ISVM messapes can be sent 10 amyone, only the CISO or thew
designated represontatrves mary aCkmowdedee rocopt of mossapes. roport
coupliance with roguircinents o souly the grantng of wavers.

CRP shall repeet compliance with the ISVM mevage withis the specificd
e frane. CBP mast submit documentation of » wasver roguest via the DHS
5494 | SOC Oulme Poetal (hogps:/socontine dhs gov) if unsble 1o meet the designated
congliance tmcdrume.

CISO shall eastee coordination smoag the DHS SOC, CRP SOC, and the
S49¢ | Boomanon Sccunty Velncrability Masagement (ISVM) Program when RAD
vulincrabulity asscssmaent rosponsbilitics cacompass moee San pest CHP.

The DES and CBP SOCs shall be notfied befose any ESVM scans are nun on &
SASL | CBP Network

$49¢

R

System Owners shalll report the secunty alert and advisory status of e
$49g mfommation system 1o the C1S0, AO, snd DHS CISO upon reguest and on » Si.S
penodsc bases

Testmg and vulnerabality assessment responsibilitses aee peovaded below.

Testing and Velnerability Assessment Responsibilities
CISO and CBP SOC

o Develop and follow POAKM procodures for mmplementing valnerabality assesssoents on

WO SVRen

o Approve and manage all activities relating to requests for Vulnerability Assessoncnt Team
(VAT) assistance m sspport of incadents, internal and external assessaments, and on-going

SLC support.
¢ Emsure cooedinaton snceg the DHS SOC, CBP SOC/CSIRC, and the Information Secunty
\'MMLW(IS\’BQMMWWMMW
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Vulnerability Scanning

Vulnerability scanning is the process of identifying known vulnerabilities of computing systems
operating on a network for the purpose of determining if and where a system can be
compromised. Vulnerability scanning often employs software that contains a database of known
flaws, tests systems for the occurrence of these flaws, and generates a report of the findings that
the organization can use to tighten the network’s security.

Vulnerability scanning typically refers to system audits on internal networks that are not
connected to the Internet, as well as systems that are visible on the Internet, in order to assess the
threat of rogue software and malicious or incompetent employees in an enterprise. Its purpose is
to identify weaknesses in a system (or system security procedures, hardware design, internal
controls, etc.) that could be exploited to gain unauthorized access to sensitive information or
affect system availability or data integrity. Internal staff members who are part of the security
staff performing this type of testing should have clearance levels commensurate with that of the
system. These people shall intimately know the weaknesses of CBP IT systems and networks.

Expanded Vulnerability Scanning

The type of security testing performed by general-purpose vulnerability scanning tools may
uncover weaknesses in the underlying components of systems that host CBP intranet or Internet
web sites. A special class of scanning tools explores weaknesses in components of web systems
for vulnerabilities related to the content and functionality of such systems. Examples of such
vulnerabilities include the ability of unauthorized persons to examine or alter files, to establish
cross-site scripting (which redirects users of a web site to another web site), or to directly access
a database from which data is displayed on the web site.

A similar class of vulnerability tools exists for databases that have the capability of exploring
inherent and design-induced weaknesses. Common vulnerabilities include default passwords
that have not been removed, authentication bypass errors, and the ability to alter data without
authentication.

Thorough vulnerability scanning expands upon the “canned” tools to include manual testing of
potentially vulnerable systems and network components. For example, firewalls may provide
barriers to standard discovery techniques. However, specialized scanning tools can utilize
normally open ports (e.g., 80 for HTTP) and configurable timing parameters to discover internal
systems in such a manner that neither a firewall nor a Network Intrusion Detection System
(NIDS) can detect the scan. Such vulnerability assessments should also include both “war
dialing” to find unauthorized dial-in modems, and “war driving” to detect unauthorized or
misconfigured wireless network equipment.

Gap Analysis

One type of assessment is referred to as a “gap analysis”. Such testing measures the deviations
in installed systems and networks from the organization’s stated policies and procedures. This
type of analysis requires that the testers have access to internal information such as security
policy and procedure documents and specific networks or systems that should be assessed.
Internal staff or, preferably, third parties can perform gap analyses.
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Penetration Testing

Penetration testing is a different process. Third-party personnel who have no knowledge of the
security policies or the internal structure of the network typically perform penetration tests.
Penetration testing assesses weaknesses of a computer facility or network to attack by amateur or
professional “hackers.” A thorough penetration test will include social engineering, dumpster
diving, identification of networks through public sources (e.g., Whols and Rwhols searches of
the Regional Internet Registries) as well as manual techniques for finding weak points in an
organization’s perimeter. Once internal systems have been identified, a search of the NIST
ICAT database can provide a laundry list of possible vulnerabilities in the hardware, operating
systems, middleware, or applications discovered.

5.4.9.1 Scope of Vulnerability Assessments

All equipment attached to the CBP Network Infrastructure is subject to security vulnerability
scanning. In today’s changing environment, vulnerable and/or unprotected systems can easily be
overlooked. Systems that are not properly managed can become a potential threat to the health
of the CBP infrastructure.

Proactive security scanning allows for a meaningful assessment of system security against
known risks and provides a roadmap of effective countermeasures for improving security.
Proactive scanning can also identify authorized and unauthorized devices on the internal network
(e.g., unauthorized wireless access points, modems or high-speed [DSL] links installed by
employees for their personal convenience without adequate security controls). Proactive
scanning can lead to faster detection of vulnerabilities and can reduce damage to breached
systems.

Reactive security scanning allows for threat quantification and assessment, accelerated damage
control, and an assessment of systems against reasonable control measures during the repair/
rebuilding process.

Any system identified in conjunction with a security incident shall be subject to a comprehensive
security scan. Random network scans shall not be advertised. Network and host scans shall be
conducted by authorized DHS and/or CBP personnel using pre-designated scanning machines in
order to be easily recognizable as benign activity in system log files. Because vulnerability
scanning can be resource intensive, routine scanning is to be done during periods of low network
activity when feasible.

5.5 Scanning and Monitoring Policy

CBP-owned systems must be protected from all intrusions. Intrusions range from potentially
damaging exploitation by adversaries to simple intrusion by inquisitive hackers. Occasionally,
when the incident requires further action, monitoring of some type may be performed to both
protect the critical system and to identify the perpetrator attempting to violate the security of the
system. Any monitoring activities will be accomplished under the authority of the Office of
Internal Affairs (IA). This section defines the policy on approved and prohibited actions involved
with monitoring. It applies to all computer systems and networks within CBP. No matter which
type of monitoring activity is being conducted, all personnel associated with the monitoring
activity must be aware of the policies contained in this section.
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IMPORTANT NOTICE

Unauthorized target monitoring is a violation of federal law and a subject’s
rights, and could jeopardize any investigation or prosecution.

epic.org

The CSIRC shall monitor the CBP network for security events using vulnerability
scanners and Intrusion Detection System (IDS) technology.

A log-on warning banner is required on all networked and standalone CBP systems,
regardless of the user. The warning banner must inform the user that he/she is subject
to monitoring simply by using a government-owned system and as such there is no
expectation of privacy. If the user does not consent to being monitored, he/she must be
given the opportunity to exit before the log-on is completed.

Monitoring of a particular individual or group is prohibited without prior permission
from the local IA Officer. Official procedures to initiate target monitoring are
maintained and conducted by the Office of Professional Responsibility. Unless
permission has been granted by IA to monitor a particular person, any monitoring must
be broad-based, capturing all information on the monitored network, not just filtered
information.

The requesting organization, usually IA, Chief Counsel, Labor and Employee Relations,
or the Inspector General, will submit a written request for permission to conduct target
monitoring. The SA must sign the request. It will then be sent through the local
organization’s Director and the local IA Officer, to the CISO. Approval must be
obtained before target monitoring can begin. If there is an immediate need to begin
monitoring because of acute mission requirements, the ISSO/SA shall honor the request
and obtain the written permission after the fact. However, this is considered an
exception to the policy; and the written request must be submitted as soon as possible.
Please note, exceptions should only be granted when the requestor is one of the four
organizations listed above, and the local IA Officer approves the action. All requests
will include the following information:

a. The date and time of the proposed monitoring

b. Description of the planned activity including the identification of the network tool
to be used

c. A detailed explanation of the reason for the monitoring
d. The anticipated results

e. Signature of the SA
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7.

Target monitoring should always be conducted for the minimum amount of time. The
System/Network/LAN Administrator, Field Technology Officer or the ISSO must send
a notification message to the CISO informing him/her of the monitoring activity. Any
output provided by the monitoring shall be provided to the individual who requested the
monitoring. The following information will be recorded by the SA and provided to the
ISSO:

a. When monitoring started and stopped

b. A description of the activity with the identification of the monitoring tool used
c. A detailed explanation of the reason for the monitoring

d. Results of the monitoring

e. Signature of the SA and ISSO

The SOC may conduct scheduled or unscheduled vulnerability assessments of any CBP
asset at the direction of the CISO. The SOC is not required to obtain prior approval or
notification for this type of vulnerability assessment.

The DHS-SOC shall be notified before any ISVM scans are run.

5.5.1 Authorized/Approved Monitoring

Actions to be taken when monitoring has been approved/authorized by the CISO:

Care must be taken NOT to destroy evidence, to implicate the innocent, or cause a subject to
become aware of a planned monitoring activity. The ISSO (if available) and SA should make
every effort to ensure that the following actions are performed in an orderly fashion.

1.

4,

Although backing up files may alter the associated properties (i.e., date last accessed),
backup whatever files are deemed necessary in order to secure evidence.

Formally report the monitoring activity by sending an Incident Report in accordance
with the Computer Security Incident Response Center (CSIRC) guidelines.

Initiate action to obtain permission from the CISO to implement monitoring procedures.
The CISO is responsible for informing the AO.

Begin monitoring only after approval has been granted by the CISO.

Each person involved should be instructed to keep notes documenting the following items:

b=

epic.org

Names of people who have been briefed on the incident.
Names of people who may know about the incident without having been briefed.
A chronology of events from your personal knowledge.

Records of any correspondence generated on the incident.
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7.
8.

Using the certification documentation and the accreditation package, review the
functionality and structure of the system and document its location(s), hardware
configuration, software applications, network connectivity, numbers of users, etc.

Keep a file of all correspondence relating to the incident.
Continually perform periodic backups as long as the activity continues.

Preserve the backups under lock and key as potential evidence.

5.5.1.1 Review System-Specific Features

The investigators will want full documentation on many aspects of the system being violated
during the incident. The following questions are samples of those that may be used in the
investigation. Not all of them apply to each incident, but all need to be reviewed to determine
applicability. The ISSO and SA will make every effort to answer the following questions and
document the information without arousing suspicion:

1.
2.

o

A

epic.org

What event(s) triggered the suspicion of improprieties?

Does the system have a warning banner? Is the banner displayed before the first
keystroke? Capture a copy of banner that was probably displayed.

Are any local operating procedures being violated?

Is there a copy of the security Certification and Accreditation (C&A) Package
available?

What is the function of the system?

What are the known system vulnerabilities?

Where the hardware is physically located?

What is the sensitivity level of the data processed on the system?
What organization/activity is supported by the system?

What internal and external connections are authorized to the system?
Are any of the connections supported by modems?

Is dial-in access authorized? If so, is it encrypted?

What are the baud rates of the modems used on the system?

What security software, if any, is used on the system?

What file transfer protocols are used on the system?

Are audit trails running normally; and have they been reviewed regularly?
Have vendor-supplied passwords been eliminated?

Are passwords machine-generated or selected by the user?

Have system passwords or the password file been stolen? Document the name of the
password file, whether it was encrypted, and its location within the system.

How many failed log-on attempts were made in the last thirty days?
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21. Who performs maintenance on the system; and do maintenance personnel have access
to the system?

5.5.1.2 Review Actions of the Subject

The investigators will want information on the suspect. The ISSO and SA will make every effort
to answer the following sample questions. Not all of the questions apply to every investigation.
Review each question to determine its applicability. Document information on the following
items without arousing suspicion:

1. Is the incident a repetitive act?
2. Isthere a repetitive pattern to the time of the activity?

Is the subject an outsider? Is it possible to identify the person’s nationality and
affiliation?

If an insider, is the subject civil service, government contractor, etc?

What is the subject’s level of competency?

What is the subject’s experience level?

4

5

6.  What is the subject’s education level?
7

8. What are the subject’s responsibilities?
9

Does the subject have root-access privileges to the system?
10. Is there a current access control document signed by the subject?

11. What is the motive of the subject: amusement, competition, cover-up, financial or
personal gain, protest, revenge, superiority, academic challenge, free-flow of
information, or other?

12.  What computer protection schemes are used by the subject: automated batch files,
encrypted files, RAM disks, modified operating systems, trap doors in operating
systems, archived or zipped files, bulk erasure, hidden files or directories, text files
renamed as “.COM” or “.EXE” files, split files, files stashed on other computers, files
stored in file slack areas of existing files, or any others?

13. What actions were taken by the subject to avoid identification: looping, stolen accounts,
false accounts, deactivating audit trails, social engineering, manipulated programs,
operating systems, or systems functions?

14. Did the subject download any of his/her own software to assist in his/her activities?

5.5.2 Sniffer Devices

A sniffer is a software program or hardware device, also known as a network or protocol
analyzer, that intercepts routed data and can be used to examine each packet in search of
specified information. Sniffers can be used for legitimate network management functions such as
monitoring traffic for intrusion events and analyzing network problems. They can also be used to
steal information from a network such as passwords transmitted in clear text. Unauthorized
sniffers can be extremely dangerous to a network’s security because they are virtually impossible
to detect and can be inserted almost anywhere.
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Any employee wishing 10 use soiffers st receive appeoval froen the CISO or the AO.

Cugrently, the CISO bas humted the wsage of saiffers within the CBP enterprise 1o the Compater
Security Incident Resposse Center (CSIRC) and the CBP Netwoek Esgmcering Bramch. Please
comsult the EDME Enterpeise Architecture (EA) teasm to obtain a list of CBP appeoved sniffers.

56 PeerdtoPeer Technology

Pecr-to-pect (P2P) tecimology s a phease comed 10 apply 1o mdinvadual PCx acting 38 servers 1o
other individual PCs. Made popular by the mms Hle-swapping service Nagater, poer-lo-peer
technology allows wiers 1o shase files with each other feough a network of compaers that use
the same poer-to-peer chient software. Each comsputer on the network Bas the adality 10 act as »
both a server, by hostmg files for others to download, and a client by searching ofher compuners
on the network for files the chient wants to access.

PP applications cirowmvent most enlerprise secunty systems.  Thes peovides malicrous users
casy access 50 a system, allowmg them %o mstall malware on participating systens, identify IP
addresses and user pames of wternal wachines, steal classafied data, Bunch a demsal of service
atack (¢ g, theowgh bandwidth consumption, Hilling hard disks), or gan control of network
IESOWoes.

P2P sechnology wtroduces a supmslicant risk 10 Goversssent data and exposes Goverrsnent
mpencies 10 Jegal Bability for copyright infnngenscnt. Use of this teclaclogy can also decrease
productivity and use large amsonnts of bandwidih.

P2P computing or “file sharmg™ allows individual Internet users 10 connect 10 one another
remotely with the mtent of trading oc sharing files. The use of extermal P2P software on CBP
computers of om amry compaser o information system that meght be conmected to CBP setworks
s prodebated. However, if the PIP connection s 80 a computer that is owned and memaged by
CBP, then the commecthon s pertted.

Although there are masy sppeopriaie uses of P2P conpating, o s populsr, more-coumunom forun
(e.g., Napwter, Kazaa, sod Geoksier) stodees have peoven that a sigmiicast portion of shased files
within P2P commectsons contam pomograply and sllegally oteamed. copanghted, mmsic files.

Further downloadag P2P files can cause the CBP setwork 10 becoase valoerable to a vines astack

caused by downloading s mfecied file
Estant Messaging is another common form of P2P metworking. Use of commmercial Instant
Messaging applications such as AOL, MSN, and Yahoo s prolubited on CBP systems.

Policy Rebevast
n CRP Pelicy Statement C
“
S6a Softwase crodling publscly accewsible peer-to-peer file sharing sechsology s M.,
not suthonred on any DHS ssfoessation system. SAG

Peer-to-Peer Technology Respoanibilities

150
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Peer-to-Peer Technology Responsibilities

e Establishes CBP policy regarding the unauthorized use of IT technology and software.

e Ensure that controls, including awareness training, are in place to minimize or prevent
unauthorized use of unauthorized IT technology and software.

Supervisors
¢ Enforce unauthorized use policies including remedial training and other sanctions.

e Promptly report unauthorized use of IT technology in accordance with CBP Computer
Security Incident reporting policy (Attachment F).

ISSOs, System/Network/LAN Administrators/Field Technology Officers

¢ Ensure that controls are in place including the use of monitoring and auditing to detect
unauthorized use or installation of software.

e Promptly report unauthorized use of IT technology in accordance with CBP Computer
Security Incident reporting policy (Attachment F).

Users
e Be aware of the prohibition against the use of unauthorized IT technology and software.

¢ Adhere to the unauthorized use policies established in this section and in other references
provided by CBP security officials.

e Promptly report unauthorized use of IT technology in accordance with CBP Computer
Security Incident reporting policy (Attachment F).

¢ Be aware of and understand the ramifications of penalties involving infractions of the rules
regarding inappropriate use of Government resources.

For additional information on inappropriate use of CBP resources, see Section 3.15, Information
Technology Security Policy Violation and Disciplinary Action; Section 4.8.4, Personally Owned
Equipment and Software; Section 4.8.9, Personal Use of Government Office Equipment and
DHS Information Technology Systems/Computers; and Section 4.9.6, Security Incidents and
Incident Response and Reporting.

5.7 Cryptography

Cryptography provides a means for two or more parties to communicate securely. Cryptography
is a branch of mathematics, which deals with the transformation of ordinary text (plain text) into
coded form (cipher text) by encryption and the transformation of cipher text into plaintext by
decryption. Cryptography relies on two basic components: an algorithm (e.g., Advanced
Encryption Standard [AES]) and a key. The algorithm is the mathematical function used for
encryption or decryption, and the key is the parameter used in the transformation.

There are two basic types of cryptography: secret key systems (also called symmetric systems)
and public key systems (also called asymmetric systems). In secret key systems, the same key is
used for both encryption and decryption; that is, all parties participating in the communication
share a single key. In public key systems, there are two keys: a public key and a private key.
The public key used for encryption is different from the private key used for decryption. The
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two keys are mathematically relased, et the prrvate key cannot be determined from the public
key and the pable key cannot be detenssmed from the pryvaie key.

Refer to NIST SP 800-21, Guivielive for baplemensing Cryprography in the Federal Govermwens,
for more in-depth wfoomation on cryptogrphy.

A diptal ugnatine 18 an clectiomc analogue of 3 wiitten signature m that the digital signature can
be wod m proving 8o the recipeent or a thard pasty that the ongpaator did in Bact sagn the message.
Digital sagmatures may also be penerated for stored data and peograms so that the mtegnty of the
dass and prograsss may be verified af any biler oo, Signature generation makes we of & privase
key to gencrate a digital sgnatre. Signature verification makes wie of 5 public key tha
coeresponds 1o, but is not the same as, the provate key. The secunity of a dpntal signature system
is dependent on maintaining e secrecy of wsers” privite keys.

£7.1  Encryption

Encryptiom 5 the process of changing plastext mto ciphentext for the parpose of secwnty or
provacy. M a relmable and acheevable way to help ensie conladentiality for seusative data by
comverting plam text mformation wio an wsreadable form wamg sppeoved slgonthas, CBP

capdons cncnypion technologies 1o mepdenent secunty roguaremnents of certam dats and @ e
of vanous devices, for examnple: passwoeds, symmmetin and ssymmnetne kevs, certamm activatios
performed by systens adainistratons and saintenance perscancl, data packets tramsautiod on a
wireless network, and data sacred ca lagaop devices.

Mm»hmdmﬂmmmfahmd“iya
prvacy. System specific encryptiou is addressed within the CEA documentation using CBP-

approved encryption methodologies.

Policy Relevamt
D CHP Policy Statementy Controh

Mentify all IT systoms transmnenng scosrve indformation and deseriine 1f the

S0 FOQUISeS Profection via cacryption based on a sk assesunest. 1f

eacryplon n roqueed. the following methods are scoeptable for cocrypting

seTnatne infosTiateon AT
S703 | o Products ming Adveeaced Encryption Standard (AES) Thw SC.2

have been valdated under FIPS 140-2 (Nose: The wse of tnple DES

[IDES| and FIPS 180-1 15 80 loager permuniod. A watver s roguared foe
sysicms where ALS canmot curvently be used)

o NSA Type 2 ce Type | encrypason

AN Maer Apphcanons (MAs) or General Support Sysicms (GSSs) with
$700 | senvitrve apphicatsom uader thew authonity shalll develop excryption plans for IA-7,

those informmamon systoms. SC-13

s71¢ | CBP shall me caly cryptograplo: modules that arc FIFS 197 (AES-256) A7,
' compliant xad Bave seconved FIPS 140-2 valadation. SC-13
714 | Apphcation:level encryption or an encrypood viead privisie sctwork bk mst IA-7,
be med for any sessitive data that s transassitied oves the Batermet of other SC-13

299

epic.org EPIC-18-07-31-CBP-FOIA-20190517-1stInterim-Production-pt3 000312



CTP INFORMATION SYXTEMS SECURETY PORLICIES AND PROCEDURES MANDIOOK
HB 1900.05D. VixooN 10

et CBP Policy Statements —

CBP Encryption responsatalies are provaded below
CBP Escryption Responsibilities

AO

o Emsure semative or classafied encryption apphcations under thewr authonty have developed
encryption plans foe IT systemas peioe 10 accrediation

o Ensure pemvonnel muplementng eacrypticn requirements are fechmcally gqualified and
adoquately tramed m encryphion teckaologies and specific methodolopes engployed.

Ci1s0

¢ Emsure CBP encryption policy is unplemented and enforced.
o Advise project masagers on the mplementation of CBP eacryptca standards.
ISSOs

o Ensure CBP cocryption methodology s peopetly bnplessented and coafigured ca all
roqued CBP IT systems.

o Asasdt syatem owners m dostifng sessative CBP data Shat requires eucryplon

Encryptiom s a relable and achievable way 10 help emase comlidentaality for sensitive data. It
wvolves comverting plaan text mformation mio an wwreadable form wsng appeoved alponithos.
DHS employs enceyption techmoldogees 10 implessent rogaarcnents.  These requisessents s lude
encrypion of pasvwords, symmnetnic and avyvmmnetnc keys, certam activatios porfornued by system
sdssmtron and suntesance personnel, data packets anaetied on 2 wireless nctwork, and
data stored om laptop devices.

Components shall ensure that encryption s addressed in the CRA documentation usig DHS-
appeoved encryption methodologies.

S7.2  Public Key Infrastructure

o the past, commmmmecataons mvolving senative data could not be conducted secwely Beough
purely electrome means, With the advent of Public Key lnfrastructure (PKI), secanng the
exchange of sensityve messages whale providing hssted aceess 10 public informaton networks
became avaslable. DEHS implessented a PRI program that consists of peoducts aad services to
provade standasd public key certificates for use theoughout the copanizatioa. DHS mandated the
use of PKI throughout its Components. The E-Gov Act also requires such use of PRI to speove
network authenhcaton

A publxc ey mastructure (FKI) s an architecture that peovades the means to bind public keys
10 thesr owsers' pravate kevs and belps in the dumbution of selable credentialy in lage
heterogeneous networks.  Public keys are bound 1o their owners by public key cormaficates,
These certificates. which contain mnformaton such as the owner's nasne and the sssociated public
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key, are issued by a reliable certification authority (CA). Reliable identification of individuals is
an inherently Governmental activity. In order to establish and maintain the trust required to
support DHS missions, the root certificate must be controlled by the DHS. DHS implemented a
PKI program that consists of products and services to provide standard public key certificates for
use throughout the organization. DHS mandated the use of PKI throughout its Components.
The E-Gov Act also requires such use of PKI to improve network authentication. The DHS PKI
shall be governed by a DHS X.509 Certificate Policy (DHS CP).

Any DHS Component that implements a PKI or CA for a PKI must ensure that its CA is
subordinate to the DHS Root CA. The use of self-signed certificates has minimal security value
and violates Executive Office Directives. The use of any non-DHS service provider for CA or
PKI support is inconsistent with DHS Mission requirements and must be approved by the CISO.

PKI provides the means for an organization to meet four critical security objectives:
1. Authentication
2. Non-Repudiation
3. Data Integrity

4.  Confidentiality

PKI usually consists of:

1. A Certificate Authority that issues and verifies a digital certificate. A certificate
includes the public key or information about the public key.

2. A Registration Authority (RA) that acts as the verifier for the Certificate Authority
before a digital certificate is issued to a requestor.

3. One or more directories where the public key portion of the certificate resides.

4. A certificate management system.

PKI systems enable users of an unsecured network to securely and privately exchange
information using private and public key pairs. In public key cryptography, a public key and a
private key are created simultaneously using the same algorithm. Public keys are bound to their
owners by public key certificates. These certificates, which contain information such as the
owner’s name and the associated public key, are issued by a reliable certification authority (CA).
The Certificate Authority gives the private key only to the requesting party and makes the public
key available (as part of a digital certificate) in a directory that all parties can access. The
authorized owner uses a private key to decrypt text that has been encrypted with the public key
by someone else. PKI also provides a digital certificate that can be used to electronically ‘sign’
documents.

All CBP departments, employees, and contractors are considered ‘Relying Parties’ who:

1. Check each digital certificate for its validity or revocation prior to issuance.

2. Verify the receipt of the digital signature of a digitally signed message.
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3

Venfy the dspaal signamee of the Cernificate Auhonity who issued the cemficate,

DHS Centification Practices Statements (CPS) and the corvesponding DHS Cenificate Policy
mamdate guidelines on the intended use of PKI certificates. All CBP employoes, and coutractors
are roguired to follow the enrollment sad registration procedures set forth in these DHS PXI
policy docwments,
Employees and contractors obtam spouscrsiup for cormilicates through thes respective mamagers.

PRI enrolisoent procedures for CBP require compiction of the following forms before an
individusl & somed & digital comficate:

| o0 I B L

Pre-Essollment Subscriber Form

Human Subscriber Agrecment Form

Local Regntraticn Authonty (LRA) Noausation Form
Spousor Form

I= person identity proofing (with two forms of identification)
Owrline Certificate Request applacation and key pair genernation

The CISO pomssies trusted mdvaduals for tnated roles before subscnber registratocon can
begms. Local Regntration Authorsties (LRAS) and Trusted Agents (TAs) obtain sunastcards and
snaatcard seaders 10 unplesaent thus technology. Saswtcards are able 10 store aad process
information. Users sse svvned a suastcand dhat stores data such &5 the PKI private key, persosal

ID with photo, buthding sccess card, and parkiog perst.

Pelicy Refevast
1 CBP Policy Statements p I

€724 | PKIpolicy oversaghe shall be peovidod st the Deparnment level by 2 PKI Polxy | sc.17
Authoriey (PKIPAL The DHS CISO shall be the PRI PA

s 720 | PKIopentional oversight shall be provided at the Departmsent Jevel by a PKI SC-17
Operational Autheaity (PK1 OA) sppossted by the PKIPA

€ 72¢ | The DS PKI shall be poverned by a DHS X 509 Comficate Poly (DHS SC.17
CP)_ The DHS CP Jdall be approved by the PKI PA.

§£724 | The DHS CP muu comply with the U S, Foderal PRI Comificare Policy Soc the | <7
Foderal Brsdge CA. ot e high, sscdvan, and b svutance leveh
DS shall have a sngle Hagh Assmmance Root CA. AN addnonal CAs withn

$72¢ | DS ment be sdordimate 10 he DHS Root CA. The sequarcmscnts sad process | g7
for becommng » seboednate CA % the DHS Root CA shall b specificd m e
DUS Cp

5737 | The DES CA shall harve » trust path resolving 2 the Foderal Bindge CA and SC-17
the PRI SSP Roct CA a1 e hugh medumn, and baec sisunance kevels

$72% Every DES CA shall operane under an X209 Cortificate Praceces Statcment SC-17

(CPS). The CPS for each CA st comply with the DES CP. The DHS PKI

epic.org
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s CBP Policy Statements e

PA umnst approve each CPS.

. AN DHS CAs shall sndorpo & conplance andt on & rogulbe boanes as roguired =
STIN | by CP. The DEIS PKIPA shalll specify a DIES PRI Andiner 10 sevicw SC-17

compliance andity

AN operational PKI facdlmes shall be estabilsbed i accoedence with the
roguircments comsnetuuate with the CA's asvursace level as well as iy
5723 | wcoded wse. Locamon protection of the authonty shall be determuned by i SC.17
fevel of assmrance. Measures 10 cmare continmity of operations of the
cartificane amthorrty shall be taloen Sat are ot beast oqual to She mcasares of the

sywem bemg suppocied
§725 | A DHS PRI schive oty dall be cvablishod 10 stors PRI reconds, s SC.17
required by e CP amd CPSs

Cernficates thae ase twned by 1est, prlot, thasd party, or ofier CAs tn DHS and
$. 724 | 'hat arc not ostablinhed & » ssbordnaic CA 10 B DS Root CA shall not be SC-13
used 1o protect semnitive CRIP & of %o sulhcuticale 1o CRP operatiosal
SYMCmS Contammng sensirve data

PRI will conunt of.

o A Cotficate Auchonity that rssues sad venfies a dipeal contificase. A
certificase mcludes the pablic key or mfonuation about the public key.

721 | *  ARcpniration Asthorty (RA) that acts as the verificr Sor the Catificns SO0
Authonty defore a dipal conificane i issned %0 2 requestorn.

o Oue or mose drecionies where the public key portios of e comficae
resades.

o A cemficate munagemsent syaicm

PR carcllment procodures for CRP roguire completion of the follang fors
before an mdradual is rsoed a dapstal comficate:

o Pre-Emrollmcnt Ssbsenber Foom
- o  Humes Subscnber Agreemant Form .
3738 | o Local Regisicn Awbority (LRA) Noasiss$oa Forn e
¢ Spouser Form

o I porson identity proofing (with two foems of identification)
s Ouline Contificse Request applicasion snd bey pair gescratics

The DEHS PRI PA shall cnssoe at the CPS for each CA complies with the
$£72% | DS CP prioe to approvad SC-17

The PKI OA shull csnuere thae every DHS CA operates mndes ity appeoved
$720 |ops SC-17
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PKI responsibilities are provided below.

Public Key Infrastructure Responsibilities

DHS AOs

DHS CISO

DHS PKI Operational Authority

Ensure DHS encryption policy is addressed in the security plans for IT systems that process
sensitive information.

Provides PKI oversight at the Department level.
Serves as the DHS PKI Policy Authority.
Appoints a DHS PKI Operational Authority.

Creates and maintains a DHS CP that complies with the U.S. Federal CP for the Federal
Bridge CA.

Establishes and maintains the DHS PKI High Assurance Root Certificate Authority (CA).
Ensures that all DHS CAs are subordinate to the DHS Root CA.
Specifies the requirements and process for becoming a subordinate CA.

Authorizes subordinate CAs.

Ensures the DHS Root CA cross certifies with the Federal Bridge CA at the High, Medium
and Basic Assurance levels.

Ensures that all DHS CAs operate under an approved Certification Practices Statement
(CPS) that complies with the DHS CP.

Approves the Certification Practices Statements for all DHS CAs.

Ensures that all DHS CAs undergo a compliance audit at least annually, and specifies a
DHS PKI Auditor to perform the compliance audits.

Specifies the DHS PKI Auditor to conduct the compliance audits.

Ensures that appropriate facilities are available for hosting DHS certificate authorities as
appropriate for their level of assurance and associated mission. Ensures that appropriate
continuity planning is established for all infrastructures that distributes, houses, or stores
public keys.

Ensures that a DHS PKI archive facility is established to store PKI records.

Ensures that certificates issued by test, pilot, or other CAs in DHS that are not established as
a subordinate CA to the DHS Root CA shall not be used to protect sensitive DHS
operational data, or to authenticate to DHS operational systems containing sensitive data.

Provides oversight of PKI operations at the Department level.

Creates and maintains all PKI CPSs pertaining to the DHS PKI.
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Public Key Infrastructure Responsibilities

e Creates and manages DHS PKI Operating Procedures.

e Oversees and reviews management of DHS PKI Operations for each authority certified
subordinate to the DHS Root CA. Works with DHS and Component physical security
entities and/or local registration authorities to oversee the issuance and management of
certificates across the DHS enterprise.

e Ensures that all aspects of DHS PKI services, operations and infrastructure related to
certificates issued under the DHS CP are in accordance with the requirements,
representations, and warranties of the CP.

DHS Office of Security

e Ensures that PKI registration activities under its purview are performed in compliance with
the applicable CPSs.

AO

e Ensure CBP encryption policy is addressed in the security plans for IT systems that process
sensitive information.

CISO

¢ Ensure that PKI registration activities under their purview are performed in compliance with
the applicable Certificate Practice Statements (CPSs) as defined in DHS x.509.

e Nominates trusted individuals for trusted roles before subscriber registration can begin
ISSOs
e Ensure adequate security measures are in place to protect access to hardware and software

e Ensure new hardware and software has been approved in accordance with the configuration
management plan prior to installation.

System/Network/LAN Administrators/Field Technology Officers
e Ensure CBP cryptographic systems are properly configured and functioning properly.
Local Registration Authorities (LRAs) and TrustedAgents

e Obtain smartcards and smartcard readers to implement this technology. Smartcards store
and process information. Users are issued a smartcard that stores data such as the PKI
private key, personal ID with photo, building access card, and parking permit.

Relying Parties (All CBP departments, employees, and contractors)

e Check each digital certificate for its validity or revocation prior to issuance.

o Verify the receipt of the digital signature of a digitally signed message.

o Verify the digital signature of the Certificate Authority who issued the certificate.
Users

e Obtain sponsorship for certificates through their respective managers.
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N

hagdementation of public key mirsstucosee (PKI) technology., Mdmwmm
that crypographic security poals se met. When uwsed either sepauately of m conjunctaon with
PKL a virtmal prrvate setwork (VPN) greatly enhances secare data trmsansssion, especially when
cacrypton techniques are etployed.

573 Public Key/Private Key

The recgment of public key cortaficates 1s referred 10 &3 2 subscriber. A subscniber cam be 2
bunan (@ g, an eployee of contractorn), an of ganization, an appiation, a code sagner (e.g.,
digitally signs released software o enable wiers 1o authenticate its sowrce, legstimacy, and
tntegminy), or & device (g 4 web server of VPN server). Registrans are trusted PKI officials
who admamister the process that results i a CA ssming or revoking public key certificates for
cach subscriber. As pant of the PKI regastration peocess, a public key 'prvate key paar i
pencrated in a hardware or software cryplographee module that is under the control of the
subscriber. The privade key rensans wader the sole possession of the subscriber. A CA enters
the public key into an electroaic public key certificate that also identifies the owner of the key,
10, the subscriber. The trusted CA digitally signs the certifscate thereby binding the public key
1o the %o the subscriber, and makes the signed corificate avaalable for wse by other subscmbers.

A sobscnber's public Key certificate s wsod by other subsenibers, referred 10 a8 cebvimg pastios, %o
obtass the subacrsber 's public key @ a trested manoer, Ouce obtassed, the pubdic key = then
used (1) 10 encrypt data for that subacrsber so that only that subscriber can docrypt 1 wath their
pravate key, ot (2) 1o venfy that digitally stzmed data was stpmed by that subscriber wang their
private key, thereby authesteating the idennty of the signing subscriber, and the mtegnty of the
signed data.

Rebevast
"l;" CRP Policy Statements i

Scparwie public privase key pasrs st be used for encrypeson and digsead
$73a | sigmature by basnas subsonbers, organization subscnbers, applcation SC-12
subscnbers, and codesignng subscribers.

Scparate pubhic prvate key posrs it be used for encrypoon aod diptal
§$ 730 | vpmanue by dovice subscribers whenever suppocted by the protocols mative o | SC.12
the type of device.

§71¢ | mddevice sulbncriber when it applics for one or tore cortificases from a DHS SCa12
CA

A mechassn shall be peovidod for each DHS CA 1o crabdle PKI registises 0

€734 | derenmine e cligediry of exch proponed humsan, orgaraticn, spplcatica, SC-12
Code upact, of deVICE 10 1E0CIVE CnC o moee cortificales,

A mechanesn shall be provided for each DHS CA 1o cxable PKI registiaes to
$73¢ | determune e sudonaed hissan spoasce for each orgamzanion, spplcation, SC.2
code ugncr, of device
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Policy

D CRP Policy Statements Controls
m
Humea ssbscnibers shall not share povate keys and shall be resposable foe
their secunty and use. If » haunes subscniber dscloses or shaces his or ber

$.2.34 private key, the subscriber shalll be accountable for sl rssactions signed with
the subncniber”’s pervase key.

Spoasors for noo-tinan subscnbers (orpaazation. apphcation. code-sipang.
or device) shall be pesposmablle for the secunty of and e of the subscnber’s
$73g | povate keys. Every spomsor shall read. wndorstand, and sign a “DIS PKI SCa12
Sullncrider Agrecment for Spossons™ as & pro-condimon for rocciving
cemificaes Sroms 4 DHS CA for the noo-lattnas vebncriber

l&odymmhp“mmdlaubymthmmmm

that coerespond 10 a public key for an organaration of code-sigming subscriber. SC-12
$738 | 1f wore than one person is mathonzed 1o use e key, snditable secords shall be :
kept 1o msasntain ndvidual accountabuley.

Every beuman subscriber sballl read. tadentand. and sygn a “DHS K1
Subscrider Agrocment for Human Users™ as 2 pro-condinon for recciving
$T30 | centificaes froms a DHS CA. These ssgnod agseements shall be maintained by
the DHS PKI MA

SCa T

Every spomnor Sall read mndortand, and sign 2 “DIS PRI Subscriber
5735 Agrocmsnt for Spomnors™ as a pre-condtion for reccivimg cortificates om 2 SC2
DHS CA for the noalwman sobscniber they sposor.

Public bey private key responssbalities are provided below.
Public Key/Private Key Respoasibilities

DHS C150

o Emures that the DHS CP and CPSs enforce (he use of sepaaate pubhicpervate key poars Koo
encryption and digital sagmature by husssan ssbacnberns, organization subscrbers, apphcation
wltucrsbers, code-sigming subscribers, and also by device subscribers whenever supposted
by the protocols sative 1o the type of device.

o Emsures that the DHS CP and CPSs reguare St » busnom spomsor sball represent cach

crganaration, apphcation, code-signmg. and device swbscriber when it apphies for one or
moee certificates froem a DHS CA.

o Ensures that DHS CPSs require that a mechamasm is provided for each DHS CA 10 enable
PKI registrars 10 determsne the chigibahity of each proposed human, crgasazation,
application, code sagmer, or device subscriber 0 recenve one of more certificates.

o Ensures that DHS CPSs reguare that a mecharasm 15 provided for each DHS CA to enable
PKI registrass 10 detenmine the sthorized busman spoasor for each crgamszation.
apphcation, code sagmer, or device.
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Public Key/Private Key Responsibilities

e Ensures that controls are implemented to hold human subscribers accountable for the
security of their private key and for all transactions signed with their private key.

e Ensures that controls are implemented to hold the sponsor of an organization, application,
code signing, or device subscriber responsible for the security of and use of the subscriber’s
private keys.

e Ensures that controls are implemented to maintain individual accountability for each use of
a shared organizational or code signing private key.

e Ensures that a DHS PKI Subscriber Agreement for Human Users and a DHS PKI
Subscriber Agreement for Sponsors are created and maintained, and that DHS CPSs require
human subscribers and sponsors to read, understand, and sign them as a pre-condition for
receiving certificates.

DHS PKI Operational Authority

e Ensures that the DHS CPSs and operating procedures enforce the use of separate
public/private key pairs for encryption and digital signature by human subscribers,
organization subscribers, application subscribers, code-signing subscribers, and also by
device subscribers whenever supported by the protocols native to the type of device.

e Ensures that the DHS CPSs and operating procedures require that a human sponsor shall
represent each organization, application, code-signing, and device subscriber when it
applies for one or more certificates from a DHS CA.

e Verifies that that a mechanism is provided for each DHS CA to enable PKI registrars to
determine the eligibility of each proposed human, organization, application, code signer, or
device subscriber to receive one or more certificates.

e Verifies that a mechanism is provided for each DHS CA to enable PKI registrars to
determine the authorized human sponsor for each organization, application, code signer, or
device.

e Verifies that controls are implemented to hold human subscribers accountable for the
security of their private key and for all transactions signed with their private key.

e Verifies that controls are implemented to hold the sponsor of an organization, application,
code signing, or device subscriber responsible for the security of and use of the subscriber’s
private keys.

e Verifies that controls are implemented to maintain individual accountability for each use of
a shared organizational or code signing private key.

e Ensures that DHS CPSs and Operating Procedures require human subscribers and sponsors
to read, understand, and sign DHS PKI Subscriber Agreements as a pre-condition for
receiving certificates.

DHS Office of Security

e Provides a mechanism, as required by the CPS, to enable PKI registrars to determine the
eligibility of each proposed human subscriber to receive one or more certificates from the
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Public Key/Private Key Responsibilities

DHS CA.

e Ensures that registrars under their purview require human subscribers and sponsors to read,
understand, and sign DHS PKI Subscriber Agreements as a pre-condition for receiving
certificates.

CISO

e Provide a mechanism, as required by the CPS, to enable PKI registrars to determine the

eligibility of each proposed human subscriber to receive one or more certificates from the
DHS CA.

e Provide a mechanism, as required by the CPS, to enable PKI registrars to determine the
authorized human sponsor for each organization, application, code signer, or device.

¢ Implement controls to hold human subscribers accountable for the security of their private
key and for all transactions signed with their private key.

¢ Implement controls to hold the sponsor of an organization, application, code signing, or
device subscriber responsible for the security of and use of the subscriber’s private keys.

¢ Implement controls to maintain individual accountability for each use of a shared
organizational or code signing private key.

¢ Ensure that registrars under their purview require human subscribers and sponsors to read,
understand, and sign DHS PKI Subscriber Agreements as a pre-condition for receiving
certificates.

ISSOs
e Ensure human subscribers are aware of their responsibilities to protect their private keys.

e Ensure sponsors are aware of their responsibilities to protect the private keys of the
subscriber they sponsor.

e Maintain auditable records to ensure individual accountability is maintained for each use of
an organization or code-signing private key authorized for use by more than one person.

Human Subscribers
e Assume responsibility for the security of their private keys.

e Abide by the DHS PKI Subscriber Agreement for Human Users that they signed, and
review it at least annually.

Sponsors
e Assume responsibility for the security of the private keys of the subscribers they sponsor.

e Abide by the DHS PKI Subscriber Agreement for Sponsors that they signed, and review it
at least annually.
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CMWMWM&RMW&“ when matisteng 4 secwre
AR Hon.

1. The mformation sender and recipient both will be sdennified uniquely so that both
parties know pot only where the mformation ongmated but also s destination.

2 The mnformation was not aliered deliberately or madvertently.
3 The sender’s sdentity is imextncably bakod 1o the transuuited aformation.
4 The mformation will be peotected from unauthonzed wse,

58  Vires Protection

Cowputer vinmes pose aa ever-increasing probless for applications, systenss, aad networks. All
DHS ceganizatsons must mnplement appropnate file, peotocol, and comtent filtening activibies to
protect their modsficaton by computer vinsses. Malicious code mclodes, but 15 not hmited o,
vinases, logic bombs, wooms, Trojas horses, and sunsdar software-indoaced problems,

Policy Redervast
D CRP Policy Statements Costrols
The CISO shall establand and enfoece CHP virus protection control $1.3,
SEa '
m SC.$

lntreduction of sy recoeded modsa nto the CBP wnformaton
technology enviromssent may be a sowrce of malicious code

S3D | coatamination. Scan such media and verify its source before miing itin | T
the CBP eovironment.
sgc | Only approved vinus scanmer-detection peograms will be used. 3;'-.\‘
s5d The LAN or System Admumastrator (SA) shall update virus signature 3.3
i files as 3000 as posable after each new reldease 1 teated
All virus miectons must be mamediately reportod 10 the CSIRC and IR-1,
notufy your supervisor msanager if #f 15 3 ssgmaficant mcadent. Thes s R4,

SEe | cmical 10 prevent farther spread of the infoctson (See Amtachesent F for

detachs ca mcadent reporting procodures sad defiminons of incidents ) m";:"

CBP shall s » defemne-sn-depth steategy. This strategy scludes
o lostallatzon of antivires software s the deskiop that s peoperly
s8f1 comfigured 1o check all files, Internet downloads, and conail RA-2

o Auwomaty updates 8o antiviras software and signatare files
nussma iy on a weekdy schedule at the desitop without end user
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Policy
D CHP Policy Statements Costrels
—
Poac tpatace
o lostallatson of secunity patches 1o sevvers and desktops must follow
the gwdeline set forth wathan the Informmtion Secunty Vulnerstahity
Masagement (ISVM) notice pubdished by DEHS SOC

CBP may mmplement apgeoprate file protocal contest filsering %o AC-20
S8g | protect thew data and networks m accordance with their Internet wage Y
polsxy.

Virus Prodection Responsibilities

C150
o Establish aad enforce virus protection coutrol policy.
o Pronade techmocal expertise and evabate the effectiveness of virus protection agpeoaches.

¢ Ensure that veliserability to virases and other mabicious code s detasled in the nisk analyss
section of the CLA documentation and that adequate steps 80 metigate that nsk are mken foe
each systema.

System Owners

o Assess the unpacts associated with system downtizse camsed by viruses and other malicsons
code and ensare adequate resowrces are allocated to address contimuty of operations.

System/Network/LAN Adminktrators/Field Technology Officers

o Ensure that all CBP IT systesms employ vans protection software.

o Emsure that antivieus software s matalled o every workatahion, setwerk, laptop, sad mobile
computing device

o Update viras ssgmate files inmediately with cach new release.

o Ensure that vinus protection software employs resident scanning.

o Emsure that virus scannimg oocurs antomatcally dwing boot-up and mstallatscn of mew
softwase.

o Emsure that all dskettes are scanmed for viruses prior 8o uwse (incloding blank deks).
¢ Follow procedures detasled 10 this masual in the event that a vanus is detected.
ISSOs

o Employ vines prevention messes commnensurate with the level of rmk wlestified foe varus
mioctions i the risk analyss.

¢ Ensure that peocodures are implensented 10 prevent, desect, endicate. and report computer
virus incadents.

3
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. humemu\mwmnpa‘dmmuﬂcsmcmc&u(mwm '
19).

Users

o Ensure that wo files are downloaded or opened from unkoown or untrasted sources. All files
should be scanned by antrvirus softwase before opening thesn. Do pot open suspecious

emaal.

o Notfy the System / Network Admsaastrator of antnvurus software 15 not matalled on the wser
workstation.

o Never duable antivine software functions

o Report varus and other madscious code meidents m acocedance with procedures descnibed in
Section 4 9.6, Secunty Incsdents and locidest Response sd Reporting.

SET1 What Is & Vieus?

A virus is a self-replcating malicious program segment that attaches 1tself 1o legatimate

apphications peograns, operating system conumands. or other executable system components and
spreads from one system 10 another. [t can allso be defined as a program or piece of code that is

loaded cato a computer withost the user's knowledge and runs agamat the user’'s wishes. As ot
spreads, it s said 10 be mfecting the system,

A computer virus may only be 2 bee of two of programusng code hodden withas a program.
It can be benagn and banned 1o sendiag & grocting 10 anuse of annoy, of malscious, wilten

specfically 10 dassage other programs.
It can display & soessage, erase files, sobaly alter stored data, of “crash™ a hard drive.

S82 Other Types of Maliclous Code
Other types of malicsons code cam be defined accordmg to the following table:

Table S32: Types of Malicious Code

Worms: Comnguter worms are malicious programs that copy themselves from system to
system, mather than wnfilirating legitimate files. For example, a msass-mmailiog emsail worm is a
worm St sends copees of sself via el A metweork worm makes copies of atselfl theomghout
a network or through file shares. Worms often contam Trosan horse or “Sackdoor™ programs.
Legic Bombs: A logic bomb cam be defined as donmant code. the activation of which s
tnggered by a predetermined tmme or event. For example, a logic bomb nught start erasing
data files when the system clock reaches a certam date or when the application has been loaded
X vumber of timses.

Trojam Herses: A Trojan horse 15 a compater program that is apparently or actually wsefl
but performes another function. A Trojan horse generally provides remote control access 10 an
wothonsed persomn. A Trojam horse can be used to modify databases, wiite checks, send
el or destroy Giles 11 conld be umnbedded by » programamer of downloaded from the
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Internet.

Web Bugs: A web bug is executable code included in an image (as small as one pixel) that
can disrupt the operation of a system or acquire and transmit information from a system
without the user’s knowledge by merely visiting a malicious or compromised web site.

5.8.3 How Viruses and Other Malicious Code Affect Systems

Regardless of the type of malicious code, viruses and other malicious code can pose a significant
threat to CBP systems, which can affect the availability, integrity and confidentiality of
information and processing resources. Therefore, it is essential that all systems employ
prevention measures commensurate with the level of risk identified in the risk analysis. What
makes viruses and other malicious code different from other problems is that they can spread
—from program to program and from system to system—without direct human intervention.

Systems that can be accessed by CBP-approved browser configurations should be categorized
(trusted, untrusted, etc.). Users are not allowed to deploy Web browsers “out of the box,” since
the security policies implemented in such tools tend to reflect the vendor’s interests and do not
necessarily coincide with those of CBP.

5.8.4 Procedures When a Virus Is Detected on a System

If a virus or other malicious code is detected, the LAN/system administrator is responsible for
taking appropriate actions to eradicate the problem. Such actions include:

¢ Running disinfectors available with antivirus software

e Scanning backup diskettes and tapes for viruses prior to restoring system applications and
data files

e Checking for re-infection from overlooked disks or other media during the eradication
process

¢ Notifying the ISSO of the security incident via incident reporting procedures described in
Section 4.9.

Once the malicious code has been eradicated, the system administrator shall determine the extent
of the damage and restore all damaged files or programs to uninfected files and programs. Back-
up media should be scanned prior to restoring system applications and data files.

Note that occurrences of malicious code constitute a security incident that must be reported;
reporting procedures are described in Section 4.9.6, Security Incidents and Incident Response
and Reporting.

5.9 Product Assurance

Information assurance (IA) involves protecting and defending information and information
systems by ensuring their availability, integrity, authentication, confidentiality, and non-
repudiation. Information assurance is achieved through the use of IA and [A-enabled products.
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Policy

D CRP Policy Statements Controls
m
Iaformation Asssraace (1A) shall be consadored a roguirament foe alll systoms
usod 10 mput, process, store, daplay. of Samanst scusiive o satonal socunty
mnfornmation. 1A shall be achicved tuough the scquision and approprune

of evalumied or validaed commercial off-the-shelf (COTS) IA

s IA cnablod IT prodacts. These products shall provade for the svaslabliry
of systeris. The peoducts also shall casene She itepnity and confidentiality of
mformation and S authmbicaton and poarcpadiation of partes in choctronsc
AT

Strong preference shall be grven 1o e scqueninos of COTS 1A and [A-

caabled IT prodects (10 B¢ inod on syvicans SIAcring, procossing, sonmng.

displaying, of rassnoing seuwave inforsanon) that have boen cvalusiod and

vahdmed as appropeasie, i sccordance wih the Sollowmag:

» The Natiomal Secunity Agency (NSAYNIST Natiooal Informstin
Assursace Pactsersdup (NIAP) Evabaanics sod Validation Progres

o The Imemational Comsnoa Critera for Information Secunty
Techoology Evadaation Munml Recognition Agrecinens

$9c T cvaluation aad vabdaticn of COTS IA sad 1A-cnabled IT prodacts sSall
be conductod by accrodited commacrcial laboratones os by NIST.

CBP shall wse cnly cryptogrgpluc ssodules that have boes vabiduod

394 socoedance with FIPS 1402,

Tronsacthon-based systoms (¢ £ &abose aagomest sy, iransacthon
$9.¢ | processmg syssems) shall mnplement tramacton reliback and tramacson -
povnadmg on sechaical equavalents

Product ssurance respousibilitses ase provided below.
Product Assurance Responsibilities

150

o Provide gusdamce m the use of COTS mformation assurance peoducts
o Vabdate the proper use of informaton svvmance prodects,

SystemNetweork Administrators Field Technology OfficervISSOn

o Emsure sclectod mformation asvarance prodacts ase properly deploved and confipsecd
IT Project Managers

o Comply with product assurance pobcy dunmg system development

S
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The Nanooal Information Assurance Pastnershup (NIAP), a collaboraton between the Natosal
Estitute of Standards and Technology (NIST) and the Nancasl Secunty Agency (NSA), 1 »
US. Govermment matiatyve designed to meet the security testing, evabaation, and assessment
needs of both IT producers and consmumers. NIAP combanes the extensive secunity expenence of
both agencies %o promote the development of sechaacally sound secunty reguircusents for [T
products and systems and apgropnale metncs for evaluating those products and systems.

The NIAP Comunon Craeria Evabsation and Validation Scheme for IT Secunty (CCEVS) is a
partnership between the public and pavate sectons, 10 evaluate IT prodiuct con 1o
mtomational standards. Thas program 1s bewsg msplemented 1o help consumens select
comenercial offthe-shelf IT products that mect their secenty requirements and 8o help
massalacturers of those products gaimn acceptance m the global meaketplace,

CBP will be kept apprised of the sbove cogomng tutiatives and strongly consider the
recomesendations aad findings of the NIAP m the selection of COTS products. This guidaace
apples 10 both stand-alone COTS products as well as those incorpoeated in other 1T systems.
Comphance with this policy, coupled with the restnction that the products have been
agpeopnately vahidated by the designated Federal authorties and the Common Crseria, wall
reduce costs and remove the baaden of maintainmg and peoviding weroperabulity between
ounerous Custom wrilten software systemns by a vanety of contractons.

S.10 Malware Protection

4o/ CBP Policy Statements prseirs

Componcnt CISOVISSMs shall cxnablish and eufoece Component-Jevel $3.3
malware profection contrel policics.

Compoocoes shall nnplement a defonsein-depth srategy that
Installs antrare software o dodolops aad sarvers
Coafigares stivinws software oa deskiops amd servers 1o check all flkes,

downdoads. and el

109 Installs updates % antrvines softwase and sznatae flies on deskrops and
scrvers i 2 tmely and expedous masner without sequinag the end
user 10 specifically request the spdae

Installs secunty patches 0 daxktops sad scrvers in & Bacly and
expodimons st

Syssem Owners shall develop and enforce procedures 10 easime pooper AC-20.
$10c | malware soxmnsg of meda pros 10 ieallanion of primary hard drrves, S13

$10a
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