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In the Malter of 

FACEBOOK, INC., 
a corporation. 

) 
) 
) 
) 
) 
) 
) 

DOCKET NO. C-4365 

Facebook COlnpliance Report 

This report (this "Report") sets forth the manner and form in which Facebook~ Inc. 
(UFacebook") is in compliance with the Decision and Order, served on Facebook on August 15, 
2012 (the '''Order't'). This Repon is prepared and flIed with the Federal Trade Conunission (the 
'~Comtnission") pursuant to Part IX of the Order. This Report follows the outline of the Order 
paragraph by paragraph. 

I. 

Respondent and its repn.asentatives, in tonDcttiuD with any product or service, in or 
affecting commerce, shall not misrepresent in any manner, expressly or by implication, the 
extent to which it maintains the privacy or security of covered information, including, but 
not limited to: 

A. its collet,1ion or disclosure of any covered information; 
B. the extent to which a consumer can control the prival."y of any covered 

information maintained by Respondent and the steps a consumer must 
take to implement such controls; 

C. the extent to which Respondent makes or has made covered 
information accessible to third parties; 

D. the steps Respondent takes or bas taken to verify tbe privacy or 
security protections that any third party provides; 

E. the extent to whicb Respondent makes or bas made covered information 
accessible to any third party following deletion or termination of a user's 
account \\'ith Respondent or during such time a~ a user's account is 
deadivated or suspended; and 

F. the extent to which Respondent is a member of, adheres to, complies with, is 
certified by, is endorsed by, or otherwise participates in any privacy, 
security, or any otber compliance program sponsored by the government or 
any third party, including, but Dot Umited to, the U.S.-EU Safe Harbor 
Framework. 

Facebook describes the extent to which it maintains the .privacy and secu.rity of covered 
infonnation in its Data Use Policy (the ·~Data Use Policy"), available at 
https:!lwww.facebook.comlfull_data_use-policy. The Data Use Policy is drafted in a layered, 
web-like format, which makes its description of Facebook's data collection and disclosure 
practices easy to navigate. It is drafted in plain and simple language, consp.icuously labeled, and 
formatted in a font that is easily read. It is available in many of the languages used by the 
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peopJe who access and share on Facebook. 

The Data Use Policy addresses the following topics: 1) lnformadon Facebook receives 
and bow the information ll) used; 2) Sharing and finding users on Facebook; 3) Other websites 
and applications~ 4) How advertising and sponsored stories work; 5) Cookies, pixels, and other 
system technologies; and 6) Some other things users need to know. Facebook has designated a 
member of its Legal team to be responsible for maintaining the Data Use Policy. 

Facebookts Data Use Pollcy was 1ast updated on June 8, 2012. The date of the last 
revision is clearly provided at the beginning of the Data Use Policy so that a user can determine 
whether the Data Use Policy has changed since the user's last review of the Data Use Policy. 

Facebook's comprehensive privacyprogrmn, described in Part IV of this Report (the 
·'Privacy Program'))~ is reasonably designed to ensure that Facebook does not misrepresent the 
extent to which it maintains the privacy or security of covered information as set forth in Section 
I of the Order. 

Specifically, as part of the Privacy Program, Facebook built an extensive privacy review 
process that is supervised and monitored by~ among others, Facebook·s Chief Privacy Officer, 
Policy and Facebook's Chief Privacy Officer, Product. This process is designed to integrate a 
detailed and multi .. faceted privacy review into the early development stages of a new product or 
material product upgrade and to continue that review throughout the product's life cycle. This 
ongoing privacy review is designed to confonn newly released and existing products with the 
Data Use Policy and other Facebook representations and to revise Facebookts user-facing 
statetnents as necessary to retlect the evolution of its products and ecosystem. TIle privacy 
review process involves comprehensive review by a cross-functional team ofFacebook 
emp10yees that includes representatives from major segments ofFacebook, including 
Facebook's Privacy, Public Policy, Legal, Marketing, Prodllct, Engineering, Security~ and 
Communications teams (the "Privacy Cross-Functional reanl"). The Privacy Cross-Functional 
Team reviews Facebook products, services, policies, and related disclosures. 

In additio~ as part of the Privacy Program, Facebook is implementing comprehensive 
privacy training for all Facebook employees to augment existing group-specific training (e.g., 
privacy training for new Product Managers), with the goal of educating aU Facebook employees 
about Facebook's privacy policies and representation obligations. Facebook also has dedicated 
personnel in its Legal depanment who focus on spotting, vetting, and addressing privacy issues 
and disc]osures. 

Facebook has been careful to detail changes in the lnanner it shares information, even 
with respect to information that is outside the scope ofth.e Order. For example, on September 
30) 2012~ Facebook·s Privacy Engineer published a blog post ti.tled "Re1evant Ads That Protect 
Your Privacy~ concerning targeted advertising, which comprehensively addressed changes in 
the way Facebook targets ads to users. The blog post is available at 
hups:llwww.facebook.com/noteslfacebook -and-pri vacy/rel evant -ads-that~protect-vour~ 
m:!Yf\C...Yl.4~..7.~:f.762.4.f.§}J~5. In addition~ Facebook recently added priva.cy educatiol1 to its new 
user experience, with the aim of educating :Facebook users about how privacy works on 
Facebook. 
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1:1. 

Respondent and its representatives, in connection with any product or service, in or 
affecting commerce, prior to any sharing of a user'ts n.onpubUc user information by 
Respondent with any third party, which materiaUy exceeds the restrictions imposed by a 
user's privacy setting(s), shaD: 

A. clearly and prominently disclose to the user, separate and apart from any 
"privacy poliey," "data Dse polieyt "statement of rights and responsibilities" 
page, or other similar document: (1) the categories of nonpublic user 
information that wiD be disclosed to such third parties, (2) the identity or 
specific categories of such third parties, and (3) that such sharing exceeds the 
restrictions imposed by tbe privacy setting(s) in effect for the user; and 

B. obtain the user's affirmative express consent. 

Nothing in Part n will (I) limit the applicability of Part [of this order; or (2) require 
Respondent to obtain affirmative express consent for sbaring of a user's nonpublic user 
information initiated by another user authorized to access such information, provided that 
such sharing does Dot materiaHy exceed tbe restrictions imposed by a user"s privacy 
settlng(s). Respondent may seek modification of this Part pursuant to 15 U.S.C. § 4S(b) and 
16 C.F.R. 2.51(b) to address relevant developments tbat afTect compliance with this Part, 
including, but not Hmited to, technological cbanges and ebanges in methods of obtaining 
affirmative express consent. 

Facebookts Privacy Program is designed in part to identify changes that fall under the 
scope of Part II of the Order and to implement the disc10sure and consent requirements of Part II 
of the Order, where applicable. The specific policies and procedures mentioned in Part 1 of this 
Report and described in more detail in Part IV of this Report-incJuding compliance oversight 
by Facebook's two Chief Privacy Officers, review of developing products and services by the 
Privacy Cross-Functional Team> new and continuing employee training, and dedicated privacy­
focused Legal personnel-aU contribute to identifying new or changed products or services that 
may trigger the disclosure and consent requirements of Part II of the Order. The Privacy Cross­
Functiona1 Team plays a central role in discussing and providing recolnmendatiolls to the Chief 
Privacy Officers with respect to whether the disclosure and consent requirement of Part II of the 
Order may be triggered by a particular product or change. 

In additioll) to help communicate the requirements in Part II oftlle Order, Facebook has 
distributed a copy of the Order to all Facebook employees and has implemented. a global process 
to similarly distribute the Order to all new employees-steps that go beyond the requirements of 
Part VII of the Order. 

Facebook continues to monitor and evaluate proposed changes (if any) to users' privacy 
settings to ensure compliance with Part 11 of the Order. 

]1 I. 
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Respondent and its representatives, in connection "ith any product or service, in or 
affecting commerce, shaD, DO later than sixty (60) days after the date of service of this 
order, implement procedures reasonably designed to ensure that covered informatioll 
cannot he accessed by any third party from servers under Respondent's control after a 
reasonable period of time, not to exceed thirty (30) days, from the time that the user has 
deleted such information or deleted or terminated his or her account, except as required 
by law or where necessary to protect the Facebook website or its users from fraud or 
illegal acthity. Nothing in this paragraph shall be construed to require Respondent to 
restrict access to any copy of a user's covered information that has been posted to 
Respondent's websites or services by a user other tban the user who deleted such 
information or deleted or terminated such account. 

Facebook has implemented procedures to comply wiih Part III of the Order. 
Specifically, Facebook has implemented a Data DeLetion and Retention Framework (the "Data 
Deletion and Retention Frameworkn

), which outlines the retention period tor specific types of 
data, in al1 cases in compliance with Part [[I of the Order. Facebook has also undertaken a 
historical deletions project, which covers content created prior to implementation of the Data 
Deletion and Reiention Framework. The Data De1etion and Retention Framework ensures that 
when a user deletes his or her Facebook account, the appropriate user data associated with that 
account is deleted (subject to any legal obligation to retain data). It also ensures that when a 
user deletes content, the appropriate content is deleted from Facebook.'s perman.ent data stores 
within a reasonable period oftinle. The Data Deletion and Retention Framework goes beyond 
the requirements of Part III of the Order, which focuses only on accessibility by third parties, 
rather than deletion. 

Part m of the Order was a response to reports that some images stored on one of 
Facebook's old photo stordge systems relnamed accessible after users had deleted the images) 
where users had retained a unique URL associated with the image. Facebook addressed this 
issue earlier this year by migrating all of its stored photos to a new storage system 
(UHaystack"') and decomnlissioning the old photo storage system. F,lcebook completed the 
migration to Haystack in July 20.12. Haystack controls access to aU photos that are served to 
conten.t delivery networks. It ensures that each photo that is delivered to a content delivery 
network has a lifespan of 30 days or less. When a photo is deleted by a user, F acebook refuses 
to provide the photo to any content delivery netw'ork that requests it after the moment of 
deletion. The system is thus designed to ensure that, once the lifespan of the photo expires, it 
will not be visible via any content deJivery network that received the photo previously. 

With respect to other covered informatio~ Facebook has comprehensive procedures for 
deleting infomlation that has been deleted by users and ensuring that it cannot be accessed by 
third parties from servers under Facebook's control after a reasonable period of time. In 
addition, Facebook has implenlented controls to ensure that any issues that arise with respect to 
data deletion are identified and addressed. 

Facebook has a comprehensive, reliable system for deleting accounts that users have 

See Peter Vajgel, Needle in (J Haystack: ~Ifll.'ienr Scc>rage ofBilliolls o/P/U)tos, FACEBOOK, Apri130~ 2009~ 
httDS:!!\\iww.facebookcowJnote.php?llOle id=76191543919. 
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tenninated. Facebookperforms systematic checks on deleted accounts to ensure that its Data 
Deletion and Retention Framework is operating properly, alld it escalates any issues to the 
appropdate teams. 

Facebook's Engineering teams are responsible for building and maintaining the core 
systems that comprise the Data Deletion and Retention Framework. Any identified issues are 
raised to Facebook's Security Infrastructure personnel. 

IV. 

Respondent sball, no later than the date of service oftbis order, establish and 
implement, and thereafter maintain, a comprehensive privacy program that is reasonably 
designed to (1) address privacy risks related to the development and management of new 
and existing products and services for consumers, and (2) protect the privacy and 
confidentiality of covered informatiolJ. Such program, the content and implementation of 
which must be documented in writing, shall contain controls and procedures appropriate to 
Respondent's size and complexity, the nature and scope of Respondent's activities, and the 
sensithity of the covered information, including: 

Facebook has taken extensive steps to establish, implement, and maintain the Privacy 
Program~ which is documented in written policies and procedures. Facebook. has selected the 
AICPA and CICA Generally Accepted Privacy Principles ("GAPP~') fratnework as the 
foundation for its Privacy Progranl and supporting controls. There are 10 GAPP principles, 
which are derived from ultemationally recognized infomlation practices and privacy laws and 
regulations from around the world. The 10 GAPP principles are: 

1. lvlanagement. The entity defines~ docmnents, cOlnmunicates~ and assigns 
accountability for its privacy policies and procedures. 

2. Notice. The entity provides notice about its privacy policies and procedures and 
identifies the purposes for which personal information is collected, used, retained, and disclosed. 

3. Choice and consent. The entity describes the choices available to the individual and 
obtains implicit or explicit consent with respect to the collection, use, and disclosure of personal 
information. 

4. Collection. The entiiy collects personal infortnation only for the purposes identified. in 
t]le notice. 

5. Use. retention, and disposal. Tile entity limits the use of personal infonnation to the 
purposes identified in the notice and tor which the individual has provided implicit or explicit 
consent. The entity retains persona) information for only as long as necessary to fulfill the stated 
purposes or as required by law or regulations and thereafter appropriately disposes of sllch 
information. 

6. Access. The entity provides individuals with access to their personal information for 
review and update. 
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7. Disclosure to thlrd parties. The entity discloses personal infonnation to third parties 
only for the pwposes id.entified in the notice and with the implicit or explicit consent of the 
individual. 

8. Security for privacy. The entity protects persona] information against unauthorized 
access (both physical and logical). 

9. Quality. The entity.maintains accurate, complete, and relevant personal infonnation 
tor the purposes identified in the l1otice. 

10. Monitoring and enforcement. The entity monitors compliance with its privacy 
policies and procedures and has procedures to address privacy related complaints and disputes? 

In March 2012, Facebookengaged a professional sen/ices finn to assess Facebook's 
Privacy Program against the GAFP framework and provide observations and recommendations 
tor future enhancement of Facebook's Privacy Program. 

A. the designation of an employee or employees to coordinate and be responsible 
for the privacy program. 

Facebook has designated specific employees to coordinate and be responsible for the 
Privacy Program, which is led by the Chief Privacy Officer, Produ.ct. Key stakeholders in the 
Privacy 'Program include the Chief Privacy Officer~ Product; the Chief Privacy Officer, Policy; 
two Associate General Counsels, Privacy; Regulatory Counse1; and the Chief Security Officer 
(the ·'Privacy Governan.ce Teamtl 

While the Chief Privacy Officer, Product provides leadership responsibility for 
coordinating the Privacy Program, the Privacy Governance Team and many employees are 
responsible for various as,peets of-and are "integral to-the Privacy Program. Facebook's Chief 
Privacy Officer, Product and his team are integrated into the product development process and 
lead Facebook's commitment to build privacy into its products at an early stage of development. 
The Privacy Cross .. Functional Team meets weekly to review aU new products and product 
changes docwnented by the Chief Privacy Officer, Produ<..1 and his team. Members of the 
Privacy Cross-Functional Teatn also engage in ongoing review efforts independent oftlle weekly 
meetings. 

In addition, Facebook's Legal team includes a number of attorneys who serve as primary 
legal c{)unsel for new products and services. These attorneys are responsible for ensuring that 
any new or revised products or services are consistent with Facebook's disclosures and comply 
with applicable Legal requirements. These attorneys also support the Privacy Cross-Functional 
Teanl and participate in the Privacy Program. 

Undt..-r the Pri vacy Program, Facebook considers privacy at all stages of the product cycle 
and empowers Facebook employees to take ownership over privacy issues, under the leadership 

AMERICAN INSTJllJrB OF CERTIFIED PUBLIC Accoul\c'T ANTS~ INC. AJ'-<1) CANADIAN INsrnu"TE OF 
CHARTERED ACCOlJto..'TANTS, GENERALLY ACCEPTED PRIVACY PRINCIPLES 7 (2009). 
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of the Privacy Governance Team. 

B. the identification of reasonably foreseeable, material risks, both internal 
and extemal, that could result in Respon.dent's unauthorized collection, use, 
or disclosure of covered information and an assessment of the sufficiency of 
any safeguards in place to control these risks. At a minimum, this privacy 
risk assessment should include consideration of risks in each area of 
relevant operation, including, but not limited to: (1) employee training and 
management, including training on the req u.irements of this order, and (2) 
product design, development, and research. 

A subgroup of the Privacy Governance Team has worked to eva1uate Facebook~s 
privacy risks. That process has resulted in a privacy risk assessment and an ongoing 
process aimed at identifying reasonably foreseeable, material risks~ both internal and 
external. As part ofFacebook's privacy risk assessment process, members ofFacebook's 
Legal team interviewed relevant Facebook stakeholders, includi1lg representatives of 
Facebook·s Privacy, Engineering, Security, In.ternal Audit! Legal, Finance~ Platform 
Operations, and User Operations teams. This process identitied key internal and external 
risks tbat could result in the unauthorized collection, use, or disclosure of covered 
infonnation. 

The discussions considered risks in each relevant area of operation, including 
govemance~ product design and engineering (including product developlnent and 
research), user operations (including third-party developers), advertisers, servic-e 
providers, employee training and management (including training on the requirements of 
the Order), and security. The discussions also included an assessment of the sufficiency 
of the controls in place to control the identified risks. Facebook leveraged previous audits 
and assessments to identify possible areas of risk exposure~ as weU as existing controls 
that help to mitigate the identified risks. Based on this processf Facebook dOCUlnented its 
risk assessment and Inapped its ex~"1ing privacy controls to the GAPP framework, as 
described in more detail below in Part IV.C of tbis Report. 

As part of Facebook's privacy risk assessment process, Facebook ""in hold an 
annual '4Privacy Summit" of relevant stakeholders, including key representatives from the 
Privacy Cross-Functional Tealn. The attendees of the annual Privacy Summit will review 
and update the privacy risk assessDlent, which wiU include evaluating privacy risks in 
light of changing intemaJ and external risks, changes in operations, and changes in laws 
and regulations. They will also consider the sufficiency of existing controls in mitigating 
identified risks and will project forward over the upcoming year to forecast new potentia1 
privacy risks. The privacy risk assessment will be updated as a result of any new or 
revised risks identified at the Privacy Sumlnit. Any control recommendations will be 
escalated as appropriate. The next Privacy Summit is currently scheduled for January 
2012. 
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c. the design and implementation of reasonable controls and procedures to 
address tbe risks identified through the privacy risk assessment, and 
regular testing or monitoring of the effectiveness of those controls and 
procedures. 

Facebook has perfonned a granlllar tnapping of its existin.g privacy con.trols to the 
GAPP framework. Facebook assessed each GAPP criteria to determine if the controls in 
place adequately controlled for the associated risks; it identified certain c-ontrols that had 
room for enhancement; and it ilnplemented remediation plans with respect to those 
controls. 

These processes resulted in the documentation of a mapping of Facebook 's 
controls to the GAJlP framework) along with the status of each control. Facebook has 
implemented remediation steps for the majority of controls where remediatioll was 
rec-ommended, and is in the process of imp1ementing remediation steps for a small number 
ofTelnaining controls. Facebook will continu.e to refine and implement reasonable 
controls and procedures to address identified privacy risks on an ongoing basis and will 
regularly monitor the effectiveness of its controls and procedures. 

In order to ensure that the effectiveness ofit~ controls and procedures are regularly 
monitored, Facebook has designated an "owner'" tor each one of the controls included in 
the Privacy Program. Facebook will also utilize the annual Privacy Summit to monitor the 
effectiveness of cootrols and procedures in light of changing internal and external risks. 
In addition, a member of Facebook's Legal team will perform. an annual review of the 
Privacy Program to ensure that the Privacy Program, including the controls and 
procedures contained tberein, remains effective. This Legal team member will update the 
Privacy Program to reflect any changes or updates cOJDlDl.1Dicated by employees of 
Facebook. This menlber of the Legal team also serves as the point of contact for all 
control "owners." The control owners reach out to the Legal point of contact with issues 
or updates to their respective controls. 

Privacy Training 

Facebook conducts privacy-related training and is in the process of implementing a 
comprehensive trnining program to further extend the audience and topics covered and to 
further promote recognition and understanding of privacy issues among Facebook 
employees, including awareness of Facebook's obligations under the Order. All new 
employees will be required to undergo privacy training within 30 days of their first day of 
employment at Facebook. All existing Facebook employees will be required to refresh the 
privacy training on an annual basis. At the time of the annual privacy training, Facebook 
employees win be required to confirm their understandillg of Facebook's privacy 
practices. Facebook has devoted considerable resources to its employee training program, 
including engaging an external finn that has expertise in delivering high .. impact content. 

Facebook has already delivered a copy of the Order to aU existing employees and 
has established a process to similarly distribute the Order to all new employees. 
Employees are encouraged to review the Order and to dirc",~ any questions to a 'point of 
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contact in tile Legal team. 

Product Design. Development and Research 

Facebook bas designed its product-review process to enable the Privacy Cross­
Functional Team to consider privacy from the earliest stages in the product development 
process. The Chief Privacy Officer, Product and his team spearhead this review and lead 
a number of key functions and responsibilities. First. they educate employees, includ.ing 
Engineer8~ Product Managers, Content Strategists, and Product Marketing Managers, on 
Facebook~s privacy framework. This includes an overview ofFacebook~s processes and 
corresponding legal obligations) and may involve other members of the Privacy Cross­
Functional team, such as Privacy Counsel. 

Second, the Chief Privacy Officer, Product and his teant host weekly reviews of 
key product-related privacy decisions and material changes to Facebook's privacy 
framework, which are attended by nlembers of the Privacy Cross-Functional Team. The 
Chief Privacy Officer, Product and his team also review all new products and D18terial 
product changes from a privacy perspective and involve the Privacy Cross Functional 
Team for broader review and feedback. Product launches are added to the launch calendar 
to ensure review and consideration of privacy issues by the Privacy Cross-Functional 
Team. Melnbers of the Privacy Cross-Functional Team also communicate back to their 
respective teams on issues covered in the weekly reviews. The goal of this process is to 
ensure that privacy is considered throughout the product development proc.ess, and to 
maintain c01l8istency on privacy issues across all Facebook products and services. 

D. the development and use of reasonable steps to select and retain service 
providers capable of appropriately protecting the privaey of covered 
information they receive from Respondent and requiring service providers, 
by contract, to implement and Dlsintain appropriate privacy protections for 
such covered inrormation. 

\Vhere appropriate, Facebook has implemented controls with respect to service 
providers, including implementing policies to select and retain service providers capable 
of appropriately protecting the privacy of c-Overed information received from Facebook. 

Facebook's Security team has a process for conducting due diligence on service 
providers who may receive covered infonnation. in order to evaluate whether the service 
providers' data security standards are in-lille with Facebook's commitments to protect 
covered infonnation.. As part of the due diligence process, Faccbook may ask prospective 
service providers to complete a security architecture questionnaire to assess whether the 
provider meets Facebook's functional security requirements. The process can also involve 
Facebook sending potential service providers a vendor security questionnaire that provides 
Facebook with detailed illfonnation on the service provider's security posture, including 
infomlation on 'protecting the privacy of customer data. Based upon the service provider's 
responses to the vendor security questionnaire and other data points, Facebook's SecuLity 
team determines whether further se-eurity auditing may be required. 
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When the Security team determin~s further auditing is required, Facebook partners 
with an outside security consulting firm to conduct a security audit on the potential service 
provider jn order to determine whethe.f the service provider Ineets Facebook's security 
requirements. Depending on the particular service provider, this audit may include testing 
of the service provider's controls, a vulnerability scanning program~ a web application 
penetration testt and/or a code review for security defects. The security consulting finn 
then reports its findings to Facebook, and Facebook requires service providers to fix 
critical issues before the service provider is on .. boarded. Once the issues are fixed, 
Facebook Security nlay ask the security consulting firm to re-test the service provider to 
make sure the identified issues were resolved according to Facebook's standards. 

Depending upoD the nature of Facebook data shared with the service provider and 
otheT factors, Facebook may Tequire the service provider to undergo a periodic security 
audit. Facebook also conducis randofll security audits (logical, network, andior physical) 
OD selected service providers to assess their compliance with Facebook ts security 
guidelines. 

Additionally! in January 2012, Facebook implemented a contract policy (~he 
"Contract Policy"), which governs tIte review~ approval, and execution of contracts for 
Facebook.. It is designed to provide an effective means for establishing contracts while 
maintaining appropriate internal controls and managing risks associated with entering into 
and 3lnending contracts. Among other things, the Contract Policy specifies that Facebook 
contracts must comply with applicable Facebook policies. 

The Contract Policy communicates Facebook's preference to enter into contrncts 
on its pre-approved standard contract templates. Facebookfs pre-approved contract 
temp1ates require service providers to implement and maiIltain appropriate protections for 
covere.d information. Facebook reviews contracts that deviate from the pre-approved 
templates to help enSUTe that contracts with applicable service providers contain the 
required privacy protections. Facebook Legal evidences review of any such contracts 
tlvough formal approval prior to contract execution. 

E. the evaluation and adjustment of l~espondent~s privacy program in light of 
the results of the testing and monitoring required by subpart C, any material 
cbanges to Respondent's operations or business arrangements, or any other 
circumstances that Respondent knows or has reason to know may have 9 

material impact on the effectiveness of its privacy program. 

Facebook's Privacy Program is designed with procedures for evaluating and 
adjusting the Privacy Program in light of the results of testing and monitoring of the 
program as well as other relevant circumstances. Facebook'ts annual Privacy Summit is 
designed to identify, discuss~ and assess compliance with privacy policies and procedures, 
and applicable laws and regulations, as well as identify new or changed. risks and 
recommend responsive controls. The Privacy Program will be adj usted based upon the 
recommendations derived froDl the Privacy Summit. The Privacy Summit is attended by 
relevan.t stakeho1.derst which ensu.res that input is received fronl appropriate teruns 
throughout Facebook. 
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In addition, a member of Facebook's Legal tea1n maintains the Privacy Program 
and serves as a point of contact for all "owners" of the controls that are currently in place. 
Such "owners" communicate to the Lega.l point of contact any recommended adjustments 
to the Privacy Program based upon their regular monitoring, as well as any internal or 
external changes that affect the controls in question. The point of contact from 
Facebook·s Legal team adjusts the Privacy Program on an annual basis based upon such 
input. The Privacy Cross-Functional Team also assesses risks and controls on an on-going 
basis through weekly meetings and review processes. Any recommendations for 
adjustments to the Privacy Program are raised to the point of contact in the Legal team. 

v. 
In connection with its compHance with Part IV of this order, Respondent shalt 

obtain initial and biennial assessments and reports (fo'Assessments") from a qualified, 
objective, independent third-party profession~ who uses procedures and standards 
generally accepted in the profession. A person qualified to prepare such Assessments shan 
have a minimum of three (3) years of experience in the field of privacy and data protection. 
All persons selected to conduct such Assessments and prepare such reports shall be 
approved by the Associate Director for Enforcement, Bureau of Consumer Protection, 
Federal Trade Commission, Washington, D.C. 20588, in his or her sole discretion. Any 
decision not to approve a person selected to conduct such Assessments shall be 
accompanied by a writing setting forth in detail the reasons for den)ing such approval. The 
reporting period for the Assessments shall coyer: (1) the first ODe hundred and eighty (180) 
days after service of the order for tbe initial Assessment, and (2) each two (2) year period 
thereafter for twenty (20) years after service of the order for the biennial Assessments. 
Each Assessment shan: 

A. set forth the speclflc privacy controls that Respondent bas 
implemented and maintained during the reporting period; 

B. explain how such privacy controls are appropriate to Respondent's size and 
complexity, the nature and scope of Respondent's activities, and the 
sensitivity of the covered information; 

C. explain how the privacy controls that have been implemented meet or 
exceed tbe protections required by Part IV of this order; and 

D. £ertify tbat the privacy controls are operating witb ~ufficient effectiveness 
to pro,,1de reasonable assurance to protect the privacy of covered 
information and that the controls have so operated throughout tbe 
reporting period. 

Each Assessment shall be prepared and completed lVitbin sixty (60) days after the 
end of the reporting period to which the Assessment applies. Respondent shall provide the 
initial Assessment to tbe Associate Director tor Enforcement, Bureau of Consumer 
Protection, Federal Trade ComlJlission, \Vashington., D.C. 20580, witbin ten (10) days 
after the Assessment has been prepared. All subsequent biennial Assessments shall be 
retained by Respondent until the order is terminated and provided to the Associate 
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Director of Enforcement within ten (10) days of request. 

. Facebook is in the process of selecting a qualified third-party professional to prepare the 
Assessments required by Part V of the Order, which Facebook win identify to the Associ.ate 
Director for Enforcenlent tor approval. in accordance with Part V oftbe Order. 

VI. 

Respondent shaD maintaul and upon request make available to the Federal Trade 
Commission for inspection and copying, a print or electronic copy of: 

A. for a period of three (3) yean from the date of preparation or 
dissemination, whichever is later, all widely disseminated statements by 
Respondent or its representatives that describe the extent to which 
Respondent maintains and protects the privacy, security, aod 
confidentiaJity of any covered information, including, but not limited tOt 

any statement related to a cbange in aoy website or service controlled by 
Respondent that relates to tbe privacy of such information, along with aU 
materials relied upon in making such statement~ and a copy of each 
materiaUy dHferent privacy setting made available to users; 

Facebook maintains and will make available to the Commission the enumerated 
statements, materials and documents in Part VI.A of the Order upon request, so long as such 
documents are responsive and non.priviJeged. 

B. for a period of six (6) montbs from the date received, all consumer 
complaints direeted at Respondent or forwarded to Respondent by a third 
party, tbat relate to the conduct prohibited by this order and any responses 
to such eomplaiots; 

Facebook n,aintains and will make available to the Commission the enumerated 
statementsy materials, and documents in Part VI.B of the Order upon request, so long a~ such 
docmnents are responsive and non-privileged. 

c. for a period of five (5) years from the date received, any documents, 
prepared by or on behalf of Respondent, tbat contradict, qualify, or call. 
into question Respondent's compliance with this order; 

Facebook maintains and will make available to the Commission. the enun1erated 
statements, Inaterials, and documents in Part VI.C of the Order upon request, so long as such 
docwnents are responsive and non-privileged. 

D. for a period of three (3) years from the date of preparation or dissemination, 
whichever is later, each materiaUy different document relating to 
Respondent's attempt to obtain the consent of users referred to in Part II 
above, along \\lith documents and information sufficient to ShOlV each user's 
consent; and documents sufficient to demonstrate, 00 an aggregate basis, the 
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number of users for whom each such privacy setting was in effect at any time 
Respondent has attempted to obtain and/or been required to obtain such 
consent; and 

Facebook shall maintain and will make available to the Connnission the enumerated. 
staiements, materials~ and documents in Part VI.D of the Order upon request, so long as such 
documents are responsive and non-privileged. 

E. for a period of three (3) years after the date of preparation of each 
Assessment required onder Part V of this order, all materials reUed upon to 
prepare the Assessment, wbether prepared by or on behalf ofRespondent~ 
including but not limited to aU planst reports, studies, reviews, audits, audit 
trails, policies, training materials, and assessmen~ for the compliance period 
covered by sllch Assessment. 

Facebook shall maintain and wi1l make available to the Commission the enumerated 
statements, matedals:, and docwnents in Part VI.E of the Order upon request, so long as such 
documents are responsive and non-privileged. 

VII. 

Respondent shall deliver a copy oftbis order to (1) all current and future principals, 
officers, directors, and managers; (2) all cnrreot and future employees, agents, and 
representatives having supervisory responsibilities relating to the subject matter of this 
order, and (3) any business eotity resulting from any change in structure set forth in Part 
Vlli. Respondent shall deliver this order to such current personnel within thirty (30) days 
after service of this order, and to sucb future personnel within thirty (30) days after the 
person assumes such position or responsibilities. For any business entity resulting from any 
change in structure set forth in Part VDI, deUvery shall be at least ten (10) days prior to the 
change in structure. 

On Septenlber 12,2012, Facebook timely delivered a copy of the Order to all Facebook 
employees-not just the Facebook employees indicated in Part VII of the Order. Separate 
delivery of the order was made the sanIe day to each member ofFacebook~s Board of Directors. 
In addition~ Facebook has established a process to similarly distribute the Order to all new 
employees. Elnployees are encouraged to review the Order and to direct any questions to a point 
of contact in the Legal team. 

VIII. 

Respondent sball notify the Commission within fourteen (14) days of any cbange in 
Respondeot tbat may affect compliance obligations arising under tbis order, iocluding, but 
not limited to, a dissolntion, assignment~ sale, merger, or other action that would result in 
the emergence of a successor corporation; the creation or dissolution of a subsidiary, 
parent, or affiliate that engages in any acts or practices subject to this order; the proposed 
filing of a bankruptcy petition; or a change in either corporate name or address. Unle. .. s 
otherwise directed by a representative oftbe Commission, aU Dotiees required by tbis Part 
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shall be sent by overnight courier (not the U.S. Postal Service) t.o the Assodate Director of 
Enforcement, Bureau of Consumer Protection, Federal Trade Commission, 600 
Pennsylvania Avenue NW, Washington, D.C. 20580, with tbe subject Hoe In ti,e i'·fatter of 
FReebook, Inc., Commission File No.1 J. Provided, however, that in lieu of overnight 
courier, notices may be sent by f'arst-class mail, but only if an electronic version of any such 
notice is contemporaneously sent to the Commission at Debrief(Q).Commission.gov. 

Facebook shall notify the C01nmission~ in accordance with Part VIII of the Order, should 
any oftbe triggering events described in Part VIII occur. 

IX. 

Respondent, within ninety (90) days after the date of service of this order, shall file 
with the Commission a true and accurate report .. in lvrifing, setting forth in detail the 
manDer and form o(their own ~ompliaDce with this order. Within ten (10) days of receipt 
of written notice from a representative of the Commission, Respondent shall submit 
additional true and accurate written reports. 

This Report satisfies the requirement under Part IX of the Order to file a rqrort \Vith the 
Commission within 90 days after the date of service of the Order. 

I affmn under penalty of petjury under the laws of the United States of America that the 
foregoing is true and correct to the best of my knowledge. 

Executed on November 13, 2012 

Edward Palmieri 
Associate General Counsel, Privacy 
Facebook, lnc. 

I affirm under penalty of perjmy under the laws of the United States of A1nerica that (he 
foregoing is true and correct to the best ofnlY kllowledge. 

Executed on November 13,2012 

Daniel Li 
Product Counsel 
Facebook, Inc. 
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