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Recent EPIC Activities
• EPIC Supreme Court amicus brief - Spokeo v. 

Robbins, No. 13-1339 (“standing” to enforce a 
federal privacy law) 

• EPIC Supreme Court amicus brief - Utah v. Strieff, 
No. 14-1373 (search of a government database 
following unlawful stop) 

• Argument before D.C. Circuit Court of Appeals - 
EPIC v. FAA, No. 15-1075 (EPIC petition for drone 
privacy regulations)
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Chronology
Dec 2, 2015   Shooting in San Bernardino, CA 

Feb 16, 2016  Justice Dept. motion to compel Apple to assist                     

Feb 16       Court order to Apple 

Feb 16       Apple letter to customers 

Feb 19       Justice Dept. motion to compel compliance 

Feb 25       Apple motion to vacate court order 

Mar 22       Court hearing scheduled
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FBI (Feb. 16)
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DOJ Motion (Feb. 19)
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Apple (Feb. 25)
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Apple
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Issues
• Apple’s obligation to comply with the Feb 16 Court order 

• Scope of All Writs Act of 1789 (Relation to 1994 law “CALEA”) 
• Constitutional claims - First Amendment (compelled speech - 

“viewpoint discrimination”); Fifth Amendment (deprivation of liberty) 
• Consumer protection (EPIC and others) 

• Implications for law enforcement (what if “ticking bomb”?) 

• Implications for device design (require companies to upload 
malware as part of “security update”?) 

• Search for a limiting principle (if San Bernardino, why not NYC? 
If US, why not China?)
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Washington Dimension
• TODAY — House Judiciary Committee, “International Conflicts of Law 

Concerning Cross Border Data Flow and Law Enforcement Requests” 
with DOJ Bitkower, Microsoft CEO Smith, former DHS Chertoff, Mr.Kris, 
Prof. Daskal 

• TODAY — House Intelligence Committee, “World Wide Threats,” DNI, 
CIA, FBI, NCC, DIA, NSA 

• TODAY — House Homeland Committee, “Emerging Cyber Threats to the 
United States,” RAND, Symantec, FireEye 

• March 1 — House Judiciary Committee, “The Encryption Tightrope: 
Balancing American’s Security and Privacy” with FBI Director Comey, 
Apple VP Sewell, Prof. Landau, NY DA Vance 

• (Senate Judiciary Committee — a small nomination issue)
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Past as Prologue
1991 Congress considers resolution to  “ensure that 
communications systems permit the Government to obtain the 
plain text contents of voice, data, and other communications when 
appropriately authorized by law.” 

1993 NSA pursues key escrow encryption standard (“Clipper 
Chip”) 

1994 Congress enacts Communications Assistance for Law 
Enforcement Act (“CALEA”) requires “wiretap friendly” telco 
services and hardware but no decryption mandate 

1996 National Academies CRISIS Report rejects key escrow 
encryption - “the costs outweigh the benefits”
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Publications
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June 6, 2016 - National Press Club - Washington DC


