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INTRODUCTION 

This appeal arises out of two erroneous holdings 

by the Superior Court (1) granting summary judgment 

for defendant and (2) denying class certification. 

In granting summary judgment for defendant, the 

Superior Court held that the Massachusetts Wiretapping 

Act ("Act") does not apply to Defendant Google Inc.'s 

"interceptions, disclosures, and use" of Plaintiff's 

emails exchanged with Gmail users because Google runs 

the coding for its scanning program on servers 

physically located outside of Massachusetts. This was 

error because the Superior Court misapplied the extra­

territoriality analysis used for criminal law to civil 

claims and/or the since-discarded lex loci delicti 

choice of law analysis. Under the correct analysis, 

the Superior Court should have granted partial summary 

judgment (liability) on behalf of Plaintiff. 

In denying class certification, the Superior 

Court held that individual issue of whether class 

members knew their emails were being read predominated 

over common issues. This was error because the 

controlling decision holds that a person must have 

actual knowledge that his specific communications are 

1 



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

being tapped before he can impliedly consent to such 

tapping, and it is undisputed that no class member 

knew whether his specific communications are being 

tapped. Even if the Superior Court correctly applied 

the controlling case law, it should have still 

certified a subclass of Massachusetts residents who 

did not know they were exchanging emails with Google 

Apps Gmail account holders. 

ISSUES PRESENTED 

( 1) Did the Superior Court err in granting Summary 

Judgment for Defendant on Plaintiff's claim for civil 

violation of the Act on the grounds that the Act did 

not apply to emails sent or received by Massachusetts 

residents but intercepted outside of Massachusetts, 

where the Superior Court relied on an erroneous choice 

of law standard based on criminal choice-of-law 

analysis and/or a since-rejected civil choice-of-law 

approach? 

(2) Did the Superior Court err in denying Summary 

Judgment on Plaintiff's Cross-Motion for Partial 

Summary Judgment (Liability) where it was undisputed 

that Google had wiretapped/intercepted Plaintiff's 

emails without her knowledge? 

2 
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(3) Did the Superior Court err in denying Plaintiff's 

Motion for Class Certification on the grounds that 

common issues did not predominate over the individual 

issue of whether each class member had consented to 

Google's intercepting his/her emails, where the 

controlling case law and undisputed facts lead to the 

inescapable conclusion that no class member could have 

known that Google was intercepting his/her emails? 

STATEMENT OF THE CASE 

I. History of the Proceedings 

On July 29, 2011, Plaintiff filed her Class 

Action Complaint. Joint Appendix ("JA") 0006. On 

January 17, 2012, the Superior Court (Lauriat, J.) 

denied Defendant's Motion to Dismiss. JA 0013 

("M.T.D. Dec."). On June 19, 2014, the Superior Court 

(Kaplan, J.) denied Plaintiff's Motion for Class 

Certification. JA 0935 ("C.C. Dec."). On February 13, 

2015, the Superior Court (Billings, J.) denied 

Plaintiff's Cross-Motion for Partial Summary Judgment 

and granted Defendant's Motion for Summary Judgment. 

JA 1653 ("S.J. Dec."). On March 12, 2015, Plaintiff 

noticed this appeal. 

II. Statement of Facts 

Plaintiff Deborah Marquis is a resident of 

3 
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Massachusetts with a non-Gmail email account, i.e., an 

AOL.com email account. JA 0007. Plaintiff routinely 

exchanges emails with other person who use Gmail 

accounts. JA 0007. Plaintiff did not know that 

Google was intercepting and/or scanning and/or reading 

her mails exchanged with Gmail users. JA 1065 

(Summary Judgment Statement of Fact ("S.O.F.") '.ll 17). 

Gmail is an email service owned and operated by 

Google made available to the general public on February 

14, 2007. JA 0022 (Defendant Google Inc.'s Answer to 

the Complaint ("Ans.") at '.ll7). Google raises revenue 

from Gmail by selling advertisements targeted at Gmail 

users. JA 0022-23 (Ans. at '.ll'.ll 2, 8). There are 

millions of Gmail users in the United States. See JA 

1402 (Summary Judgment Joint Appendix ("S.J.") Exh. 38, 

Rule 30(b) (6) Deposition of Pradeep Kyansur ("Kyansur 

Dep.") 47:9-10,46:10. 

In order to increase what it can charge for 

advertisements, Google targets Gmail users with ads 

that are the most likely to be clicked on and result 

in a purchase. It does so by intercepting private 

emails exchanged between Gmail users and non-Gmail 

users and scanning them for substantive content with a 

device, JA0023-24 (Ans. at '.ll'.ll 9 & 11), but without the 

4 
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prior consent of the non-Gmail users who are 

Massachusetts residents in violation of M.G.L. c. 272, 

§99 {C) (1) . 1 JA 0007 (Compl. at <JI 2). 

In addition, in or around 2007, Google introduced 

a service called Google Apps, which allowed customer 

organizations to have their email operated by Google 

in whole ("pure Gmail") or in part (customers using 

their own servers in conjunction with Gmail) . JA 1387 

(Expert Analysis of Michael Helmstadter ("Helmstadter 

Analysis")) at <JI51. Some Google Apps customers using 

Gmail do not have "gmail" included in their email 

address so it is not evident from these emails that the 

accounts are actually Gmail accounts scanned by Google. 

See id. 

Google "intercepts, discloses or uses" (within the 

meaning of M.G.L. c. 272, §99(Q) 2 ) emails sent both {1) 

from non-Gmail users to Gmail users and (2) from Gmail 

users to non-Gmail users, acquires keywords and/or 

content from non-Gmail users' emails, and then sends 

1 M.G.L. c. 272, §99{C) {1) prohibits interception of 
wire or oral communications, subject to certain 
exemptions which do not apply here. 

2 M.G.L. c. 272, §99(Q) sets forth "civil remed[ies]" 
available for Massachusetts residents whose wire 
communications have been "intercepted, disclosed or 
used." 

5 
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ads related to those keywords and/or content to the 

Gmail users. See, e.g., JA 1146 (S.J. Exh. 8). For 

example, an email exchange between a Gmail user and a 

non-Gmail user about cars would result in Google 

displaying an ad for a car manufacturer to that Gmail 

user. See, e.g., JA 1140, 1153 (S.J. Exhs. 6, 10). 

These emails are wire communications as defined by 

M.G.L. c. 272, §99(B) (1) .3 JA 0017 (M.T.D. Dec. at 5); 

see also Rich v. Rich, 2011 WL 3672059, * 5 (Mass. 

Super. Ct. July 8, 2011) (McGuire, J.). 

advertising system dubbed "interest-based advertising" 

and/or "User Modeling." JA 0008 (Compl. at '][ 11); JA 

1067-1070 (S.O.F. ']['][29-34). Instead of basing 

advertising solely on keywords found in a single 

email, as it did originally, Google scans numerous 

emails exchanged between non-Gmail users and Gmail 

users for commercial content in order to create a 

model for providing targeted advertising to the Gmail 

user. JA 0008 (Compl. at'][ 11); JA 1067-1070 (S.O.F. 

']['][ 29-34). 

3 
Wire communications include communications travelling 

by "the aid of wire, cable, or other like connection." 
M.G.L. c. 272, § 99 (B) (1) (emphasis added). 

6 
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SUMMARY OF ARGUMENT 

Contrary to the Superior Court's holding, see JA 

1664 (S.J. Dec. at 12), the Massachusetts Wiretap Act 

(the "Actn) applies to extraterritorial interceptions 

of emails sent and/or received by Massachusetts 

residents. (Argument at pp. 9-16.) As a result, the 

Superior Court erred in denying Summary Judgment on 

Plaintiff's Cross-Motion for Summary Judgment on 

Plaintiff's claim for violation of the Act and 

granting Summary Judgment for Defendant on the grounds 

that the interceptions took place outside of 

Massachusetts. Instead, the Superior Court should 

have granted partial summary judgment (liability) for 

Plaintiff. (Argument at pp. 23-26.) 

Further, in erroneously denying Plaintiff's 

Motion for Class Certification, the Superior Court 

abused its discretion by making a clear error of law 

as to what constitutes a secret interception under the 

Act as well as errors of fact in asserting that 

putative class members could know that Google was in 

fact intercepting their emails. (Argument at pp. 40-

42.) Because Plaintiff meets all of the other 

requirements for certifying the proposed class, this 

class should have been certified. (Argument at pp. 

7 
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27-46.) In the alternative, even if the Superior 

Court was correct on its interpretation of what 

constitutes a secret interception, it simply failed to 

address a class consisting of Massachusetts residents 

exchanging emails with Google Apps users who could not 

have known they were e-corresponding with Gmail users. 

(Argument at pp. 46-49.) 

ARGUMENT 

I. Standard of Review 

The standard of review of a grant of summary 

judgment is de novo. Deutsche Bank Nat. Trust Co. v. 

Gabriel, 81 Mass. App. Ct. 564, 565 n. 7 (2014). 

The standard of review of a denial of a motion 

for class certification is abuse of discretion. Kwaak 

v. Pfizer, Inc., 71 Mass. App. Ct. 293, 297 (2008). 

II. The Superior Court Erred in Granting Summary 
Judgment for Defendant 

A. The Superior Court Failed to Distinguish 
between the Criminal and Civil Portions of 
the Act 

There is a clear distinction between the criminal 

and civil portions of the Act. See Pine v. Rust, 404 

Mass. 411, 414 (1989) ("To be actionable under [the civil 

portion] an interception need not rise to the level of 

8 



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

criminal conduct covered by the penal provisions of the 

law."). Ignoring Pine, the Superior Court erroneously 

relied on criminal cases to assert that the civil 

provisions of the Act have no extraterritorial 

enforcement. See JA 1664 (S.J. Dec. at 12) ("I conclude 

that the statute does not apply to an interception 

occurring outside Massachusetts"). The Superior Court 

concluded: 

The statute does not distinguish 
conduct that is punishable criminally 
which is subject to civil remedies; 
either is an unlawful interception, 
isn't. 

between 
and that 

an act 
or it 

JA 1662(S.J. Dec. at 10). This was legal error 

because the Act does distinguish between criminal 

and civil actions. 

The majority rule prohibits extraterritorial 

enforcement of criminal portion of the Act. See 

Commonwealth v. Armstrong, 73 Mass. App. Ct. 245, 

249 (2008) ("The general rule ... is that a State 

may not prosecute an individual for a crime 

committed outside its boundaries."). Violations 

of the Act are criminal only where such violation 

is "willful" and it occurs within Massachusetts. 

Therefore, under the facts developed here, Google 

would not face potential criminal liability. 

9 
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B. The Superior Court Erred in Its Choice of 
Law Analysis 

1. The Superior Court Erroneously Relied 
on the Doctrine of Lex Loci Delicti 

The Superior Court erroneously relied on federal 

cases involving the civil portion of the Act. See JA 

1667 (S.J. Dec. at 15) (citing to 1986 and 1999 

decisions). Those cases, in turn, relied upon the lex 

loci delicti (place of the wrong) choice-of-law 

analysis that has since been rejected by the Supreme 

Judicial Court and replaced with the Restatement 

(Second) of Conflicts of Law's two-part analysis. 

See, e.g., New England Tel. & Tel. Co., 419 Mass. 658, 

663-64 (1995); Cosme v. Whitin Mach. Works, Inc., 417 

Mass. 643, 646-47 (1994). 

Heffernan v. Hashampour, 2009 WL 6361870 (Mass. 

Super.), applied the current correct Restatement 

choice-of-law analysis to a case concerning the Act. 

Under the correct approach, a court must look, first, 

to which section of the Restatement (Second) of 

Conflict of Laws was most analogous to the tort 

alleged. Heffernan at *1. The Heffernan court found 

that, for wiretapping, Section 152 (invasion of 

privacy) was most analogous and thus, under Section 

152, a court should apply "local law of the state 

10 
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where invasion occurred." Id. at 2. Per Comment C, 

the "place of invasion [of privacy] is the place where 

the plaintiff was at the time." Id. Thus, when the 

correct choice-of-law analysis is conducted, the Act 

clearly applies to Google's interception of 

Plaintiff's emails. 

Furthermore, Heffernan correctly distinguishes 

the two older federal cases the Superior Court relies 

upon: Pendell v. AMS/Oil, Inc., 1986 WL 5286 (D. 

Mass.) (relying upon lex loci delicti in choosing 

Rhode Island wiretapping law over Massachusetts 

version), and MacNeil Engineering Co., Inc. v. 

Trisport, Ltd., 59 F. Supp. 2d 199 (1999) (relying on 

"Pendell's choice of law analysis"). See Heffernan at 

*3 n. 6 (noting that "Pendell, a non-binding opinion, 

applied the now-outdated lex loci delicti approach") 

Because these federal civil cases relied upon a 

choice-of-law analysis no longer used by Massachusetts 

state courts, it was error to rely upon them in our 

case. Under the current, correct analysis, the 

Superior Court should have held that the Act applied 

to emails exchanged between Plaintiff and Gmail users. 

11 
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2. The Superior Court Ignored Clear 
Legislative Intent by Basing its 
Summary Judgment Decision on the 
Possible Consequences of a Ruling in 
Favor of Plaintiff 

Instead of properly limiting itself to applying 

the Act, the Superior Court guessed at the future 

effects of applying the Act to Gmail: 

There is no reason to suspect that the 
Massachusetts legislature intended, in 1968 or 
since, that our statute be applied to out-of­
state conduct, especially where this would 
amount to a Massachusetts-imposed 
interdiction against a practice whose 
implementation occurs elsewhere and whose 
effects - good and bad - are worldwide. 

JA 1668 (S.J. Dec. at 16). This anticipation of such a 

"Massachusetts-imposed interdiction" is improper 

because it ignores the Legislature's intent to protect 

Massachusetts residents from privacy-violating 

technological innovations such as Defendant's 

interception of email: 

The general court further finds that the 
uncontrolled development and unrestricted use 
of modern electronic surveillance devices pose 
grave dangers to the privacy of all citizens 
of the commonwealth. Therefore, the secret 
use of such devices by private individuals 
must be prohibited. 

G.L. c. 272, § 99(A) (emphasis added). If the 

Superior Court had simply applied the Act as intended, 

it would have found Google civilly liable. 

12 
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3. The Court Erred in Applying BMW o£ 
North America, Inc. to this Case 

The Summary Judgment Decision correctly observes 

that "a State may not impose economic sanctions on 

violators of its laws with the intent of changing the 

tortfeasors' lawful conduct in other states. JA 1667 

(S.J. Dec. at 16) (citing BMW of North America, Inc. 

v. Gore, 517 U.S. 559, 573 (1996)). Applying the Act 

to Google, however, does not run afoul of Gore. In 

the portion relevant to this case, Gore held only that 

a defendant's actions that were legal in the states 

where committed, could not be used in calculating 

punitive damages in a state where those actions were 

illegal. Gore, 116 S. Ct. at 1597-98; Gore at 1613 

("There is no basis for believing that Alabama has 

sought to control conduct elsewhere.") (Scalia, J. 

dissenting) . Unlike Gore, Plaintiff only seeks to 

hold Google liable for invasions of privacy occurring 

in Massachusetts (under the correct choice-of-law 

analysis) against Massachusetts residents. 

4. The Act Does Not Violate the Dormant 
Commerce Clause 

Federal wiretapping law does not preempt those 

portions of the Act relevant here. See Com. v. 

Vitello, 367 Mass. 224, 245 (1975) ("Congress in 

13 
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enacting Title III intended to occupy the field of 

wiretapping and electronic surveillance, except as 

that statute specifically permits concurrent State 

regulation"); JA 0018 (M.T.D. Dec. at 6). As the 

Supreme Judicial Court observed, the federal 

wiretapping statute did not preempt state law related 

to civil remedies: 

the Senate Report on particular provisions on 
Title III specifically indicates areas in 
which the Congress did not intend to preempt 
State legislation. See, e.g., ... recovery of 
civil damages. 

Vitello, 367 Mass. at 245 n.7. The Vitello court 

further noted that it was "indisputable" that Congress 

"did not intend to supersede State law entirely." 367 

Mass. at 249-50; c.f., e.g., Pennyslvania v. Nelson, 

350 U.S. 497 (1956). And, finally, the Vitello court 

noted: 

Title III expressly recognizes that States may 
adopt procedures and standards more 

restrictive than the Federal act. Thus, the 
degree of restriction, indeed the very 
permissibility of wiretapping for law 
enforcement purposes may differ among States. 

367 Mass. at 249-50. 

And the dormant commerce clause doctrine does not 

apply to a field that Congress has chosen not to 

preempt. See, e.g., Northeast Bancorp, Inc. v. Board 
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of Governors of the Federal Reserve System, 472 U.S. 

159 (1985) (not dormant because Congress authorized 

the state burden); Free Speech Coalition, Inc. v. 

Shurtleff, 2007 WL 922247 (D. Ut. Mar. 23, 2007) at 

*11 (holding that dormant Commerce Clause does not 

apply where, e.g., "Congress has expressly allowed 

states to regulate [interstate] commercial email"). 

Like this case, Free Speech involved the state law 

regulation of email correspondence with the residents 

of the regulating state and entities outside of the 

state. 

When Congress passed The Omnibus Crime Control 

and Safe Streets Act of 1968 (Pub. 1. 90-351, 82 Stat. 

197, enacted June 19, 1968, codified at 42 U.S.C. § 

3711), which included the federal anti-wiretapping 

statute, telephone lines were in national commerce as 

much as email connections are today. Because Congress 

allowed the states to regulate telephone lines by 

means of state wiretapping laws allowing for "recovery 

of civil damages," it demonstrated a clear intent not 

to preempt state regulation of other comparable 

interstate wire communications (e.g., email) involving 

civil violations. 
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C. No Other Arguments Justify the Granting of 
Summary Judgment in Google's Favor 

The Superior Court disregarded Google's other 

arguments that it had not violated the Act because (1) 

Google's scanning is not wiretapping since it occurs 

in the "ordinary course of business"; and (2) the Act 

only applies to interceptions during transmission. 

Such arguments are invalid. 

1. Ordinary Course of Business 

(i) The "Ordinary Course of its 
Business" Exception Only 
Applies to Communications 
Between Plaintiff and Google 
Employees 

Google has argued that it falls under the 

"ordinary course of business" exception. 

Massachusetts case law, however, supports Plaintiff's 

position that the "ordinary course of business" 

exception only applies when one of the intended 

communicants is an employee of the entity wiretapping. 

Google fails to point to a single case where (a) 

neither communicant was an employee of the wiretapping 

entity and (b) what would otherwise be a violation of 

the Act was all the same excused under the "in the 

ordinary course of business" exception. 

Crosland v. Horgan, 401 Mass. 274 (1987), held 
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the Act had not been violated where, at the direction 

of a state police officer (who was also the 

defendant), a hospital employee #1 called another 

hospital employee #2 while a third hospital employee 

#3 listened in to determine whether she recognized the 

voice of hospital employee #2. Not surprisingly, the 

Supreme Judicial Court concluded that the "ordinary 

course of business" exception applied to a 

conversation involving three employees of the same 

hospital over the hospital's internal phone system. 

See Crosland, 401 Mass. at 276. Crosland does not 

apply to the present case which involves 

communications between Plaintiff and communicants who 

are not Google employees, which are in turn 

intercepted by Google. And Gilday v. Dubois, 124 F.3d 

277, 288-89 (1st Cir. 1997), held only that the Act 

had not been violated where plaintiffs had prior 

knowledge that their calls would be monitored for 

purposes of "call detailing," i.e., itemized phone 

bills. 

(ii) Google Misinterprets the Superior 
Court's Holding and Cannot Rely on 
Cases Where None of the Intended 
Communicants Were Employees of the 
Wiretapping Entity 

In the M.T.D. Dec., the Superior Court held that 
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"Google's reliance is misplaced, as it does not have 

an employer-employee relationship with Google users." 

JA 0020 (M.T.D. Dec. at 8). This Order properly 

concluded that Google could not rely upon cases where 

one of the communicants was an employee of the alleged 

wiretapping party. Nevertheless, Google's summary 

judgment briefing relied entirely on cases where one 

(or more) of the communicants was an employee of the 

wiretapping party, or the party alleging wiretapping 

had prior knowledge of the wiretap. See, e.g., supra 

at §II.B.l. These cases are simply inapposite. 

(iii) Google is Not Entitled to an 
M.G.L. c. 272, § 99(B) (3) Exemption 
Because Its Wiretapping 
Hardware/Software is NOT "being used 
by a communications common carrier 
in the ordinary course of its 
business" 

O'Sullivan v. NYNEX Corp., 426 Mass. 261 (1997), 

makes clear that Google's wiretapping of emails 

between private parties is not "being used by a 

communications carrier in the ordinary course of its 

business." First, because Google is not a 

"communications common carrier" within the meaning of 

the Act, see infra at §III.B.6, none of its equipment 

qualifies. Cf. NYNEX, 426 Mass. at 265-66 (concluding 

that telephone equipment used by a telephone company 
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is exempt). Second, even if Google's equipment can be 

considered that of a "communications common carrier," 

the manner in which Google uses such equipment 

precludes it from being exempt. "The general rule is 

that monitoring business calls is legal, but 

eavesdropping on private calls is illegal unless there 

is a 'legitimate business purpose' for the employer to 

monitor an employee's conversation." NYNEX, 426 Mass. 

at 265-66. Google fails NYNEX on both counts because 

it is intercepting private calls not involving 

employees. Third, intercepting emails is not within 

"its ordinary course of business" as intended by the 

Act because wiretapping can only be exempt if 

necessary to the safe and secure operation of the 

system, not as an end in itself. See NYNEX, 426 Mass. 

at 267 (noting that information obtained was limited 

to business-related conversations with defendant's own 

employees and access to such conversations was tightly 

controlled) . 

(iv) Contrary to What Google Argues, the 
Wiretap Act Expressly Prohibits 
Google from Raising Revenue from 
Intercepted Communications 

Google scans/reads the substantive content of 

emails exchanged with Gmail users and then uses that 
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information in order to sell targeted advertising to 

various companies. Doing so is a clear violation of 

the Civil Remedy portion of the Act, which provides 

that "Any aggrieved person whose ... property 

interests were violated by means of an 

interception ... shall have a civil cause of 

action .... " M.G.L. c. 272 § 99(Q). Put simply, 

Google is violating the Act by selling the information 

contained ln Plaintiff's emails exchanged with Google 

users, which information is Plaintiff's property. 

(v) There is No Massachusetts Case 
Authorizing Google to Intercept 
Emails for the Purposes of Selling 
Targeted Advertising 

At the Superior Court level, Google has asserted 

that (a) some email mailbox providers scan emails for 

purposes unrelated to gaining information for selling 

targeted advertising and (b) some email mailbox 

providers display advertising to their email users. 

JA 1 0 6 6 ( S . 0. F. 2 3, 2 4 ) . Google then has argued that 

(a) plus (b) somehow indicates that is a common 

industry practice for email mailbox providers to scan 

emails for the purposes of selling target advertising. 

JA 1278-79 (S.J. Exh. 28 at ~ 55) 

The critical difference is that, even under 
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Google's asserted facts, most other email mailbox 

providers do not rely upon reading emails with a third 

party to determine which ads to show their users. 

Instead they use voluntarily provided information from 

their own user, or show non-individualized advertising 

likely to have broad appeal. For example, Microsoft 

shows ads based on its own user's web actions, 

demographic data provided by its own user at 

registration, and "general interests." JA 1278 (S.J. 

Exh. 28 at '][53). 

(vi) Google is NOT a "Communications 
Common Carrier" Because, Unlike 
Comcast and Verizon, It Does Not 
Carry Communications for other Email 
Providers 

In erroneously arguing that it is a 

"communications common carrier," Google conveniently 

ignores the word "common." Companies like Verizon and 

Comcast are "communications common carriers" precisely 

because they carry communications over a common 

communications system for other email providers such 

as Google and Yahoo. For example, Verizon and Comcast 

carry communications between unrelated entities such 

as Google and Yahoo, while Google only carries 

communications involving a Gmail user as one of the 

communicants. 
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2. Google Cannot Escape Liability By 
Arguing that It Does Not "Intercept" 
Emails During Transmission 

Google argues that some (but not all) of its 

scanning of emails does not occur during the 

transmission of the email, and is therefore exempt 

from the Act. This is incorrect. 

The Act defines "interception" as broadly as 

possible to mean "to secretly hear, secretly record 

... the contents of any oral or wire communication 

through the use of any intercepting device by any 

person .... " M.G.L. c. 272 § 99(B) (4) (emphasis 

added) . The Act similarly defines wire communication 

as broadly as possible: "The term 'wire 

communication' means any communication made ln whole 

or in part through the use of facilities for the 

transmission of communications by the aid of wire, 

cable, or other like connection between the point of 

origin and the point of reception." M.G.L. c. 272, § 

99 (B) ( 1) . 

Given the realities of email, however, the "point 

of reception" is when the intended recipient actually 

opens and views the email, which occurs after the 

illegal scanning occurs. See, e.g., JA 0986 (Google 

Mem. in Support of Motion for Summary Judgment at 17 
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and 17, n.18) ("Google's 30(b)(6) witness ... 

testified that 1111 scanning 

"); see also JA 

1137 (JA Exh. 5 at 102:9-15). 

III. The Superior Court Erred in Denying Partial 
Summary Judgment (Liability) for Plaintiff 

There is no dispute that Google intercepted 

and/or scanned and/or read Plaintiff's email 

correspondence with Gmail users without her knowledge 

or consent. JA 1065 (SOF ~17). Nevertheless, the 

Superior Court granted summary judgment for Defendant 

and denied it for Plaintiff based on its erroneous 

interpretation of the Act. Correct interpretation of 

the Act compels the opposite conclusion that Plaintiff 

is entitled to summary judgment. 

Google secretly intercepts and reviews emails 

between private individuals for the purpose of 

determining the content of their communications. 

Google does this in order to target advertising at 

Gmail users for Google's own monetary gain. Google 

expressly admits that it applies automated systems to 

scan the texts of Gmail messages for monetary gain. 

JA 0972 (Google Memo in Support of S.J. at 3). Google 

also admits that those scanned "texts of Gmail 
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messages" include the email content received from non-

Gmail account holders such as the Plaintiff. See JA 

1059-60 S.O.F. ~2 (Google stating that it "applies 

automated processing and scanning of emails in Gmail 

in order to provide ... targeted advertising based on 

the content of emails"); JA 1061 (S.O.F. ~5) (same); 

see also JA 1067-68 (S.O.F. ~~ 25-27) . 4 

Google secretly scanned Plaintiff's emails 

without her knowledge or consent. See JA 1065 (S.O.F. 

~ 17); JA 0008, JA 00010 (Compl. ~~ 14, 27). Nor was 

there any reason Plaintiff should have known that 

Google was secretly scanning her emails. She neither 

knew, nor should have known, whatever information 

Google claims to have posted on its website concerning 

its reading of emails. Plaintiff did not have a Gmail 

account and therefore had no reason to visit its 

website to learn its terms. See, e.g., Schacter v. 

4 Google has further violated the Act by scanning the 
header information on emails exchanged between 
Plaintiff and Gmail users. See Dist. Att. for the 
Plymouth Dist. v. New England Telephone & Telegraph 
Co., 379 Mass. 586 (1980). Google is not entitled to 
the "ordinary course of business exception" here 
because Google admits that it scans email header 
information for purposes unrelated to the delivery of 
email. See, e.g., JA 1108 (S.J. Exh. 3, Kapadia 
Decl., ~29) (noting Google scans more than the "text" 
of the email) . 
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Circuit City Stores, Inc., 433 F. Supp. 2d 140, 144 

(D. Mass. 2006) (holding that plaintiff could not be 

charged with knowledge of additional contract terms 

posted on defendant's website where plaintiff did not 

have to agree to those terms before using the 

product) . 

Plaintiff could - and did - use her AOL email 

account to communicate with Gmail account holders 

without having any further involvement with Google. 

The Court has previously concluded that Plaintiff 

adequately alleged that she lacked knowledge of 

Google's scanning. JA 0020 (M.T.D. Dec. at 8). Google 

has not since challenged that lack of knowledge. In 

fact, Google concedes Plaintiff did not learn of 

Google's scanning, even in a general sense, until July 

2011. JA 1065 (S.O.F. 17) . 5 Google has admitted that 

it has no reason to believe that Plaintiff was aware 

of its scanning. I d. 

The Legislature clearly intended for the Act to 

be read broadly and to be mandatory: 

The general court further finds that the 
uncontrolled development and unrestricted use 

5 Not surprisingly, Google fails to show that it has 
done anything affirmative to alert non-Gmail account 
holders such as Plaintiff that her emails are being 
secretly scanned. 
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of modern electronic surveillance devices pose 
grave dangers to the privacy of all citizens 
of the commonwealth. Therefore, the secret 
use of such devices by private individuals 
must be prohibited. 

272 M.G.L. c. § 99(A) (emphasis added). And intended 

further that the Act must be applied in civil cases to 

protect Plaintiff and similarly situated Massachusetts 

residents: 

Any aggrieved person whose oral or wire 
communications were intercepted, disclosed or 
used except as permitted or authorized by this 
section or whose personal or property 
interests or privacy were violated by means on 
an interception except as permitted or 
authorized by this section shall have a civil 
cause of action. 

272 M.G.L. c. § 99(Q) (emphasis added). Given that 

Plaintiff has satisfied the factual elements of her 

claim, Google must establish - or at least raise - a 

plausible exception to the Act. As addressed above, 

see supra at §II.C, Google cannot satisfy any of these 

exceptions. 

Where a defendant cannot satisfy the existing 

exceptions, the Massachusetts courts will not create 

new exceptions. See, e.g., Com. v. Hyde, 434 Mass. 

594, 598 ("The statute is carefully worded and 

unambiguous and lists no [additional] exception [as 

defendant argues]. We have no doubt that the 
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plain language of the statute accurately state's the 

Legislature's intent."); see also Rich v. Rich, 28 

Mass. L. Rptr. 553, *4 (2011) ("The Massachusetts 

Wiretap Act prohibits the interception of oral or wire 

communications, except pursuant to a duly issued 

warrant or in other limited circumstances.") (emphasis 

added) . Because it cannot rely upon any statutory 

exceptions, Google is civilly liable under the Act for 

intercepting and/or scanning and/or reading 

Plaintiff's emails. 

IV. The Superior Court Erred in Denying Plaintiff's 
Motion for Class Certification 

The Superior Court abused its discretion in 

denying Plaintiff's Motion for Class Certification. 

First, the Court made a clear error of law as to what 

constitutes a secret interception under the Act. 

Second, the Court failed to certify a subclass of non-

Gmail emailers who emailed with individuals using 

Google Apps for email, which uses Google's Gmail 

system but email addresses do not include "Gmail." 

Plaintiff raised a Google Apps subclass in her 

briefing and arguments that neither Defendant rebutted 

nor the Court substantively addressed. 
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A. Plaintiff's Proposed Class 

Plaintiff sought certification of a class 

consisting of: 

all Massachusetts residents who ( 1) did not 
have Gmail accounts at the time that they 
(2) (a) sent emails from their non-Gmail 
account email accounts to a Gmail account 
and/ or ( 2) (b) received emails from a Gmail 
account ( 3) which emails Google scanned for 
their substantive content to use for its own 
commercial purposes (4) at any time from April 
2004 (when Google first introduced Gmail) to 
the present (the "Class"), and are therefore 
due damages and injunctive relief under the 
Massachusetts Wiretapping Act, M.G.L. c. 272, 
§99 (the "Wiretap Act"), from Defendant Google 
Inc. 

JA 0037 (Plaintiff's Motion for Class Certification 

("Mot. For C.C.") at 1). Plaintiff explained that 

"[t]he relevant emails fall into the following 

separate, distinct and identifiable categories": 

• All Class Members' emails that have Smart 
Labels associated with them regardless of 
whether the actual email still exists on the 
Gmail system. 

• All emails sent from a Class Member's non-Gmail 
account to a Gmail account since August 2010, 
when Google started scanning all incoming email 
for commercial purposes. 

• All emails sent from a Class Members' non-Gmail 
account to a Gmail account prior to August 2010 
that was opened by the Gmail account holder 
using Google's Web-Based Interface/SMTP 
pathway. 

• All emails sent from a Gmail account using 
Google's Web-Based Interface/SMTP pathway to a 
Class Member's non-Gmail account [after August 
2010]. 
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• The above 4 categories [which] also apply to 
emails sent to/from Google Apps customers using 
pure Gmail for their email. 

JA 0474-0475 (Mem. In Support of C.C. at 6); see also 

JA 0929-30 (Reply in Support of C.C. at 8-9) and JA 

0933-34 (Proposed Order at Exh. A). 

B. Plaintiff's Proposed Class Meets All 
Criteria for Certification 

In addition to meeting the predominance 

requirement, Plaintiff meets all of the other 

requirements set forth in Mass. R. Civ. P. 23(a) and 

23(b) for certifying the proposed class. 

1. Plaintiff Meets All Criteria of 23(a) 

Mass. R. Civ. P. 23(a) establishes four 

requirements for maintaining a class action: (1) the 

class is so numerous that joinder of all members is 

impracticable; (2) there are questions of law or fact 

common to the class; (3) the claims of the 

representative parties are typical of the class; and 

(4) the representative parties will fairly and 

adequately represent the interests of the class. The 

proposed Class satisfies all these requirements. 

(i) Numerosity 

Mass. R. Civ. P. 23(a) (1) requires that a class 

must be so large that it would be "impractical, unwise 
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or imprudent" to join all members. Brophy v. School 

Comm. of Worcester, 6 Mass. App. Ct. 731, 735 (1978). 

It is not necessary that it be "impossible" to join 

all the members of the class, but simply that it would 

be unduly difficult, costly, or inefficient to do so. 

Id.; see also Smith and Zobel, Massachusetts Rules, § 

23.4, 7 M.P.S., 96-97. "A court may make 'common 

sense assumptions in order to support a finding of 

numerosity."' Weld v. CVS Pharmacy, Inc., 11 Mass. 1. 

Rptr. 21, 1999 WL 1565175 (Mass. Super. Ct. 1999) 

(Brassard, J.) (quoting Kirby v. Cullinet Software, 

116 F.R.D. 303, 306 (D. Mass. 1987)). Furthermore, 

the party seeking class certification need only 

provide sufficient information for the court to make a 

reasonable judgment as to the numerosity requirement. 

Weld, 434 Mass. at 87. 

That common sense approach to numerosity is 

easily met here. According to ComScore's market share 

data, in February 2011 Yahoo Mail had approximately 

90,000,000 U.S. users, Gmail had approximately 

52,000,000, Hotmail had approximately 42,000,000, and 

AOL had approximately 25,000,000. JA 0477. Assuming 

that the webmail market share proportions for the 

United States are reflected in Massachusetts, there 
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are about 1,891,720 Yahoo accounts, 1,092,994 Gmail 

accounts, 882,803 Hotmail accounts, and 525,478 AOL 

accounts held by Massachusetts residents. Moreover, 

there are hundreds of thousands of additional 

Massachusetts residents with other non-Gmail accounts, 

from providers such as Comcast and Verizon. Because 

the number of Massachusetts residents with non-Gmail 

email accounts likely numbers in at least the tens of 

thousands, and given the ubiquity of Gmail accounts 

with which they inevitably correspond, the Class 

easily meets the numerosity requirement. 

(ii) Commonality 

Rule 23(a) (2) requires that there be questions of 

law or fact common to the class. Total commonality is 

not necessary. In Fletcher v. Cape Cod Gas Co., the 

Supreme Judicial Court recognized that courts have 

"given permissive application to the commonality 

requirements." 394 Mass. 595, 606 (1985) (citations 

omitted) . Plaintiffs need only demonstrate that "the 

persons whom they profess to represent have a common 

interest in the subject matter of the suit and a right 

and interest to ask for the same relief." Spear v. 

H.V. Greene Co., 246 Mass. 259, 266 (1923) The 

commonality requirement is satisfied where the Class 
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members share those circumstances material to the 

dispute. Brophy, 6 Mass. App. Ct. at 736 (1978); see 

Campbell v. Glodis, 28 Mass. L. Rptr. 465, *3 (Mass. 

Super. Ct. 2011) (finding commonality where 

defendant's "alleged policy and/or practice" was 

common to all plaintiffs despite implementation under 

varying individual circumstances). 

Here, the focus of the litigation is a challenge 

to Google's policy of scanning the text of emails sent 

to or from non-Gmail users who are Massachusetts 

residents. All Class Members have been subjected to 

this practice, and Plaintiff seeks the same 

injunctive, declaratory, and monetary/or relief for 

all Class Members. Some of the common questions of 

law and/or fact are as follows: 

(1) Whether Google "intercepted, disclosed or 
used" wire communications made by Plaintiff and 
the other members of the putative Class; 

(2) Whether Plaintiff and the other members of 
the putative Class are entitled to recover 
statutory damages; 

(3) Whether Plaintiff and the other members of 
the putative Class are entitled to equitable 
relief prohibiting Google from "intercepting, 
disclosing or using" their emails in the future, 
and disgorging all the information it currently 
wrongfully possesses about Class Members. 
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(iii) Typicality 

Mass. R. Civ. P. 23(a) (3) requires that claims of 

named plaintiffs are typical of the claims of the 

class. Massachusetts courts have noted that "the 

burden on plaintiffs in proving typicality is not 

'very substantial.'" Abelson v. Strong, 1987 WL 15872 

at *2 (D. Mass. 1987) (citations omitted). "When it 

is alleged that the same unlawful conduct was directed 

at or affected both the named plaintiff and the class 

sought to be represented, the typicality requirement 

is usually met irrespective of varying fact patterns 

which underlie individual claims." 1 Newberg, supra at 

§ 3-13. As Judge Keeton explained, the question is 

simply whether a named plaintiff, in presenting his 

case, will necessarily present the claims of the 

absent plaintiffs. Randle v. Spectran, 129 F.R.D. 

386, 391 (D. Mass. 1988) (citations omitted). 

Here, there is no divergence between the claims 

of the Named Plaintiff and the claims of the proposed 

Class because Marquis and all other Class Members were 

subject to precisely the same Google corporate 

practice of intercepting their emails to and from 

Gmail users without their consent. Plaintiff is an 

America-On-Line (AOL) email account holder (i.e., non-
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Gmail account holder) who has had and continues to 

have an AOL email account since in or around the late 

1990s. JA 0008 (Compl. at ~ 13). Plaintiff, as well 

as other Class Members, did not consent to Google's 

scanning of her emails. JA 0008 (Compl. at ~ 12). 

Google, however, has used its proprietary technology 

to secretly scan emails that Plaintiff, as well as 

other Class Members, has exchanged with Gmail users. 

JA 0008 (Compl. at ~ 14). In such a situation, where 

there is: 

a sufficient relationship between the 
injury to the named plaintiff and the conduct 
affecting the class [] and the claims are 
based on the same legal theory this 
alignment of claims and legal theories ensures 
that the named plaintiff, in "pursu[ing] his 
or her own self-interest ... , will advance the 
interests of the class members. 

Weld, 434 Mass. at 87 (internal citations omitted) 

(iv) Adequacy of Representation 

Mass. R. Civ. P. 23(a) (4) requires that named 

plaintiffs fairly and adequately represent the 

interests of the class. The court must: (1) determine 

that the named plaintiffs and their counsel have the 

ability and incentive to litigate the case; and (2) 

ensure that the named plaintiffs and their counsel are 

seeking the ultimate outcome or relief desired by the 
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proposed Class Members. Smith and Zobel, supra, § 

23.7, at 99-100 (1975); see also Adair v. Sorenson, 

134 F.R.D. 13, 18 (D. Mass. 1991) (quoting Andrews v. 

Bechtel Power Corp., 780 F.2d 124, 130 (1st Cir. 

1985)) Both components have been satisfied in this 

case. 

First, the Named Plaintiff and her counsel have 

the ability and incentive to litigate the case. 

Plaintiff's counsel- the firm of Adkins, Kelston & 

Zavez, P.C. - are skilled and experienced 

practitioners with a record of success in class action 

litigation. See JA 0511 (Thorn Aff. at Exh. 3). 

Second, the Named Plaintiff has sought only the same 

relief for herself as she has for the proposed Class: 

statutory damages and declaratory relief ordering the 

termination of the corporate practice at issue here. 

Such identicality of relief assures the most vigorous 

of representation. See, e.g., Adair, 134 F.R.D. at 18 

(finding proposed class representative adequate 

because of the "'absence of potential conflict between 

the named plaintiff and the class members'") (quoting 

Andrews v. Bechtel Power Corp., 780 F.2d 124, 130 (1st 

Cir. 1985)). 
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2. The Proposed Class Satisfies the 
Requirements of Rule 23(b) 

Mass. R. Civ. P. 23(b) imposes two additional 

requirements upon Massachusetts class actions. First, 

questions of law or fact common to members of the 

class must be found to predominate over questions 

affecting only individual members. Second, a class 

action must be found superior to other available 

methods for the fair adjudication of the controversy. 

(i) Common Issues Predominate 
over Individual Issues 

Predominance is satisfied where those questions a 

court need consider concerning the proposed class 

outweigh those questions concerning individual members 

of that class. Ramos v. Registrars of Voters of 

Norfolk, 374 Mass. 176 (1978); Smith & Zobel, at§ 

23.8. "A 'single, central issue' as to the 

defendant's conduct vis-a-vis class members can 

satisfy the predominance requirement even when other 

elements of the claim require individualized 

proof." Payne v. Goodyear Tire & Rubber Co., 216 

F.R.D. 21, 27 (D. Mass. 2003) (quoting In re 

Prudential Ins. Co. of America Sales Practices, 148 

F.3d283, 314 (3dCir. 1998)). The Payne court 

reached the identical conclusion that common issues 
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predominated over individual issues where, if the 

class was not certified, each plaintiff would be 

forced to litigate defendant's liability for virtually 

identical conduct vis-a-vis each proposed class 

member. Payne, 216 F.R.D 21; see also Gintis v. 

Bouchard Transp. Co., Inc., 596 F.3d 64 (1st Cir. 

2010) . 

In fact, in similar cases, where defendants have 

engaged in a "single course of conduct," Massachusetts 

courts have asserted that predominance is assured, and 

class certification appropriate: 

Because the alleged injuries were the result 
of the single course of conduct engaged in by 
CVS and the other defendants, the 
determination whether the program violated 
[relevant statutes], or involved a tortious 
misappropriation for commercial gain of the 
customers' personal information will turn 
largely on common questions of law and fact 
regarding the duty CVS owed to its customers 
and the defendants' conduct in implementing 
the program. 

Weld, 434 Mass. at 91. 

Here, Plaintiff alleges that Defendant has 

engaged in a "single course of conduct" relevant to 

liability, and affecting all proposed Class Members in 

exactly the same manner (though to varying monetary 

amounts). See id. at 92 (class action concerning 

singular business program concerning customer personal 
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information turns "largely on common questions of law 

and fact regarding the duty ... owed and the 

defendants' conduct in implementing the program" and 

warrants certification) . 

Common issues of law and fact predominate because 

the emails at issue here had their substantive content 

scanned by Google for its own commercial purposes. 

When Google scans the contents of incoming non-Gmail 

for key words to use for targeted advertising, that is 

the legal equivalent of Google wiretapping a phone 

call made from a Class Member to a Gmail user. And 

when Google scans the contents of outgoing Gmail 

emails to Class Members for key words that it can use 

for targeted advertising, that is the legal equivalent 

of Google wiretapping a phone call made by a Gmail 

user to a Class Member. 

Common issues predominate when the key elements 

of the proposed class's claim can be determined on a 

class-wide basis. See, e.g., Smilow v. Southwestern 

Bell Mobile Systems, Inc., 323 F.3d 32, 40 (1st Cir. 

2003) (citing numerous cases). As the First Circuit 

recently stated: "we can say that plaintiffs presented 

substantial evidence of predominating common issues 

that called for a searching evaluation." Bouchard, 

38 



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

596 F.3d at 66. Justice Souter wrote further for the 

Court that: 

[O]n remand, the focus will be on the 
plaintiffs' claim that common evidence will 
suffice to prove injury, causation and 
compensatory damages for at least a very 
substantial proportion of the claims that can 
be brought by putative class members. The 
proffer of common evidence goes beyond 
Bouchard's admission of negligence in causing 
the spill, and includes the contamination and 
clean-up records that will be offered to show 
harm to individual ownership parcels.... But 
Bouchard's very opposition to the use of the 
arguably helpful records seems to promise that 
most or all cases, if individually litigated 
would require repetitious resolution of an 
objection by Bouchard that is common to each 
one of them. 

Bouchard, 596 F.3d at 67. 

The Class here meets the predominance requirement 

because (virtually) all of the elements of Plaintiff's 

claim are common. This is most easily summarized in 

the following chart: 

Elements of M.G.L. c. 
272, §99 Claim 

Google is a "person" 

How Determined 

Determined on a class-wide 
basis 

Plaintiffs are "aggrieved Determined on a class-wide 
persons" basis 
Google "intercepts" email Determined on a class-wide 

Google "discloses" email 

Google "uses" email 

basis 
Determined on a class-wide 

basis 
Determined on a class-wide 

basis 
Google acted willfully or Determined on a class-wide 
knowingly basis 
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Plaintiffs entitled to Determined on a class-wide 
punitive damages basis 
Plaintiffs entitled to Determined on a class-wide 
injunction basis 

Plaintiffs entitled to Determined on a class-wide 
statutory damages basis 
Plaintiffs entitled to Determined on a class-wide 
attorneys' fees basis 

Predominance is satisfied with respect to damages 

because damages can be calculated on a class-wide 

basis under a simple formula. The Act entitles each 

Class Member or "aggrieved person" to recover 

"liquidated damages computed at the rate of $100 per 

day for each day of violation or $1,000, whichever is 

higher." 272 M.G.L. c. § 99(Q) (1). 

(ii) The Superior Court Misinterpreted 
Commonwealth v. Jackson in 
Concluding that Individual Issues 
(Class Members' Knowledge) 
Predominated over Common Issues 

The Superior Court made a clear error of law by 

misinterpreting Commonwealth v. Jackson, 370 Mass. 502 

(Mass 1976) and Campiti v. Walonis, 611 F.2d 387 (1st 

Cir. 1979) (applying Jackson), which held that a 

caller (or, here, the non-Gmail correspondent) had to 

have actual (not constructive) knowledge that each of 

his/her particular communications was being 

intercepted. The question of whether Class members 

40 



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

knew that Google was reading their emails can be 

determined on a Class-wide basis because knowledge of 

such wiretapping must be actual knowledge and no Class 

member could have actual knowledge of whether Google 

was scanning their emails. 

In Jackson, 370 Mass. at 507, the Supreme 

Judicial Court held that "the caller needs to have 

actual knowledge of the recording, but we believe that 

actual knowledge is proved where there clear and 

unequivocal objective manifestations of knowledge .... " 

The Court then held that actual knowledge had been 

proved only where the defendant/caller had said during 

the course of the conversation "that he knew the 

telephone was tapped." Jackson, 370 Mass. at 505. 

Even though a kidnapper such as Jackson might suspect 

that his calls to the victim's home would be tapped-

e.g., because victims' phones are typically tapped in 

hopes of catching the kidnapper - such suspicions did 

not constitute actual knowledge and such wiretapping 

was still secret and therefore in violation of the 

Act. 6 See Campiti, 611 F.2d at 396 (noting that 

6 Even though defendant Jackson said during the first 
and third calls that he knew he was being wiretapped, 
the Supreme Judicial Court concluded that the second, 
fourth and fifth calls violated the Act because 
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communications in Jackson where defendant did not 

speak of being tapped were correctly excluded for 

violating the Act and thus rejecting the defense that 

"the intercept was not secret because [plaintiff] 

should have known that he would be monitored fails") 

Applying Jackson to Plaintiff's case, even those 

Class members who were aware that Google scans some 

emails would not have actual knowledge of whether 

Google would scan any particular email because, as 

Google concedes, Google only scans certain emails, JA 

0526 (Google C.C. Opp. at 6-7), and the criteria for 

Google's determination of whether to scan a particular 

email is not public knowledge. JA 0535-37 (Google C.C. 

Opp. at 15-17). Therefore, Google's scanning of all 

of Class members' emails is "secret" within the 

meaning of the Act non-Gmail users could not know 

whether Google was intercepting their emails. 

(iii} Superiority of Class Action 

Finally, Mass. R. Civ. P. 23(b) requires that a 

class action be superior to other available forms of 

litigation. A class action is superior where it would 

promote economies of time, effort and expense, and 

Jackson did not say that he knew those specific calls 
were being wiretapped. See Jackson, 370 Mass. at 504. 
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uniformity of decision. Duhaime v. John Hancock 

Mutual Life Ins. Co., 177 F.R.D. 54, 65 (D. Mass. 

1997). A "case presents a classic illustration of the 

policies of judicial efficiency and access to courts 

that underlie the consumer class action suit [when] it 

aggregates numerous small claims into one action, 

whose likely range of recovery would preclude any 

individual plaintiff from having his or her day in 

court." Weld, 434 Mass. at 93. 

As Justice Souter noted in a similar context, 

"Given the elements of injury, causation and 

compensation on which [Defendant] intends to join 

issue, there is a real question whether the putative 

class members could sensibly litigate on their own for 

these [stated] amounts of damages, especially with the 

prospect of expert testimony required." Bouchard, 596 

F.3d at 68. Here, similar circumstances demonstrate 

the superiority of litigation of these claims as a 

class action. The Class is so numerous as to make 

joinder highly "impracticable." 

With Class Members likely numbering ln the 

millions and potentially relevant emails into the tens 

of millions, it would be highly inefficient to 

litigate each member's claims separately. After all, 
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all of the computer programming necessary to validate 

the Class representative's individual claim can be 

scaled to validate every other Class Members' claim at 

the same time. A class action is far superior to 

trying identical individual case millions of times or, 

what is more likely, denying most affected 

Massachusetts residents the opportunity to ever have 

their claims resolved on the merits. Given the small 

size of each individual Class Member's claim relative 

to the expense of litigating it, a class action is the 

only realistic opportunity for each affected 

Massachusetts resident to vindicate his/her rights. A 

class action is especially superior in circumstances 

like the ones here, where affected Massachusetts 

residents do not even realize that Google is scanning 

the substantive content of their emails for its own 

commercial purposes. 

Specifically, a jury trial here would focus on 

the issue of whether it is a violation of the Act for 

Google to scan the substance of a Massachusetts 

residents' email correspondence with a Gmail user for 

Google's own mercantile purposes (i.e., Google selling 

targeted advertising) that have nothing to do with 

maintaining the security and/or integrity of the Gmail 
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system. 7 The Class Representative would put on 

evidence showing that Google had scanned her emails 

sent to Gmail accounts and/or Gmails that she had 

received, as well as the emails sent and received by 

other Class Members, and that Google had done that 

scanning for its own mercantile purposes that had 

nothing to do with spam blocking or virus prevention, 

network security or operational reasons. If the Class 

Representative succeeds in showing that Google had 

violated the Act with respect to these emails, then 

the Court will order that the Class be given notice of 

the decision and each Class Member be allowed to file 

a claim (form) with an independent claims 

administrator appointed by this Court. 

Furthermore, Plaintiff does not envision any 

difficulties in the management of the case as a class 

action that would not be outweighed by the benefits of 

resolving the Act claims of millions of Massachusetts 

residents in a single proceeding. Because the 

controlling law is a Massachusetts statute, the Court 

is the ideal forum for resolving this controversy. 

7 See Birbiglia v. St. Vincent Hasp., Inc., 427 Mass. 
80 (1998) (plaintiff entitled to jury trial on claims 
brought under Massachusetts Wiretap Statute). 
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Because the evidence establishing Defendant's 

liability would be virtually identical for each Class 

Member, litigating this case as an individual action 

would involve nearly as much discovery and preparation 

as litigating on a class-wide basis. Therefore, 

judicial economy weighs heavily in favor of class 

certification. 

C. The Superior Court Failed to Address the 
Google Apps Subclass 

1. Plaintiff Timely Raised the Google 
Apps Subclass 

In denying class certification, the Superior 

Court declined to address the Google Apps subclass: 

it is inappropriate to raise this new subclass 
issue in a letter delivered to the court after 
the parties have filed their memoranda and 
evidentiary materials. This is particularly 
inappropriate when the question is no longer 
certification of subclasses, but rather 
whether this proposed subclass will be the 
only class certified. 

JA 0962 (C.C. Dec. at 28). The Court's finding that 

Plaintiff had "raise[d] this new subclass issue in a 

letter delivered to the court after [briefing and 

arguments]" constituted clear error. 

In her motion for class certification, Plaintiff 

set forth the proposition that Defendant's scanning of 

emails applied not only to emails exchanged with 
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"gmail.com" email addresses, but also to emails 

exchanged with Google Apps customers. See JA 0475 

(C.C. Mem. at 6, bullet point 5) ("The above 4 

categories also apply to emails sent to/from Google 

Apps customers using pure Gmail for their email.") 

In her reply, Plaintiff again set forth the 

appropriateness of such a subclass: 

Emails sent to/from Google Apps customers 
using pure Gmail for their email that satisfy 
the criteria of any of the above four 
categories. Based on: Thorn Aff. Exh. 2 
Helmstadter Analysis III.A (~~26-34). 

JA 0933-34 (Proposed Order at Exh. A); JA 0929-30 

(Reply in Support of C.C. at 8-9) (describing "Category 

5: Emails between Class Members and Google Apps users 

using pure Gmail."). 

At Oral Arguments, Plaintiff again raised this 

very issue of Google Apps. JA 1721 (Tr. of Mot. Hr'g 

Dated April 3, 2014 at 51:1-10). The Court then 

stated, directly and explicitly, "I suppose we could 

certify a class of ... everybody that has communicated 

with a Google Apps client as to who confidentiality 

has been maintained ... "JA 1725 (Tr. Of C.C. Mot. 

H'rg (55:6-9)). 
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Finally, ln the letter to the Court dated April 

9, 2014 (which the Court referenced in its C.C. Dec. 

at JA 0962), Plaintiff then reiterated to the Court, 

after Oral Arguments, that Defendant's arguments-

concerning consent and Google's public disclosure of 

its scanning - failed to address scanning of emails to 

Defendant's email addresses which (intentionally) 

omitted "Gmail" or "Google" identifiers. 

The Supreme Judicial Court has stated that: 

Where a natural alternative class or set of 
subclasses would address a judge's concerns 
about certifying a class as initially 
proposed, the judge should redefine the 
original class or certify subclasses as 
appropriate. 

Bellermann v. Fitchburg Gas & Elec. Light Co., 470 

Mass . 4 3, 58 ( 2 0 14) . 

2. Defendant Has Never Denied the 
Substantive Validity of this Subclass 

Even if the Superior Court was correct in its 

interpretation of what constitutes a (secret) 

interception, it failed to address a class consisting 

of Massachusetts residents exchanging emails with 

Google Apps users. 

With this category of emails, even if a Class 

member knew that Google would read his/her emails 

exchanged with an email account with an "@gmail.com" 
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suffix, Class members may also exchange emails with 

Google Apps clients who are using Gmail for their 

email without having an "@gmail.com" suffix. For 

example, if Fictitious University is a Google Apps 

client, its students will use an email suffix like 

"Jane.Doe@.FictitiousU.edu," instead of 

"Jane.Doe@gmail.com" so that the Class member will not 

know that Jane Doe is a Gmail user. 

In fact, the list of Google Apps clients is so 

secret that Google has never produced a full list to 

the Plaintiff here on the grounds of confidentiality. 

See JA 1724 (Tr. Of C.C. Mot. H'rg (55:6-9). Google 

admits, however, that it can identify Google Apps 

accounts. JA 0495 (Google Rule 30 (b) (6) Dep. (Pradeep 

Kyansur) at 59:10-12) (agreeing a Gmail account "can 

be identified as a Google Apps account or a non-Google 

Apps account"). 

Therefore, if the Appeals Court is not inclined 

to certify the Class as originally defined, 

certification of a Google Apps subclass (consisting of 

Massachusetts residents without Gmail accounts who 

exchanged emails with Google Apps clients without 

"Gmail" in their email addresses) would be 

appropriate. 
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CONCLUSION 

Plaintiff/Appellant requests that the Appeals 

Court: (1) overrule the Superior Court's order 

granting sununary judgment in favor of Google and grant 

partial summary judgment (liability) in favor of 

Plaintiff and (2) overrule the Superior Court's denial 

of class certification and grant class certification 

(a) on behalf of the originally defined class; or (b) 

in the alternative, on behalf of a class of non-Gmail 

users v.rho have communicated Hith users of Google Apps. 

Respectfully submitted for the 
Plaintiff-Appellant, 

90 Canal Street, 
Boston, tv1A 02114 
(617) 367-1040 
jzavez@akzlaw.com 
jadkins@akzlaw.com 
jthorn@akzlaw.com 

Dated: October 2, 2015 
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§ 99. Interception of wire and oral communications, MAST 272 § 99 

Massachusetts General Laws Annotated 
Part IV. Crimes, Punishments and Proceedings in Criminal Cases (Ch. 263-280) 

Title I. Crimes and Punishments (Ch. 263-274) 
Chapter 272. Crimes Against Chastity, Morality, Decency and Good Order (Refs & Annos) 

M.G.L.A. 272 § 99 

§ 99. Interception of wire and oral communications 

Currentness 

Interception of wire and oral communications.--

A. Preamble. 

The general court finds that organized crime exists within the commonwealth and that the increasing activities of organized 

crime constitute a grave danger to the public welfare and safety. Organized crime, as it exists in the commonwealth today, 

consists of a continuing conspiracy among highly organized and disciplined groups to engage in supplying illegal goods and 

services. In supplying these goods and services organized crime commits unlawful acts and employs brutal and violent tactics. 

Organized crime is infiltrating legitimate business activities and depriving honest businessmen of the right to make a living. 

The general court further finds that because organized crime carries on its activities through layers of insulation and behind a wall 

of secrecy, government has been unsuccessful in curtailing and eliminating it. Normal investigative procedures are not effective 

in the investigation of illegal acts committed by organized crime. Therefore, law enforcement officials must be permitted to 

use modern methods of electronic surveillance, under strict judicial supervision, when investigating these organized criminal 
activities. 

The general court further finds that the uncontrolled development and unrestricted use of modern electronic surveillance devices 

pose grave dangers to the privacy of all citizens of the commonwealth. Therefore, the secret use of such devices by private 

individuals must be prohibited. The use of such devices by law enforcement officials must be conducted under strict judicial 

supervision and should be limited to the investigation of organized crime. 

B. Definitions. As used in this section--

I. The term "wire communication" means any communication made in whole or in part through the use of facilities for the 

transmission of communications by the aid of wire, cable, or other like connection between the point of origin and the point 
of reception. 

2. The term "oral communication" means speech, except such speech as is transmitted over the public air waves by radio or 

other similar device. 

3. The term "intercepting device" means any device or apparatus which is capable of transmitting, receiving, amplifying, or 

recording a wire or oral communication other than a hearing aid or similar device which is being used to correct subnormal 

hearing to normal and other than any telephone or telegraph instrument, equipment, facility, or a component thereof, (a) 

Next © 2015 Thomson Reuters. No claim to original U.S. Government Works. 
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§ 99. Interception of wire and oral communications, MAST 272 § 99 

furnished to a subscriber or user by a communications common carrier in the ordinary course of its business under its tariff and 

being used by the subscriber or user in the ordinary course of its business; or (b) being used by a communications common 

carrier in the ordinary course of its business. 

4. The term "interception" means to secretly hear, secretly record, or aid another to secretly hear or secretly record the contents 

of any wire or oral communication through the use of any intercepting device by any person other than a person given prior 

authority by all parties to such communication; provided that it shall not constitute an interception for an investigative or law 

enforcement officer, as defined in this section, to record or transmit a wire or oral communication if the officer is a party to such 

communication or has been given prior authorization to record or transmit the communication by such a party and if recorded 

or transmitted in the course of an investigation of a designated offense as defined herein. 

5. The term "contents", when used with respect to any wire or oral communication, means any information concerning the 

identity of the parties to such communication or the existence, contents, substance, purport, or meaning of that communication. 

6. The term "aggrieved person" means any individual who was a party to an intercepted wire or oral communication or who 

was named in the warrant authorizing the interception, or who would otherwise have standing to complain that his personal or 

property interest or privacy was invaded in the course of an interception. 

7. The term "designated offense" shall include the following offenses in connection with organized crime as defined in the 

preamble: arson, assault and battery with a dangerous weapon, extortion, bribery, burglary, embezzlement, forgery, gaming 

in violation of section seventeen of chapter two hundred and seventy-one of the general laws, intimidation of a witness or 

juror, kidnapping, larceny, lending of money or things of value in violation of the general laws, mayhem, murder, any offense 

involving the possession or sale of a narcotic or harmful drug, perjury, prostitution, robbery, subornation of perjury, any violation 

of this section, being an accessory to any of the foregoing offenses and conspiracy or attempt or solicitation to commit any 

of the foregoing offenses. 

8. The term "investigative or law enforcement officer" means any officer of the United States, a state or a political subdivision 

of a state, who is empowered by law to conduct investigations of, or to make arrests for, the designated offenses, and any 

attorney authorized by law to participate in the prosecution of such offenses. 

9. The term "judge of competent jurisdiction" means any justice of the superior court of the commonwealth. 

10. The term "chief justice" means the chief justice of the superior court of the commonwealth. 

11. The term "issuing judge" means any justice of the superior court who shall issue a warrant as provided herein or in the event 

of his disability or unavailability any other judge of competent jurisdiction designated by the chief justice. 

12. The term "communication common carrier" means any person engaged as a common carrier in providing or operating wire 

communication facilities. 

13. The term "person" means any individual, partnership, association, joint stock company, trust, or corporation, whether or 

not any of the foregoing is an officer, agent or employee ofthe United States, a state, or a political subdivision of a state. 

Ne:xt © 2015 Thomson Reuters. No claim to original U.S. Government Works. 2 
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§ 99. Interception of wire and oral communications, MAST 272 § 99 

14. The terms "sworn" or "under oath" as they appear in this section shall mean an oath or affirmation or a statement subscribed 

to under the pains and penalties of perjury. 

15. The terms "applicant attorney general" or "applicant district attorney" shall mean the attorney general of the commonwealth 

or a district attorney of the commonwealth who has made application for a warrant pursuant to this section. 

16. The term "exigent circumstances" shall mean the showing of special facts to the issuing judge as to the nature of the 

investigation for which a warrant is sought pursuant to this section which require secrecy in order to obtain the information 

desired from the interception sought to be authorized. 

17. The term "financial institution" shall mean a bank, as defined in section I of chapter 167, and an investment bank, securities 

broker, securities dealer, investment adviser, mutual fund, investment company or securities custodian as defined in section 

1.165-12(c)(1) of the United States Treasury regulations. 

18. The term "corporate and institutional trading partners" shall mean financial institutions and general business entities and 

corporations which engage in the business of cash and asset management, asset management directed to custody operations, 

securities trading, and wholesale capital markets including foreign exchange, securities lending, and the purchase, sale or 

exchange of securities, options, futures, swaps, derivatives, repurchase agreements and other similar financial instruments with 

such financial institution. 

C. Offenses. 

1. Interception, oral communications prohibited. 

Except as otherwise specifically provided in this section any person who--

willfully commits an interception, attempts to commit an interception, or procures any other person to commit an interception 

or to attempt to commit an interception of any wire or oral communication shall be fined not more than ten thousand dollars, 

or imprisoned in the state prison for not more than five years, or imprisoned in a jail or house of correction for not more than 

two and one half years, or both so fined and given one such imprisonment. 

Proof of the installation of any intercepting device by any person under circumstances evincing an intent to commit an 

interception, which is not authorized or permitted by this section, shall be prima facie evidence of a violation of this 
subparagraph. 

2. Editing of tape recordings in judicial proceeding prohibited. 

Except as otherwise specifically provided in this section any person who willfully edits, alters or tampers with any tape, 

transcription or recording of oral or wire communications by any means, or attempts to edit, alter or tamper with any tape, 

transcription or recording of oral or wire communications by any means with the intent to present in any judicial proceeding or 

proceeding under oath, or who presents such recording or permits such recording to be presented in any judicial proceeding or 

proceeding under oath, without fully indicating the nature of the changes made in the original state of the recording, shall be 
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fined not more than ten thousand dollars or imprisoned in the state prison for not more than five years or imprisoned in a jail 

or house of correction for not more than two years or both so fined and given one such imprisonment. 

3. Disclosure or use of wire or oral communications prohibited. 

Except as otherwise specifically provided in this section any person who--

a. willfully discloses or attempts to disclose to any person the contents of any wire or oral communication, knowing that the 

information was obtained through interception; or 

b. willfully uses or attempts to use the contents of any wire or oral communication, knowing that the information was obtained 

through interception, shall be guilty of a misdemeanor punishable by imprisonment in a jail or a house of correction for not 

more than two years or by a fine of not more than five thousand dollars or both. 

4. Disclosure of contents of applications, warrants, renewals, and returns prohibited. 

Except as otherwise specifically provided in this section any person who--

willfully discloses to any person, any information concerning or contained in, the application for, the granting or denial of orders 

for interception, renewals, notice or return on an ex parte order granted pursuant to this section, or the contents of any document, 

tape, or recording kept in accordance with paragraph N, shall be guilty of a misdemeanor punishable by imprisonment in a jail 

or a house of correction for not more than two years or by a fine of not more than five thousand dollars or both. 

5. Possession of interception devices prohibited. 

A person who possesses any intercepting device under circumstances evincing an intent to commit an interception not permitted 

or authorized by this section, or a person who permits an intercepting device to be used or employed for an interception not 

permitted or authorized by this section, or a person who possesses an intercepting device knowing that the same is intended to 

be used to commit an interception not permitted or authorized by this section, shall be guilty of a misdemeanor punishable by 

imprisonment in a jail or house of correction for not more than two years or by a fine of not more than five thousand dollars 

or both. 

The installation of any such intercepting device by such person or with his permission or at his direction shall be prima facie 

evidence of possession as required by this subparagraph. 

6. Any person who permits or on behalf of any other person commits or attempts to commit, or any person who participates 

in a conspiracy to commit or to attempt to commit, or any accessory to a person who commits a violation of subparagraphs 

I through 5 of paragraph C of this section shall be punished in the same manner as is provided for the respective offenses as 

described in subparagraphs I through 5 of paragraph C. 

D. Exemptions. 

1. Permitted interception of wire or oral communications. 
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It shall not be a violation of this section--

a. for an operator of a switchboard, or an officer, employee, or agent of any communication common carrier, whose facilities 

are used in the transmission of a wire communication, to intercept, disclose, or use that communication in the normal course of 

his employment while engaged in any activity which is a necessary incident to the rendition of service or to the protection of the 

rights or property of the carrier of such communication, or which is necessary to prevent the use of such facilities in violation 

of section fourteen A of chapter two hundred and sixty-nine of the general laws; provided, that said communication common 

carriers shall not utilize service observing or random monitoring except for mechanical or service quality control checks. 

b. for persons to possess an office intercommunication system which is used in the ordinary course of their business or to use 

such office intercommunication system in the ordinary course of their business. 

c. for investigative and law enforcement officers of the United States of America to violate the provisions of this section if 

acting pursuant to authority of the laws of the United States and within the scope of their authority. 

d. for any person duly authorized to make specified interceptions by a warrant issued pursuant to this section. 

e. for investigative or law enforcement officers to violate the provisions of this section for the purposes of ensuring the safety 

of any law enforcement officer or agent thereof who is acting in an undercover capacity, or as a witness for the commonwealth; 

provided, however, that any such interception which is not otherwise permitted by this section shall be deemed unlawful for 

purposes of paragraph P. 

f. for a financial institution to record telephone communications with its corporate or institutional trading partners in the ordinary 

course of its business; provided, however, that such financial institution shall establish and maintain a procedure to provide 

semi-annual written notice to its corporate and institutional trading partners that telephone communications over designated 

lines will be recorded. 

2. Permitted disclosure and use of intercepted wire or oral communications. 

a. Any investigative or law enforcement officer, who, by any means authorized by this section, has obtained knowledge of 

the contents of any wire or oral communication, or evidence derived therefrom, may disclose such contents or evidence in the 

proper performance of his official duties. 

b. Any investigative or law enforcement officer, who, by any means authorized by this section has obtained knowledge of the 

contents of any wire or oral communication, or evidence derived therefrom, may use such contents or evidence in the proper 

performance of his official duties. 

c. Any person who has obtained, by any means authorized by this section, knowledge of the contents of any wire or oral 

communication, or evidence derived therefrom, may disclose such contents while giving testimony under oath or affirmation 

in any criminal proceeding in any court of the United States or of any state or in any federal or state grand jury proceeding. 
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d. The contents of any wire or oral communication intercepted pursuant to a warrant in accordance with the provisions of 

this section, or evidence derived therefrom, may otherwise be disclosed only upon a showing of good cause before a judge 

of competent jurisdiction. 

e. No otherwise privileged wire or oral communication intercepted in accordance with, or in violation of, the provisions of this 

section shall lose its privileged character. 

E. Warrants: when issuable: 

A warrant may issue only: 

I. Upon a sworn application in conformity with this section; and 

2. Upon a showing by the applicant that there is probable cause to believe that a designated offense has been, is being, or is 

about to be committed and that evidence of the commission of such an offense may thus be obtained or that information which 

will aid in the apprehension of a person who the applicant has probable cause to believe has committed, is committing, or is 

about to commit a designated offense may thus be obtained; and 

3. Upon a showing by the applicant that normal investigative procedures have been tried and have failed or reasonably appear 

unlikely to succeed if tried. 

F. Warrants: application. 

I. Application. The attorney general, any assistant attorney general specially designated by the attorney general, any district 

attorney, or any assistant district attorney specially designated by the district attorney may apply ex parte to a judge of competent 

jurisdiction for a warrant to intercept wire or oral communications. Each application ex parte for a warrant must be in writing, 

subscribed and sworn to by the applicant authorized by this subparagraph. 

2. The application must contain the following: 

a. A statement of facts establishing probable cause to believe that a particularly described designated offense has been, is being, 

or is about to be committed; and 

b. A statement of facts establishing probable cause to believe that oral or wire communications of a particularly described person 

will constitute evidence of such designated offense or will aid in the apprehension of a person who the applicant has probable 

cause to believe has committed, is committing, or is about to commit a designated offense; and 

c. That the oral or wire communications of the particularly described person or persons will occur in a particularly described 

place and premises or over particularly described telephone or telegraph lines; and 
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d. A particular description of the nature of the oral or wire communications sought to be overheard; and 

e. A statement that the oral or wire communications sought are material to a particularly described investigation or prosecution 

and that such conversations are not legally privileged; and 

f. A statement of the period of time for which the interception is required to be maintained. If practicable, the application 

should designate hours of the day or night during which the oral or wire communications may be reasonably expected to occur. 

If the nature of the investigation is such that the authorization for the interception should not automatically terminate when 

the described oral or wire communications have been first obtained, the application must specifically state facts establishing 

probable cause to believe that additional oral or wire communications of the same nature will occur thereafter; and 

g. If it is reasonably necessary to make a secret entry upon a private place and premises in order to install an intercepting device 

to effectuate the interception, a statement to such effect; and 

h. If a prior application has been submitted or a warrant previously obtained for interception of oral or wire communications, a 

statement fully disclosing the date, court, applicant, execution, results, and present status thereof; and 

i. If there is good cause for requiring the postponement of service pursuant to paragraph L, subparagraph 2, a description of 

such circumstances, including reasons for the applicant's belief that secrecy is essential to obtaining the evidence or information 
sought. 

3. Allegations of fact in the application may be based either upon the personal knowledge of the applicant or upon information 

and belief. If the applicant personally knows the facts alleged, it must be so stated. If the facts establishing such probable cause 

are derived in whole or part from the statements of persons other than the applicant, the sources of such information and belief 

must be either disclosed or described; and the application must contain facts establishing the existence and reliability of any 

informant and the reliability of the information supplied by him. The application must also state, so far as possible, the basis 

of the informant's knowledge or belief. If the applicant's information and belief is derived from tangible evidence or recorded 

oral evidence, a copy or detailed description thereof should be annexed to or included in the application. Affidavits of persons 

other than the applicant may be submitted in conjunction with the application if they tend to support any fact or conclusion 

alleged therein. Such accompanying affidavits may be based either on personal knowledge of the affiant or information and 

belief, with the source thereof, and reason therefor, specified. 

G. Warrants: application to whom made. 

Application for a warrant authorized by this section must be made to a judge of competent jurisdiction in the county where 

the interception is to occur, or the county where the office of the applicant is located, or in the event that there is no judge of 

competent jurisdiction sitting in said county at such time, to a judge of competent jurisdiction sitting in Suffolk County; except 

that for these purposes, the office of the attorney general shall be deemed to be located in Suffolk County. 

H. Warrants: application how determined. 
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I. If the application conforms to paragraph F, the issuing judge may examine under oath any person for the purpose of 

determining whether probable cause exists for the issuance of the warrant pursuant to paragraph E. A verbatim transcript of 

every such interrogation or examination must be taken, and a transcription of the same, sworn to by the stenographer, shall be 

attached to the application and be deemed a part thereof. 

2. If satisfied that probable cause exists for the issuance of a warrant the judge may grant the application and issue a warrant 

in accordance with paragraph I The application and an attested copy of the warrant shall be retained by the issuing judge and 

transported to the chief justice of the superior court in accordance with the provisions of paragraph N ofthis section. 

3. If the application does not conform to paragraph F, or ifthe judge is not satisfied that probable cause has been shown sufficient 

for the issuance of a warrant, the application must be denied. 

I. Warrants: form and content. 

A warrant must contain the following: 

I. The subscription and title of the issuing judge; and 

2. The date of issuance, the date of effect, and termination date which in no event shall exceed thirty days from the date of 

effect. The warrant shall permit interception of oral or wire communications for a period not to exceed fifteen days. If physical 

installation of a device is necessary, the thirty-day period shall begin upon the date of installation. If the effective period of the 

warrant is to terminate upon the acquisition of particular evidence or information or oral or wire communication, the warrant 

shall so provide; and 

3. A particular description of the person and the place, premises or telephone or telegraph line upon which the interception 

may be conducted; and 

4. A particular description of the nature of the oral or wire communications to be obtained by the interception including a 

statement of the designated offense to which they relate; and 

5. An express authorization to make secret entry upon a private place or premises to install a specified intercepting device, if 

such entry is necessary to execute the warrant; and 

6. A statement providing for service of the warrant pursuant to paragraph L except that if there has been a finding of good cause 

shown requiring the postponement of such service, a statement of such finding together with the basis therefor must be included 

and an alternative direction for deferred service pursuant to paragraph L, subparagraph 2. 

I. Warrants: renewals. 

I. Any time prior to the expiration of a warrant or a renewal thereof, the applicant may apply to the issuing judge for a 

renewal thereof with respect to the same person, place, premises or telephone or telegraph line. An application for renewal 
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must incorporate the warrant sought to be renewed together with the application therefor and any accompanying papers upon 

which it was issued. The application for renewal must set forth the results ofthe interceptions thus far conducted. In addition, 

it must set forth present grounds for extension in conformity with paragraph F, and the judge may interrogate under oath and 

in such an event a transcript must be provided and attached to the renewal application in the same manner as is set forth in 

subparagraph 1 of paragraph H. 

2. Upon such application, the judge may issue an order renewing the warrant and extending the authorization for a period 

not exceeding fifteen (15) days from the entry thereof. Such an order shall specify the grounds for the issuance thereof. The 

application and an attested copy of the order shall be retained by the issuing judge to be transported to the chief justice in 

accordance with the provisions of subparagraph N of this section. In no event shall a renewal be granted which shall terminate 

later than two years following the effective date of the warrant. 

K. Warrants: manner and time of execution. 

1. A warrant may be executed pursuant to its terms anywhere in the commonwealth. 

2. Such warrant may be executed by the authorized applicant personally or by any investigative or law enforcement officer of 

the commonwealth designated by him for the purpose. 

3. The warrant may be executed according to its terms during the hours specified therein, and for the period therein authorized, or 

a part thereof. The authorization shall terminate upon the acquisition ofthe oral or wire communications, evidence or information 

described in the warrant. Upon termination of the authorization in the warrant and any renewals thereof, the interception must 

cease at once, and any device installed for the purpose of the interception must be removed as soon thereafter as practicable. 

Entry upon private premises for the removal of such device is deemed to be authorized by the warrant. 

L. Warrants: service thereof. 

I. Prior to the execution of a warrant authorized by this section or any renewal thereof, an attested copy of the warrant or the 

renewal must, except as otherwise provided in subparagraph 2 of this paragraph, be served upon a person whose oral or wire 

communications are to be obtained, and if an intercepting device is to be installed, upon the owner, lessee, or occupant of the 

place or premises, or upon the subscriber to the telephone or owner or lessee of the telegraph line described in the warrant. 

2. If the application specially alleges exigent circumstances requiring the postponement of service and the issuing judge finds 
that such circumstances exist, the warrant may provide that an attested copy thereof may be served within thirty days after the 

expiration of the warrant or, in case of any renewals thereof, within thirty days after the expiration of the last renewal; except 

that upon a showing of important special facts which set forth the need for continued secrecy to the satisfaction of the issuing 

judge, said judge may direct that the attested copy of the warrant be served on such parties as are required by this section at 

such time as may be appropriate in the circumstances but in no event may he order it to be served later than three (3) years 

from the time of expiration of the warrant or the last renewal thereof. In the event that the service required herein is postponed 

in accordance with this paragraph, in addition to the requirements of any other paragraph of this section, service of an attested 

copy of the warrant shall be made upon any aggrieved person who should reasonably be known to the person who executed or 

obtained the warrant as a result of the information obtained from the interception authorized thereby. 
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3. The attested copy of the warrant shall be served on persons required by this section by an investigative or law enforcement 

officer of the commonwealth by leaving the same at his usual place of abode, or in hand, or if this is not possible by mailing 

the same by certified or registered mail to his last known place of abode. A return of service shall be made to the issuing judge, 

except, that if such service is postponed as provided in subparagraph 2 of paragraph L, it shall be made to the chief justice. The 

return of service shall be deemed a part of the return of the warrant and attached thereto. 

M. Warrant: return. 

Within seven days after termination of the warrant or the last renewal thereof, a return must be made thereon to the judge issuing 

the warrant by the applicant therefor, containing the following: 

a. a statement of the nature and location of the communications facilities, if any, and premise or places where the interceptions 

were made; and 

b. the periods of time during which such interceptions were made; and 

c. the names of the parties to the communications intercepted if known; and 

d. the original recording of the oral or wire communications intercepted, if any; and 

e. a statement attested under the pains and penalties of perjury by each person who heard oral or wire communications as a 

result of the interception authorized by the warrant, which were not recorded, stating everything that was overheard to the best 

of his recollection at the time of the execution of the statement. 

N. Custody and secrecy of papers and recordings made pursuant to a warrant. 

I. The contents of any wire or oral communication intercepted pursuant to a warrant issued pursuant to this section shall, 

if possible, be recorded on tape or wire or other similar device. Duplicate recordings may be made for use pursuant to 

subparagraphs 2 (a) and (b) of paragraph D for investigations. Upon examination of the return and a determination that it 

complies with this section, the issuing judge shall forthwith order that the application, all renewal applications, warrant, all 

renewal orders and the return thereto be transmitted to the chief justice by such persons as he shall designate. Their contents shall 

not be disclosed except as provided in this section. The application, renewal applications, warrant, the renewal order and the 

return or any one of them or any part of them may be transferred to any trial court, grand jury proceeding of any jurisdiction by 

any law enforcement or investigative officer or court officer designated by the chief justice and a trial justice may allow them to 

be disclosed in accordance with paragraph D, subparagraph 2, or paragraph 0 or any other applicable provision of this section. 

The application, all renewal applications, warrant, all renewal orders and the return shall be stored in a secure place which shall 

be designated by the chief justice, to which access shall be denied to all persons except the chief justice or such court officers 

or administrative personnel of the court as he shall designate. 

2. Any violation of the terms and conditions of any order of the chief justice, pursuant to the authority granted in this paragraph, 

shall be punished as a criminal contempt of court in addition to any other punishment authorized by law. 
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3. The application, warrant, renewal and return shall be kept for a period of five ( 5) years from the date of the issuance of the 

warrant or the last renewal thereof at which time they shall be destroyed by a person designated by the chief justice. Notice 

prior to the destruction shall be given to the applicant attorney general or his successor or the applicant district attorney or his 

successor and upon a showing of good cause to the chief justice, the application, warrant, renewal, and return may be kept for 

such additional period as the chief justice shall determine but in no event longer than the longest period of limitation for any 

designated offense specified in the warrant, after which time they must be destroyed by a person designated by the chief justice. 

0. Introduction of evidence. 

I. Notwithstanding any other provisions of this section or any order issued pursuant thereto, in any criminal trial where the 

commonwealth intends to offer in evidence any portions of the contents of any interception or any evidence derived therefrom 

the defendant shall be served with a complete copy of each document and item which make up each application, renewal 

application, warrant, renewal order, and return pursuant to which the information was obtained, except that he shall be furnished 

a copy of any recording instead of the original. The service must be made at the arraignment of the defendant or, if a period in 

excess of thirty (30) days shall elapse prior to the commencement of the trial of the defendant, the service may be made at least 

thirty (30) days before the commencement of the criminal trial. Service shall be made in hand upon the defendant or his attorney 

by any investigative or law enforcement officer of the commonwealth. Return of the service required by this subparagraph 

including the date of service shall be entered into the record of trial of the defendant by the commonwealth and such return 

shall be deemed prima facie evidence of the service described therein. Failure by the commonwealth to make such service at 

the arraignment, or if delayed, at least thirty days before the commencement of the criminal trial, shall render such evidence 

illegally obtained for purposes of the trial against the defendant; and such evidence shall not be offered nor received at the trial 

notwithstanding the provisions of any other law or rules of court. 

2. In any criminal trial where the commonwealth intends to offer in evidence any portions of a recording or transmission or 

any evidence derived therefrom, made pursuant to the exceptions set forth in paragraph B, subparagraph 4, of this section, the 

defendant shall be served with a complete copy of each recording or a statement under oath of the evidence overheard as a 

result of the transmission. The service must be made at the arraignment of the defendant or if a period in excess of thirty days 

shall elapse prior to the commencement of the trial of the defendant, the service may be made at least thirty days before the 

commencement of the criminal trial. Service shall be made in hand upon the defendant or his attorney by any investigative or 

law enforcement officer of the commonwealth. Return of the service required by this subparagraph including the date of service 

shall be entered into the record of trial of the defendant by the commonwealth and such return shall be deemed prima facie 

evidence of the service described therein. Failure by the commonwealth to make such service at the arraignment, or if delayed 

at least thirty days before the commencement of the criminal trial, shall render such service illegally obtained for purposes of 

the trial against the defendant and such evidence shall not be offered nor received at the trial notwithstanding the provisions 

of any other law or rules of court. 

P. Suppression of evidence. 

Any person who is a defendant in a criminal trial in a court of the commonwealth may move to suppress the contents of any 

intercepted wire or oral communication or evidence derived therefrom, for the following reasons: 

1 . That the communication was unlawfully intercepted. 
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2. That the communication was not intercepted in accordance with the terms of this section. 

3. That the application or renewal application fails to set forth facts sufficient to establish probable cause for the issuance of 

a warrant. 

4. That the interception was not made in conformity with the warrant. 

5. That the evidence sought to be introduced was illegally obtained. 

6. That the warrant does not conform to the provisions of this section. 

Q. Civil remedy. 

Any aggrieved person whose oral or wire communications were intercepted, disclosed or used except as permitted or authorized 

by this section or whose personal or property interests or privacy were violated by means of an interception except as permitted 

or authorized by this section shall have a civil cause of action against any person who so intercepts, discloses or uses such 

communications or who so violates his personal, property or privacy interest, and shall be entitled to recover from any such 

person--

1. actual damages but not less than liquidated damages computed at the rate of $100 per day for each day of violation or $1000, 

whichever is higher; 

2. punitive damages; and 

3. a reasonable attorney's fee and other litigation disbursements reasonably incurred. Good faith reliance on a warrant issued 

under this section shall constitute a complete defense to an action brought under this paragraph. 

R. Annual report of interceptions of the general court. 

On the second Friday of January, each year, the attorney general and each district attorney shall submit a report to the general 

court stating (1) the number of applications made for warrants during the previous year, (2) the name of the applicant, (3) 

the number of warrants issued, (4) the effective period for the warrants, (5) the number and designation of the offenses for 

which those applications were sought, and for each of the designated offenses the following: (a) the number of renewals, (b) 

the number of interceptions made during the previous year, (c) the number of indictments believed to be obtained as a result of 

those interceptions, (d) the number of criminal convictions obtained in trials where interception evidence or evidence derived 

therefrom was introduced. This report shall be a public document and be made available to the public at the offices of the 

attorney general and district attorneys. In the event of failure to comply with the provisions of this paragraph any person may 

compel compliance by means of an action of mandamus. 

Credits 
Amended by St.1959, c. 449, § 1; St.1968, c. 738, § 1; St.1986, c. 557, § 199; St.1993, c. 432, § 13; St.I998, c. 163, §§ 7, 8. 
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SUFF'OLK, ss. 

COI\tJMONWEALTH OF l\'TASSACHUSETTS 

DEBORAH L. l\'1ARQUIS 

vs. 

GOOGLE, INC. 

SlJPERJOR COURT 
ClVJL ACTION 
No. !J-2SOS-HLSl 

MEMORANDUM AND ORDER ON 

This action tests whether Google, in its automated scanning of emni!s sent betvveen Gmail 

accounts and non~Gmail accounts - in significant part to facilitate !arge!ed or personalized 

advertising directed at Gmail users- violates Massachusetts' '>Virctap statute. G.L c. 272, §99. 

Because l conclude that the statute does not apply to the extraterritorial conduct at issue, Google's 

motion to dismiss the complaint is allowed. 

FACTS 

The following facts are not subject to genuine dispute. Gmai! is a \VCb-based email service 

that Google provides vvithout charge to more than 69 million Americans and hundreds of miHions 

worldv>ide. The plaintiff uses an AOL email platform, but she sends nml receives cmails to and from 

Gmail accounts. 1 

1
The case was filed as a class action. On June 19, 2014, the Court (Kaplan, J.) denied the 

motion 1~>r class certification, "except with respect to a possible class uf non-Gmail email users 
that exchanged emails with an email user whose email service was provided by a Google Apps 
customer \Vho permitted targeted advertising; and as to such a po;.;siblc class, the court [made! no 
ruling." The issue has not been pursued fmiher. 
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From the time that Gmail 1vas launched in 2004, C:loogle has used automated technologies 

to scan emails received by Grnai! users and, m times. emails sent from Gmail accounts. These enable 

Googlc to provide "targeted" or "personalized'' advertising (for the difference, sec below) to Gmail 

users. This generates revenue for Googlc, at least some ofwhich goes to offset the cost of providing 

Gmail for fi·ee.
1 

Scanning emails also lio!cllitates services unrelated to advertising that reduce cost, 

increase efficiency, and enhance the user experience. These include detection and intenuption of 

spam, viruses and "phishing" emai!s; implementation of lWer-created filters; automated 

categorization of entails; enabling the user to search vvithin the account for keywords; identifying 

dates to facilitate reminders on the user's Googie calendar; and identifYing shipping notifications so 

lhat the user may click a button to fetch package tracking information. 

Google's methods of scanning emails, then using the results to select targeted or personalized 

advertising, have evolved \vith the passage of time. Until and since 

then to Lhe present day. but to a much lesser extent~ Google has used what will be re1erred to herein 

2
The other major email platf(xms also US(: some form of targeted advertising. The largest 

in the U.S.- Yahoo! -informs its users that it provides personally relevant features, content and 
advertising by scanning and analyzing the content of Maill, Messenger, and other 
commun.icntions. Microsoft and AOL have also publicized the fact that they target advertising 
using, in part, information glean<:d from us~: of their sites; this includes users· search patterns and 
other data but not, apparently. message content. 

3These three requirements -
alf cmai!s sent to Cimnil accounts 
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processes the infomuttion, looking for keyvvords that are then used in selecting advertisements to be 

Jisplap:d to the user as he or she views the emaiL 

Google' s term for Ibis is "targeted advertising." In speeitlc circumstances, Googlc abm scans 

outgoing emai!s, then directs the Gmail user to the [nbox \Vhere an ad based on the just-sent email 

is displayed. 

cessing is automated and does not involve human review. Neither the sender nor 

the recipient of an t:mail involving a Gmail account is notified that Google has scanned it. 

Iu or about Googlc implemented a new system called ''User Modeling'' or 

"Personalized Advertising." User Modeling has largely but not entirely supplanted the 

system. which remains in limited use. A server using Google's Content Onebox ("COB") 

technology scans the text of emails sent to a Gmail user for keyvvords and other information that can 

be used to select advertising likely to be relevant to the Gmail user's interests.4 

At times, the system 

has then added to the incoming email's metadata stored on Google servers, but not to the message 
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A "User Model Server" uses the information gathered from COB scanning as well as other 

factors to construct the GMail user's "User ModeL" This is based on the user's most recent emai!s. 

Most information in a User Model 

ser fv1odeling is used to select for Gmail users what 

Google calls "personalized advertising,'' selected to conespond with vvhat the User Model suggests 

arc tht~ user's interests. As with of this is done through a series of automated 

steps on large servers, not human review.5 

All of the scarming processes that implement targeted or personnlized advertising are 

implemented on servers located outside of Massachusetts. The code that imp1ements the 

None ofthe proce::;sing occurs in Massachusetts. 
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Google's "Create and Account" page (see bdow) docs not t\:quirc or permit an aecounthokkr 

to provide his or her state of residence. Nor is there any reliable way for Go ogle to determine the 

residence of a non-Gmail user who sends an email to, or receives one from, a Gmail account.6 

Although Gnogle is highly protective of its proprietary information conceming scanning 

protocols·- hence, the likelihood that the publicly released version ofthis decision will contaiJJ some 

redactions-· the fact that it scans emails and uses the results to com:Jatc advertising with subscribers' 

interests has been widely publicized, to Gmailuscrs and others. Since at least 20087 the "Create An 

Account" page by which users sign up tor Gmail has explained, 

With GmaiL you \Von't see blinking banner ads. Instead, we display 
ads you might I-incl useful that arc relevant to the content of your 
emaib. 

This is immediately tollowcd by a link by which the would-be subscriber is invited to 

by viewing a page titled "Ads in Gmail and yonr personal data." This begins: 

6
A Google witness wns questioned at some length whether an incoming email came with 

the sender's TP address as metadata; if so, whether this would ~mable to dettTminc the physical 
location of the internet connection from which the email was sent; and if so, how accurately. The 
didn't knmv the answer to any of these questions, on which the record is otherwise silent, and 
neither doL The plaintiJrs response-- that perhaps voter list10 'Notlld be of assistance-- may have 
been germane to the question of class cer-tification. but it has little rdevance to the issue at hand. 
Although I take judicial notice of the fact that police officers have been able to subpoena account 
information from the internd service provider that supplied a known IP address, this is not to say 
that Google could do this in real time, or without a subpoena. Pinally, Gmail is a web-based 
platt(n·m that may be accessed fiom any compnkr or mobik device; even knowing the precise 
physical address hom which un email was sent is not the same thing as knowing the sender's 
state of residence. 

7Google's disclosures, like the technology and ils use, have evolved over time. Current 
versions are available to all on line. and pr.ior versions of some arc similm·ly available on 
"archive" pages. 
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How Gmail Ads Worli 

Ads that appear next to Gmail messages are similar to ads that appear 
next to Googk search results and on content pages throughout the 
web. ln Gmail, ads arc related to the content of your messages. Our 

is !o provide Gmailusers with ads that are useful and relevant to 
their inkrests. 

Ad targcting in Gmail is fully autornated, and no humans read your 
email in order to target advertisements or related information. This 
type of aufomated scanning is how many email services, not just 
GmaiL provide features like spam filtering and spell checking. Ads 
are selected for relevance and served by Google computers using the 
same contextual adve1tising technology that powers Google's 
,_,_,,==~=~[another link]. 

Goog!e's Terms ofService and Privacy Policies--to which all subscribers must acknowledge 

and agree vvhen creating a Gmail account--also disclose in general tltshion that Google collects data 

from users, and spec if~/ that Googlc will use data only to provide its services, develop ne\v 'r'-"".,., 

and for security reasons. For example, the Tenns of Service document in place !'rom April 2007 

until March 2012 stated: 

Some of lhe Services are supported by advertising revenue and may 
display advertisements and promotions. These advertisements may 
be targe1cd to the content of information stored on the Services, 
queries made through the Services or other information. 

Services nrc defined as, ''Google 's products, software, services and web sites." Since March 20 !2, 

the successor document has said, 

Google's privacy policies explain how we treat your personal data 
and protect yolJr privacy vvhen you use our Services. By using our 
Services. you agree that Google can use such data in accordance with 
our pri,vacy policies. 
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The current Googlc Privacy Polit:y advises users that ( loogic col!eds information regarding 

how they use Googk: scrvkes, aud that it '·use[ s] this inrormution tn offer you tailored content- Like 

giving you more rdevant search results and ads." 

From at least October 14,2005 to October 3, 20J 0, Coogle also maintained a separate Gmail 

Privacy Policy, which disclosed explicitly that Google processes emails in order to provide various 

features of GmaiL For example, a link to a "Gmail Privacy Notice'' from the navigation bLu· in the 

Google Privacy Policy dated October 14, 2005 advised, 

Google maintains and processes your Gmail account and its contents 
to provide the Gmail service to you and to improve our services. The 
Gmail service includes rele-vant advertising and related links based on 
the IP address, content t?lmessages and other information related to 
your use of GmaiL Googie' s computers process the information in 
your messages for various purposes, including formatting and 
displaying the information to you, delivering advertisements and 
related links, preventing unsolicited bulk email (sparr;), backing up 
your messages, and other purposes relating to offering you Gmail 
(Emphasis supplied.) 

Google's website has "Help" pages and Google tools that allow usi:rs to customize their 

privacy and advertising settings. The language of the Help pages has changed over time. One is the 

"Ads in Gmai1 and yom- personal data" page linked to the "Create and Account page and quoted 

above. This Help page received o icws ii·om 2010 to 2012. 

From December of20I 1 to December of2012, another Help page had the follmving: 

.Is Googie reading mv mail? 

No, but automatic scanning and filtering t<:chnology is at the heart of 
Gmail. Gmail scans and processes all· messages using f'ully 
automated systems in order to do useful and inJJOvativc stulT lik~: 
filter spam, detect viruses and mal wan:, sho\v relevant ads, and 
develop and deliver nC\V feu!ures across your Google experience. 
Priority !nbox, spell checking, f()rwarding. auto-responding, 

-7-



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

automatic saving:md sorting, and converting URLs to clickable links 
are just a few of the many features that use this kind of automatic 
processing. 

All of this inftmna!ion. of course, is directed at Gmail users. Although Google's Terms of 

Use or Privacy Policies are readily available on line, they arc not explicitly directed at non-Gmail 

users. 

Since the 2004 launch, bo\vcvcr, numerous m~jor and not-so"m<~or media outlets have 

reported extensively- some f~tvorably, some not- on Gmail's automated scanning feature and its 

use in facilitating targeted or :H.lvertising.a An email recipient or sender who had 

encountered the media coverage, and noticed that the correspomlent's email address ended in 

".gmail,'' might make the connection, or might not. In fact the plaintiff, a resident of Boxford, 

Massachusetts with an AOL email account, did not realize that her enmi!s to Gmail accounts \Vere 

being scam1cd until shortly before her complaint was filed on July 29, 2011. 

Even a sender who knows that Googlc scans emails sent to and from a Gmail account, 

moreover, may not know that a particular correspondent is using Gmail, because not all Gmail 

accounts have "@gmail" addresses. Google Apps, a suite ofproductivily and collaboration tools and 

software - including a version of Gmail is offered on a subscription basis to businesses, 

HJudge Kaplan's class ccrtiJlcation decision summarizes facts concerning media coverage 
found in a declaration of Kyle Wong dated January 17, 2014, which was submitted with the 
certification motion papers but not with the summary judgment papers. See Memorandum of 
Decision nnd Order on Plaintiffs Motion for Class Certif1cation (Papers #48, #49; Kaplan. J.), 
pp. 6-8. 

Of particular interest locally is a column by Hiawatha Bray in the May 31, 2004 Boston 
Globe titled, "Goog!e's Gmail fs Still a Rough Draft'' In Bray's estimation, "Google's plan to 
make money tJlT the l Gmail] service by leatming ads inspired by the contents of the e-mail 
messages" ·was "[njot really" intrusive; "Indeed, it's sort of cooL ... Unlike most ads, these relate 
to something that interests you, so you'll almost certainly read tbem." 
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cducalional organizations, and internet service providers, and allows subscribers Lo use their own 

domain name (e.g., (~l)yourcompany.com, @~yourcollege.edu, etc.). Someone corresponding \Vith an 

L~mployce at a company or institution that subscribes to Google Apps, therel~1rc, would not knovv 

from the email address thnt this is a Gmail accounL9 

In short: regardless of Google's disclosures to its Gmail nccountholders and general 

knowledge derived from press accounts, one may not assume that all of those with whom those 

account holders correspond by email ·-including, before July 20 ll, the plaintiff-~ are aware that some 

of the correspondence \Viii likely be subject to an automated scanning process. 

DISCUSSION 

A. The Massachusetts Wiretap Statute. 

The Massachusetts wiretap statute, G.L. c. 272, §99, has its antt:cedents in Chapter 55X of 

the Statutes of 1920. It substantially revvTitten in 1959 and again in 1968. Since then, tbere have 

been only minor and, for present purposes, irrelevant revisions in 1986, 1993, and 1998, described 

in the margin. 10 
For present purposes, therefore, the statute is effectively 46 years old, and has 

"GoogJe Apps' email fbnction has other features that differentiate it Crom a s1and-arone 
Gmnil subscription. For example, the system administrator of the entity subscribing to Googlc 
Apps deicnnines the content and implementation of terms of service, usc policies, or privacy 
policies associated with end user accounts, including whether and how the user may opt in or out 
of advertising. 

rnThe 1986 amendment was purely technical, removing the redundant figure ''($1 0,000)" 
in sub pan C.2 's Imposition of a criminal fine of ten thousand dollars tor tampering with the 
tran;;cript of a judicial proceeding. In 1993, subpart D.l.e was added, permitting law 
enforcement officer and agents to wear \vires 10 ensure their. safety; the amendment also specified 
that ''the law in efJect at the time an offense is committed shall govern sentencing for such 
offense." The ! 998 amendment, by adding subparts B.l7, B.l8, and D.I.f. added ''ordinary 
course of business" exemptions speci11c to the financial industry. 
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remained materially unchanged since \Veil before tbc: advent of pero;ona! compuk:rs, rhe fntemet, 

internet advertising, and web-based emaiL 

G,L c. 

The statute as HO\V written provides that 

nny person who ... vvillfully commits an interception, attempts to 
commit an .interception, or procures any other person to conJmit an 
interception or to attempt to commit an interception of any Yvire or 
oral communication shall be fined not more than ten thousand dollars, 
or imprisoned in the sli1tc prison for not more than five years, or 
imprisoned in a jail or house of correction for not more than two ~md 
one half years, or both so fined and given one such imprisonment. 

§99.C. L 11 Subsection Q additionally provides for civi! remedies for an unl::rwfnl 

interception, including actual damages or liquidated damages in the higber amount of$1 00 per day 

of violation or $1000, punitive damages, and attorneys' fees and costs. The statute docs not 

distinguish between conduct that is punishable criminal !y and that which is subject to civil remedies; 

an aet either is an unlawful interception, or it isn't. 

Central to the statute is the definition of"interception," which contains a "one-party consent" 

exception for law enforcement officials investigating certain '\h:signatcd ollcnscs" enumerated 

elsewhere in tbe statute: 

The term ''interception" means to secretly hear, secretly record, or aid 
another to secretly hear or secretly record the contents of any wire or 
oral communication through the use of any intercepting device by any 
person other than a person given prior authority by all parties to such 
communication; provided that it shall not constitute an interception 
tor an investigative or law enfor<.:ement officer, as defined in this 
section, to record or transmit a wire or mal communication iC the 
officer is a party to such communication or has been given prior 
authorization to record or transmit the communication by such a party 

;
1 Additional offenses under the statute include disclosure or usc of uniawfully intercepted 

communications, possession of an interception device, and aiding and abetting an unlawful 
interception. G.L. c. 272, §99.C.2-6. 
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and if recorckd or transmitted in the course of an investigation of a 
designated offense as dcl!ncd herein. (G.L. 272, §99.B.4.) 

An ex<::rnption at G.L. c. 272. §99.D.l.d additionally allosvs law enforcement to engage in non-

cons~;;~nsual interceptions authorized by a >varrant. 

Massachusdts' is thus, at least \Vhcre civilians nrc concerned, a two-party consent lav>, in 

that consent to an otherwise prohibited interception must be given by ''all parties to !the 1 

communication." This distinguishes the 1\ilassachusetts law fiom the federal Electronic 

Communications Privacy Act or 1986 (ECPA), Pnb.L. 99-508, 100 Stat 1848 (1986), (codified at 

18 U.S.C. §2511 and elsewhere);' and most state wirclap statutes, n which permit interceptions \V.ith 

the consent of just one party. 

Several of the other statutory definitions and the exceptions embedded therein are potentially 

germane to this case. They include the following: 

The term '·wire eomrmmication" means any communication made in 
whole or in pm1 through the use of facilities for the transmission of 
communications by the aid of wire, cable, or other like connection 
betvvecn the point of origin and the point of reception. (G.L. 272, 
§99 B.L) 

12
Thc ECPA permits interceptions by a civilian party ''where such person is a party to the 

communication or where one olthe parties to 1hc communication has given prior consent to such 
interception unless such communication is intercepted for the purpose of committing any 
criminal or tortious act in violation of the Constitution or laws of the United States or of anv 
State." 18 C.S.C ~251 !(2)(c!) (emphasis supplied). · · 

13
Thirty-eight states plus the Di::itrict of Columbia have one-party consent laws, while 

eleven-- Calilornia, Connecticut Florida, Jllinois, Maryland, IV\~tssaclmsetts, Montana, Nt~w 
Hampshire, Pennsylvania and Washington-- have various sorts oft\\'o-pmiy consent statutes. 
See Digital Media I .mv Project "Recording Phone Calls and Conversations," available at 
http://vvww.dmlp.org/legal-guide/recording-phone-calls-and-co~1versations. The Illinois statute 
was recently ruled unconstitutionally overbroad and violative o{the First Amendment. P..?ople v. 
MclongQ, 2014 JL l14S52, 379 IlL Dec. 43,6 N.E.3d 120 (Ill. Supr. 2014). 
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**** 

The term ''intercepting device" means any device or apparatus which 
is capable of transmitting, receiving, amplifying, or recording a wire 
nr oral communication other than a hearing aid or similar device 
which is being used lo correct subnormal hearing to normal and other 
!han any telephone or telegraph instrument, equipment, facilit.y, or a 

component thereof: (a) t\tmished to a subscriber or user by a 
communications common carrier in the ordinary course of its 
business under its tariff and being used by the subscriber or user in 
lhc ordinary course of its business; or (b) being used by a 
commtmications common can-ier in the ordinary comsc of its 
business. (G.L. 272, §99.B.3; emphasis supplied) 

**** 

The term "communication common carrier'' means any person 
engaged as a common carrier in providing or operating wire 
communication £~1cilities. (G.L. 272, §99.B.12.) 

The parties appear to agree that because the internet depends on cable connec!ions, emails 

constitute "\vire communications.'' Google argues, however, (l) that the "ordinary course of 

business" exception to the statutory definition of an "intercepting device" (G.L. 272, §99.B.3) 

applies to and the User Model process; (2) that is 

additionally exempted because scanning emails after they reach the recipient is not an "interception'' 

within the meaning of (G.L 272, §99.!3.4); (3) that the scanning, having taken place outside of 

Ivfassadmsetts, is not subject to the Massachusetts wiretap statute in any event; and{, 4) that if all else 

rails, the plaJnti fY is at least barred from claiming relief for scanning that occurred after she became 

m:vare of the practice. 

Because I conclude that the statute does not apply to an interception occurring outside 

Massachusetts. it is unnecessary to reach the other issues Googlc has raised, other than to note that 

each raises interesting and, at times, challenging issues of statutory construction. These are 
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especially apparent in the ''ordinary course of business'' ddcnse and emanate in par! , but only in 

pmt - from the tact that unlike the fedcrhl ECPA, the Massaclmsctts statute has remained 

fundamentally unchanged since !986, and so has occasionally undergone awkvvard but necessar)' 

judicial updating to "'maintain its viability in the broad run of cases"' while keeping pace with 

changes in technology and commerce. Commonwealth v. Moodv, 466 Iv1ass. 196, 207 (2013), 

quoting Dillon v. Massachusetts Os.tY Tnmsp. Auth., 49 Mass. App. Ct. 309, 314-16 (2000). 

B. Extratcnitor:ial Application of the Massachusetts Wiretap Statutt~. 

i\s noted above, the servers on which Google scans emails of Gmail users arc physically 

located in None arc 

located in Massachusetts, and so no interceptions physically occur \Vi thin our borders. 

In a series of criminal and civil cases, Massachusetts and federal courts have declined to 

apply the Massachusetts wiretap statute to interceptions occurring outside Massachusetts. The sole 

appellate precedent on the issue is Com~nonwealth v. Wilcox. 63 l'v1ass. App. Ct 13 L 139 (2005). 

There, the defendant gave a statement in a Rhode Island police station that the interrogating officer 

recorded without his knO\vledgc. The Appeals Court upheld the trial court's denial of a motion to 

suppress the statement, noting that "lt]he defendant cites no authority for the proposition lhat G.L 

J.!Jt may not be coincidental that these are all one-party consent jurisdictions (see footnote 
13. supra). Nonetheless, at least one court has. in ruling on a motion to dismiss, found that 
Gmail users' acceptance of (]ooglc 's Terms of Service and Privacy Policies "does not establish 
cxplkit consent" even on the part of Gmail accountholders, because these documents are 
insufficiently explicit as to what Goog!e does and hovv' i.t uses the information thus obtained. In 
re: GoogJe, Inc. Gmail Li!i!lation, 2013 Vv'L 5423918 (U.S. Di:Jt. Cl., N.D. CaL. Sept. 26, 2013) 
at *12-*15. One might debate the point, but the federal court's Curthcr holding "that non-Gmail 
nsers who are not subject to Goog!e's Privacy Policies or Terms of Service have tnot] impliedly 
consented to Google · s interception of their emails to Gmail users" (id. at * 14) seems all but 
irrefutable. Gnoglc has not advanced a consent argument in this case. 
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c. 272, § 99, applies to recordings made outside of MassachuseUH.'' Similarly, in Commonwealth 

y. Tibl~, 2007 WL 4644818 (Mass. Super. 2008; Gants, J.), a judge then of this Court, citing 

,yt!J~Jl?S, ruled admissible statements made in a Rhode Island jail by the defendant to a detainee 

secretly \Vearing a wire. 

Closer to the present case on its f~1cts, in that it concerned an interstate wire communication 

originating in Massachusetts and intercepted elsevvhere, is ~:ommonweahh v. Maccini, 2007 \VL 

1203 560 (Mass. Super. 2007; Fabricant, l ). There, the defendant sent em ails and instant messages 

from }.llassachusetts to a person who, unbekno1.-vnst to the was the Chief of Police of the 

\Vaierford, Ohio, Police Department, and was conducting an undercover investigation inlo trading 

of child pornography on the internet. The Chh:f saved the communications, which were then used 

in a Massachusetts investigation to obtain warrants to search the defendant's AOL account and his 

computers. Holding that the Massachusetts wiretap statute did not apply, the court remarked: 

Lli at *2. 

A fundamental characteristic of the federal system is that each state 
is entitled to its own laws, subject to the supremacy of federal law, 
but that no state may impose its laws on another. See generally, 
Commomvea!th v. 1}arlms, 387 Mass. 735, 742 (1982). 
l\·1assachusetts has not purported to do so; nothing in the wiretap 
statute suggests any intention to regulate conduct outside the bounds 
of the Commonwealth. rommonwealth v. Wilcox, 63 Mass. 
App, Ct. 131, 139 (2005 ). Federal law permits recording with the 
consent of nne party to the communication. See Commonwealth v. 
l;)lood, [400 Mass. 61,67 (1987)], citing United States v. Caceres, 
440 U.S. 741, 750-75! ( 1979). and United States v. Whlte, 401 U.S. 
745, 751 (1971 ). The defendant has identified no Ohio statute or 
other authority that would prohibit [Chiefj Haueter's conduct, and at 
argument conceded that nom: exists. Thus, Haueter's conduct 
violated no law, and was not "unlawful" within the meaning of c. 
272, §99P 1. For thot rcnson alone, the defendant's motion to 
suppress must be denied. 
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At kast two Jedernl cases have reacht:d the same conclusion in civil cas..:s brought under th..: 

Muss<H.:huseus statute. In MacNeil Engineerinu Co. v. Trisport, Ltd., 59 F. Supp. 2d I 99. {D. 

?>:lass. 1999; Young, J.). the defendant recorded in England a telephone ca!l originating in 

Massachusetts. And in l:.QJJ!s:ll v. AMS/Oil,Jnc., 1986 WL 5286 (D. Mass. 1986; Collings, 

U.S.MJ.) at the reverse occurred: a Rhode Island caller recorded his telephone cnll to u 

Massachusetts recipient fn both cases, the h(>lding was that the Massachusetts statute did not apply 

lo the out-of-state interception. 

On the other hand, at least one decision from tbis Couti, noting the lack ofbinding precedent 

and applying principles drawn from the Restatement (Second) of Conflict ofLaws, has applied the 

statute to an interstate telephone call emanating in Massachusetts and recorded by the recipient in 

Virginia . .!Jsd1~.rnlln v. Hashamnour, 2009 WL 6361870 (Mass. Super. 2009). The Etcts in the 

present case, hovvever, underscore the wisdom of the Maccini, tvfacNeil Engineering and fl.~-clldell 

holdings, particularly when one leaves the era of old-style telephones and enters the lntemet Age. 

Emails arc distinctly unlike land-line telephone calls in many respects, one being that an 

email may be sent or received anywhere that has an internet or cellular connection, u:;ing highly 

portable eqnipmcm-laptops with WiFi connections, tablets, and mobile phones. They travel from 

one ~~·!)-sign "address," wholly unrelated to any geographic location, to another. 

As noted above, Google does not keep a record of a Om ail user's residential address. More 

to the point Google has no way of knowing where tbe accountholder' s correspondent- the plaintiif 

in this case, lor cxmnple- resides. Nor is there evidence that Ooogle could know where either Yvas 

siruated when sending or rt~cciving a particular email (see footnote 5), an issue on which, to whatever 

extent it may be relevant, the plaintiiT has the burden of proof 
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Applying the Massachusetts wiretap statute hJ Gmail com1mmica!ions sent to or from a 

lvtassachusctts resident or visitor- irrespective c>f\vhere they might be scanned or processed- would 

thus make compliance a game of chance. Assuming that no responsible entity would risk a 

l'vfassachnsetts felony prosecution by scanning an email !hat might have been sent or received in 

rJ!assachusetts or by a Massachusetts resident, the practical effect would be to regulate the practice 

nationwide. Some would undoubtedly view this us a desirable result; others would just as surely 

disagree. In either event, "a State may not impose economic sanctions on violators of its laws with 

the intent of changing the tortfeasors' lawfl!l conduct in other Stutes." BMW ofNorthAm?Jls;;:;. Inc. 

"A fundamental tenet of statutory interpreiation is thai statutory language should be given 

effect consistent with its plain meaning and in !igbt of the aim o! the Legislature unless to do so 

would achieve an illogical result" Sullivan v. Brookline, Mass. 353, 360 (2001). The 

Massachusetts wiretap statute says nothing, one way or the other, about extraterritorial application. 

Federal regulation is one thing, 1 ~ see ~lore at 572, but there is no reason to suspect that the 

f\·1assachusctts legislature intended, in 1968 or since, that our statute be applied to out-of-state 

conduct, especially vvhcrc this would amount to a 1Vlassadmsetts-imposcd interdiction against a 

practice whose implementation occurs elsevvhere zmd whose effects -- good and bad -- arc 

workhvidc. 

15 As it happens, a federal court in California is considering the legality of Coogle's 
scanning cmd processing of cmails under the fedcrnl ECPA, as well as California's wiretap 
statute. In rc: Gooul<0_]J1C. Gmail Litigitlion, 20l3 \\iL 5423918 (U.S. Dist. Ct., N.D. Cal., Sept. 
26. 2013 ). So far, the plaintiffs have survived a motion to dismiss but lost their motion for class 
certification. >!'he case is still pending. 
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The statute's criminal penalties are relevant f(Jr another renson as well. "The general rule. 

accepted as 'axiomalic' by the courts in this country, is that a State may not prosecute an individual 

for a crime committed outside its boundaries." Vasquez. petitioner, 428 Mass. R42, 848 ( 1999); see 

cases cited there and in Gmu.LD.iJllJY.llil.IHLY- Armstrong, 73 Mass. App. Ct. 245, 249 (2008). 

To this general rule there is the nmTO\V exception knovm as the "effects doctrine,'' under 

which "[a]ct;:; done outside a jurisdiction, but intended to produce and producing detrimental effects 

within it, justi(y a State in punishing the cause of the harm as if he had been present at the effect." 

Strassheim v. Daily, 221 U.S. 2RO, 285 (1911; Holmes, J.). 16 Assw11ing that users ofnon-Gmail 

accounts are detrimentally a fleeted by Google' s oul-of..state scanning of emai ts, Google cannot be 

said to have "intended to produce" such effects within Massachusetts when it had no way of knowing 

where the sender or recipient of a particular email was located. As the Appeals Court observed in 

A.n:nstrong, the effects doctrine is not "so broad as to empmver a State to exercise jurisdiction where 

all acts in furtherance of the crime and all ort'ense elements of the crime are committed wholly 

outside the borders of the State.'' 73 !Vla::>s. App. Ct. al 251. 

For all of these reasons, 1 very much doubt thal the Legi:-;latmc, in 1986 or since, intended 

that the \\'iretap statute be applied to the out-of-state conduct at issue here. Google's Motion for 

Summary Judgmen! is therefore allowed. 

l~>In Stra~s.heim the respondent, a Chicago businessman, traveled to Michigan- the 
prosecuting jurisdiction-· to deliver a bid, which a state authority signed in his presence, for the 
purchase of $10.000 \NOrth of ne\.V equipment; what was later delivered, however, was 
secondhm1f1 equipment. In .YEl;?Jluez. the SJC applied the .S.trassheim rule to a Massachusetts 
father's f~1ilure to pay child support to his family in Oregon. 
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For the foregoing reosons, the defendant's Motion to Dismiss is ALLOWED. Judgment to 

enter, dismissing the Complaint. The text of this decision other than the Order shaH be impounded 

pending decision on ~my motion (joint if possible) J(w redaction, to be filed vvith a copy of the 

proposed redacted decision witbin 20 days of the date the Order is docketed. 

Thomas P. Billings 
Justice of the Superior Cmut 

Dated: February 13,2015 

~ 18-



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

SUFFOLK, ss. 

IMPOUNDED 

~6ilUS 1rJ ~Av!::> 
o<..,. I q,~tt 

A. Y-."" J-. 

COMMONWEALTH OF MASSACHUSETTS 

DEBRA L. MARQUIS 

GOOGLE, INC. 

SUPERIOR COURT 
SUCV2011-02808-BLS1 

MEMORANDUM OF DECISION AND ORDER ON 
PLAINTIFF'S MOTION FOR CLASS CERTIFICATION 

On July 29, 2011, the plaintiff, Debra L. Marquis, individually and on behalf of those 

similarly situated, filed this action against the defendant, Google, Inc. She alleges that she is not 

a user ofGoogle's email service-Gmail-and that Google violated the Massachusetts wiretap 

statute, G.L. c. 2 72, § 99 (wiretap statute), each time it reviewed the content of emails that she 

sent to Gmail users or Gmail users sent to her. Marquis claims that she, and all others similarly 

situated to her, are entitled to statutory damages at the rates set out in G.L. c. 272, § 99(Q), as 

well as declaratory and injunctive relief as a consequence of these violations of the wiretap 

statute. The case is presently before the court on Marquis' motion for class certification, 

pursuant to Mass. R. Civ. P. 23, in which she asks the court to certify a class of: "all 

Massachusetts residents who (1) did not have Gmail accounts at the time that they (2)(a) sent 

emails from their non-Gmail account email accounts to a Gmail account and/or (2)(b) received 

emails from a Gmail account (3) which emails Google scanned for their substantive content to 

use for its own commercial purposes (4) at any time from April2004 (when Google first 
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introduced Gmail) to the present .... " Marquis contends that class certification is appropriate 

because Google processes "millions of emails within a limited number of identifiable categories 

in virtually identical manners." 

The parties have filed memoranda and also a number of affidavits with numerous exhibits 

attached in support of and in opposition to the motion for certification. In addition, Google has 

filed a related motion to strike the affidavit of Michael Helmstadter, a witness who the plaintiff 

submits is an expert able to describe the manner in which Google processes and reviews the 

content of emails and to render certain opinions in support of the plaintiffs motion for class 

certification. That motion is addressed in a separate order. 

On April3, 2014, the court convened a hearing on the motions. In consideration ofthe 

parties' pleadings, evidentiary submissions and oral argument, for reasons that follow, the 

plaintiff's motion for class certification is DENIED. 

BACKGROUND 

The facts relevant to this motion, as revealed by the pleadings and other materials 

submitted by the parties, are as follows. See Fletcher v. Cape Cod Gas Co., 394 Mass. 595, 597 

( 1985) (noting that court may consider relevant factual materials submitted by the parties on a 

motion to certify class action). See also Weld v. Gla:w Well come Inc., 434 Mass. 81, 85-86 

(2001). 

Jn 2004, Google launched Gmail as a free web-based email service. Today, it has 

approximately 400 million users. As explained in more detail below, Gmail uses an automated 

processing system to scan the contents of emails to, among other things, detect spam and 

computer viruses, sort emails, and, of relevance to this case, deliver targeted advertising to Gmail 

users based on words in their emails. Google generates advertising revenue from Gmail by 
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selling advertisements targeted to the users by means of an automated review of email content. 

For example, if a Gmail user sends and receives emails about photography or cameras, he or she 

might see advertising from a local camera store. 

Google Apps is a suite of integrated Google products that includes Gmail. Other Google 

Apps services include a calendar, online file storage, video and text messaging, and archiving 

services. Google Apps customers include businesses, educational organizations, and internet 

service providers that have contracted with Google for these services. The Google Apps 

customer's own system administrators, not Google, oversee the creation of email accounts and 

the drafting and implementation ofterms of service, use policies, or privacy policies associated 

with users' email accounts; some Google Apps customers permit content review and targeted 

advertising, some do not. Generally, Google Apps email users do not have an email address that 

ends with "@gmail.com." 

Marquis is a resident of Boxford, Massachusetts and works as a flight attendant for 

American Airlines. She has an email account with America Online (AOL) and has used her 

AOL email account to communicate with Gmail account users. Marquis claims that Google 

violated the wiretap statute by scanning the emails she exchanged with Gmail users without her 

consent At a deposition on February 12,2013, Marquis acknowledged that she has sent emails 

to Gmail users from her non-Gmail account even after she filed this action. 

Declaration of Brad Chin & Google's Terms of Service and Disclosures 

Google has submitted the declaration of Brad Chin, a senior privacy manager at Google 

since 2012. According to Chin, Google discloses information about its collection and processing 

of data in numerous ways, including through its terms of service, privacy policy, Gmail privacy 

notices, and Gmaillegal notices. Google supplements these disclosures with information about 

-3-



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

specific services on various web pages within Google's website, including "Help" pages and 

Google tools that allow users to customize their privacy and advertising settings. The language 

of these disclosures has evolved over the years, and in consequence, Gmail and Google Apps 

users who began using Gmail on different dates may have seen different disclosure language 

about Google's data practices when they opened their email accounts. 

All Gmail users must agree to Google's tenns of service and privacy policy before 

creating a Gmail account. Gmail legal notices and privacy notices have been incorporated into 

the terms of service and privacy policy. Gmail users create their accounts through Google's 

"Create an Account" page. This page has changed over time, but has consistently required users 

to click a box indicating that by opening a Gmail account, he or she will agree to be bound by 

Google's terms of service and privacy policy. At various times, this page has explained that, 

"[w]ith Gmail, you won't see blinking banner ads. Instead, we display ads you might find useful 

that are relevant to the content of your messages." By contrast, Google Apps users go through a 

different sign-up process through pages created by the Google Apps customer (e.g. a business or 

educational organization). 

The April 16, 2007 version of Google's terms of service was in effect at the beginning of 

the putative class period and remained in effect through March 1, 2012. See Exhibit D to Chin 

Declaration. The April2007 terms of service informed users that: "Some of the Services are 

supported by advertising revenue and may display advertisements and promotions. These 

advertisements may be targeted to the content of information stored on the Services, queries 

made through the Services or other information." Services are defined as, "Google's products, 

software, services and web sites." 

From October 14, 2005 to October 3, 2010, Google provided Gmail-specific privacy 
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disclosures that it incorporated into the Google privacy policy. The Gmail privacy notice dated 

October 14, 2005 explained that: "Google maintains and processes your Gmail account and its 

contents to provide the Gmail service to you and to improve our services. The Gmail service 

includes relevant advertising and related links based on the IP address, content of messages and 

other inforn1ation related to your use ofGmail. Google's computers process the information in 

your messages for various purposes, including formatting and displaying the information to you, 

delivering advertisements and related links, preventing unsolicited bulk email (spam), backing 

up your messages, and other purposes relating to offering you Gmail." 

In addition, Google maintains various publicly accessible "Help" pages. The language of 

these Help pages has changed over time. From June of2009 to June of2012, one Help page 

entitled, "Ads in Gmail and your personal data," stated: 

Ads that appear next to Gmail messages are similar to the ads that appear next to Google 
search results and on content pages throughout the web. In Gmail, ads are related to the 
content of your messages. Our goal is to provide Gmail users with ads that are useful and 
relevant to their interest. 

Ad targeting in Gmail is fully automated, and no humans read your email in order to 
target advertisements or related information. This type of automated scanning is how 
many email services, not just Gmail, provide features like spam filtering and spell 
checking. Ads are selected for relevance and served by Google computers using the 
same contextual advertising technology that powers Google's AdSense progran1. 

Google's internal records indicate that this Help page received 

from 2010 to 2012. From December of2011 to December of2012, another Help page 

explained: 

Is Google reading my mail? 

No, but automatic scanning and filtering technology is at the heart of Gmail. Gmail scans 
and processes all messages using fully automated systems in order to do useful and 
innovative stuff like filter spam, detect viruses and mal ware, show relevant ads, and 
develop and deliver new features across your Google experience. Priority Inbox, spell 
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checking, fmwarding, auto-responding, automatic saving and sorting, and converting 
URLs to clickable links are just a few of the many features that use this kind of automatic 
processing. 

Exhibit R to Chin Declaration. Additionally, Google's "Ad Preferences Manager" page was 

viewed approximately times from 201 0 to 2012. Declaration ofT obias Haamel 

dated Jan. 13, 2014. 

Publicity Surrounding Launch of Gmail and its Scanning Processes 

Ever since Google first introduced Gmail in 2004, there have been thousands of news 

articles, radio programs, blog posts, law review articles, and videos generated concerning 

Gmail's automated scanning features. See Declaration ofKyle Wong dated Jan. 17, 2014. 

According to Google, a search of news articles on Westlaw revealed that there are nearly 2,000 

articles on the topic ofGmail's scanning of users' emails. A Google search of the term "Gmail 

scans email content" returned millions of results. The materials Google has submitted in 

opposition to the motion for class certification include a number of articles discussing this topic. 

These articles were published in Forbes, USA Today, U.S. News & World Report, the New York 

Times, Wired, the Washington Post, PCWorld, the Chicago Tribune, the Boston Globe, the 

Houston Chronicle, the Seattle Times, CNet.com, the Los Angeles Times, and the Wall Street 

Journal, among other newspapers and magazines, from 2004 to 2013. See Exhibits 2-73 of 

Wong Declaration. For example, the May 31,2004 Boston Globe includes an article by 

Hiawatha Bray entitled "Google's Gmail is still a rough draft." It includes the following 

passage: 

Much has been made ofGoogle's plan to make money offthe service by featuring ads 
inspired by the contents of the e-mail messages. Intrusive? Not really. Indeed, it's sort of 
cool. A note about the Bank of America merger with FleetBoston Financial Corp. spawns 
an ad from the Internet service Mapquest, offering to draw a map of all Fleet offices. An 
attack on firms that hire engineers from overseas features an ad seeking hosts for foreign 
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exchange students. 

I took to checking the mail just to see what kind of advertisement would pop up. Again, 
that's just what Google wants. Unlike most ads, these relate to something that interests 
you, so you'll almost certainly read them. 

At the same time, Gmail taps the Google Web index, posting links to sites with related 
information. These aren't ads, just a smattering of related Internet pages that can help you 
better understand the e-mail you're reading. This feature won't bring Google any 
revenue, but it's helpful enough to attract still more faithful users. 

' 
The ads and index links are in plain text, on the right side of the page. They're far less 
obtrusive than the gaudy flashing ads found on most free e-mail services. As for the 
threat to privacy, Google vows that it won't keep or sell any information it derives from 
scanning thee-mails. California's state senate just passed a bill that would make this 
policy mandatory. In all, the system offers much to admire and nothing to fear. 

Gmail still needs lots of work, though. Start with its spam filtering. It's not very good. It 
seems to use a Bayesian approach the kind of filter that gets better at snufling spam as 
more people use it. Google asks users to mark any spam that gets through, to help train 
the system. And the system needs plenty of help. Lots of spam messages are allowed to 
pass, while the occasional good message is filtered out. 

So let's assume that Google improves Gmaii's spam filtering and beefs up its features. 
Will it then be worth $40 just to sign up? Of course not. By then, it'll probably be 
available for free. But in case you feel differently, I still have two unused Gmail 
invitations. Make an offer. 

Exhibit 12 of Wong Declaration. An article from the New York Times by David Pogue dated 

May 13, 2004, entitled "STATE OF THE ART; Google Mail; Virtue Lies In the In-Box" has the 

following description of automated email review: 

So six weeks ago, when Google described Gmail, the free e-mail service it is testing, the 
prevailing public reaction was shock. The company said that its software would place ads 
in your incoming messages, relevant to their contents. 

It appeared to many people that Google had gone way beyond evil into Big Brother land. 
What could be more sinister than snooping through private correspondence looking for 
advertising opportunities? 

Privacy advocates went ballistic. The Electronic Privacy Information Center called for 
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Gmail to be shut down, describing it as "an unprecedented invasion into the sanctity of 
private communications." And a California state senator, Liz Figueroa, offered a bill that 
would make it illegal to scan the contents of incoming e-maiL (Never mind that such a 
bill would make it illegal for children's e-mail services to filter out pornographic 
material.) 

Those reactions, as it turns out, are a tad overblo\\'11. In fact, no human ever looks at the 
Gmail e-mail. Computers do the scanning-- dumbly, robotically and with no 
understanding the words --just the way your current e-mail provider scans your messages 
for spam and viruses. The same kind of software also reads every word you type into 
Google or any other search page, tracks your shopping on Amazon, and so on. 

Besides, if you're that kind of private, Gmail is the least of your worries. You'd better 
make sure that the people at credit-card companies, mail-order outfits and phone 
companies aren't sitting in back rooms giggling at your monthly statements. Heck, how 
do you know that your current e-mail providers -- or the administrators of the Internet 
computers that pass mail along-- aren't taking an occasional peek? 

Still, you feel what you feel. If Gmail creeps you out, just don't sign up. 

That would be a shame, though, because you'd be missing a wonderful thing. Even in its 
current, early state, available only to a few thousand testers, GmaiJ appears destined to 
become one of the most useful Internet services since Google itself. 

Exhibit 7 of Wong Declaration. 

Plaintifrs Expert Michael Helmstadter's Analysis of Google's Email Practices 

Marquis has submitted a thirteen-page affidavit from her expert, Michael Helmstadter. 

See Exhibit 2 to Affidavit of Jeffrey Thorn dated Feb. 14,2014. The Helmstadter Affidavit 

explains that Helmstadter analyzed Google's protocol for scanning emails sent between Gmail 

users and non-Gmail email users. Helmstadter has had over twenty years of experience in the 

analysis, development, and management of various computer systems, as well as experience in 

computer programming, database management, and companies' software and hardware 

infrastructure administration. Helmstadter and fellow plaintiff's expert, Jeffrey Page, have 

reviewed emails produced by Marquis, documents produced by Google, and deposition 

testimony. Helmstadter has also conducted his own independent testing and research concerning 
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----------------------------------

Google's Gmail system and the underlying metadata. He avers that: 

6. In order to better understand the processes Google uses to scan emails for commercial 
content, I, along with Jeffrey Page, have (1) conducted a variety of tests on Plaintiffs 
emails which were downloaded from her AOL email account to an Outlook program in 
order to review their metadata properties; (2) analyzed Gmail's incoming and outgoing 
emails and the javascript code present with the email, by using dedicated progran1s 
including Tel erik Fiddler to reveal this data, while working within both existing and 
newly created "sterile" sample Gmail accounts; (3) analyzed the metadata attached to 
emails sent between non-Gmail users and Gmail users, in both Plaintiffs emails and 
various other accounts and emails created specifically to better understand Google's 
scanning process and the servers through which it runs; and (4) have tested the feasibility 
of using difierent types of software programs to search through email metadata for key 
terms and determine whether such searches could be conducted on a large-scale basis. 

7. I have concluded that Google uniformly scans for commercial content those emails 
sent between Gmail email users and non-Gmail email users in certain circumstances. In 
this expert report, I provide an overview of relevant scanning issues and then address the 
following circumstances in which emails are uniformly emails which are 
assigned a smart label; (2) all emails sent to Gmail (i.e., all 
"incoming emails"); (3) all emails sent to Gmail 
opened by the Gmail user Gmail's Web-Based ...... ~u ... ,..,..,, 
Gmail users were sent to non-Gmail users using a Web-Based 
interface. 

8. These "sub-classes" of emails overlap-for example, (1) all emails assigned a smart 
label includes all (2) emails sent to Gmail users --but the subclasses 
exclude any emails which have not been scanne~ 

Helmstadter believes that Google has scanned billions of emails exchanged between 

Gmail users and non-Gmail users for their substantive content in order to extract commercial 

value and provide targeted advertising to the Gmail users. According to Helmstadter, the exact 

manner ofGoogle's scanning for commercial purposes has evolved to become increasingly more 

"intrusive" since Gmail was originally made public. For example, 
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"-"''"''"''"'implemented the creation of a "User Modeling" system for individual 

Gmail users. This form of personalized advertising is based on an individual's User Model and 

is a collection of attributes and data based on the user's Gmail email contents as well as other 

factors. Helmstadter believes that all Gmail accounts are created with personalized advertising 

activated, Gmail's default setting. He believes that all Google Apps accounts 

Helmstadter opines that Google tracks whether companies have enabled advertising. 

Google constructs the User Model of a Gmail user in 

scans the text body of an email for substantive information. By analyzing 

incoming and outgoing emails and the associated JavaScript, Helmstadter has concluded that 

1 Exhibit E appears to show JavaScript from a message within Gmail (sent by Google to a 
Gmail user), not a non-Gmail account. 
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emails for substance and content 

advertisement would generate more revenue for Google and 

would select that advertisement to be displayed to a Gmail user. 

In addition, Helmstadter believes that Google uniformly scans cetiain categories of 

emails for commercial purposes as follows: all emails which have been assigned a Google Smart 

label; all emails sent to Gmail users all emails sent to Gmail users prior to 

were opened by the Gmail user using Gmail's web-based intetface; all 

emails sent from Gmail users non-Gmail users using a web-based interface; 

and emails sent to and from Google Apps clients. Helmstadtcr asserts that he can identify each 

category of emails through metadata or other records maintained by Google. 

Helmstadter concludes that he has "done sufficient testing to confirm that a software 

program could be written and/or purchased and customized that would be able to search 

metadata (whether contained within the email or not) for key terms indicating whether a 

particular email residing in either the Class member's account or the relevant Gmail account was 

in violation of the Massachusetts Wiretapping Statute because Google had scanned the 

substantive content of such email for information that it could use to make a profit for itself." 

Declaration of Stacey Kapadia and the Processing of Emails in Gmail 

Google bas submitted the twenty page declaration of Stacey Kapadia dated January 16, 

2014 in opposition to the motion for class certification. Kapadia, a software engineer at Google, 

is familiar\\ti.th GoogJe's internal systems related to Gmail and general business decision-making 

and strategy related to these systems. Kapadia is aware that Marquis claims that Google "reads" 

all emails in four categories: (1) all emails that have Smart Labels associated with them; (2) all 

emails sent to a Gmail (3) all emails sent to a Gmail accoun--
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-that were opened by a Gmail account holder using Google's web-based 

interface/SMTP pathway; and (4) all emails sent from a Gmail account using Google's web-

based interface/SMTP pathway to non-Gmail users after She refers to these 

categories of emails as Categories 1, 2, 3, and 4, respectively, throughout her declaration and 

disputes the claim that Google reads all these emails. Kapadia states that: "Google does not 

'read' emails. Google employees do not review Gmail messages (except in rare circumstances 

with express user permission). Rather, Google applies automated processing to email messages 

to provide various services and features to users of the free Gmail service." Kapadia also asserts 

that in each of the categories identified by Marquis, Google's processing of email is not uniform, 

and the text of an email may or may not be scanned based on factors that differ from user to user 

and from message to message. 

According to Kapadia, many emails are rejected and never delivered or scanned. 

the email must successfully exchange a series of command/reply sequences with Google's 

servers using the Simple Mail Transfer Protocol (SMTP). If those sequences are not successful, 
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Kapadia maintains that there are several additional exceptions to scanning that undermine 

Marquis' assertion that uniform scanning applied to the emails in Category 3, emails sent to a 

Gmail account were opened by a Gmail account holder using Google's 

web-based interface/SMTP pathway. The emails in Category 3 are associated with processing 

involve human review. 

operates by identifying may be relevant for advertising purposes. 

Google' s systems subsequently attempt to match an advertisement to those words, which will be 

shown to the Gmail user when he or she views the email. 

to Gmail users in numerous circumstances, and 

scanning was based on factors that varied for each email. 
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\Vhich emails were 

for most users as compared to the time period 

Moreover, the scanning of emails in Category 2, emails sent to Gmail users 

2
- advertisements are shown in Gmail on mobile devices,­
~sements shown when emails are viewed on mobile devices-
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is also subject to various exceptions. The emails in Category 2 refer to emails subjected 

dates of events referenced 

in the text of emails and enables Gmail users to click the date and automatically create a 

reminder in the user's calendar. shipping notifications with package 

tracking information and enables Gmail users to click a button that takes them to the shipping 

company's website to track their shipments. · some circumstances to assign 

a "Smart Label" to an email in a section Gmail inbox. In a sectioned inbox, emails are 

automatically sorted into various categories, such as, "Primary," "Social," "Promotional," 

"Updates," and "Forums." These categories are automatically assigned based on various 

characteristics of the email, some of which are derived 

Gmail users have the option of opting out of personalized advertising on Google's 

website and infom1ation for 

those particular users. If the user has not opted out of personalized advertising and if a user 

accesses Gmail in a manner that displays advertising, then the information obtained from a 

number of the user's most recent emails and additional basic data concerning the user are 

harvested in a . This collective information is 

used to select and display ads to the Gmail user. 

is not applied to all emails sent to Gmail users. 

an email received by a Gmail email account generally 

Although many 
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A non-Gmail user could not review his or her 

own email account to detennine whether an email was Google's 

systems do not provide any infonnation to the non-Gmail sender that reflects scanning. 

As to Category 1 emails, emails assigned a Smart Label, Kapadia asserts that these emails 

have not necessarily been scanned for commercial content. She disputes Helmstadter's 

JavaScript coding is present with respect to a particular email, it would 

the contents of an email were scanned for purposes of displaying advertisements. For instance, 

has occurred. 

Kapadia also disputes Helmstadter's conclusion that all emails in Category 4, emails sent 

from a Gmail account using Google's web-based interface/SMTP pathway to non-Gmail users 

are unifonnly scanned. 

rather, 
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the 

Kapadia notes that Google Apps email users present further individualized issues relating 

to whether emails are scanned. Some Google Apps users may have advertising disabled entirely 

for their accounts, depending on settings chosen by their account managers. If advertising is 

disabled, then the Google 

Apps accountholder. Also, if advertising is disabled, ••• for a user, 

the user has chosen to opt out of personalized advertising. 

Finally, Kapadia notes that Google 

For instance, Google 

Gmail users 

are not required to identify their state of residency in order to create a Gmail account. 

Declaration of Brandon Long and Google Apps 

Google has also submitted the declaration of Brandon Long, a software engineer at 

Google familiar with Google Apps. Google Apps allows customers to customize their Google 

Apps email account by directing emails sent to their end users to be processed over their own 

systems, rather than Google's systems. This can be implemented in a number of different ways, 

but some result in no COB processing. Customers can configure these settings, and these 

settings may vary with respect to a particular Google Apps customer. For example, a Google 

Apps customer may initially use Google's systems to process emails sent to its end users and 

then eventually transfer processing to its own systems. 
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Long is not aware of any data source or method that could be used to identify the Google 

Apps customers that configured their Google Apps accounts to avoid COB processing without 

reviewing infonnation specific to each individual Google Apps customer. Moreover, according 

to Long, Google does not keep records about which Google Apps customers use their own 

systems to process email messages in place of Google's systems. 

After reviewing portions of Google's code, Long disputes Helmstadter's assertion that 

"all Google Apps accounts until approximately 2011 were created with advertising activated at 

the corporate domain level and, at the individual user settings level with User Modeling and 

personalized advertising enabled." He points out that Google Apps for Business has always had 

advertising disabled by default and whether advertising was ever activated depends on the 

choices a Google Apps customer makes when setting up and maintaining the account. 

DISCUSSION 

This couti has broad discretion in determining whether to certify a class action. Salvas v. 

Wal-Mart Stores, Inc., 452 Mass. 337,361 (2008). The court, however, may not grant class 

status on the basis of speculation or generalization regarding the satisfaction of the requirements 

of Mass. R. Civ. P. 23, or deny class status by imposing, at the certification stage, the burden of 

proof that will be required of the plaintiffs at trial. Weldv. Glaxo Wellcome Inc., 434 Mass. 81, 

84-85 (2001). "The standard defies mathematical precision .... " !d. at 85. 

Under Mass. R. Civ. P. 23, the plaintiff must show that (1) the class is sufficiently 

numerous to make joinder of all parties impracticable, (2) there are common questions of law 

and fact, (3) the claims or defenses of the representative party are typical of the claims or 

defenses of the class, and (4) the named plaintiff will fairly and adequately protect the interests 

of the class. See Mass. R. Civ. P. 23(a). Moreover, the plaintiff must show that common 
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questions of law and fact predominate over individualized questions and that the class action is 

superior to other available methods for fair and efficient adjudication ofthe controversy. See 

Mass. R. Civ. P. 23(b). Under Mass. R. Civ. P. 23, a party moving for class certification is only 

required to provide "information sufficient to enable the motion judge to form a reasonable 

judgment" that certification requirements are met. Aspinall v. Philip Morris Cos., 442 Mass. 

381, 392 (2004) (citation omitted). 

Federal case law suggests that there is another element that must be established before a 

class may be certified, that is that the class is "ascertainable." In Dononvan v. Philip Morris 

USA, Inc, 268 F.R.D. 1, 9 (D. Mass. 2010), a Federal District Court described this requirement 

as follows: "While not explicitly mentioned in Rule 23, an implicit prerequisite to class 

certification is that a 'class' exists-in other words, it must be administratively feasible for the 

court to determine whether a particular individual is a member .... To be ascertainable, all class 

members need not be identified at the outset; the class need only be determinable by stable and 

objective factors." Dononvan v. Philip Morris USA, Inc., 268 F.R.D. at 9 (internal quotations 

and citations omitted). However, when "class members [are] impossible to identify prior to 

individualized fact-finding and litigation, the class fails to satisfy one of the basic requirements 

for a class action under Rule 23." Shanley v. Cadle, 277 F.R.D. 63,68 (D. Mass 2011). See also 

Kwaak v. Pfizer, Inc., 71 Mass. App. Ct. 293, 300-301 (2008) (where class certification was 

reversed when individual proof would be required to determine whether a particular purchaser of 

Listerine was exposed to deceptive advertising that affected the decision to purchase the product 

as the advertising was not uniform during the class period). 

Marquis, of course, asserts that all of the Rule 23 prerequisites for class certification are 

met and her proposed class is ascertainable. Google opposes class certification on the grounds 
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that the plainti:tr s proposed class is unascertainable and overbroad and because individual issues 

overwhelmingly predominate.3 In particular, Google contends that because of the wide 

publication of the fact that Google uses automated processes to scan emails for content to deliver 

targeted advertising as a means of generating revenue from the email service that is free to Gmail 

users, publication both by Google itself as well as in articles written by independent journalists, 

there is a paramount individualized question of fact that must be adjudicated with respect to 

every potential class member: Did the non-Gmail email user know that Google would perform 

this automated content review when he or she sent or received an email from a Gmail user such 

that the non-Gmailuser could be said to have consented to this content review? For the reasons 

that follow, the court agrees with Google that this individual question of fact predominates for 

most, if not all, putative class members. The court therefore need not address the question of 

whether a class is ascertainable, although it will briefly discuss this issue. 

Predominance 

Under Mass. R. Civ. P. 23(b), the plaintiff must show that common questions oflaw and 

fact predominate over individualized questions, and that the class action is superior to other 

available methods for fair and efficient adjudication of the controversy. See Mass. R. Civ. P. 

23(b). See also Salvas v. Wal-Mart Stores, Inc., 452 Mass. at 363 ("The predominance test 

expressly directs the court to make a comparison between the common and individual questions 

involved in order to reach a determination of such predominance of common questions in a class 

3 Google also a-;serts that Marquis is not an adequate class representative. As noted 
during oral argument, in a case of this sort, the fact that the named plaintiff does not understand 
the legal theories for the claim asserted by her attorney will seldom preclude class certification 
where the attorneys are competent to represent the class and the plaintiff understands her 
representative role. In any event, because the court has denied class certification for other 
reasons, this issue need not be further addressed. 
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action context") (citation omitted). The predominance requirement is satisfied by a sufficient 

constellation of common issues between class members and cmmot be reduced to a mechanical, 

single-issue test. See Weld v. Glaxo Wellcome Inc., 434 Mass. at 92. See also Waste Mgt. 

Holdings, lnc. v. Mowbray, 208 F.3d 288, 296 (1st Cir. 2000). 

After the parties filed their pleadings and evidentiary materials in support of and in 

opposition to the motion for class certification, but prior to the April 3, 2014 hearing on the 

motion, Judge Lucy H. Koh of the United States District Court for the Northern District of 

California issued a decision denying, with prejudice, a motion for class cettification in a 

consolidated multi-district litigation in which various plaintiffs brought similar claims against 

Google as those now before this court. See In re Google Inc. Gmail Litigation, No. 13-MD-

02430, 2014 WL 1102660 (N.D. Cal. Mar. 18, 2014). In those consolidated putative class 

actions, the plaintiffs claimed that Google violated state and federal antiwiretapping laws in its 

operation of Gmail by intercepting and reviewing emails over a period of several years. They 

asserted causes of actions under "(1) the Electronic Communications Privacy Act of 1985 

("ECPA" or "the Wiretap Act"), 18 U.S.C. §§ 2510 et seq. (2012); (2) California's Invasion of 

Privacy Act ("CIPA"), Cal. Penal Code§§ 630 et seq. (West 2014); (3) Maryland's Wiretap Act, 

Md. Code Ann., Cts. & Jud. Proc. § 10-402 (West 2013); and (4) Florida's Wiretap Act, Fla. 

Stat. Ann.§ 934.01 (2013)." ld. at *1. The plaintiffs moved to certify four classes and three 

subclasses. In opposition, Google argued that none of the proposed classes satisfied the 

ascertainability, predominance, and superiority requirements. The court denied class 

certification because the plaintiffs failed to satisfy the predominance requirement. It held "that 

individual issues regarding consent are likely to overwhelmingly predominate over common 

issues" as "there is a panoply of sources from which email users could have learned ofGoogle's 

- 21 -



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

interceptions other than Google' s TOS and Privacy Policies." !d. at * 17. For example, 

individuals could have learned about Google's interceptions of email from the news media, from 

Google itself, and from other sources, and the court noted that these sources were relevant to the 

question of whether consent to the alleged interceptions should be implied from the surrounding 

circumstances. !d. at * 19. The court explained the reasons for its holding as follows: 

Some Class members likely viewed some of these Google and non-Google disclosures, 
but others likely did not. A fact-finder, in determining whether Class members impliedly 
consented, would have to evaluate to which of the various sources each individual user 
had been exposed and whether each individual "knew about and consented to the 
interception" based on the sources to which she was exposed. See Berry, 146 F.3d at 
1011. This fact-intensive inquiry will require individual inquiries into the knowledge of 
individual users. Such inquiries-determining to what disclosures each Class member was 
privy and determining whether that specific combination of disclosures was sufficient to 
imply consent-will lead to numerous individualized inquiries that will overwhelm any 
common questions. 

!d. at * 18. While the court's decision in In re Google Inc. Gmail Litigation does not expressly 

address the Massachusetts wiretap statute, and, is in any event not binding on this court, for the 

reasons discussed below, this court finds Judge Koh's reasoning persuasive. 

Before turning to the issue of predominance under the Massachusetts wiretap statute, it is 

useful briefly to identify certain questions that this case presents, but that the court need not 

decide at the class certification stage of the litigation. First, no Massachusetts appellate court has 

yet specifically held that emails are covered by the Massachusetts wiretap statute (see 

Commonwealth v. Moody, 466 Mass. 196,207-209 (2013) (where text messages are held to be 

covered by the statute because they are communications transmitted with the aid of wire, cable or 

other like connection)), and even if they are, Google's automated review of emails for words that 

may link to targeted advertising may be exempt. For example, an essential component of any act 

in violation of the statute is the use of an intercepting device, and G.L. c. 272, § 99(B)(3) defines 
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"intercepting device." That definition is initially quite broad, "any device or apparatus which is 

capable of transmitting, receiving, amplifying or recording a wire or oral communication," but 

within that category of devices, the statute excludes "any telephone or telegraph instrument, 

equipment, facility, or a component thereof ... , being used by a communications common 

carrier in the ordinary course of business." Query whether Google's servers that routinely scan 

email for spam, viruses, and content for keywords but not substance fit this exception? 

Turning then to the question of whether for the plaintiff's proposed class common 

questions of fact predominate over individualized questions, the court begins by considering the 

facts that a putative class member must prove to establish a violation of the Massachusetts 

wiretap statute. Our wiretap statute is framed largely in negative terms: surreptitious 

"interception" of any "wire or oral communication" "by any person (private citizen or public 

official) is proscribed, except as specifically provided in a few narrow exceptions ... As defined 

by the statute, the term 'interception' 'means to secretly hear, secretly record, or aid another to 

secretly hear or secretly record the contents of any wire or oral communication through the use 

of any intercepting device by any person other than a person given prior authority by aU parties 

to such communication."' See Commonwealth v. Tavares, 459 Mass. 289,296 (2011). The core 

of the statute is thus, the prevention of the secret interception of wire communications, i.e., an 

interception that is secret as to at least one of the participants. Indeed, in an early case 

construing the wiretap statute, Commonwealth v. Jackson, 370 Mass. 502, 505 (1976), the 

Supreme Judicial Court (SJC) explained that "it is clear that the Legislature intended that the 

statutory restrictions be applicable only to the secret use of such devices. (See § 99 A, and see 

§ 99 B 4 which defines the term 'interception' to include 'to secretly hear [or to} secretly 

record.')" (emphasis supplied). In consequence, if a recording is "not made secretly," it does 
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"not constitute an 'interception'" and there has been no violation of the statute. 

The facts of Jackson, while quite d1fferent from the facts of this case, are nonetheless 

instructive. In Jackson, the defendant had kidnapped his victim. He placed a series of telephone 

calls to the victim's brother to convince him that he held the victim. The brother jury-rigged a 

recording device to the telephone and recorded the defendant's calls. During two of the several 

calls, the defendant expressly stated that he knew the caii was being taped or the line tapped, but 

nonetheless went on to discuss the kidnapping. After his indictment, the defendant moved to 

suppress the telephone call recordings, but the trial court denied the motion as it related to the 

two calls in which the defendant said that he knew the call was being recorded or the telephone 

"tapped." The defendant argued that even though he had stated that he knew that he was being 

recorded, this was only surmise on his part, as he had not been expressly informed that he was 

being taped or tapped during the telephone conversation. The SJC rejected that argument. It 

agreed with the defendant that he had to have "actual knowledge" that he was being taped, but 

that knowledge could be proved with evidence other than an express statement made during the 

call by the brother that the call was being taped.4 A person's "words and conduct" are "objective 

factors" from which actual knowledge of an "interception" can be determined and therefore 

whether it was actually secret. Jd at 507. Similarly, in this case, a plaintiff class member will 

have to prove that Google's automated review of the contents of an email were unknown, i.e., 

"secret" as to him or her. 

4 The plaintiff suggests thatJackson can be read to hold that the conversations in which 
the defendant did not expressly state that he knew the telephone was "tapped" could not be 
recorded without violating the statute. The trial court only suppressed the two statements in 
which the defendant commented on the taping and the defendant was convicted. The SJC made 
clear in its opinion that the appeal addressed only the two calls that the trial judge did not 
suppress. Jd. at 505. 
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The plaintiff argues that a decision of the First Circuit Court of Appeals, Campiti v. 

Walonis, 611 F.2d 387 (1st Cir. 1979), stands for the proposition that consent must be express 

and can never be implied by objective factual evidence. Such a statement would be inconsistent 

with Jackson, but in any event, it is not what the Campiti court held. The question of whether 

"implied consent" is adequate to establish that the interception of a telephone call is not secret 

depends on what one means by the term "implied consent." In Campiti, the First Circuit held 

that it is not enough to show simply that a person "should have knm.vn his call would probably be 

monitored and he, therefore, gave consent." Id at 393. Under those circumstances, where proof 

of actual knowledge was not forthcoming, consent cannot be implied. However, where objective 

evidence establishes, as a question of fact, that a person knew that a call was being "intercepted," 

the interception was not secret and did not violate the statute. 

In In re Google Inc. Gmail Litigation, Judge Koh used the term "implied consent" as a 

means of distinguishing the situation in which a person knew that the emails were being 

reviewed by Gmail and therefore impliedly consented to the practice when she exchanged emails 

with a Gmail user, from «express consent" which occurred when a Gmail user accepted terms of 

service that expressly stated that an automated content review would occur. Whether the non­

Gmail user, who had not clicked agreement with terms of service describing the review, 

nonetheless knew about the automated content review was a question of fact. As Judge Koh 

explained, "courts have consistently held that implied consent is a question of fact that requires 

looking at all of the circumstances surrounding the interceptions to determine whether an 

individual knevv that her communications were being intercepted." In re Google Inc. Gmail 

Litigation, 2014 WL 1102660 at *16. Indeed, among the cases that Judge Koh cited in support 

of that comment was a First Circuit decision, Griggs-Ryan v. Smith, 904 F.2d 112, 116-117 (1st 

-25-



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

Cir. 1990), in which the court explained that "implied consent is not constructive consent. 

Rather, implied consent is 'consent in fact' which is inferred from surrounding circumstances 

indicating that the [party] knowingly agreed to the surveillance .... [t]he circumstances relevant 

to an implication of consent will vary from case to case, but the compendium will ordinarily 

include language or acts which tend to prove (or disprove) that a party knows of, or assents to, 

encroachments on the routine expectation that conversations are private." Griggs-Ryan v. Smith, 

904 F.2d at 116-117 (internal citations and quotations omitted). While Griggs-Ryan addressed 

the federal wiretap statute, these comments on the fact-based inquiry concerning knowledge are 

equally applicable to this case. 

As noted above, Google was never secretive about its automated review of emails. In 

this case, the factual record before the court documents the numerous opportunities that any 

potential class member had to become exposed to disclosures concerning the fact that Google 

conducted an automated review of emails to deliver targeted advertising to Gmail users. In 

consequence, with respect to any non-Gmail email user who exchanged emails with a Gmail 

user, the first factual question that must be confronted is: Did that person know about Google's 

automated email review? For some putative class members, the resolution might be entirely 

documentary; if for exan1ple, they had or still have a Gmail account, in addition to the non-Gmail 

email service, and accepted tern1s of service that expressly explained the Google review. For 

many class members, however, the resolution of this question may tum on individualized 

evidence such as the extent of their use of the internet and technical sophistication and involve 

issues of credibility. 

This same type of individualized factual inquiry necessary in this case precluded class 

certification in Kwaak v. Pfizer, Inc., as discussed infra. There, the defendant employed 
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advertising for a period of time that suggested that Listerine was a substitute for flossing. This 

was alleged to be deceptive. During the class period, however, not aU of the defendant's 

advertising included this assertion. In reversing the trial court's order certifying a class, the 

Appeals Court stated: 

The class proposed to be certified therefore includes some consumers 
with exposure and some without exposure to a variety of different 
advertisements, some deceptive, for at least a category of consumers, and 
others adequately informative for any reasonable consumer. The class 
would include those who purchased the product for reasons related to the 
deceptive aspects of the advertising and those who purchased it for 
reasons totally unrelated. In these circumstances, it is difficult to 
conclude that the class certified consists of consumers similarly 
situated and similarly injured by a common deceptive act or practice. 

Klt'aak v. Pfizer, Inc., 71 Mass. App. Ct. at 301. Similarly, in this case, the proposed class 

undoubtedly includes many non-Gmail users who fully understood that Google monetized its 

Gmail service, which was free to all users, by delivering targeted advertising based on scanning 

email content. Determining which potential class members were aware of this practice would 

involve the same type of tactual inquiry as would be required to determine which customers 

purchased Listerine in reliance on a deceptive ad and which did not. 

In this case, as in Kwaak, the plaintiff looks for support in the SJC' s decision, Aspinall v. 

Philip Morrho; Companies, Inc., 442 Mass. 381 (2004), in which the SJC directed that a class of 

. purchasers of Marlboro Light cigarettes be certified. In her reply brief, the plaintiff makes the 

following assertion: "[The SJC upheld] class certification even though 'plaintiffs have no 

chance of demonstrating that every class member was injured;" citing pages 393-394 of the 

opinion. The quoted language, however, refers not to the SJC's reasoning, but to the defendant's 

contention, a factual contention that the SJC expressly rejected. On that point, the SJC made 

clear that the class was certified with respect only to economic damages which, if proved, would 
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be exactly the same for each class member so that no individualized inquiry of class members 

would be required. Id. at 397-400. As the SJC explained, the common question of fact that was 

predominant and made a class action the superior means for litigating the dispute was whether 

the defendant's conduct was deceptive. That question was ''to be answered on an objective basis 

and not by the subjective measure [individualized to each smoker] argued by the defendants." !d. 

at 394. Here, there is nothing inherently deceptive in Google's protocol which it repeatedly 

disclosed and explained in public fora. The question of whether a particular class member had 

been exposed to these disclosures is clearly individualized. In this case, class members cannot 

be identified without an individualized inquiry. 

Google Apps and Ascertainability 

The plaintiff suggests in a letter to the court dated April 9, 2014 that a subclass could be 

certified that included only non-Gmail email users who exchanged email with individuals who 

had email services provided through a Google Apps customer. The plaintiff rightfully points out 

that the Google Apps email addresses do not have an "@gmail.com" suffix, therefore, a non­

Gmail user would not be aware that the email user with whom he/she was corresponding was, in 

effect, a Gmail user and therefore his/her emails were being reviewed for purposes of targeted 

advertising. Therefore, as to such a Google Apps user, there could be no implied consent, absent 

proof that the non-Gmail correspondent was nonetheless aware that the Google Apps customer 

had enabled targeted advertising on email accounts. The shoti answer to the plaintiffs request is 

that it is inappropriate to raise this new subclass issue in a letter delivered to the court after the 

parties have filed their memoranda and evidentiary materials. This is pmiicularly inappropriate 

when the question is no longer certification of subclasses, but rather whether this proposed 

subclass will be the only class certified. 
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The court, however, does not foreclose the plaintiff from pursuing such a class, although 

certain substantial impediments to certification do suggest themselves. First, the record presently 

before the court appears to establish that many Google Apps customers do not permit Google to 

place advertising on their email accounts, so those customers would not be conduits for unlawful, 

secret interception of emails. Moreover, if it were feasible to identify the Google Apps 

customers who permitted advertising, Marquis would had to have emailed someone who used 

such an email account. Marquis could not be a class representative of a class of which she is not 

a member. See Doe v. The Governor, 381 Mass. 702, 704-705 (1980) (noting that "if the 

individual plaintiffs may not maintain the action on their own behalf, they may not seek relief on 

behalf of a class"). 

The court also has concerns regarding whether it would be possible to ascertain who the 

members of such a class are, i.e., a class of Massachusetts email users who send and/or receive 

emails from an email account established through a Google Apps customer, who permits targeted 

advertising, and where that email user's email address does not identifY the applicable email 

server as a Google server. It seems unlikely that Google would have data which could be mined 

to identify potential class members. In Carrera v. Bayer Corp., 727 F.3d 300,306-307 (3rd Cir. 

2013), the Third Circuit Court of Appeals explains the concept ofascertainability at length and 

its importance in determining whether a class may be certified. As noted earlier, Massachusetts' 

own appellate courts have yet to weigh in on this implicit requirement for class certification, but 

the Third Circuit's analysis has much to recommend it. If a plaintiff, such as Marquis, brought 

an individual claim, she would have to prove that her email was secretly intercepted. "A 

defendant in a class action has a due process right to raise individual challenges and defenses to 

claims, and a class action cannot be certified in a way that eviscerates this right or masks 
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individual issues ... A defendant has a similar, if not the same, due process right to challenge the 

proof used to demonstrate class membership as it does to challenge the elements of a plaintiffs 

claim." Id at 307. In sum, the Carrera decision suggests caution when a putative class "cannot 

be ascertained from a defendant's own records" unless a "reliable, administratively feasible 

alternative" is demonstrated. Id at 304. The court was skeptical of approving an approach to 

identifYing class members that amounted "to no more than ascertaining by potential class 

members' say so." Id. For that reason, it found class member aflidavits an unacceptable method 

for establishing class membership. Id. at 309. Moreover, unlike some cases in which the "low 

value" of potential individual recoveries would discourage class members from going to the 

trouble to submit false claims, in a civil action for violation of the Massachusetts wiretap statute, 

the minimum recovery for each claimant is $1000 (G.L. c. 272, § 99(Q)). See Carrera v. Bayer 

Corp., 727 F.3d at 308-309 (where the court considers and r~jects affidavits as a means of 

identifying class members even though individual recoveries would be modest). C£ Donovan v. 

Philip Morris USA, Inc., 268 F.R.D. 1 (D. Mass. 2010) (where the defendant had much data on 

longtime customers, only two easily identifiable personal characteristics were necessary for class 

member status-long term smoking and no diagnosis of cancer, and there was no monetary relief 

available for class members). 
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ORDER 

For the foregoing reasons, the plaintiffs motion for class certification is DENIED with 

prejudice, except with respect to a possible class ofnon-Gmail email users that exchanged emails 

with an email user whose email service was provided by a Google Apps customer who pennitted 

targeted advertising; and as to such a possible class, the court makes no ruling. 

Dated: June 19,2014 
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CERTIFICATE OF COMPLIANCE 

I, Jeffrey Thorn, hereby certify that the 

foregoing Brief complies with the rules of the court 

that pertain to the filing of briefs, including, but 

not limited to: 

Mass. R. A. P. 16(a) (6) (pertinent findings or 

memorandum of decision); 

Mass. R. A. P. 16 (e) (references to the record); 

Mass. R. A. P. 16(£) (reproduction of statutes, 

rules, and regulations); 

Mass. R. A. P. 16 (h) (length of briefs and reply 

briefs); and 

Mass. R. A. P. 20 (form of briefs, appendices, 

and other papers). 

Respectfully submitted, 

,Jeffre 
ADKINS, N & ZAVEZ, P.C. 
90 Canal Str eL, Suite 500 
Boston, MA 02114 
(617) 367-1040 
jthorn@akzlaw.com 

Dated: October 2, 2015 
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CERTIFICATE OF SERVICE 

I, Jeffrey Thorn, hereby certify under the 

pains and penalties of perjury that two copies of 

Plaintiff's Opening Brief and the Parties' Joint 

Appendix were served on counsel of record for the 

appellee, including Robert B. Lovett, Esq., via 

electronic mail and hand delivery at Cooley LLP, 500 

Boylston St., Boston, MA 02l16 on this 2nd day of 

October,2015. 

90 Canal Street, 
Boston, MA 02114 
(617) 367-1040 
jthorn@akzlaw.com 

Dated: October 2, 2015 


