








Public WiFi Access in San Francisco

In February 2006, EPIC filed comments with the San

Francisco Government on its plans to offer public 

municipal broadband or WiFi access. EPIC urged city

officials to tweak privacy protections for users of a 

proposed municipal broadband service. The comments

sought to allow anonymous access to the network, to 

limit sale of personal information by the providers, and 

to routinely delete personal information collected through

the network.

Court Records and SSNs

In 2006–2007, EPIC submitted comments to the District 

of Columbia and Florida courts recommending that court

files be scrubbed of identifiers such as Social Security

Number, date of birth, and telephone number. EPIC argued

that, “Court records are becoming the fodder for dossiers on Americans,” and that 

commercial data brokers are eroding the privacy rights of individuals by extracting 

data from court files.

Taxpayer Privacy

In March 2006, EPIC submitted comments to the Internal Revenue Service in support of

a strong opt-in rule before tax preparers can disclose return information for marketing

purposes. The group urged the IRS to stiffen penalties for wrongful disclosure of data,

and to require tax preparers to take responsibility for how data are used for marketing.

Auto Dialers and Telecommunications Privacy

In May 2006, EPIC filed comments to the Federal Communications Commission, urging

the agency to reject a petition by ACA International that would allow the use of auto

dialers by debt collectors. The Telephone Consumer Protection Act of 1991 prohibits the

use of auto dialers to contact telephone devices. EPIC told the agency that the incidents

of identity theft in the US made the claim by ACA that it only seeks to collect outstanding

debts suspect. EPIC also stated that the agency correctly interpreted Congressional

intent when it implemented auto-dialer privacy protection, and urged the FCC to not

reverse itself on this matter.
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" The Electronic Privacy

Information Center 

advocates for the

right to be left alone

in this digital age. 

It’is a tough fight, 

but somebody has 

to keep it going."”

-Knight / Ridder

Tribune News Service



Public Video Surveillance

In June 2006, EPIC submitted comments to the District of Columbia Metropolitan 

Police Department opposing a new CCTV project that would dramatically expand police

surveillance of the public. EPIC urged the MPD to maintain public notification standards

for all video surveillance. EPIC also urged the MPD to set clear, objective standards for

evaluating the system. 

Privacy in Telecommunication Customer Records

In June 2006, EPIC has filed reply comments on the Federal Communications

Commission’s proposal to require phone companies to increase security for consumers’

phone records. EPIC urged the FCC to adopt rules that prevent poor security practices,

such as using easily obtained biographical information as passwords for users to access

account information. In 2007, EPIC recommended that the Federal Communication

Commission when implementing Enhanced 911 regulation that they also protect 

consumer location privacy. In addition, EPIC advocated for equal privacy protection 

for all telephone user–including VOIP and other communication services.

Automated Targeting System (ATS)

In December 2006, EPIC led an effort by 29 organizations and 16 privacy and technology

experts to file comments urging the Department of Homeland Security to suspend the

traveler-profiling program and to fully enforce Privacy Act obligations. The coalition

explained that Privacy Act obligations were imperative for a system such as ATS, 

which creates “risk assessments” of travelers and keeps the data for 40 years.

REAL ID

In May 2007, EPIC’s Privacy Coalition project led a coalition of more than 60 organizations

in a concerted effort to increase the number of public comments to the Department 

of Homeland Security on the agency’s proposed rule to implement the REAL ID. As 

a result of the campaign more than 12,000 comments were submitted to the agency.

EPIC’s comments to the agency said that the “ill-conceived plan would increase the risk

of and the damage caused by identity theft.” 
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I N T E R N E T  P U B L I C  I N T E R E S T

O P P O R T U N I T I E S  P R O G R A M
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“I really enjoyed the time here and appreciate all the effort it takes from 

all the staff to make this such a rewarding experience. . . I did like the

org[anization] . . .because we all got to work with all the permanent staff

rather than always going through an intermediary. . . I really enjoyed writing

comments about proposed rulemaking. I felt that was the assignment that

most demonstrated the difference we can make. I also really enjoyed 

preparation for the protest [opposing deployment of CCTV surveillance 

in Washington, DC] . . .The amicus brief was definitely the most rewarding, 

but meeting with officials who are real decision-makers, in informal gather-

ings, was also very interesting. . . [Best experience of the IPIOP program] 

Preparing material for Congressional hearing on WHOIS. . .FOIA request

work. . . assignments permitting exploration of the nuanced issues in a 

particular interest . . . Loved sitting in on hearings.” – 2006–2007 IPIOP CLERKS

A grant from the Glushko-Samuelson Foundation established the Internet Public 

Interest Opportunities Program (IPIOP). IPIOP is an intensive, paid legal internship 

conducted during the summer, fall, and spring terms. There are summer and school

semester internships available for outstanding law students with a strong interest in 

civil liberties relating to the Internet, particularly free speech, privacy, open govern-

ment, and democratic governance. The EPIC IPIOP Program gives law students the

opportunity to actively participate in valuable programs in Internet law, policy, and 

legislation. Washington, D.C. provides an ideal location for an introduction to Internet

law and policy. IPIOP clerks attend agency proceedings, policy meetings, and

Congressional hearings, as well as visiting landmarks in the nation’s capital. IPIOP

clerks also attend seminars led by eminent scholars and practitioners in the field of

Internet policy. The goal of the program is to provide opportunities for law students 

to experience first-hand the new and exciting intersection between Internet law and

public policy.

b
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Legislation

The legislative process is the critical opportunity for public

interest organizations to make their case directly to lawmakers,

to engage in discussion about the details of proposed legis-

lation, and to establish connections with critical committees

and decision makers. IPIOP clerks learn about this crucial

process by researching and drafting memoranda on critical

issues before Congress, and by attending hearings.

Government Oversight

The Freedom of Information Act (FOIA) is a powerful tool 

for public interest organizations to learn about otherwise

inscrutable government activities and to promote public

oversight. Each IPIOP clerk researches, drafts, and submits 

a FOIA request on a current Internet issue to one of many

government agencies. Clerks also assist in litigating pending

FOIA matters. 

Litigation 

Clerks assist EPIC staff in developing litigation strategies in key cases with significant

impact on critical Internet issues. Clerk activities include drafting memoranda, meetings

with attorneys, and attending court hearings.

Collaboration

IPIOP works in association with public interest litigators and law school clinics across the

country. A distinguished Advisory Committee oversees the work of IPIOP. Graduating

law school students interested in EPIC’s work are also encouraged to seek fellowships

through Equal Justice Works (equaljusticeworks.org) and Skadden Fellowship

Foundation (skaddenfellowships.org).

Applications

Submit a letter of interest, a writing sample, a résumé, and a recommendation letter to:

IPIOP Coordinator, EPIC, 1718 Connecticut Ave. N.W., Suite 200, Washington, D.C. 20009

or email ipiop@epic.org. The process is competitive. The IPIOP Program is receives 

hundreds of applications for placements each year.

" Thank you for 

providing the infor -

mation available on 

the page as well 

as the work EP IC 

has done concerning 

these and related

matters. It is greatly

appreciated by me and

many of my peers,..."

-M.W.B.
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E P I C A F F I L I A T E D S I T E S

“This consumer group provides a wealth of information at its web site.”

–GOVERNING MAGAZINE

In early 2008, EPIC launched “Privacy ’08” (privacy08.org) to promote 

public discussion about privacy in the 2008 Presidential election. EPIC also

established a presence on Facebook and created a Facebook Cause to 

promote Privacy ’08.

EPIC Bookstore — bookstore.epic.org

The EPIC Bookstore offers EPIC publications and a wide range of titles on privacy, free

speech, computer security, and civil liberties. The Bookstore also showcases a growing

list of featured titles from each issue of the EPIC Alert newsletter. 

Global Internet Liberty Campaign (GILC) — gilc.org

There are no borders in cyberspace. Actions by individual governments and multi-

national organizations can have a profound effect on the rights of citizens around the

world. The member organizations of GILC joined together to protect and promote 

fundamental human rights such as freedom of speech and the right of privacy on 

the net for users everywhere.

In Defense of Freedom (IDOF) — indefenseoffreedom.org

The IDOF coalition was established after September 11, 2001, to demonstrate public 

support for the protection of Constitutional values and to provide an organizing forum

for individuals and associations pursuing issues arising from the government’s response.

The 10-point statement In Defense of Freedom, endorsed by more than 150 organizations,

300 law professors, and 40 experts in computer science, is available on the site.

Internet Free Expression Alliance (IFEA) — ifea.net

IFEA was established to ensure the continuation of the Internet as a forum for open,

diverse and unimpeded expression and to maintain the vital role the Internet plays 

in providing an efficient and democratic means of distributing information around 

the world.
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Privacy International (PI) — privacyinternational.org

PI is a human rights group formed in 1990 as a watchdog on surveillance by govern-

ments and corporations worldwide. PI has conducted campaigns in Europe, Asia and

North America to counter abuses of privacy by way of information technology such 

as ID card systems, video surveillance, data matching, police information systems, 

telephone tapping, and medical records.

The Privacy Site — privacy.org

The Privacy Site, founded in 2000 as a joint project of EPIC and Privacy International,

contains the latest news, links, and resources on privacy issues, as well as action items 

to engage members of the public in personal privacy advocacy.

The Public Voice — thepublicvoice.org

The Public Voice was launched to promote the participation of Non-Governmental

Organizations (NGOs) in the deliberations of international organizations, such as the

Organization for Economic Cooperation and Development (OECD), in matters concerning

Internet policy. Public Voice conferences have been held in Ottawa, Paris, Hong Kong,

Dubai, and Wroclaw.

National Committee for Voting Integrity —votingintegrity.org

The National Committee for Voting Integrity was established in 2003 to promote 

voter-verified balloting and to preserve privacy protections for elections in the United

States. The National Committee is a non-partisan organization made up of leading 

technical experts, lawyers, journalists, and citizens.

Privacy Coalition — privacycoalition.org

The Privacy Coalition web site was launched in 2001 to serve as an organizing tool for 

a nonpartisan coalition of consumer, civil liberties, educational, family, library, labor, and

technology organizations. Members of the Privacy Coalition have agreed to the Privacy

Pledge, a framework of privacy protections endorsing limits on government surveillance

and the promotion of Fair Information Practices.
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E P I C S U P P O R T E R S

Major grants to support the work of EPIC have been received from:

Arca Foundation

Bauman Foundation

BT Counterpane

Carnegie Corporation

Nathan Cummings Foundation

Earthlink

Ford Foundation

Fund for Constitutional Government

Glushko-Samuelson Foundation

HKH Foundation

W.K. Kellog Foundation

Irving Kohn Foundation

Leuthold Family Foundation

Albert List Foundation

Lutz Foundation Trust

Markle Foundation

Metromail Cy Pres Fund

Norman Foundation

Omidyar Network

Open Society Institute

Quixote Foundation

Red Hat Center

Rockefeller Family Fund

Rose Foundation

Scherman Foundation

Simons Foundation

Sun Hill Foundation

Sun Microsystems

Trio Foundation of St. Louis

Working Assets

Zero Knowledge Systems

Additional support is provided 

by contributions from individual

donors, attorneys’ fees, cy pres 

funds, and the sale of publications.

b

" Thank you for your stand on privacy as recently reflected on a 
C-SPAN program dealing with the NSA domestic spying issue."
-N.B.
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E P I C F I N A N C E S

EPIC

STATEMENT OF ACTIVITIES

2004, 2005, 2006 AND 2007

2004 2005 2006 2007

Support and Revenue

Contributions $ 380,205 $ 78,473 $ 195,488 $ 227,540

Grants 840,473 606,250 577,500 449,750

Publications 20,319 13,624 9,976 15,450

Interest Income 45,768 49,833 77,519 89,643

Other (5,171) (17,165) 188,739 136,283

Total Support and Revenue $ 1,332,044 $ 731,065 $ 1,049,222 $ 918,666

Expenses

Program $ 933,864 $ 897,076 $ 699,312 $ 608,118

Administration 66,831 58,511 83,456 134,632

Fundraising 25,461 46,493 58,755 60,198

Total Expenses $ 1,025,976 $1,002,080 $ 841,523 $ 802,948

Change in Net Assets $ 306,068 $ (271,015) $ 207,699 $ 115,718

Net Assets, Jan 1 $ 1,584,383 $ 1,890,451 $ 1,619,436 $ 1,827,135

Net Assets, Dec 31 $ 1,890,451 $ 1,619,436 $ 1,827,135 $ 1,942,853

Based on report compiled by Friedman & Associates, CPA, Rockville, MD. 2007 audit by Kronzek, Fisher & Lopez, 

PLLC, Washington, D.C. The current EPIC form 990 is available at the EPIC web site and at ww.guidestar.org. 
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EPIC 

STATEMENT OF FINANCIAL POSITION

DECEMBER 31, 2007

Assets

Current Assets $ 1,413,618

Fixed Assets 13,466

EPIC Trust 579,057

Total Assets $2,006,141

Liabilities

Accounts payable $ 63,288

Total $ 63,288

Net Assets

General $1,034,433

Projects 329,363

EPIC Trust 579,057

Total $1,942,853

Total Liabilities and Net Assets $2,006,141

The EPIC Trust was established in memory of Paul Simons.
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E P I C B O A R D & S T A F F

EPIC Advisory Board 

EPIC works closely with a distinguished

advisory board drawn from the 

information law, computer science, 

civil liberties and privacy communities. 

Steve Aftergood

Prof. Phil Agre

Prof. Anita Allen-Castellitto

Board Member

Hon. John Anderson

James Bamford

Prof. Ann Bartow 

Prof. Francesca Bignami

Prof. Christine Borgman

Stefan Brands

David Burnham

Vinton G. Cerf

David Chaum

Prof. Julie E. Cohen

Bill Coleman

Simon Davies

Whitfield Diffie

Board Member

EPIC Staff 2006–2007

Marc Rotenberg

Executive Director

Lillie Coney

Associate Director

John Verdi, Director

Open Government

Melissa Ngo

Senior Counsel

Allison Knight

Director

Privacy and Human Rights Project 

Guilherme Roschke

Skadden Fellow

Simon Davies

Senior Fellow

Katitza Rodríguez Pereda

International Policy Fellow

Caitriona Fitzgerald

Technology Fellow

Harry Hammitt

Senior Fellow

Daniel Burger

Administrative Coordinator
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Prof. David Farber

Addison Fischer

Hon. David Flaherty

Philip Friedman

Board Member

Austin Hill

Deborah Hurley

Chair

Joi Ito

Prof. Jerry Kang

Secretary

Prof. Pamela S. Karlan

Judith Krug

Chris Larsen

Prof. Gary Marx

Mary Minow

Dr. Denise M. Nagel

Peter G. Neumann

Prof. Eli Noam

Dr. Deborah Peel

Stephanie Perrin

Chip Pitts

Prof. Anita Ramasastry

Prof. Ron Rivest

Prof. Pamela Samuelson

Bruce Schneier

Board Member

Prof. Paul M. Schwartz

Barbara Simons

Paul M. Smith

Robert Ellis Smith

Prof. Daniel J. Solove

Prof. Frank Tuerkheimer

Edward G. Viltz

Treasurer

Willis Ware

Christopher Wolf

Paul Wolfson

David Stern

IPIOP Advisory Committee 

Private contractors snooped through your passport 

file at the State Department. Are you satisfied 

with the steps that have been taken since?



S U P P O R T  E P I C

“As a former member of Congress and one who has spent much of his public

life working to protect Constitutional values, I am very pleased to offer my

strongest endorsement to the Electronic Privacy Information Center. EPIC 

is a powerful voice in Washington. I am constantly amazed by how much this

dedicated group accomplishes. I urge you to join me and make a generous

contribution to EPIC. Together we will help ensure that civil liberties and 

privacy are preserved in the Information Society.” –Hon. John Anderson, 

former Presidential candidate

“EPIC does wonderful work. I admire their efforts to protect theprivacy of

Americans. Particularly at this moment when there is growing concern about

unlawful surveillance within the United States, I urge you to support the 

work of EPIC.” –James Bamford, Author, The Puzzle Palace, Body of Secrets,

and A Pretext for War

“EPIC is on the front lines of the most important civil liberties issues of our

age, defending privacy, promoting open government and encouraging 

critical public debate about the technologies that are transforming our lives. 

I support EPIC and I hope you will, too.” –Bruce Schneier, internationally

renowned security technologist and author

If you’d like to support the work of the Electronic Privacy Information Center, 

contributions are welcome and fully tax-deductible. Checks should be made out to

“EPIC” and sent to 1718 Connecticut Ave., NW, Suite 200, Washington, D.C. 20009. 

Or you can contribute online at www.epic.org/donate/. The GuideStar Database at

www.guidestar.org provides additional information about the work of EPIC. A complete

Form 990 for the current year is also available online.

b

"I just wanted to praise the EP IC website and the valuable info

you make available to the public . . . . At the end of the year, me and 

others plan on contributing a few dollars to your organization." -anon.
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Do you believe that as a result of technlogical innovation

Americans must accept the loss of privacy?



ELECTRONIC PRIVACY INFORMATION CENTER

1718 Connecticut Avenue NW

Suite 200

Washington DC 20009 USA

T: +1-202-483-1140

F: +1-202-483-1248

epic.org




